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1 Overview

1.1 What is this application?

Mobile Backup app and Two-Factor Authentication app for CloudBacko
Pro/Lite

Nowadays, we tend to use our smartphones or tablets to get our work done, because of this,
backing up mobile device data is crucial as our mobile devices have become an extension of
working on a local computer.

The backup and restore feature for photos, videos, documents, and 2FA accounts on mobile
devices provides CloudBacko users with flexible access to critical business or personal data in
event of hardware failure and risk losing data due to an accident or disaster.

A Two-Factor Authentication (2FA) sign-in feature which serves as an additional layer of
security for CloudBacko Pro/Lite, ensuring that only your registered mobile device(s) have the
authority to grant permissions to access CloudBacko Pro/Lite.

Two-Factor Authentication .

CloudBacko Pro J «
CloudBacko Lite J J

CloudBacko Home x

2 9@

www.cloudbacko.com 1
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1.2 System Architecture

Below is the system architecture of CloudBacko app illustrating the major elements involved in
the backup and restore process among the backup machine CloudBacko Pro/Lite/Home.

The CloudBacko app is connected to the local network of the CloudBacko Pro/Lite/Home
machine via a WiFi Router, to backup and restore photos, videos, documents, and 2FA
accounts that are stored primarily on the local destination of the CloudBacko Pro/Lite/Home
machine.

NOTE

The first mobile backup may take up a few hours to back up all the photos, videos, documents, and 2FA
accounts from your device. Subsequent backups will take less time. Please do the following for the first
mobile backup to prevent any interruption during backup process:

* For Android, disable screen lock or timeout.

* ForiOS, disable auto-lock.

» Turn off all power saving modes

® Connect to power source

DID]D
Z2=0

Moblle Backup Local
Server (MBS) Destination

.
T Back up to the Local Destination of the
CloudBacko Pro/Lite/Home Machine

Photos, videos, :
documents, and ’ é ?
2FA accounts

A
— 1 LEGEND:

CloudBacko app
g ? ‘m Mobile Devices

— WiFi Router

4 Photos, videos,
&G rare

documents, and 2FA accounts

E Mobile Backup Server (MBS)

Local Destination of CloudBacko
CloudBacko = Pro/Lite/Home machine
app

www.cloudbacko.com 2
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Photos, videos, documents, and 2FA accounts are stored either in the mobile device’s internal
memory or SD Card. These are selected as backup source using the CloudBacko app and will
be backed up to the local destination of a CloudBacko machine, that can be a Hard Drive,
Flash Drive, and/or Network Drive in their ORIGINAL format unencrypted. For Android devices,
photos and videos will retain all EXIF. While for iOS devices, photos and videos will retain most
of the EXIF including, capture date, location, and lens.

NOTE

The Mobile Backup Server (MBS) is a component of the CloudBacko Pro/Lite/Home machine that
manages the backup and restore of the CloudBacko app.

@ S n amazon
Y S

OneDrive

for Business

Cloud Destination

Internet

Data are compressed, encrypted, and divided into individual data block size of 32 or 64MB

Backup and Restore from CloudBacko Pro/Lite/Home to Cloud Destination
FR
-’ -

Local Destination on CloudBacko Pro/Lite/Home

%backup_destination%\%device_name%\%backupset_id%\blocks\
YYYY-MM-DD-hh-mm-ss\0

< Local Disk (D EXAMPLE:
. D:\Backup\Redmi\1601369369222\blocks\2020-09-29-16-50-24\0
ASUS XOID
Rean i
1601369369222
blocks _"l =] D00000jpg
2020-09.29-16-50-24 ] 00000ajpg
] 00000bjpg
] 00000¢pg

CloudBacko
Pro/Lite/Home Machine

0

e

>

HTTP Port: 50000 to 50099 HTTP Port: 51000 to 51099 HTTP Port: 52000 to 52099
UDP Port: 50200 to 50299  UDP Port: 51200 to 512909 UDP Port: 52200 to 52299
Protocol: Http Protocol: Http Protocol: Http

atemal shared storage > DEIM .
-
— a
Camera
R ) i ﬁ AlerthiessageQ00Z jpg

Internal Memory Screanshats J——

o | ” riMessa

Test mages
= ® - Q S0 card > BCIM > Camera
CloudBacko app _’ﬂ‘_b S0 cand> DEM = E AlerMiessaged00 jpg
(Backup Source) e '

- ﬁ AleriMessage0002.jpg
ﬁ AleriMessage0003 jpg
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If storage of photos, videos, documents, and 2FA accounts to a cloud destination is
required, then this can be done using CloudBacko Pro/Lite/Home to perform a secondary
backup and restore of the photos and videos on the local drive to the cloud.

To back up and restore photos, videos, documents, and 2FA accounts from CloudBacko
app to CloudBacko Pro/Lite/Home and Cloud, it is a two-step process.

1% Back up photos, videos, documents, and 2FA accounts from CloudBacko app to
CloudBacko Pro/Lite/Home.

2"d: Create a File backup set using CloudBacko Pro/Lite/Home, using the local backup
destination as the backup source, then back up this backup set to cloud destination.

@
e (‘p) igi’;
@_aws b ee sz
@ &4 @ o

OneDrive
for Business

Cloud Destination

I

Internet

Data are compressed, encrypted,
and divided into individual data
v block size of 32 or 64MB

Backup and Restore from CloudBacko Pro/Lite/Home to Cloud Destination

1) B =

(OIS

&>
—K§ | E=a

Mobile Backup L
Server (MBS) Destination

Photos, videos, 2
documents and/or 2FA ‘
accounts are stored in

their ORIGINAL CloudBacko Pro/Lite/Home Machine

-~

-~
| J unencrypted format

s

Backup and Restore from
CloudBacko app to
J CloudBacko Pro/Lite/Home

CloudBacko app
(Backup Source)
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1.3 Two-Factor Authentication

A new two-factor authentication feature is implemented on CloudBacko Pro and Lite v4.3.0.0
or above, to include support for TOTP (Time-based One-time Password) and Push notification
authentication using the CloudBacko app to provide additional security for the user login
process.

Upon initial login, you will have an option to set up your two-factor authentication feature.
However, you may skip the setup and do it later. If you continue the two-factor authentication
setup, it will be automatically enabled for future CloudBacko sign-in processes. Furthermore,
you may register your CloudBacko Pro / Lite with multiple mobile devices for two-factor
authentication.

For logins with two-factor authentication enabled on CloudBacko Pro / Lite, you will be asked
to select the method that you would like to use. This depends on the authenticator app being
registered. You will either accept the login request via push notification in the CloudBacko app
or enter a one-time password generated in the third-party authenticator apps such as Authy,
Duo, Google Authenticator, Microsoft Authenticator, LastPass, etc.

(B

ik

|
oID

CloudBacko Pro/Lite

CloudBacko Pro/Lite - Password Lock

d in your

red
Aiter sscode generater

CloudBacko Pro/Lite — Two-Factor Authentication (2FA)

[
PNST)

CloudBacko

Send Push Notification

i -

CloudBacko app Third-party TOTP
AuthenticatorApp

Accept Authorization Request Input one-time password

Coudidacko Lite B

Allinstructions are there All instructions are there
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This illustrates the registration of mobile devices for Two-Factor Authentication

NOTE
For more details, please refer to the following links:

© CloudBacko Pro Quick Start Guide for Windows
© CloudBacko Lite Quick Start Guide for Windows

$
00

CloudBacko Pro/Lite

CloudBacko Pro - Password Lock

[2] Cloudbacko Lite &

B 0 O B 0 o

"Bz -

O S o=
- semngs Ul
_.= All instructions are there

= Al uctions are there

Register mobile device(s)
Go to Setting > Authentication

Require Authenticator ABp 1o Sign in your account during starup

on =

Registered Mobile Deviceis)

EI Galaxy A0

Add

Two-Factor Authentication

CloudBacko app Third-party TOTP
| Authenticator App
|

Click “Not able to scan QR code? Click
Scan QR code
1 here to pair with TOTP secret key”

A from. App Stare. Once sl e MBI ADD. launch t an

Prerequisites

Plesse use the ltest habile Agg versies

|

Require Authenticator AP o SIgN in YOUF 3CCOUNt during starup

on = |

Registered Mobile Deviee(s)

EI Galaxy ATO W
P cloudBacka "l
P Microsoft Authenticator "

Add

www.cloudbacko.com

CloudBacko app

l

O e a
798 508

En

2FA
Enter recovery phone number

Choose a country code and enter phone number
Enter verification code sent to phone number

Lenova (Windows 10)
Enier 2 valid phone urmber, you wil need
i for accaunt recavery:

1 - EE—

Vesification code

YXNR-  ee6029  (0433)

® cloudBacko
——
) Lo s 10

264 901
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1.4 Mobile Backup

The following table shows the key features of the mobile backup:

Android Devices iOS Devices
Photos V4 Photos V4
Supported Backup Videos \/ Videos \/
Source Documents v Documents ) ¢
2FA accounts V4 2FA accounts V4

Photos with the following filename extensions are supported: .jpg,
.png, .bmp, .gif, .tif, HEIF and HEIC.

Videos with the following filename extensions are supported: .mp4,
.mkv, .mov, .avi, .flv and HEVC.

Audio files will be included in
the document backup.
Supported File

Documents with the following
Types

filename extensions are
supported: .doc, .docx, .xls,
XIsX, .ppt, .pptx, .pdf and .txt.

Audio with the following
filename extensions are
supported: .m4a, .mmr, .aac,
.silk, .opus, .mp3, .flac and
.wav.

www.cloudbacko.com 7
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2 Requirements for CloudBacko app on Android/iOS

2.1 Software Requirement

Download and install the latest version of CloudBacko app on the Play Store for Android mobile
devices and on the App Store for iOS mobile devices.

2.2 Android and iOS Version Requirement

©
©

For Android device, Android version must be Android 8 or above.

For Apple device, iOS version must be 12.0 or above.

2.3 Network Connection

Ensure that CloudBacko app is connected to the same local WiFi network as the CloudBacko
Pro/Lite/Home machine. Failure to do so will prevent the CloudBacko app from performing mobile
backup/restore.

2.4 Two-Factor Authentication (2FA) Requirements

>

© 0 0 0 ©

o

Make sure to configure the firewall to allow outbound connection to pns.cloudbacko.com
via port 80 and 443. Failure to do this will prevent you from signing in to CloudBacko Pro and
Lite using Push Notification feature.

Two-Factor Authentication must be enabled on CloudBacko Pro and Lite.

A supported mobile device with CloudBacko app and/or a third-party authenticator apps
must be installed.

The CloudBacko app or a third-party authenticator apps must be registered with CloudBacko
Pro and Lite.

CloudBacko Pro and Lite must be connected to the internet.
Mobile device must have valid mobile service and be able to receive SMS notifications.
Mobile device must have a functioning camera for scanning QR code to register 2FA.

To use push notification for Two-Factor Authentication with the CloudBacko app the mobile
device must have an internet connection.

Ensure to Allow Noatification on the CloudBacko app for your mobile devices.

www.cloudbacko.com 8
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2.5 Mobile Backup Requirements
© Pre-requisites

* Backup and/or restore can be performed only if the mobile device is connected to
the same local WiFi network as the CloudBacko Pro/Lite/Home machine.

* Backup and/or restore can be performed if the battery level is not lower than
30%. Unless Power Saving Mode is disabled.

© For mobile backup inbound/outbound network traffic must be allowed through the
following port ranges:

* CloudBacko Pro: TCP Port: 50000 to 50099, UDP Port: 50200 to 50299,
Protocol: HTTP

* CloudBacko Lite: TCP Port: 51000 to 51299, UDP Port: 51200 to 51299,
Protocol: HTTP

* CloudBacko Home: TCP Port: 52000 to 52099, UDP Port: 52200 to 52299,
Protocol: HTTP

These are the default ports:
* CloudBacko Pro: TCP Port: 50000, UDP Port: 50200
* CloudBacko Lite: TCP Port: 51000, UDP Port: 51200
* CloudBacko Home: TCP Port: 52000, UDP Port: 52200

Actual TCP and UDP port can be seen on the CloudBacko Pro/Lite/Home when pairing a
mobile device for mobile backup.

Please scan the QR code to register your mobile device with your backup account for following feature:

I"I Wobile Backup

Please make sure below 2 ports are not blocked by any Firewall settings before
d | pairing your mobile device for backup

f2 | Tce port: s0000
UDP Port: 50200

© Backup while charging Requirement

If Backup while charging feature is enabled, mobile device should be plugged to a
power source to resume backup.

© Permission Requirement

For the CloudBacko app to access the contents on your Android and iOS mobile device,
you will be prompted to grant access permission on the following items when you first
launch the application. Make sure to Allow these requests when prompted:

Android

*  Auto-Launch and Run in Background

NOTE
Auto-Launch and Run-in Background settings may vary from Android version and brand.

www.cloudbacko.com 9
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i0S

This is a sample setting from a Huawei device.

App Launch

Please set the app to "Manage
Manually" and make sure to have the
following enabled:

-Auto-Launch

-Run in Background

GO TOSETTINGS  CLOSE

< App launch

Manage all automatically

& App launch
Q  Search
Manage all automatically

b Bing
Manage automatically

ﬂ Calculator
Manage manually

Auto-launch

Launch on startup or in background.

Secondary launch

Can be launched by other apps.

Run in background

Keep app running in background
0K

I

Manage automatically

8

8

8

8

8

 Vidllaye dulUniauGany
Bing
-
l‘ Manage automatically ()
SEd Calculator
Manage automatically o
CloudBacko
Manage manually
com.android.systemui.feature_
H cover o
Manage automatically
Drive
L Manage automatically ()
Feature Adviser
Manage automatically (:)
Camera
Allow CloudBacko

to take pictures and
record video?

DENY ALLOW

Read External Storage

D Allow CloudBacko to
access photos, media,
and files on your
device?

DENY ALLOW

Write External Storage

Camera

"CloudBacko” Would Like to

Access the Camera

CloudBacko wants to use camera to
scan QR code

Don't Allow OK

www.cloudbacko.com
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* FacelD

* Photo Library

“CloudBacko” Would Like to
Access Your Photos

CloudBacko wants to use photo library
for backup

Don’t Allow OK

* Notifications

“CloudBacko” Would Like to
Send You Notifications

Notifications may include alerts,
sounds, and icon badges. These can
be configured in Settings.

Don't Allow Allow

O Battery Requirement

When Power Saving Mode is enabled (This is enabled by default.), the User is unable to
perform backup if battery level is less than 30%.

© Backup while Charging Requirement

If Backup while charging feature is enabled, mobile device should be plugged to a
power source to resume backup.

2.6 Limitations

2.6.1 Two-Factor Authentication (2FA)

2FA is not supported on CloudBacko Home.

2.6.2 Mobile Backup

For Android Devices

© Backup of document is only supported for documents stored in the internal storage of
Android devices.

© Backup of HEIF and HEVC media files from iOS, stored on Android, are not supported.
© Restore of HEIF and HEVC media files from iOS are supported in Android devices.
However, a third-party app is needed to view these media types on the Android device.
For iOS Devices

© Backup of photos and videos synchronized from iTunes are not supported due to iOS
limitation.

© Backup of document is not supported.

© EXIF (Exchangeable Image File Format) metadata of photo and video files are not
retained after restore, except the last modified date and time.

www.cloudbacko.com 11
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© Due to limitation, the removed items from Free up space will remain in the “Recently
deleted” folder for up to 40 days. It is highly recommended to manually clear the folder
to release storage space.

For both Android and iOS Devices
© The timestamp of photo and video files are not retained after the restore process.

© Current release does not support backup/restore of multiple snapshots. Only the latest
backup snapshot is available to be restored.

© Versions earlier than v1.6.0 does not support folder-by-folder or item-by-item restore.
Only the complete set of backed-up photos and/or videos are available to be restored.

www.cloudbacko.com 12
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3 Get Started with CloudBacko App

This user guide will walk you through the following 5 major parts to get you started with using
CloudBacko app.

Download and Install
Download and install the CloudBacko app on your
mobile device

Launch the App
Launch the CloudBacko app

Add Device for Mobile Backup or 2FA

Add a device to back up and restore photos,
videos, documents, and 2FA accounts

Run Backup Jobs
Run backup jobs to back up photos, videos,
documents, and 2FA accounts

Restore Data
Restore backed up photos, videos, documents,
and 2FA accounts to your mobile device.

www.cloudbacko.com
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4 Download and Install CloudBacko App

The latest version of CloudBacko app is available at Android Play Store /iOS App Store.

4.1 Android - Play Store
1. Search CloudBacko.

= cloudbacko

CloudBacko
CloudBacko Corporation * Tool

Dropbox: Cloud Storage to Backup, S...
Dropbox, Inc. * Pr tivity

* 1€

Files by Google: Clean up space on y...
Google LLC + Tool
6% | Vi+

G Cloud Backup
Genie9 LTD
1.5% [ 5M4

Autosync for OneDrive - OneSync
MetaCtrl « |

16% [@

Plants vs Zombies™ 2 Free
ELECTRONIC ARTS - St

2. Tap Install to start the installation. CloudBacko app is successfully installed.

CloudBacko CloudBacko

You might also like

=

File Manager VLC for Android Microsoft Kaizala
A - Chat, Call & W.

About this app

About this app

to

www.cloudbacko.com
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3. Optional: Tap the CloudBacko app. Pop-up message will be displayed for the App
Launch. Make sure to enable the following: Auto-Launch and Run in Background.

NOTE

Auto-Launch and Run-in Background settings may vary from Android version and
brand.

This a sample setting is from a Huawei device.

App Launch

Please set the app to "Manage
Manually" and make sure to have the
following enabled:

-Auto-Launch

-Run in Background

GOTOSETTINGS CLOSE

Go to Settings > App Launch > CloudBacko. Manage the app manually by enabling
the Auto-Launch and Run in Background.

< Applaunch A & App launch
Q. Search
Manage all automatically Manage all automatically
»  Manaye auwinausany Bing
Bi b Manage automatically ()
ing
l' Manage automatically o N, Calculator
. == I - «©
Calculator
a Manage automaticall o Manage manually
CloudBacko Auto-launch
Manage manually Launch on startup or in background «©
com.android.systemui.feature_ Secondary launch
n cover () Can be launched by other apps o
Manage automatically
X Run in background
L Drlve () KJ—\' ApPp running in background o
Manage automatically
Feature Adviser 0K
Manage automatically (D —_—
™ Manage automatically @

www.cloudbacko.com 15
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4.2 i0S - App Store
1. Search CloudBacko.

©, CloudBacko © Cancel

@, cloudbacko

©, cloudbacko mobile

H$ z x ¢ vbnm®

2. Tap GET.

Q, CloudBacko © Cancel { search
CloudBacko
CloudBacko CloudBacko Corporation
Backup your photos & videos GET
I o GET M
_ ovatacko _ Clouaack 4+
e ® o0 am R T032am
Welcome to Welcom
CloudBacko CloudBj
2 This 18 an integrated platform for you to This 1s an integrated plal
CloudBacko Mobile .
Utilities GET
£ —
PoC] B ||
&) @ Y234 ﬂ
- )<
Automatically backup your photos and videos
PG Protect your CloudBacko |
B oy o . P
(l 4 S & Q
Today Games At Arcade Search

www.cloudbacko.com
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3. Tap Install to start the installation.

App Store Cancel

CLOUDBACKO (=]
CLOUDBACKO CORPORATION

APP

account I GGMAIL.COM

Install

4. Input your Apple password then tap Sign In or use Touch ID by placing your enrolled

fingerprint on the home button to proceed with the installation.

{ Search
CloudBacko
Backup your photos & videos
d o
Store Cancel
App 4+
Sign In with Apple ID v - s
Enter the password for
(@gmail.com to authorise this
transaction.
Password Welcome to Welcom

CloudBacko CloudBj

This is an integrated platform for you 1o This is an integrated plaj
a® &) &=
] g

— )N

Automatically backup your photos and videos |
1o your local PC. Instantly restore your data oMo Y e
back to any of your devices.

E 4 S & Q

Today Games Apps Arcade Search

www.cloudbacko.com 17
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5. CloudBacko app is successfully installed.

{ search
CloudBacko

Backup your photos & videos

[ oeen J (M

4+
e 50 am - e 32 am
Welcome to Welcon
CloudBacko CloudB{
Thi is an ntogratd plaiorm for you 0 This i an inogratod ]

K‘\
‘e B
— )=

Automatically backup your photos and videos
10 your local PC. Instantly restore your data
back to any of your devices

Protect your CloudBacko
Factor Authentical

Games App Arcad Search

www.cloudbacko.com
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5 Start CloudBacko App

1. Tap on the CloudBacko icon to launch the app.

®

CloudBacko

2. The following screen will be displayed.

For initial launch this will be the screen After you have already registered for the mobile
displayed: backup, this will be the screen displayed for
succeeding launch:

@ CloudBacko

Why Upgrade
tov4.1.4

if you're backing up
VMware vCenter/ESXi
CloudBacko v5.0, 5.1, 5.5 & 6.0

Clouddacko.

Why you need to upgrade to CloudBacko
Pro v4.1.4 if you're backing up VMware
@ English ESXi v5.0,5.1,5.5 and 6.0

Dear CloudBacko Pro users, if you are currently
using pre v4.1.4 #CloudBacko Pro in backing up
your VMware vCenter/ESXi v5.0, 5.1, 5.5 and 6.0,
see why you need to upgrade to v4.1.4 as soon as
possible.

CloudBacko v4.14.3 Released, with ¢

www.cloudbacko.com 19
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6 CloudBacko app Overview

@ CloudBacko

Why Upgrade
tov4.14

if you're backing up
VMware vCenter/ESXi
v5.0, 54,55 & 6.0 Q N

Clouddacko.

Why you need to upgrade to CloudBacko
Pro v4.1.4 if you're backing up VMware
ESXiv5.0,5.1,5.5and 6.0

Dear CloudBacko Pro users, if you are currently
using pre v4.1.4 #CloudBacko Pro in backing up
your VMware vCenter/ESXi v5.0, 5.1, 5.5 and 6.0,
see why you need to upgrade to v4.1.4 as soon as
possible.

CloudBacko v4.14.3 Released, with B

Office 365

VIOC ]

CloudBacko app has four (4) major features:
© Home - Displays CloudBacko-related news
© Backup — Backup and Restore
© 2FA - Two-Factor Authentication
0

More — Settings and Help

www.cloudbacko.com
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6.1 Home

Displays the latest CloudBacko news.

@ CloudBacko

Why Upgrade
tov4.1.4

if you're backing up
VMware vCenter/ESXi e
v5.0,5.1,5.5&6.0 Q -

Cloudbacko.

Why you need to upgrade to CloudBacko
Pro v4.1.4 if you're backing up VMware
ESXiv5.0,5.1,5.5and 6.0

Dear CloudBacko Pro users, if you are currently
using pre v4.1.4 #CloudBacko Pro in backing up
your VMware vCenter/ESXi v5.0, 5.1, 5.5 and 6.0,
see why you need to upgrade to v4.1.4 as soon as
possible.

CloudBacko v4.1.4.3 Released, with ¢

Office 365

6.2 Backup —Backup and Restore

After successful registration of the mobile devices with CloudBacko Pro/Lite/Home
local machine. Allows the Users to back up and restore photos, videos, documents,
and 2FA accounts to CloudBacko Pro/Lite/Home local machine.

@ CloudBacko

You have not activated
the mobile backup
function

Activate and start backup

& o &

HOME BACKUP 2FA MOR

www.cloudbacko.com
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6.2.1 Edit Connection Setting

To allow the updating of the host name or IP address setting of the backup client machine if
there are changes after device pairing. Follow the instructions below:

1. Tap the Edit connect setting link.

@ CloudBacko

D....x

Unable to locate backup client
application

Edit connection setting

Connect to new backup client application

e o & =

Backup F M

2. Choose from the following options:
© Automatically locate backup client machine
This will automatically connect to the backup client machine.
© Manually specify backup client machine’s host name / IP address

You can manually set the host name or IP address of the backup client
machine.

<

Edit connection setting

@ Automatically locate backup client machine

O Manually specify backup client machine’s host
name / IP address

Save & Connect

www.cloudbacko.com 22
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Automatically locate backup client machine
i. Select the Automatically locate backup client machine then tap Save &

Connect.

%

Edit connection setting

-@ Automatically locate backup client machine

C Manually specify backup client machine’s host
" name / IP address

Save & Connect

It will return to the Backup main screen and connect automatically connect to
the backup client machine.

Manually specify backup client machine’s host name / IP address

i. Select Manually specify backup client machine’s host name / IP address.
ii. Enter the host name or IP address then tap Save & Connect.

<

Edit connection setting

s

\3 Automatically locate backup client machine

@ Manually specify backup client machine's host
name / IP address

Save & Connect

www.cloudbacko.com 23
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iii. It will attempt to connect to the specified host name or IP address. While
attempting to connect, the host name or IP address field is disabled.

Attempting to connect to the host name / IP address...

<

Edit connection setting

C_) Automatically locate backup client machine

@ Manually specify backup client machine’s host
name / [P address

Attempting to connect to the host name / IP
address.

Cancel

If you have entered an invalid host name or IP address, this message will be
displayed, Connection failed. Make sure you have entered the correct
host name / IP address.

For example, the IP address has a special character “&” — 123.456.7&.115

<

Edit connection setting

O Automatically locate backup client machine

., Manually specify backup client machine’s host
name / IP address

s

Connection failed. Make sure you have
entered the correct host name / IP address

Save & Connect

www.cloudbacko.com 24
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3. The new host name or IP address has been updated and successfully connected to
the backup client machine.

Redmi Note 8

Last Backup

s Backup

R S &

Backup

www.cloudbacko.com 25
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6.2.2 Restore Features
These are the different options for the Restore:
© Select or Deselect 2FA Accounts.
Select All or Deselect All photos, videos, and/or document.

Select a few or Deselect a few photos, videos, and/or document.
View photos, videos, and/or document in separate tabs Recent, Archive, or Delete.

6.2.2.1 Restore Main Page

2

4 Honor 10 Lite

Backed up successfully a few seconds ago

b ft\'-ml?rs Il 163 Photos (2.78GB) >
(> | ‘:,Ifeu?\s 10 Wioos A P
© B3 pocument >

o ? 2FA Accounts
< Honor 10 Lite

Backed up successfully 6 hours ago o

4 Honor 10 Lite
Photos
[j m No Photos selectec > Backed up successfully 6 hours ago
P ly 9
] R > —
Selected all 163 Photos (2.78GB) >
[jh Document > g
Videos
@ h Selected 6 Videos (21.39MB) )
[(]9 2rAAccounts
3 pocument >
(]9 2FAAccounts

15
t & §

Home Backup

< Honor 10 Lite

Backed up successfully a few seconds ago

] o ol >
[ JI1m pocument >
Vid
h N(IJ |1i:: >
D ? 2FA Accounts

www.cloudbacko.com 26
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<

U

Honor 10 Lite

Backed up successfully 6 hours ago

Phot
] & Riot
Dh Videos

No Videos selecte
Dh Document

9 2FA Accounts

Honor 10 Lite

Backed up successfully a few seconds ago

e
h V‘I:j‘eo‘s | 10 Videos (27 .43MB)

BB pocument

? 2FA Accounts

(@
)

O

Honor 10 Lite

Backed up successfully & hours ago

o e

> [
h Document

? 2FA Accounts

U

O

Honor 10 Lite

Backed up successfully a few seconds ago

- Photos
c] No Phetos selected
B Document
h Videos

No items

D ? 2FA Accounts

www.cloudbacko.com

In this example there are no selected photos, videos,
document and/or 2FA accounts for restore yet.

In this example, document and 2FA accounts are selected
and all 163 photos with total size of 2.78GB and 10 videos
with total size of 27.43MB are selected for restore.

Blue checkbox indicates all photos, videos, document,
and/or 2FA accounts are selected.

In this example, document and 2FA accounts are selected
and 163 photos with total size of 2.78GB and only 6
videos with total size of 21.39MB are selected for restore.
Orange checkbox indicates selected photos, videos,
document, and/or 2FA.

In this example, documents and 2FA accounts are not
selected and there are No items in Videos’ folder. This
means that there are no backed up photos to restore.
Gray folder icon indicates no items in Photos, Videos,
and/or Document folder.

27



Cloudbdacko.

6.2.2.2Restore File Explorer

H Photos (47) | | Deselect all i
All W Album e

2021-04-15

[E=N
o] O 3]
Recent Archive Deleted

© A -Enlarge View Toggle

Enlarge View Toggle — Enabled Enlarge View Toggle — Disabled

If enlarge view is disabled then there If enlarge view is enabled then the
will be 4 images per row. images will be enlarged and there will
be only 2 images per row.

© B - Number of selected files

This shows how many photos, videos, and/or documents are selected for restore.

Photos (47) || Videos (5)

www.cloudbacko.com 28
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0 C —Select all / Deselect all

Select all Deselect all

If Select all is chosen then all the If Deselect all is chosen then it will
photos, videos, and/or documents will = remove all the selected photos, videos,
be selected with blue checkmark on and/or documents and there will be no
each photos, videos, and/or blue checkmark on all photos, videos,
documents. and/or documents.

Select all Deselect all

© D -All/Album View

INIRVAE Album View

In All View the photos and/or videos In Album View the photos and/videos
are grouped by date. are grouped per album.
Al W Album

© E —Image List
This shows the list of photos and/or videos that are ready for restore.

If there are too many selected photos and/or videos, there is a scroll bar on the
right side to navigate the rest of the photos and/or videos.

2021-04-15

© [ —Recent/Archive/Delete Tabs View

Recent tab Archive tab Delete tab

Backed-up photos, Photos, videos, and/or Backed photos, videos,
videos, and/or documents = documents that have and/or documents but
that are ready for restore. = been deleted during are now deleted from the

backup when the Free device.

up space was enabled.  pq long as the mobile

device is not yet deleted
in CloudBacko
Pro/Lite/Home, photos,
videos, and/or
documents can be
restored.

www.cloudbacko.com 29
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6.3 2FA —Two-Factor Authentication

Allows the Users to add, edit, reorder, and/or remove CloudBacko Pro/Lite accounts for Two-
Factor Authentication (2FA).

© Add an account

Edit an account

(]
© Remove an account
(]

Reorder accounts

@ CloudBacko

You have not connected to any
account yet.

Launch your CloudBacko application
on local PC or Mac, go to User
Settings -> Authentication to configure
the two-factor authentication for your
backup account.

Scan QR code in your application

oloy
& ' &
!

P 2FA

{ome Back

www.cloudbacko.com 30
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6.3.1 Add an account
To add an account, follow the instructions below using:

e Push Notification and TOTP or
e TOTP Only

NOTE
Although the example screenshots below are for CloudBacko Pro, as the user interface for Settings >
Authentication is identical on CloudBacko Lite, these instructions can also be applied to CloudBacko
Lite.

Push Notification and TOTP

1. Open the CloudBacko Pro/Lite and go to Settings > Authentication. On the Two-
Factor Authentication, swipe the lever to the right, then click Add.

Require password to unlock CloudBacko Pro during startup

Proxy off I

Email Report

Windows Event Log

Require Authenticator App to sign in your account during startup
Software Update on ]
Registered Mobile Device(s)

License
Add

Mobile Backup
Time: 09/08/2021 16:32 (CST)
Mobile Device: Androidv10

2. Download the CloudBacko app from Google Play for an Android device and from App
Store for an iOS device. Scan the QR code to complete the device registration for
two-factor authentication (Push notification and TOTP) feature.

Please scan the QR code to get the below Mobile App from App Store. Once installed the Mobile App, launch it and
scan the same QR code to complete the device registration.

CloudBacko

£ Download on the \ GETITON
@& App Store " Google Play

Prerequisites

- Please use the latest Mohile App version

www.cloudbacko.com 31
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3. In the CloudBacko app, go to 2FA. Tap the SleLIgO]sqelele FRIaM eIV g ol ol ilefz10lelg] link
to scan the QR Code on the CloudBacko Pro/Lite/Home.

@ CloudBacko @ CloudBacko

Scan the QR code displayed in your application
(supports two-factor authentication, mobile
device backup etc.)

You have not connected to any
account yet.

Launch your CloudBacko application
on local PC or Mac, go to User
Settings -> Authentication to configure
the two-factor authentication for your
backup account.

Scan QR code in your application

folo)
® & &

me Backuf 2FA More Not able to scan QR code?

Cancel

4. Once the QR Code is detected, tap OK to proceed.

QR Code detected!

Register Androidv10 with w8-pro
(Windows 8) ?

CANCEL OK

www.cloudbacko.com 32
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5. Once the registration is successful, the following screen will be displayed. You have
now registered your device for two-factor authentication then click OK.

Two-Factor Authentication Setup
You have registered Androidv10 for the following feature:

Two-Factor Authentication

.
Settings Password Lock
Require password to unlock CloudBacko Pro during startup

Proxy et I
Email Report

Two-Factor Authentication

Windows Event Log

Require Authenticator App to sign in your account during startup

Software Update on

UCEHSE‘ Registered Mobile Device(s)

E Androidv10 .
Authentication Re-pair with authenticator
Add
Mobile Backup

Last Successful Login

No login record

Save Cancel

NOTE

Starting with CloudBacko app v1.5.0, a new feature is added which is “Re-pair with
authenticator”. If the registered device used for 2FA was damaged, lost or missing; the
backup content of the device can be migrated to the new device. Once the migration is
finished, the new device must be re-paired with CloudBacko app to enable log in using
push notification and disable the one in the original device.

www.cloudbacko.com 33
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6. In the CloudBacko app, go to 2FA then enter the phone number for account recovery.

EIENter recovery phone number}

NOTE
Although push notification and TOTP will still work if the recovery phone number registration is
not completed, it is still strongly recommended to complete step 6 as you will not be able to
access the CloudBacko Pro/Lite if you lose your mobile device which also means loss of
access to backup data.

@ CloudBacko @ CloudBacko

CloudBacko Pro CloudBacko Pro
@ w8-pro (Windows 8) A @ w8-pro (Windows 8) A
660 298 -

Enter recovery phone number

- (R I = Reor gl
i

(o) —_

e — ﬁ. 0 a0 =

ﬂ Iil 1ok = (1LY ] flok =
Home Backup 2FA More Fome Backup 2FA Mere

Select your country code and enter your phone number then click SIElgle BSIVIS]

verification codel

CloudBacko Pro

w8-pro (Windows 8)

Enter a valid phone number, you will need
this for account recovery.

+63 -~ I

Send SMS verification code

Done

Paraguay (+595)
Peru (+51)
Philippines (+63)
Pitcairn Islands (+64)

Poland (+48)

www.cloudbacko.com 34
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Enter the verification code sent to your mobile device.

w8-pro (Windows 8)

Enter a valid phone number, you will need
this for account recovery.

+63 - I

Verification code Verification success

JJGD - 148995 (04:40)

Sample verification code.

Verification Code: JJGD-148995

Successfully verified the phone number for account recovery.

@ CloudBacko @ CloudBacko

@ CloudBacko Pro CloudBacko Pro
w8-pro (Windows 8) w8-pro (Windows 8)

320763 =

- ‘TR — i
L'+J Ace L+J A

(lo) — (o)
® ol 8 = 4 o 82
k

ckup 2FA More Home Backup 2FA

Home Ba

o

www.cloudbacko.com
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TOTP Only

1. Open the CloudBacko Pro/Lite and go to Settings > Authentication. On the Two-
Factor Authentication, click Add.

Require password to unlock CloudBacko Pro during startup

Praxy off I

Email Report

Windows Event Log

Require Authenticator App to sign in your account during startup
Software Update on ]

Registered Mobile Device(s)

ASUS_X00ID o
Bl authenticao i
RedmiNatEH i

Add

License

Mobile Backup

Time: 13/07/2021 11:28 (CST)

Mobile Device: Redmi Note 8

NOTE

Starting with CloudBacko app v1.5.0, a new feature is added which is “Re-pair with
authenticator”. If the registered device used for 2FA was damaged, lost or missing; the
backup content of the device can be migrated to the new device. Once the migration is
finished, the new device must be re-paired with CloudBacko app to enable log in using
push notification and disable the one in the original device.

2. Download the CloudBacko app from Google Play for an Android device and from App
Store for an iOS device. Next, click the Not able to scan QR code? Click here to
pair with TOTP secret key link to complete the device registration for two-factor
authentication (TOTP only) feature.

Please scan the QR code to get the below Mobile App from App Store. Once installed the Mobile App, launch it and
scan the same QR code to complete the device registration.

CloudBacko

£ Download on the \ GETITON
@& App Store " Google Play

Prerequisites

- Please use the latest Mobile App version

www.cloudbacko.com 36
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In the CloudBacko app, go to 2FA. Tap the [Neiaelel R e[zl O gdlelolo 54 link.

@ CloudBacko
X Connect using Secret Key

3.

Key in the Secret Key provided by the app

Scan the QR code displayed in your application
(supports two-factor authentication, mobile

device backup etc.) Username

Secret Key

Cancel

Not able to scan QR code? Scan QR Code

To see the secret key, click the Show Secret Key link to display the 16-digit secret

key. Enter a display name.

App Download and Device Pairing
Please scan the QR code to get the below Mobile App from App Store. Once installed the Mobile App, launch it and
scan the same QR code to complete the device registration.

CloudBacko

# Download on the GETITON
@& App Store *® Google Play

Enter one-time passcode generated from authenticator app

T

Display name:

Secret Key: 7MXV HISM JOXS 4AIU
Enter one-time passcode generated from authenticator app
(00:00:25)

Display name: | CloudBacko

Cancel

www.cloudbacko.com
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4. Enter the Username and Secret Key from CloudBacko Pro or Lite, then tap Connect.

X Connect using Secret Key

Key in the Secret Key provided by the app

CloudBacko

Device paired successfully

> CloudBacko 4
1 2 3 4 5 6 7 8 9 o
gwer r ty uioop

7n23 , ©@ .V
@ CloudBacko
CloudBacko Pro .

Lenovo (Windows 10)

TOTP (Manual input)
CloudBacko

483 231 2=

oo (w)

www.cloudbacko.com 38



Cloudbdacko.

Enter the one-time passcode from the CloudBacko app.

Please scan the QR code to get the below Mobile App from App Store. Once installed the Mobile App. launch it and
scan the same QR code to complete the device registration.

CloudBacko

GETITON

e *® Google Play

& App Stol

Secret Key: 7MX3 YLYC XKQ5 23ZC
Enter one-time passcode generated from authenticator app

(00:00:25)

Display name: iCloudBacko I

5. Once the registration is successful, the following screen will be displayed. You have
now registered your device for two-factor authentication. Click OK to continue.

Two-Factor Authentication Setup
You have registered CloudBacko for the following feature:
Two-Factor Authentication
Setti :
Require password to unlock CloudBacko Pro during startup
PI’OXy off I
Email Report -
Two-Factor Authentication
Windows Event Log , ) o )
Require Authenticator App to sign in your account during startup
Software Update on = |
. Registered Mobile Device(s)
License s
ASUS_X00ID
AUthenUCaUOn Re-pair with authenticator .
CloudBacko .
Mobile Backup
Redmi Note 8
Re-pair with authenticator .
Add
Last Successful Login
Time: 13/07/2021 11:28 (CST)
Mobile Device: Redmi Note &
b

www.cloudbacko.com 39
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6.3.2 Edit an account
To allow the updating of the account profile. Follow the instructions below:

1. Select an account, tap the arrow down icon. Then tap the Edit icon.
@ CloudBacko @ CloudBacko
CloudBacko Pro CloudBacko Pro
Lenovo (Windows 10) Lenovo (Windows 10)

264 901

= [ o ('R
e e

T = [etE) —
ﬁ |1| &y = ﬁ IL (C] -
: i

ome Backup 2FA Maore

2. Edit the account name then tap Save.

Lenovo (Windows 10) IdeaPad S340 (Windows 10)
- i
[ Remove account m Remove account

» z x ¢c vbnm&

www.cloudbacko.com
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3. The account has been successfully edited.

@ CloudBacko

@ CloudBacko Pro
IdeaPad S340 (Windows 10)

[olc) —
o i & =
ack

ome Backup

www.cloudbacko.com
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6.3.3 Remove an account
To remove an account, follow the instructions below:

1. Select an account, tap the arrow down icon. Then tap the Edit icon.
@ CloudBacko @ CloudBacko
CloudBacko Pro CloudBacko Pro
IdeaPad $340 (Windows 10) IdeaPad $340 (Windows 10)
413 369 2

] y o — 0

B @
H o 85 & o &

Home Backup 2FA fome Backup 2FA

2. Tap Remove account to confirm the deletion of the account.

O

IdeaPad S340 (Windows 10)

==
(] Remove account

Confirm Delete

Are you confirm to delete?

CANCEL  CONFIRM

www.cloudbacko.com
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3. The account has been successfully removed.

@ CloudBacko

You have not connected to any
account yet.

Launch your CloudBacko application
on local PC or Mac, go to User
Settings -> Authentication to configure
the two-factor authentication for your
backup account.

Scan QR code in your application

T
81 ) o &8

ne Backuf 2FA

www.cloudbacko.com
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6.3.4 Reorder Accounts
To reorder accounts, follow the instructions below:

1. Tap the Reorder.

@ CloudBacko

@ CloudBacko Pro
Ideapad S340 (Windows 10)

CloudBacko Lite

Lenovo (Windows 10)

- — (o)
G

o —
e g o &5 =
Backup 2FA More

ome

2. Hold the reorder icon = located on the right side of each account then tap Done.
In this example, the CloudBacko Pro — Ideapad S340 (Windows 10) account is

moved from top to bottom.

@ CloudBacko @ CloudBacko
P Y

I

CloudBacko Lite
Lenovo (Windows 10)

CloudBacko Pro

Ideapad S340 (Windows 10)

I

CloudBacko Pro
Ideapad $340 (Windows 10)

W CloudBacko Lite
Lenovo (Windows 10)

B - B =
0 B85 = - ) o &8 =
r ome Backup 2FA Mor

www.cloudbacko.com
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3. Accounts are successfully reordered.

@ CloudBacko
@ CloudBacko Lite
Lenovo (Windows 10)
CloudBacko Pro
Ideapad S340 (Windows 10)

— (o'l
T

Lolo) f—
- ) o & =

Backur 2FA More

www.cloudbacko.com
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6.4 More — Settings and Help

Allows the Users to access and configure the following functions:

[»]

© 0 ©¢ 0 0 ©

Automated backup

Backup while charging only

Power saving mode

Enhanced security for 2FA

Free up space
Language
Help

@ CloudBacko

Automated backup
0 Run backup automatically while using ‘Gl
ther apps
Backup while charging only
Run backup while charging anly
Power saving mode
B pause backup when batter D
Enhanced security for 2FA
- y authenticat
a “.‘_-|.. .|‘
equest
Free up space
Disabled mmended to e
T St AL
r jer to free uf !
sblimize performance
Language
>
Help
SU —
- o & =
ome Backup 2FA More

www.cloudbacko.com
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6.4.1 Automated backup

Allows the Users to enable or disable the automation of the backup process as long as the
app is capable of running in the background (this feature may not be working due to iOS
limitation). This is enabled by default.

Automated backup

+ Run backup automatically while using ‘
other apps

6.4.2 Backup while charging only
Allows the Users to enable or disable the backup while charging. This is disabled by default.

Backup while charging only

Run backup while charging only

ensuring backup can be completed

Backup while charging only
Run backup while charging only,
ensuring backup can be completed.

If Backup while charging is enabled and not connected to a power source, the following
message will be displayed.

[Backup while charging only] is
enabled

Connect your device to a power source
to resume the backup. Alternatively, go

to Settings to disable the [Backup while
charging only] option.

0K
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6.4.3 Power saving mode
Allows the Users to enable or disable the power saving mode that will hold the backup when
battery is low. This is enabled by default.

Power saving mode
O Pause backup when battery is low, ‘
saving power for other needs

If Power saving mode is enabled and the battery of the device is below 30%, the following
message will be displayed.

Power saving mode is enabled

Connect your device to a power source
to resume the backup. Alternatively, go
to Settings to disable the [Power saving
mode] option.

0K
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6.4.4 Enhanced security for 2FA

Allows the Users to enable, disable, access the 2FA page using password or biometric, or
unlock the 2FA page using password or biometric. This is disabled by default.

Enable Enhance security for 2FA

Disable Enhance security for 2FA

Approve 2FA using notification request with CloudBacko Authenticator — Password or
Passcode/Biometrics

Approve 2FA using one-time password with CloudBacko Authenticator — Password or
Passcode/Biometrics

Unlock the 2FA page using Password or Passcode

Unlock the 2FA page using Biometric

Enhanced security for 2FA
Require secondary authentication
when entering the 2FA page or
approving 2FA request.

Enhanced security for 2FA

Require secondary authentication ‘
when entering the 2FA page or

approving 2FA request

If the device is not password or biometric (face detection or fingerprint) protected, the security
for 2FA page cannot be enabled. The following message will be displayed.

Device security

You need to set up a passcode or
biometric authentication in your device
to enable this feature.

NOTE

Example screenshots used for this chapter are from an Android device Redmi brand, and an iOS
device iPhone 6s. The authentication screen using password or biometric may vary from Android or
iOS version and brand.
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To enable the Enhanced security for 2FA, follow the instructions below:

1. Launch CloudBacko app.

)

CloudBacko

2. Goto More
—w

3. Look for the Enhanced security for 2FA, swipe the lever to the right to turn it on.

ary a

ge o

Enhanced security for 2FA

ntication

4. The Authentication screen will be displayed, use the password or biometric to enable

the 2FA.

Example screenshot from
Android Redmi Note 8

Authentication Required

(R

USE PASSWORD

Example screenshot from iOS
iPhone 6s

@

&)

®

Home

Automated backup
Run backup automatically while
using other apps.

Backup while charging
only

Run backup while charging only,
ensuring backup can be completed.

Touch ID for “CloudBacko”

Please authenticate to process the
auth request

Cancel

Disabled. Recommended to enable
this feature to remove contents
from your device that are safely
backed up, in order to free up
space and optimize performance

Language
English
0 oio)
[N ] (CE5]
Backup 2FA

® CloudBacko

5. Enhanced security for 2FA is successfully enabled.

Require secondary authenti

Enhanced security for 2FA

www.cloudbacko.com
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To disable the Enhanced security for 2FA, follow the instructions below:

1. Launch CloudBacko app.

)

CloudBacko

2. Goto More

3. Look for the Enhanced security for 2FA, swipe the lever to the left to turn it off.

Enhanced security for 2FA
a Require secondan authe ntication -

approving 2FA request

4. The Authentication screen will be displayed, use the password or biometric to disable

the 2FA.
Example screenshot from Example screenshot from iOS
Android Redmi Note 8 iPhone 6s

@ CloudBacko

Automated backup
(:,) Run backup automatically while ()

using other apps.

Backup while charging

only

Run backup while charging only,
ensuring backup can be completed

i
O

Touch ID for “CloudBacko”
Please authenticate to process the
G auth request )

Cancel

Disabled. Recommended to enable
Q this feature to remove contents >
3 . s from your device that are safely
Authentication REqu"ed backed up, in order to free up

space and optimize performance

= @ IE.anguage >
nglish
(Q
Ge =
yuch the fingerprint senso ﬁ a' &y -
Home Backup 2FA More

USE PASSWORD

5. Enhanced security for 2FA is successfully disabled.
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To Approve 2FA using notification request with CloudBacko Authenticator — Password or
Passcode/Biometrics, follow the instructions below:

1. On the CloudBacko Pro/Lite, double-click Approve request in Authenticator App
from “Redmi” to proceed with login.

Two-Factor Authentication
Please select one Two-Factor Authentication method to continue.

Approve request in Authenticator App from "Redmi"
M Input one-time password generated in Authenticator App from "Mobile User1"

Approve request in Authenticator App from "iPhonegs"

Two-Factor Authentication
Please approve the notification reguest in Authenticator App on "Redmi".
" Waiting for response (00:04:56)

Authenticate with one-time password

2. Launch CloudBacko app, accept the authorization request sent to your device.

CloudBacko
Example screenshot from Example screenshot from iOS
Android Redmi Note 8 iPhone 6s

@ CloudBacko

MariaDB Backup and Restore Guide is
ready

Authorization Request

Proceed authorization request for

Authorization Request Lenovo (Windows 10)

Proceed authorization request for

Lenovo (Windows 10)

Reject Accept

The latest CloudBacko Pro v4.3 can
REJECT® ACCEPT. automatically backup MariaDB to both local
NAS and public cloud storage such as Azure,
AWS, Google Cloud, Wasabi, Google Drive,
OneDrive, etc. Click on the above image to
read the detailed MariaDB Backup and Restore
Guide.

Lo]c L
e & B =

Home Backup 2FA More
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3. The Authentication screen will be displayed.

© click the USE PASSWORD link. Input the password and click Next to proceed

or,
Example screenshot from Example screenshot from iOS
Android Huawei P10 iPhone 6s
& Enter lock screen password Enter iPhone passcode for
“CloudBacko”
Please authenticate to process the auth request
o O 0o O O O
®e ® ¢ O O O
1 2 3
ABC DEF
(ﬂl J§. M@D
2 et 3 StdF PZS §n‘ WJ(9YZ
5 6 Mo
8 v Q wxvz
& 0 v
Cancel

© ook at the camera for face detection or touch the fingerprint sensor for
fingerprint enabled.

Example screenshot from Example screenshot from iOS
Android Redmi Note 8 iPhone 6s

® CloudBacko

MariaDB Backup and Restore Guide is
ready

Touch ID for “CloudBacko”

i Please authenticate to process the
auth request

4-2-2 Cancel

The lawcor vivuuvavnu 1 1v v van
automatically backup MariaDB to both local
NAS and public cloud storage such as Azure,
Authentication Required AWS, Google Cloud, Wasabi, Google Drive,
OneDrive, etc. Click on the above image to
read the detailed MariaDB Backup and Restore

s Guide.
A\
@ e
olo) —
ich the fingerp: ﬁ I!l &y =
Home Backup 2FA More

USE PASSWORD
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If there are too many failed attempts to input the password, then the 2FA page will be
locked and will prompt a message to “Try again later” with a specific amount of time.

Example screenshot from
Android Redmi Note 8

Authentication Required

O

Too many attempts. Try again later.

USE PASSWORD

Example screenshot from iOS
iPhone 6s

Authentication is disabled

Try again in 1 minute

Cancel

The message and retry interval may vary depending on Android or iOS version and brand.

NOTE

4. After successful login, the following screen will appear.

Clouddacko Pro

£ |1

Restore

user H English

i

Report

s =

]
Utilities Buy

All instructions are there

www.cloudbacko.com
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Cloudbacko Lite user P [engisn V]

Backup Sets Report

O [ N

Restore Settings Utilities Buy

All instructions are there

www.cloudbacko.com 55



Cloudbdacko.

To Approve 2FA using one-time password with CloudBacko Authenticator — Password or
Passcode/Biometrics, follow the instructions below:

1. On the CloudBacko Pro/Lite, double-click Approve request in Authenticator App
from “Redmi” to proceed with login.

Two-Factor Authentication
Please select one Two-Factor Authentication method to continue.

Approve request in Authenticator App from "Redmi"
M Input one-time password generated in Authenticator App from "Mobile User1"

Approve request in Authenticator App from "iPhonegs"

Two-Factor Authentication
Please approve the notification reguest in Authenticator App on "Redmi".
" Waiting for response (00:04:56)

Authenticate with one-time passward

Two-Factor Authentication

Please input the one-time password generated in Authenticator App from "Redmi".

(00:00:25)

2. Launch CloudBacko app.

)

CloudBacko

oo

3. Go to 2FA -3 page.

Example screenshot from
Android Redmi Note 8

@ CloudBacko

MariaDB Backup and Restore Guide is

Example screenshot from iOS
iPhone 6s

@ CloudBacko

MariaDB Backup and Restore Guide is

ready ready
Clouddacko. Cloudbacko.
Easily Backup Easily Backup
SoudBadka CloudBacko
g Pro

The latest CloudBacko Pro v4.3 can automatically

backup MariaDB to both local NAS and public
cloud storage such as Azure, AWS, Google Cloud,
Wasabi, Google Drive, OneDrive, etc. Click on the
above image to read the detailed MariaDB Backup
and Restore Guide.

CloudBacko v4.3 released

The latest CloudBacko Pro v4.3 can
automatically backup MariaDB to both local
NAS and public cloud storage such as Azure,
AWS, Google Cloud, Wasabi, Google Drive,
OneDrive, etc. Click on the above image to
read the detailed MariaDB Backup and Restore
Guide.

P
ool
ego)}
"
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4. The Authentication screen will be displayed.
© click the USE PASSWORD link. Input the password and click Next to proceed

or,
Example screenshot from Example screenshot from iOS
Android Huawei P10 iPhone 6s
& Enter lock screen password Enter iPhone passcode for
“CloudBacko”
Please authenticate to process the auth request
o O O O O o©
® ¢ ¢ O O O
1 Agc D3EF
G4HI J§ M@O
1 2 REE 3 ar FZS T§l wgz
4 o 5 w 6 Mo
7 Pars 8 v Q wxvz
0 v
Cancel

© ook at the camera for face detection or touch the fingerprint sensor for

fingerprint enabled.
Example screenshot from Example screenshot from iOS

Android Redmi Note 8 iPhone 6s

® CloudBacko &

Touch ID for “CloudBacko”

Please authenticate to process the
auth request

Cancel

Authentication Required

® :

Touch the fingerprint sensor

Home Backup 2FA More

USE PASSWORD
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If there are too many failed attempts to input the password, then the 2FA page will be
locked and will prompt a message to “Try again later” with a specific amount of time.

Example screenshot from Example screenshot from iOS
Android Redmi Note 8 iPhone 6s

Authentication is disabled

Try again in 1 minute

Authentication Required

O

Too many attempts. Try again later.

Cancel

USE PASSWORD

NOTE
The message and retry interval may vary depending on Android or iOS version and brand.

5. 2FA page will be displayed.

Example screenshot from Example screenshot from iOS
Android Redmi Note 8 iPhone 6s
O Lo tvnions 10 S| @ Lo tadows 10 -
727 723 s 632 439 s

6. On the CloudBacko Pro/Lite , enter the one-time password that is generated by the
CloudBacko app and click Next.

Two-Factor Authentication

Please input the one-time password generated in Authenticator App from "Redmi".

727723 (00:00:27)
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Two-Factor Authentication

Please input the one-time password generated in Authenticator App from "iPhone6gs".

632439 (00:00:18)

7. After successful login, the following screen will appear.

Cloudbacko Pro user P [ensisn

i

Backup Sets Report About

O 8| F =

®
Restore Settings Utilities Buy

All instructions are there

Clouddacko Lite 5] user Y [Engish

R i

Backup Sets Report About

O [ S =

[ ]
Restore Settings Utilities Buy

All instructions are there
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To unlock the 2FA page, follow the instructions below:

© Using Password

1. Launch CloudBacko app.

CloudBacko

ooy
2. Goto 2FA &3 page.

3. The locked 2FA page will be displayed, click Unlock.

Example screenshot from Example screenshot from iOS
Android Huawei P10 iPhone 6s

-
- -

This page is locked.

B i
& o & =

Home Backup 2FA More

This page is locked.

&
® o 8%

Home Backup 2FA

www.cloudbacko.com
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4. Authentication screen will be displayed, click the USE PASSWORD or Show

Passcode.
Example screenshot from Example screenshot from iOS
Android Huawei P10 iPhone 6s

® CloudBacko

Try Again
Please authenticate to process the
auth request

Authentication Required

Show Passcode

Cancel

Touch fingerprint sensor
USE PASSWORD

¢ & 8 =

Home Backup 2FA More

5. Input the password or passcode and click Next to proceed.

Example screenshot from Example screenshot from iOS
Android Huawei P10 iPhone 6s
< Enter lock screen password Enter iPhone passcode for
“CloudBacko”
Please authenticate to process the auth request
o 0 0o O O O
e @ ¢ 0O 0O O
ABC DgEF
9 ¢ ¢
PZS T§V W%Z
Cancel
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If there are too many failed attempts to input the password, then the 2FA page
will still be locked and will prompt a message to “Try again later” with a specific
amount of time.

Example screenshot from Example screenshot from iOS
Android Huawei P10 iPhone 6s

& Enter lock screen password

Authentication is disabled

Incorrect password. You have 1 try left

Try again in 1 minute
PLEASE TRY AGAIN AFTER 10 MIN

Cancel

NOTE
The message and retry interval may vary depending on Android or iOS version and
brand.
6. 2FA page will be displayed.
Example screenshot from Android Example screenshot from iOS
Huawei P10 iPhone 6s
@ CloudBacko @ CloudBacko
CloudBacko Pro @ E::ﬁs;ctmizldoows 10)
@ CSV-THINKPAD (Windows
10
’ 076 456 1
886 270 ¢

Backup 2FA =
[o]o] —
® o &3 =
k Mor

2FA
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© Using Biometrics (Face detection or Fingerprint)

1. Launch CloudBacko app.

CloudBacko

2. Go to 2FA page.

3. The locked 2FA page will be displayed, click Unlock.

Example screenshot from Example screenshot from iOS
Android Huawei P10 iPhone 6s

CloudBacko

This page is locked.

This page is locked.

A A& B =
| N | &y —_
Home Backup 2FA More

e A B =

L= [loEH] p—

Home Backup 2FA Mor

www.cloudbacko.com
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4. Authentication screen will be displayed, look at the camera for face detection or
touch the fingerprint sensor for fingerprint enabled.

Example screenshot from Example screenshot from iOS
Android Huawei P10 iPhone 6s

@ CloudBacko

Authentication Required

Touch ID for “CloudBacko”
Please authenticate to process the
auth request

Cancel

Touch fingerprint sensor
Unlock
USE PASSWORD

15 M & =

Home Backup 2FA More

If there are too many failed attempts, then the 2FA page will still be locked and
will prompt a message to “Try again later” with a specific amount of time.

Example screenshot from Example screenshot from iOS
Android Huawei P10 iPhone 6s

€& Enter lock screen password

Authentication is disabled

O O O O O O L .
Try again in 1 minute

Incorrect password. You have 2 tries left.

‘I 2 ABC 3 DEF
4 cni 5w 6 mnNo

Jrars 8w Q wxvz
N -

Cancel

NOTE

The message and retry interval may vary depending on Android or iOS version and
brand..
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5. 2FA page will be displayed.

Example screenshot from Example screenshot from iOS iPhone 6s
Android Huawei P10

@ CloudBacko Pro
CloudBacko Pro Lenovo (Windows 10)
@ CSV-THINKPAD (Windows
10) .
076 456 =
886 270 ¢

Hol Backup 2FA P
Bl =
® oy & =

Home Backup 2FA More

www.cloudbacko.com
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6.4.5 Free up space

Allows the Users to enable or disable the free up space feature that will optimize the available

storage space on the mobile device by permanently removing backed up photos and videos
when the device’s free storage space falls below a pre-set limit, 2GB, 4GB, 6GB, 8GB, or

10GB. This is disabled by default.

© Enable Free up space

© Disable Free up space

© Choose a pre-set limit for Free up space

storage space quicker.

NOTE

For iOS devices, due to operating system limitations, the removed items will remain in “Recently
Deleted” folder for up to 40 days. It is highly recommended to manually clear the folder to release

J

Free up space

Vv

Free up space

Start Free up space

°Checks the available
storage space if less than
the pre-set free space limit
2GB, 4GB, 6GB, 8GB or
10GB

% If YES, proceed to @)
= IfNO, proceed to 0

°Free up space is
completed

o Storage Statistics for
mobile device memory wil
be recalculated

0 Backed up photos and
videos will be removed

v

Checking ifthe available

storage spaceis less
than 2GB, 4GB, 6GB,
8GB, or 10GB

Removingbacked up

photos and videos

EDEE

For Android devices,
the removed items
will be permanently
deleted from the
internal storage

ForiOS devices, the
removeditems will
remainin “Recently

v

Freeup space
completed

Storage Statistics
recalculated

A A

deleted” folderfor up
i to 40 days

Recently Deleted folder

www.cloudbacko.com
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To enable the Free up space, follow the instructions below:

Launch CloudBacko app.

CloudBacko

Go to More

Cloudbacko.

ST— CloudBacko

oo}
- 3 o

Home Backup 2FA More

Look for the Free up space and double click it.

Free up space
Disabled. Recommended to enable
Q this feature to remove contents from >
your device that are safely backed
up, in order to free up space and
optimize performance

Swipe the lever to the right to turn it on.

Example screenshot from Example screenshot from iOS
Android Redmi Note 8 iPhone 6s
< <
Free up space Free up space ®
& ) =
Home Backup F/ More
& & =
me Backup 2F More

www.cloudbacko.com
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€ <
Free up space - Free up space O

Remove backed up contents from Remove backed up contents from
device when the free space is less device when the free space is less

than: than:

Recommended to enable this feature to remove Recommended to enable this feature to remove
contents from your device that are safely backed up, in contents from your device that are safely backed up,
order to free up space and optimize performance. in order to free up space and optimize performance.

Due to iOS limitation, the removed contents will stay
in the "Recently deleted" folder for up to 40 days. To
immediately free up space, you can manually remove
these contents in the Photos app.

oloy
® o &

ome Backup 2FA More

5. Free up space is successfully enabled.

www.cloudbacko.com
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To disable the Free up space, follow the instructions below:

1. Launch CloudBacko app.

CloudBacko

2. Goto More
Cloudbacko.

® Cloudbacko

3. Look for the Free up space and double click it.

Free up space

Enabled. Safely backed up contents
Q will be removed from your device to

free up space, and performance has

been optimized

>

4. Swipe the lever to the left to turn it off.

Example screenshot from
Android Redmi Note 8

Example screenshot from iOS
iPhone 6s

&

Free up space [ ]
Remove backed up contents from

device when the free space is less

than:

Recommended ta enable this feature to remove
contents from your device that are safely backed up, in
order to free up space and optimize performance.

Home Backup 2FA More

www.cloudbacko.com

<

Free up space

Remove backed up contents from 0GB ~
device when the free space is less

than:

Recommended to enable this feature to remove
contents from your device that are safely backed up,
in order to free up space and optimize performance.

Due to iOS limitation, the removed contents will stay
in the "Recently deleted" folder for up to 40 days. To
immediately free up space, you can manually remove
these contents in the Photos app.
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e

&

Free up space

2 [orey
LN floi
ackup 2FA

More

<

Free up space

5. Free up space is successfully disabled.

Free up space

Disabled. Recomme

www.cloudbacko.com
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Choose a pre-set limit for the Free up space, follow the instructions below:

1. Launch CloudBacko app.

CloudBacko

2. Go to Menu.
Clouddacko.

B Cloudbacko

3. Look for the Free up space and double click it.

Free up space
Q Enabled. Safely backed up contents >

d from your device to
and performance has

lized

been opt

4. Select from the pre-set limit: 2GB, 4GB, 6GB, 8GB, or 10GB. Click Done

Example screenshot from
Android Redmi Note 8

Example screenshot from iOS
iPhone 6s

< <
Free up space D Free up space
Remove backed up contents from

Remove backed up contents from 10GB ~
device when the free space is less device when the free space is less

than: than:

Recommended ta enable this feature to remove
contents from your device that are safely backed up, in
order to free up space and optimize performance.

e 0 Cio) =
= &y —
Home Backup 2FA More

Recommended to enable this feature to remove
contents from your device that are safely backed up,
in order to free up space and optimize performance.

Due to iOS limitation, the removed contents will stay
in the "Recently deleted" folder for up to 40 days. To
immediately free up space, you can manually remove
these contents in the Photos app.

5. Free up space limit is successfully set.

www.cloudbacko.com
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Example: Free up space feature is enabled for Android and iOS and set to 10GB.

Images and videos to be backed up is 2GB. And the available free storage space on the
device is 9GB.

Images will be backed up first then it will free up 1GB of space to reach the 10GB set limit on
the free up space feature.

On the Android device, backup is completed with 361 archived or free up images and videos.
These are automatically archived in the background while the backup job is running. The
available storage space is 10GB which is the same limit set in the Free up space feature.

This is a sample screenshot of the Storage
Statistics of the Android Redmi mobile device.

@ CloudBacko

Redmi
° Backup completed with 361 archived
Last Backup 27 minutes ago
Items Backed Up
Photos 502
10GB of 52.55GB available
P> videos a7

>
ey
(e
1l

g
o
=
e
=
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On the iOS device during backup job, a prompt will appear to allow or not the deletion of the
91 items. Deleted items will be moved to “Recently Deleted” folder. It is highly
recommended to manually clear the photos and videos to complete the free up space process.

iPhone6s iPhoneés

° Archiving 91 files ° Backup completed with 91 archived

— —

Last Allow “CloudBacko” to delete ago Last Backup 2 minutes ago

91 items?

Items Backed Up
53 Photos 110
P Videos 13

l Don't Allow Delete .

Clo) — [oio) e
® & = & E =
HOME BACKUP 2FA MORE OME BACKUP

+ Albums < Albums Recently Deleted Select

iPhone6s Test Photos  iPhone6s Test Videos

Media Types
(X Videos

® Screenshots

Other Albums
3] Imports

& Hidden

il Recently Deleted 91 78 Photos, 13 Videos

=) = BB Q (o) = & Q

Albums Albums
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6.4.6 Language
Allows the Users to choose a language. By default, the displayed language will be the chosen
language upon setup after installation.

@ Language >

English

@ CloudBacko

'Nederlands
English
Deutsch
ENANViIKA

olol —
& & =

Home Backup 2FA More

These are the supported languages:

Arabic Basque Catalan

Danish Dutch English (default)

Greek Modern Hebrew Hungarian

Korean Lithuanian Norwegian

Russian Slovenian Spanish

Vietnamese

www.cloudbacko.com 74
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6.4.7 Help

Allows the Users to access the Contact Us, FAQ, App Log, and Version.
© Contact Us

© FAQ
© Applog
(]

Version

A Help

e

Help

] cContactus

FAQ

@ App Log

Version 1.4.0 (58)

www.cloudbacko.com
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Contact Us

Displays the contact number, e-mail address, and website of CloudBacko as well as its social
media accounts such as Facebook, Twitter, LinkedIn, and YouTube, and mailing list to
subscribe for the latest product and company news.

6

Contact Us

CloudBacko
Version 1.4.0 (58)

+852 3580 6976
mkt-kb@cloudbacko.com

cloudbacko.com

HEOMmO

Subscribe to our mailing list to get the
latest news of CloudBacko:
cloudbacko.com/en/subscription.jsp

& & B =
me ku 2F
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FAQ
Displays the Frequently Asked Questions (FAQS).

&«
FAQ

Are there any pre-requisite for
setting up backup functionality for )
my mobile phone or tablet device?

Where will my backed-up mobile >
device data be saved?

How can | restore my backed-up >
device data?

How can | change the display name
for my accounts being paired with >
Two-factor authentication (2FA)?

If | accidentally removed my paired
backup account for Two-factor >
authentication (2FA), how can |

recover it?

What should | do if | lost my
mobile device which had been
previously paired for Two-Factor
Authentication (2FA)?

v

What types of files can be backed
mm
- ) "

Backup 2FA

=
g -

www.cloudbacko.com
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App Log

Display the activity logs with date, time, and status such as 2FA Registration, Backup

Registration, etc.

&

I

Log

[G/cy
(-]

[MFA Registration] Success
[BackupManager] All Backup Completed
[BackupManager] Videos Completed

[BackupManager] Photos Completed

b b b b

[BackupManager] Backup Started

o)

-2

[MFA Registration] Success

clo)
(-5l

[MFA Registration] Success

e &0 B =

Tap the settings icon == to customize the types of log you want to display.

Select what types of log you want to display

General Info

General Error

Backup Info

Backup Error

Restore Info

S Ok B o o

Restore Error

2FA Info

[clc)
o

2FA Error

[olol
(> T]

Free up space Info

& &

Free up space Error

S O H» o o

[ol)
(-2

o)
o9

& &

Select what types of log you want to display

General Info

General Error

Backup Info

Backup Error

Restore Info

Restore Error

2FA Info

2FA Error

Free up space Info

Free up space Error

www.cloudbacko.com

General Info Backup Info Restore Info 2FA Info Free up space info
General Error Backup Error Restore Error 2FA Error Free up space error
X Log Settings X Log Settings
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Version

Displays the version of the installed CloudBacko app.

e

Help

] cContactus
FAQ
@ App Log

Version 1.4.0 (58)

www.cloudbacko.com
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7 Register device for Mobile Backup and Restore

NOTE

Although the example screenshots below are for CloudBacko Pro, as the user interface for Settings > Mobile
Backup is identical on CloudBacko Lite, these instructions can also be applied to CloudBacko Lite and
CloudBacko Home.

7.1 Android

1. Open the CloudBacko Pro/Lite/Home and go to Settings > Mobile Backup and click
Add or migrate device.

Registered Mobile Device(s)

Proxy ] J ™ SRRV ) |
Email Report Add or migrate device
Windows Event Log

Software Update

License

Authentication

2. There are two options for adding a new device:
e Add new device for backup without migration
This will add a new device.

e Migrate backup content of existing device to a new device

» Adds a new device and migrate the old mobile settings to the
replacement device.

» Removes the original device from Mobile Backup list in CloudBacko
Pro/Lite/Home.

» If the original device still exists and the CloudBacko app is still
installed, then the mobile backup setting will be removed. Although
the 2FA settings are retained on the original device, CloudBacko app
push notifications will be sent to the replacement device but the
CloudBacko app TOTP on the original device is still valid for use.

For example: Old device is Samsung Note 10 and replacement device is
Redmi Note 8 . All the mobile settings such as mobile backup and 2FA of
Samsung Note 10 will be migrated to Redmi Note 8.

Do you want to add a new device to backup, or migrate backed up content of an existing device?
) Add new device for backup without migration

Migrate backup content of existing device to a new device
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Add new device for backup without migration
i.  Select Add new device for backup without migration link then click Next.

Do you want to add a new device to backup, or migrate backed up content of an existing device?
@ Add new device for backup without migration

() Migrate backup content of existing device to a new device

ii. Download the CloudBacko app from Google Play for an Android device and
from App Store for an iOS device then scan the QR code to complete the
device registration for mobile backup feature.

Mobile Backup Setup

Please scan the QR code to get the below Mobile App from App Store. Once installed the Mobile App, launch it and
scan the same QR code to complete the device registration.

|1| Mobile Backup (Add new device for backup without migration)

GETITON

2 Download on the

& App Store * Google Play

Prerequisites
- Please use the latest Mobile App version

- Please make sure below 2 ports are not blocked by any Firewall settings
TCP Port: 50000
UDP Port: 50200

Cancel
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iii. In the CloudBacko app, go to Backup. Tap the Activate and start backup
link to scan the QR Code on the CloudBacko Pro/Lite/Home.

@ CloudBacko

&

Home

You have not activated
the mobile backup
function

Activate and start backup

Backup

iv. Scan the QR Code which can be found in CloudBacko
Otherwise, tap Cancel to return to previous screen.

@ CloudBacko

Scan the QR code displayed in your application
(supports two-factor authentication, mobile

&

Home

device backup etc.)

Cancel

Not able to scan QR code?

0 iy
(S} oy
Backup A

www.cloudbacko.com

Pro/Lite/Home.
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V. QR Code is detected, tap OK to proceed. Otherwise, tap Cancel.

QR Code detected!

Register Redmi Note 8 with Lenovo
(Windows 10) ?

CANCEL OK

Vi. Device paired successfully. Tap OK to proceed. Photos, videos, document,
and 2FA accounts are automatically selected for backup, (you can deselect
one of the options if required); tap Done to confirm selection and return to

Backup screen.
@ CloudBacko

Backup Settings

m Photos °
Device paired successfully b Videos °
You may now configure the device
content e.g Photos, Video, 2FA pu
Accounts(if registered) to be included for a Document °
backup

? 2FA Accounts °

Done
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Mobile backup registration is successful in CloudBacko Pro/Lite/Home. In this
example, the registered mobile device is Redmi Note 8.

You have registered Redmi Note 8 for the following feature:
Iil Mobile Backup (Add new device for backup without migration)

You can go to the backup page in Mobile App "CloudBacke" to start Mobile Backup (Add new device for backup without
migration).

Example: The folder directory C:\Users\XXXX\Documents\CloudBacko
Pro\Redmi Note 8\

Registered Mobile Device(s)

Proxy ASUS_X00ID =
c:wsers il Documents\CloudBacko Pro\ASUS_X00ID\16257103 Ll

Ema” Report Redmi Note 8 —
C:wsers N Documents\CloudBacko Pro\Redmi Note 81162571 L

Windows Event Log

Add or migrate device

Software Update
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Migrate backup content of existing device to a new device

i.  Select Migrate backup content of existing device to a new device link
then click Next.

Add ne
Do you want to add a new device to backup, or migrate backed up content of an existing device?
() Add new device for backup without migration

@ Migrate backup content of existing device to a new device

| ASUS_X00ID v

* Please make sure your new device has not paired with any {0} client applications in order to complete the migration.

ii. Choose an original device. The backed-up content of the selected device will
be migrated to the replacement device. In this example, the original device
ASUS_XO00ID is selected.

Make sure the replacement device has not been paired for mobile backup
and 2FA with any of the CloudBacko applications to complete the migration.

Do you want to add a new device to backup, or migrate backed up content of an existing device?
() Add new device for backup without migration

(®) Migrate backup content of existing device to a new device

y CloudBacko Pro client applications in order to complete

iPhone6s

Add ne
Do you want to add a new device to backup, or migrate backed up content of an existing device?
() Add new device for backup without migration

(®) Migrate backup content of existing device to a new device

ASUS_X00ID L4

* Please make sure your new device has not paired with any CloudBacko Pro client applications in order to complete
the migration.
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iii. On the replacement device, download and install the CloudBacko app from
Google Play for an Android device and from App Store for an iOS device then
scan the QR code to complete the device registration for mobile backup
feature.

Please scan the QR code to get the below Mobile App from App Store. Once installed the Mobile App. launch it and
scan the same QR code to complete the device registration.

I*I Mobile Backup (Migrate backup content of existing device to a new device)

# Download on the \ GETITON
« App Store ' *® Google Play

Prerequisites

- Please use the latest Mobile App version

- Please make sure below 2 ports are not blocked by any Firewall settings
TCP Port: 50000
UDP Port: 50200

iv. In the CloudBacko app, go to Backup. Tap Activate and start backup link
to scan the QR Code on the CloudBacko Pro/Lite/Home.

mﬁiﬁ

You have not activated
the mobile backup
function

Activate and start backup

&

Backup
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V. Scan the QR Code which can be found in CloudBacko Pro/Lite/Home.
Otherwise, tap Cancel to return to previous screen.

@ CloudBacko

Scan the QR code displayed in your application
(supports two-factor authentication, mobile
device backup etc.)

Cancel

Not able to scan QR code?

Backup

Vi. QR Code is detected, tap OK to proceed. Otherwise, tap Cancel.

QR Code detected!

Register Redmi Note 8 with Lenovo
(Windows 10) ?

CANCEL OK

www.cloudbacko.com
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Vii. Replacement device is paired successfully and migration of contents from
ASUS X00ID to Redmi Note 8 is completed then click Done.

@ CloudBacko

Device Migration

Redmi Note 8

° Migration Completed

You can restore old device's backedup content via the
Restore > Archive page.

Device paired successfully

Migration process will take place now.
Once completed, you can restore old
device's backed up content via the
Restore File Explorer > Archive Page

OK

Mobile backup registration with migration is successful in CloudBacko
Pro/Lite/Home. In this example, the registered replacement mobile device is
Redmi Note 8.

You have registered Redmi Note 8 for the following feature:
|1| Mobile Backup (Migrate backup content of existing device to a new device)

ASUS_X00ID has been removed from backup.

Migration process will take place in Redmi Note 8 now. Once completed, you can restore old devices backed up content
via the Restore File Explorer > Archive page.

Example: The mobile backup path of the original device will remain
unchanged but the device name will be updated by the replacement device,
ASUS_XO00ID to Redmi Note 8.

Registered Mobile Device(s)

Prox i i
/ REdm_l Nlﬁ Documents\CloudBacko Pro\ASUS_X00ID\1 6277445 ll
Emal Report IFhon-EES- ents\CloudBacko Pro\iPhone6s\162774422; m

Windows Event Log

Add or migrate device

Software Update
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7.2 10S

1. Open the CloudBacko Pro/Lite/Home and go to Settings > Mobile Backup and click
Add or migrate device.

Registered Mobile Device(s)

Prox
y ﬁsef;x?g Documents\CloudBacko ProVASUS X00iDA16257103.. 12 LR
Email Report Redmi Note 8 o
cawsers [l Documents\CloudBacko Pro\Redmi Note 8116257 a

WmeWS E\/ent Log Add or migrate device
Software Update
License

Authentication

3. There are two options for adding a new device:
e Add new device for backup without migration
This will add a new device.

e Migrate backup content of existing device to a new device

» Adds a new device and migrate the old mobile settings to the
replacement device.

» Removes the original device from Mobile Backup list in CloudBacko
Pro/Lite/Home.

» If the original device still exists and the CloudBacko app is still
installed, then the mobile backup setting will be removed. Although
the 2FA settings are retained on the original device, CloudBacko app
push notifications will be sent to the replacement device but the
CloudBacko app TOTP on the original device is still valid for use.

For example: Old device is Samsung Note 10 and replacement device is
Redmi Note 8 . All the mobile settings such as mobile backup and 2FA of
iPhone 5 will be migrated to iPhone 6s.

Do you want to add a new device to backup, or migrate backed up content of an existing device?
®) Add new device for backup without migration

Migrate backup content of existing device to a new device
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Add new device for backup without migration
i.  Select Add new device for backup without migration link then click Next.

Do you want to add a new device to backup, or migrate backed up content of an existing device?
@ Add new device for backup without migration

() Migrate backup content of existing device to a new device

ii. Download the CloudBacko app from Google Play for an Android device and
from App Store for an iOS device then scan the QR code to complete the
device registration for mobile backup feature.

Mobile Backup Setup

Please scan the QR code to get the below Mobile App from App Store. Once installed the Mobile App, launch it and
scan the same QR code to complete the device registration.

|1| Mobile Backup (Add new device for backup without migration)

GETITON

2 Download on the

& App Store * Google Play

Prerequisites
- Please use the latest Mobile App version

- Please make sure below 2 ports are not blocked by any Firewall settings
TCP Port: 50000
UDP Port: 50200

Cancel
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iii. In the CloudBacko app, go to Backup. Tap Activate and start backup link
to scan the QR Code on the CloudBacko Pro/Lite/Home.

@ CloudBacko

‘You have not activated the
mobile backup function

Activate and start backup

* s & =

Home Backup 2FA More

iv. Scan the QR Code which can be found in CloudBacko Pro/Lite/Home.
Otherwise, tap Cancel to return to previous screen.

@ CloudBacko

Scan the QR code displayed in your
application (supports two-factor
authentication, mobile device backup etc.)

Not able to scan QR code?

e & &

Backup
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V. QR Code is detected, tap OK to proceed. Otherwise, tap Cancel.
@ CloudBacko

QR Code detected!

Register iPhone6s with Lenovo
(Windows 10) ?

Cancel

Vi. Device paired successfully. Tap OK to proceed. Photos, videos, and 2FA
accounts are automatically selected for backup, (you can deselect one of the

options if required); tap Done to confirm selection and return to Backup
screen.

@ CloudBacko

Backup Settings

3 Photos (]

’ Videos

Device paired successfully
‘You may now configure the device

: 9 2FAAccounts o
content e.g Photos, Video, 2FA

Accounts(if registered) to be included
for backup

Ok

Home Backup

Backup
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Mobile backup registration is successful in CloudBacko Pro/Lite/Home. In this
example, the registered mobile device is iPhone 6s.

You have registered iPhone6s for the following feature:
III Mobile Backup (Add new device for backup without migration)

You can go to the backup page in Mobile App "CloudBacko" to start Mobile Backup (Add new device for backup without
migration).

Example: The folder directory C:\Users\XXXX\Documents\CloudBacko

Pro\iPhone6s\
Registered Mobile Device(s)
Prox =
/ ?S-U%ixﬁ-%u:mc, nents\CloudBacko ProASUS X00IDV16257103... 124 Ml
Ema” RePOVT Redmi Note 8 o
c:sers [l Documents\CloudBacko Pro\Redmi Note 81162571 i
Windows Event Log iPhoness
causers il Documents\CloudBacko ProtiPhone6s\1625714542 Z
Software Update . .
Add or migrate device
License
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Migrate backup content of existing device to a new device

i.  Select Migrate backup content of existing device to a new device link
then click Next.

Do you want to add a new device to backup, or migrate backed up content of an existing device?
() Add new device for backup without migration

@ Migrate backup content of existing device to a new device

| ASUS_X00ID v

* Please make sure your new device has not paired with any {0} client applications in order to complete the migration.

ii. Choose an original device. The backed-up content of the selected device will
be migrated to the replacement device. In this example, the original device
ASUS_XO00ID is selected.

Make sure the replacement device has not been paired for mobile backup
and 2FA with any of the CloudBacko applications to complete the migration.

Do you want to add a new device to backup, or migrate backed up content of an existing device?
O Add new device for backup without migration

(®) Migrate backup content of existing device to a new device

y CloudBacko Pro client applications in order to complete

Add new ¢
Do you want to add a new device to backup, or migrate backed up content of an existing device?
() Add new device for backup without migration

(®) Migrate backup content of existing device to a new device

ASUS_X00ID v

* Please make sure your new device has not paired with any CloudBacko Pro client applications in order to complete
the migration.
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iii. On the replacement device, download and install the CloudBacko app from
Google Play for an Android device and from App Store for an iOS device then
scan the QR code to complete the device registration for mobile backup
feature.

Please scan the QR code to get the below Mobile App from App Store. Once installed the Mobile App. launch it and
scan the same QR code to complete the device registration.

Iil Mobile Backup (Migrate backup content of existing device to a new device)

# Download on the . GETITON
@& App Store ' *® Google Play

Prerequisites

- Please use the latest Mobile App version

- Please make sure below 2 ports are not blocked by any Firewall settings
TCP Port: 50000
UDP Port: 50200

iv. In the CloudBacko app, go to Backup. Tap Activate and start backup link
to scan the QR Code on the CloudBacko Pro/Lite/Home.

@ CloudBacko

mEEB

You have not activated the
mobile backup function

Activate and start backup

&

Backup
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V. Scan the QR Code which can be found in CloudBacko Pro/Lite/Home.
Otherwise, tap Cancel to return to previous screen.

@ CloudBacko

Scan the QR code displayed in your
application (supports two-factor
authentication, mobile device backup etc.)

r

Cancel

Not able to scan QR code?

& &

Backup

1]

Vi. QR Code is detected, tap OK to proceed. Otherwise, tap Cancel.

® CloudBacko

QR Code detected!

Register iPhone6s with Lenovo
(Windows 10) ?

Cancel Ok

@y =
A A& B =

Home Backup 2FA More

www.cloudbacko.com 96



Cloudbdacko.

Vii. Replacement device is paired successfully and migration of contents from
ASUS X00ID to Redmi Note 8 is completed then click Done.

@ CloudBacko @ CloudBacko

Device Migration

iPhonebs

@ Migration Completed

You can restore old device's backedup content via the
Restore > Archive page.

Device paired successfully

Migration process will take place now.
Once completed, you can restore old
device's backed up content via the
Restore File Explorer > Archive Page

Ok

[olcy
® s &5

Home Backup 2FA

1

Mobile backup registration with migration is successful in CloudBacko
Pro/Lite/Home. In this example, the registered replacement mobile device
is iPhone6s.

You have registered iPhone6s for the following feature:
|1| Mobile Backup (Migrate backup content of existing device to a new device)

ASUS_X00ID has been removed from backup.

Migration process will take place in iPhone6s now. Once completed, you can restore old devices backed up content via
the Restore File Explorer > Archive page.

Example: The mobile backup path of the original device will remain
unchanged but the device name will be updated by the replacement device,
ASUS_XO00ID to iPhone6s.

Registered Mobile Device(s)

Proxy Redmi Note 8 =
cwsers\ Il oocuments\CloudBacko Pro\Redmi Note 81162781 s m
Email Report iPhunEEs

Windows Event Log

Add or migrate device

Software Update
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8 Modify Backup Source

8.1 Android

1. Goto Backup. Look for the backup settings E icon and tap.

Honor 10 Lite

Last Backup an hour ago

e & =

Home Backup FA

2. Modify backup source by selecting or deselecting from Photos, Videos, Document, or
2FA Accounts.

X Backup Settings

ﬂ Photos
’ Videos

E Document

? 2FA Accounts

i o &3
2FA

fome Backup

www.cloudbacko.com 08
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Make sure to select at least one from Photos, Videos, Document, or 2FA Accounts.

X Backup Settings

m Photos

P Videos

Backup Settings

F
e Document

Please choose at |least one backup
option.

? 2FA Accounts

&

Home Backup

v EE;
SN

Rl
=]
o

3. Tap the [X] button on the left corner of the screen to return to exit.
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8.2 10S

1. Goto Backup. Look for the backup settings :‘3 icon and tap.

iPhonebs

Last Backup a few seconds ago

-3 " =
Home Backup - More
2. Modify backup source by selecting or deselecting from Photos, Videos, Document, or
2FA Accounts.
X Backup Settings
m Photos °
P Videos °
Q? 2FAAccounts °
& & & =
Horr Backup Aor
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3. Make sure to select at least one from Photos, Videos, or 2FA Accounts.

X Backup Settings X Backup Settings
53 Photos ° &8 Photos
P Videos ° P Vidane
Backup Settings
? 2FA Accounts ° ? p"’“ii?ﬁﬁ:iiiif:.“ - °

OK

-2 &

ome Backup

o W =
e a =B =

Home Backup 2FA More

N B
(8
1]

Tap the [X] button on the left corner of the screen to return to exit.
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9 Overview of the Backup Process

The following steps are performed during a mobile backup job.

Establishing
connection

1

Identify files to
back up

p

Uploading files

Saving files

4

www.cloudbacko.com

Start backup job

Connection from the CloudBacko Mobile app
to the MBS on CloudBacko Pro/Lite/Home is
established.

3\
Check the latest index file on mobile device

to identify new or updated photos, videos,
documents, and 2FA accounts since the last
backup job.

\
Photos, videos, documents, and 2FA

accounts are uploaded unencrypted from the
mobile device to CloudBacko Pro/Lite/Home
machine.

Update the index file on mobile device with
new or updated photos, videos, documents,
and 2FA accounts.

Backup job completed
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10 Running Backup Job

10.1 Android

NOTE

The first mobile backup may take up a few hours to back up all the photos, videos, documents, and
2FA accounts from your device. Subsequent backups will take less time. Please do the following for
the first mobile backup to prevent any interruption during backup process:

®» For Android, disable screen lock or timeout.
» Turn off all power saving modes
* Connect to power source

1. Goto Backup.
2. Tap ! Backup to start the mobile backup.

Redmi Note 8

Last Backup 4 minutes ago

fut
Backup A More
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3. The mobile backup is on-going. Tap Stop to stop the backup.

NOTE

In case the backup job is interrupted, for example network connection issue, or you want to
stop your backup and resume at a later time, you can click the Stop and it will show Resume

Backup.

@ CloudBacko @ CloudBacko

Redmi Note 8 Redmi Note 8

22%: Backing up Photos (11/49) Backup paused

First backup may take up to a few hours to backup Last Backup 10 minutes ago

all the selected files from your device. Subsequent
backups will take less time:

Please disable screen timeout or auto-lock, and turn off

all power saving modes plus connect to power source
to prevent any interruption of this backup process

Cancel

=) it & = -2 i

1€ Backup 2FA Maore 1€ Backup 2FA More

4. Mobile backup is successful. It also displays the items and number of items backed-
up. For example, 49 Photos, 5 Videos, 0 Files, and 2 2FA Accounts have been
successfully backed-up. Tap Done to return to the previous screen.

® cloudBacko

Redmi Note &
° Backup completed
Last Backup 4 minutes ago
Items: Backed up
&3 Photos 49
P videos 5
& Files
? 2FA Accounts 2
Done
5 —
& & =
Backup
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check the backed-up photos and videos.

5. Go to your mobile backup destination in CloudBacko Pro/Lite/Home machine and

L R » ThisPC » Documents » CloudBacke Pro N ) ' Search CloudBacko Pro
~
Mame Date modified Type Size
o Quickaccess Redmi Note 8 19/07/2021 3:03 pm File folder
& Creative Cloud Files
@ OneDrive
3 This PC
) 3D Objects
[ Desktop
Documents
“ v A 5 This PC » Documents » CloudBacko Pro » RedmiMote 8 v O O Search Redmi Note 8
~
Mame Date modified Type Size
o Quicksccess GJtFRrilYheubDMds DF3H20xfpGpk NvD... 021 3:03 pm File folder
e Creative Cloud Files 1626678201005 7/2021 3:03 pm File folder
@ OneDrive
[ This PC
) 3D Objects
[ Desktop
Documents
“ v 4 <« RedmiMNote & » 1626678201085 » blocks » 2021-07-19-15-03-33 » O v D O Search 0
Mame Date - Type Size Tags ~
# Quick access 5] 000021 jpg 15/04/2021 10:44 am 1PG File
o Creative Cloud Files [s] 000022.jpg 1PG File
] & DOOD23.jpg PG File
& OneDrive [&] 000024,jpg /2021 10:44 am IPG File
[ This PC @ 000025.jpg 15/04/2021 10:44 am JPG File
“J 3D Objects @ 000026.jpg /2021 10:44 am JPG File
1 Desictap @ 0000 cjpg 15/04/2021 10:43 am JPG File
= &] 0000Db.png 14/10/2020 12:00 am PNG File
Documents 5] 0000DC g 14/10/2020 12:00 am 1PG File
& Downloads 5] 0000Dd.bmp 14/10/2020 12:00 am BMP File
J Music 8] 0000DEbmp 14/10/2020 12:00 am BMP File
[&] Pictures @ 00DDOf.bmp 14/10/2020 12:00 am BMP File
B videos &] 000D a.gif 14/10/2020 12:00 am GIF File
2., Windows-55D (C:) &] 000DTb.gif 14/10/2020 12:00 am GIF File
. Local Disk (D) =] 000010.6mp 14/10/2020 12:00 am BMP File
[&] 000011.bmp 14/10/2020 12:00 am BMP File
¥ Network =] 00007 2.tif 14/10/2020 12:00 am TIF File
=] 00007 3.4if 14/10/2020 12:00 am TIF File
=] 00007 4.tif 14/10/2020 12:00 am TIF File
=] 0000754 14/10/2020 12:00 am TIF File
=] 00007 6.tif 14/10/2020 12:00 am TIF File
=] 000017.giF 14/10/2020 12:00 am GIF File
=] oooo18.giF 14/10/2020 12:00 am GIF File T810KB
=] oo0o19.giF 14/10/2020 12:00 am GIF File 9,616 KB
[&] 00000ajpg 13/10/2020 12:00 am JPG File 2,027 KB
[&] 000001.png 13/10/2020 12:00 am PNG File 1,812 KB
[&] 000002.png 13/10/2020 12:00 am PNG File 2719KB
[&] 000003.png 13/10/2020 12:00 am PNG File 1
[&] 000004.png 13/10/2020 12:00 am PNG File 1,073 KB
€] 000005.jpg 13/10/2020 12:00 am JPG File 2,566 KB
€] 000006jpg 13/10/2020 12:00 am JPG File 4,339 KB
[&] 000007.png 13/10/2020 12:00 am PNG File 1,149 KB
@ 000002, jpg 13/10/2020 12:00 am JPG File
@ 00000, jpg 13/10/2020 12:00 am JPG File
@ 000000.png 02/10/2020 3:40 pm PNG File
5] 000031.mp4 020 5:18 pm MP4 File 1,481 KB
5] 000032.mp4 020 5:18 pm MP4 File 1,469 KB
5] 000034.mp4 2020 1:33 pm MP4 File 1,438 KB
5] 000032.mp4 09/2020 MP4 File 1,438 KB
5] 000035.mp4 MP4 File 0 KB v
S4items  1item selected 152KB  State: 38 Shared == =1
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10.2i0S

NOTE

The first mobile backup may take up a few hours to back up all the photos, videos, and 2FA accounts
from your device. Subsequent backups will take less time. Please do the following for the first mobile
backup to prevent any interruption during backup process:

*» ForiOS, disable auto-lock

* Turn off all power saving modes

» Connect to power source

1. Go to Backup.
2. Tap ! Backup to start the mobile backup.

iPhonebs

Last Backup

III BaCkUp

& ! & =

Backup

3. Mobile backup is on-going. Tap Stop to stop the backup.

NOTE

In case the backup is interrupted due to power or connection loss, or you want to stop your
backup and resume at a later time, you can click the Stop and it will show Resume Backup.

iPhoneés iPhonebs
6%: Backing up Pholos (3/46) Backup paused
First backup may take up to a few hours to backup all Last Backup

the selected files from your device. Subsequent
backups will take less time.

Please disable screen timeout or auto-lock, and turn
off all power saving modes plus connect to power

source to prevent any interruption of this backup
process.

Res.me Bacialp

Cancel

o & i) = LA & o

Backup F M ) Backup
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4. Mobile backup is successful. It also displays the items and number of items backed-
up. For example, 46 Photos, 0 Videos, and 2 2FA Accounts have been successfully
backed-up. Tap Done to return to the previous screen.

@ CloudBacko

iPhonebs

@ Backup completed

Last Backup a minute ago
Items Backed up
=3 Photos 46
P Videos

? 2FA Accounts 2

& o =

Hor Backup More

5. Go to your mobile backup destination in CloudBacko Pro/Lite/Home machine and
check the backed-up photos and videos.

e =2 v 4 » ThisPC » Documents » CloudBacko Pro v | D O Search CloudBacko Pro
Mame Date modified Type Size
s Quick access
iPhonefs File folder
& Creative Cloud Files Redmi Note 8 File folder
@ OneDrive
3 This PC
P 3D Objects
[ Desktop
ﬁ Dacuments
<« v o > ThisPC » Documents » CloudBacko Pro 5 iPhonefs ) O Search iPhonebs
~
MName Date modified Type Size
# Quick access
GItFRrilYheubDMds DF3H20xfpGpk MvD... 021 3:43 pm File folder
& Creative Cloud Files 1626680593527 3:43 pm File folder
@ OneDrive
[ This PC
J 3D Objects
[ Desktop
ﬁ Documents
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46items  State: §R Shared

<« v 4 ||« iPhonefs > 1626680595527 > blacks > 2021-07-19-15-43-34 > 0

Mame . Date

# Quick access =] 00000FJPG 19/04/2021 810 pm

& Creative Cloud Files =] ooooot. TIF 19/04/2021 &11 pm

] [s] 000012JPG 19/04/2021 8:09 pm

& OneDrive 5] 00001B.JPG 19/04/2021 8:09 pm

[ This PC &) DOODCIPG 19/04/2021 8:08 prm

30 Objects [s] 00001d.PG 18/04/2021 8:09 prm

R Desitop [s] 000071eJPG 18/04/2021 8:08 prm
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11 Restoring Backup Data

There are two (2) restore options available, Original location and Migration.

Original location

This method will restore data on your original location on your registered mobile device.
© Android — example brands: Samsung, Huawei, Asus, Xiaomi, and etc.
© iOS - example devices: iPhone, iPad, and etc.

Restored to
original REINEIE
location?

Original Original filename

Location restored?

Grant permission for the

Android J « CloudBacko app to access the SD
card.

Due to the design of iOS, users do
not know the filename of photos
and videos in the “Photos” app.

i0S x J Also, every photo and video
restored will have a new unique ID
which are different from the original
file.

Migration

Migration option is used when your original registered device for mobile backup and/or 2FA is
broken, lost, or missing. It will allow a replacement mobile device to be registered once the
migration is completed. The replacement mobile device will be able to access and/or restore
the backed-up content (Photos, Videos, Documents) and 2FA accounts from the original
device.

Pre-requisites:

Make sure the replacement device has not been paired for mobile backup with any of the
CloudBacko applications to complete the migration.

Requirements:

1. CloudBacko Pro/Lite/Home version must be v4.5.4.0 and above.

2. Follow the unable to login - troubleshooting to gain access to CloudBacko Pro/Lite.

3. Install the latest version (v1.5.0 for Android and v268 for iOS) of CloudBacko app in the
replacement device.

4. Register the replacement device for migration.
5. Once migration is completed,

o restore the backed-up content (Photos, Videos, and Documents) and configuration
(2FA accounts) from the original device to the replacement device.

e re-pair with authenticator to enable the sign-in using push notification feature and
disable the one in the original device.

Limitation:

Migrating to a replacement device with registered mobile backup is not supported.
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11.1 Original mobile device

This method will restore data to the original location on your registered mobile device.

11.1.1 Android
This is a restore to the original Android mobile device where the backup was made from.

1. Tapthe ¥) Restore button to start the mobile restore.

@ CloudBacko o

Redmi Note 8

Last Backup 10 minutes ago

t s
Backup

2. Choose from Photos, Videos, Documents and/or 2FA Accounts then tap Restore.

NOTE

For more information on how to select photos and/or videos for restore, refer to Appendix B:
Restore File Explorer.

< Redmi Note 8

Backed up successfully 11 minutes ago
D m rhotos >
D h Yideos >
(] B pocument >

(] @ 2FAAccounts

e a

Backup

i
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Make sure to select photos, videos, documents or 2FA accounts to be able to restore.

.4 Redmi Note 8

Backed up successfully 12 minutes ago

Ryt
By Vides o >
(] B pocument >

[] @ 2FAAccounts

Ty & 83 =

Hom Backup Mor

3. Mobile restore is on-going. Tap Stop to stop the restore.

NOTE

In case the restore job is interrupted, for example network connection issue, or you want to
stop your restore and resume at a later time, you can click the Stop and it will show
Resume restoration.

@ CloudBacko @ CloudBacko

Restore Restore
Redmi Note 8 Redmi Note 8
15 minutes ago 16 minutes ago
60%: Restoring Photos (3/5) Restoration paused

Restore takes time. You need to keep the app
running until the restoration is completed.

Resume restoration
Stop

Cancel

ol —

L . T = & & 0 =
Home Backup F Hom Backup F
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4. Mobile restore is successful. It also displays the items and number of items restored.
For example, 5 Photos have been successfully restored and 1 Video has been skipped
since the video is still in the mobile device. Tap Done to return to the previous screen.

@ CloudBacko

Restore
Redmi Note 8
15 minutes ago
(-] ion completed
Items Restored
&3 Photos 5

P> Videos

*Existing items on the device were skipped from
Restore.

Done

@ s

Backup 2FA

NOTE
If an item still exists in the mobile device, it will be skipped from the restoration.

5. To check the restored photos, videos, documents and 2FA accounts, go to your
mobile device and check the location where they were originally saved.
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11.1.2 iOS

This is a restore to the original iOS mobile device where the backup was made from.

1. Tap ¥ Restore to start the mobile restore.

® CloudBacko X

iPhone 6

Last Backup a few seconds ago

(olo) et
- ) N =
Home Backup 2FA More

2. Choose from Photos, Videos, or 2FA Accounts then tap Restore.

NOTE

For more information on how to select photos and/or videos for restore, refer to Appendix B:
Restore File Explorer.

£ iPhone 6

Backed up successfully a few seconds ago

Photos
D No Photos selected >
— u Videos P
No items

[ ] 9 2FAAccounts

o)
e & B
Home Backup 2FA More
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Make sure to select photos, videos, or 2FA accounts to be able to restore.

4 iPhone 6

Backed up successfully a few seconds ago

Photos

Selected all 5 Photos >
(1.79MB)

ml > Videos )
No items

[ ] © 2FAAccounts

oo —
- 3 i &5 =
Home Backup 2FA More

3. Mobile restore is on-going. Tap Stop to stop the restore.

NOTE

In case the restore job is interrupted, for example network connection issue, or you want to
stop your restore and resume at a later time, you can click the Stop and it will show Resume

restoration.

® CloudBacko ® CloudBacko

Restore

iPhone 6

3 minutes ago

50%: Restoring Photos (1/2)

Restore

iPhone 6

7 minutes ago

Restoration paused

Restore takes time. You need to keep
the app running until the restoration is
completed.

o)
- 3 a &%
Home Backup 2FA More

Resume restoration

Cancel

ore)
e & &
Home Backup 2FA More
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4. Mobile restore is successful. It also displays the items and number of items restored.
For example, 2 Photos have been successfully restored and 3 Photos were skipped
since they are still in the mobile device. Tap Done to return to the previous screen.

® CloudBacko

Restore

iPhone 6

3 minutes ago

© Restoration completed successfully

Items Restored
53 Photos 2

*Existing items on the device were
skipped from Restore.

(@l
-3 0
Home Backup 2FA More

NOTE
If an item still exists in the mobile device, it will be skipped from the restoration.

5. To check the restored photos and videos, go to your mobile device and check the
Photos App.
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11.2 Migration

If the original registered mobile device used for mobile backup and/or 2FA is broken, lost, or
missing, then follow these steps to gain access to CloudBacko Pro/Lite and start the migration:

1. Launch CloudBacko Pro/Lite then click the Unable to login link.
For Push Notification and TOTP

Two-Factor Authentication
Please approve notification request in one of registered Authenticator App.
.. Waiting for response (00:04:27)

Authenticate with one-time password

Unable to login

For TOTP only

Two-Factor Authentication

Enter one-time passcode generated from authenticator app

(00:00:27)

Unable to login

NOTE

If 2FA is disabled in CloudBacko Prol/Lite, then skip Step 1 to 2 and proceed to
Step 3.
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2. Click the Unable to login/Do not have any Authenticator App(s) link.

Unable to login/Do not have any Authenticator App(s)

Previous

NOTE

For more detailed information, refer to Appendix A: Troubleshooting Loqgin.

3. Goto Settings > Mobile Backup then click Add or migrate device.

Settings

Proxy

Email Report
Windows Event Log
Software Update

Authentication

Mobile Backup

www.cloudbacko.com

Mobile Backup

Registered Mobile Device(s)

iPhone 6
CAUsers\user\Documents\CloudBacko HomeliPhone 6\1632 . . .

o
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4. Select Migrate backup content of existing device to a new device link and choose
an original device. The backed-up content of the selected device will be migrated to
the replacement device. In this example, the original device iPhone 6 is selected.

Make sure the replacement device has not been paired for mobile backup and 2FA
with any of the CloudBacko applications to complete the migration.

Add new ¢
Do you want to add a new device to backup, or migrate backed up content of an existing device?

() Add new device for backup without migration

(®) Migrate backup content of existing device to a new device

* Please make sure your new device has not paired with any CloudBacko Home client applications in order to
complete the migration.

5. On the replacement device, download and install the CloudBacko app from Google
Play for an Android device and from App Store for an iOS device, then scan the QR
code to complete the device registration for mobile backup feature.

Mobile Backup Setup

Please scan the QR code to get the below Mobile App from App Store. Once installed the Mobile App. launch it and
scan the same QR code to complete the device registration.

I‘l Mobile Backup (Migrate backup content of existing device to a new device)

GETITON

nload on the

2 D
@& App Store * Google Play

Prerequisites
- Please use the latest Mobile App version

- Please make sure below 2 ports are not blocked by any Firewall settings
TCP Port: 50000
UDP Port: 50200
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6. In the CloudBacko app, go to Backup. Tap Activate and start backup to scan the
QR Code on the CloudBacko Pro/Lite/Home.

@ CloudBacko

You have not activated
the mobile backup
function

Activate and start backup

Loy —
& & & =
2FA More

Home Backup

7. Scan the QR Code which can be found in CloudBacko Pro/Lite/Home. Otherwise, tap
Cancel to return to the previous screen.

@ CloudBacko

Scan the QR code displayed in your application
(supports two-factor authentication, mobile
device backup etc.)

Cancel

Not able to scan QR code?

(oo
-3 & &

Home Backup
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8. QR Code is detected, tap OK to proceed. Otherwise, tap Cancel.

QR Code detected!
Register Redmi Note 8 with AMO17L

(Windows 10) ?

CANCEL OK

9. Once the replacement device is paired successfully, tap OK. When the migration of
contents from iPhone 6 to Redmi Note 8 is completed, tap Done.

@ CloudBacko

Device Migration

Redmi Note 8

° Migration Completed

‘You can restore old device's backedup content via the
Restore > Archive page.

Device paired successfully

Migration process will take place now.
Once completed, you can restore old

device's backed up content via the
Restore File Explorer > Archive Page
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Mobile backup registration with migration is successful in CloudBacko Pro/Lite/Home.
In this example, the registered replacement mobile device is Redmi Note 8.

Mobile Backup Setup
You have registered Redmi Note 8 for the following feature:

l'l Mobile Backup (Migrate backup content of existing device to a new device)

Migration process will take place in Redmi Note 8 now. Once completed. you can restore old devices backed up
content via the Restore File Explorer > Archive page.

Example: The mobile backup path of the original device will remain unchanged but
the device name will be updated to the replacement device, iPhone 6 to Redmi Note
8.

Settlﬂgs Mobile Backup

Registered Mobile Device(s)

PrOXy D Redmi Note 8 . . .
CAUsersiuser\Documents\CloudBacko HomeliPhone 6\1632...
Ema” Report Add or migrate device

Windows Event Log
Software Update

Authentication

Mobile Backup

www.cloudbacko.com 121



Cloudbdacko.

To restore the backed-up content (Photos, Videos and Document) and configuration (2FA accounts)
from the original device to the replacement device, follow these steps:

1. Launch the CloudBacko app then go to Backup > Restore > Restore File Explorer. Select
from Photos, Videos, Document or 2FA accounts.

4 Redmi Note 8
Backed up successfully 19 minutes ago
m Photosi Photos (67.8MB) >
Videos
h No items >
- Document >

Q@ 2FA Accounts

& o & =

Home Backup

2. Goto the Archive tab. Select photos, videos and/or documents then tap Done.

s Photos Deselect all

Archive
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3. Tap Restore.

4 Redmi Note 8

Backed up successfully 22 minutes ago

Photos
Selected 10 Photos (1.91MB >

Videos
h No items >

- Document >

? 2FA Accounts

& ! &

Backup

]
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12 Contact CloudBacko

Technical Assistance

To contact CloudBacko support representatives for technical assistance, please visit the Contact Us
page to submit a support ticket:

https://www.cloudbacko.com/support

Use the CloudBacko Wiki for resource such as Hardware Compatibility List, Software Compatibility
List, and other product information. To also check available documentations and hotfix please visit
the Support page.
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Appendix

Appendix A: Troubleshooting Login

When having trouble logging in to CloudBacko Pro and CloudBacko Lite using CloudBacko app, here
are the possible scenarios that you will encounter:

Unable to accept notification request

© Rejected notification request
© One-time password generated not working
© Password Lock forgot password

NOTE

Although the example screenshots below are for CloudBacko Pro, as the user interface of Two-Factor
Authentication is identical on CloudBacko Lite, these instructions can also be applied to CloudBacko Lite.

Unable to accept notification request

If unable to accept the notification request from the CloudBacko app because of the following
scenarios:

@ Notification request was not sent to the app because the CloudBacko app is not connected to
a network connection.

@ The 5-minute grace period to accept the request has expired.

Two-Factor Authentication
Please approve notification request in one of registered Authenticator App.
"t Waiting for response (00:04:58)

Authenticate with one-time password

you have three options:

Two-Factor Authentication
Please approve notification request in one of registered Authenticator App.

X No response received from notification request. Please try again.
Resend

Authenticate with one-time password

Unable to login

@ Click Resend to receive another request in your CloudBacko app.
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Two-Factor Authentication
Please approve notification request in one of registered Authenticator App.

X No response received from notification request. Please try again.
Resend

Authenticate with one-time password

@  Click the Authenticate with one-time password to authenticate with a one-time password.

Two-Factor Authentication

Please approve notification request in one of registered Authenticator App.

X Mo response received from notification request. Please try again.
Resend

Authenticate with one-time password

Enter the one-time password generated in the CloudBacko app and click Next.

@ CloudBacko

TOTP (Manual input)
CloudBacko

CloudBacko Pro
Lenovo (Windows 10)

729 448

Two-Factor Authentication
Please approve notification request in one of registered Authenticator App.
& Waiting for response (00:04:30)

Alternatively, input the one-time passcode generated in your Authenticator App.

7 2 9 4 4 8 | (o0:00:24
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@ Or click Unable to login link, wherein you can choose to go back to the Previous screen or
proceed to Unable to login/Do not have any Authenticator App(s).

Unable to login

Select the registered mobile device for the 2FA to perform the authentication recovery.

Authentication Recovery

Please select one authenticator to perform recovery.

ASUS_X00ID
Redmi Note 8

Click the drop-down button to select the country code, then enter the registered recovery
phone number to proceed. The last two digits are already indicated by default. Click Next to
continue.

Authentication Recovery

Please enter the first few digits of "Redmi Note 8" (*****¥*¥****70) for recovery. It will be discarded after the recovery
process is completed.

Please fill in the recovery phone number

Philippines (+63) v - _ 70

*This phone number will be used for account security and recovery only. Please be reminded that standard SMS
charge will be applied.
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After receiving the verification code via SMS, enter the code to CloudBacko Pro then click
Next to continue.

. Verification Code: DTSU-482110

Authentication Recovery

You have selected Redmi Note 8 and it will be discarded after recovery is completed.

Verification code

DTSU - | 482110 (00:04:32)

Resend SMS Verification code

Scan the displayed QR code using the CloudBacko app. Make sure that you are using the
latest version of the CloudBacko app.

App Download and Device Pairing

Please scan the QR code to get the below Mobile App from App Store. Once installed the Mobile App, launch it and
scan the same QR code to complete the device registration.

CloudBacko

# Download on the b\ GETITON

@& App Store * Google Play

Prerequisites

- Please use the latest Mobile App version

Not able to scan QR code? Click here to pair with TOTP secret key
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Example of the QR code scanned using the CloudBacko app

@ CloudBacko

Scan the QR code displayed in your application
(supports two-factor authentication, mobile
device backup etc.)

Cancel

Not able to scan QR code?

Once the QR code is detected, click OK to register the mobile device for the 2FA.

QR Code detected!

Register Redmi Note 8 with Lenovo

(Windows 10) ?

CANCEL OK
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The mobile device is successfully registered for the CloudBacko Pro 2FA feature. Click OK to
proceed.

Authentication Recovery

You have registered Redmi Note & for the following feature:

Two-Factor Authentication

*  Previous

You will be redirected to the previous menu wherein you can select the authentication
method you want to use.

Authentication Recovery

Please select one authenticator to perform recovery.

ASUS_X00ID
Redmi Note §

Unable to login/Do not have any Authenticator App(s)
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* Unableto login/Do not have any Authenticator App(s)

You will be redirected to the Authentication Recovery. Enter the email address
configured for the CloudBacko Pro license for verification. If you wish to proceed, note
that all previously registered mobile device for two-factor authentication will be
discarded.

Authentication Recovery

Register a new Authenticator App by providing a valid contact email address configured for CloudBacko Pro License for
verification.
Please note that all the previously registered Authenticator App(s) will be discarded.

Email Address
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Rejected notification request

If the notification request was rejected because you accidentally pressed Reject on the
CloudBacko app.

Authorization Request

Proceed authorization request for
Lenovo (Windows 10)

REJECT  ACCEPT

You have two options:

Two-Factor Authentication
Please approve notification request in one of registered Authenticator App.

X Push notification is rejected.
Resend

Authenticate with one-time password

Unable to login

@ Click Resend to receive another request in you CloudBacko app.
@ Click Authenticate with one-time password.
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One-time password generated not working

If you lost or unable to access your mobile device, click the Unable to login, and refer to the previous
discussion for instructions.

For Push Notification and TOTP

Two-Factor Authentication
Please approve notification request in one of registered Authenticator App.
": Waiting for response (00:04:01)

Alternatively, input the one-time passcode generated in your Authenticator App.

(00:00:28)

Unable to login

For TOTP only

Two-Factor Authentication

Enter one-time passcode generated from authenticator app

(00:00:24)

Unable ta login
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Password Lock forgot password
If you forgot the password for the Password Lock then click the link Forgot password.

Please enter your password

e

Forgot password

Enter the email address used for the license then click Next.

Authentication Recovery

Reset password lock by providing a valid contact email address configured in CloudBacko Pro for verification.

Email Address
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This a sample email with the verification code.
From: PNS <IN -

To: < >

Date: Wed, 4 Nov 2020 14:22:35 +0800 (HKT)

Subject: Recover Password Lock for CloudBacko Pro

p==x [N

Please enter the following verification code in CloudBacko Pro to continue the recovery process. The code will
expire at 05/11/2020 14:22:34 CST.

YIVM-184135

Enter the verification code sent to the email then click Next.

Authentication Recovery

Verification code has been sent to "_"

Verification code

YIVM - |‘IB4135 | (23:13:59)

Enter your new password for the password lock then click Next.

Authentication Recovery
Please enter a new password to reset your password lock.

MNew Password
I T]

Re-enter Password

Enter the password and click Login.

Please enter your pass'
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Appendix B: Restore File Explorer

Follow the instructions below on how to select or deselect photos, videos, documents using the
Restore File Explorer:

© Select all photos, videos, and/or documents

© Deselect all photos, videos, and/or documents

© Select a few photos, videos, and/or documents

© Deselect a few photos, videos, and/or documents

© View photos, videos, and/or documents in Recent, Archive, or Delete tabs

Select all photos, videos, and/or documents
To select all the photos, videos, and/or documents follow the instructions below:

1. Go to Backup then tap Restore.

o

Hom! Backup

2. There are 2 ways to select all the photos, videos, and/or documents.
Option 1:

i. Tap the Photos, Videos, or Documents checkbox.

< Honor 10 Lite

Backed up successfully a few seconds ago

D Photos
D h Videos

[ /IPm pocument

D ? 2FA Accounts
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ii. Blue checkbox will indicate that all photos, videos, or documents are selected for
restore with corresponding total number of photos, videos, and documents and its total
file size.

< Honor 10 Lite

Backed up successfully 8 hours ago

E .I:hotlt?s | 163 Photos (2.78GE >
D] > Rienel
Eh Document >

(] @ 2FaAccounts

Option 2:

i.  Tapthe Photos, Videos, or Documents.

( Honor 10 Lite

Backed up successfully a few seconds ago

Oe e . >
0] - el >
[ ]IBm pocument >

E] ? 2FA Accounts

ii. For photos and videos, choose from All or Aloum then tap Select all.

H Photos (0) Select all

All

2021-04-15

Recent
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For documents, tap Select all or choose a folder then tap Select all.

( Document Select all

Internal Storage
m AudioFiles

- Documents

==
3 O 2]
Recent Archive Deletes
£ Document  Select all £ Document Select all
Internal Storage/Audio Files Internal Storage/Documents
1.mp4 [} Attendance_2014.doc
2 mp4 [ Attendance_2015.doc
3.mp4 [} Attendance_2016.doc
4.mp4 [ Attendance_2017.doc
5.mp4 m Attendance_2018.doc
Sample_A mp3 [= BackupSet_001.txt
Sample_B.mp3 = BackupSet_002.txt
Sample_C.mp3 = BackupSet_003.txt
Sample_D.mp3 [E  BackupSet_004.txt
Sample_E.mp3 = BackupSet_005.ixt
“
i ™1
[~ [+ B ladl OH 5]
Recent Archive Delete: Recent Archive Deleted
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iii. There will be a blue checkbox on each photos, videos, and/or document that will
indicate that all are selected for restore then tap Done.

Example of an All view.

H Photos (47) Deselect all

All @ Alb

2021-04-15

e o

Example of an Album view.

Photos (0) Select all Photos (47)  Deselect all

W Album A @ Album

Test Photos Test Photos

Example of the Documents.

< Document E‘;aselecl < Document EHSSBIECt

Internal Storage/Audio Files Internal Storage/Documents
1.mp4 (-] [} Attendance_2014.doc [}
2.mp4 [-] [ Attendance_2015.doc -]
3.mp4 [-] [} Attendance_2016.doc [-]
4.mp4 (-] [ Attendance_2017.doc [
5.mp4 (-] m Attendance_2018.doc Q
Sample_A.mp3 (-] [E BackupSet_001.txt [}
Sample_B.mp3 [-] I BackupSet_o02.txt [}
Sample_C.mp3 (-] = BackupSet_003.txt -]
Sample_D.mp3 (-] [E BackupSet_004.txt [
Sample Emp3 (] = BackuoSet 005.txt a

“ oone

il O (2] I~ [+ B
| I

Recent Archive Delete Recent Archive Deleted
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Deselect all photos, videos, and/or documents

To deselect all the photos, videos, and/or documents, follow the instructions below:

1. Goto Backup then tap Restore.

i
Backup

2. There are 2 ways to deselect all the photos, videos, and/or documents.

Option 1:

Tap the blue/orange checkbox of the Photos, Videos, or Documents.

< Honor 10 Lite

Backed up successfully 6 hours ago

@ Photos
D h Videos

(@) [Bm pocument

\:] ? 2FA Accounts

( Honor 10 Lite

Backed up successfully a few seconds ago

D Photos
D h Videos
D h Document

D ? 2FA Accounts

www.cloudbacko.com

It will deselect all or the selected photos, videos, and/or documents for restore.
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Option 2:

i. Tap the Photos, Videos, or Documents.

< Honor 10 Lite

Backed up successfully 6 hours ago

Phot
C}r,l?,l?f:\ 163 Photos (2.78GB) >

Vid,
E Document >

[:] ? 2FA Accounts

ii. Choose from All or Album then tap Deselect all then tap Done.

Example of an All view.

] Photos Elz[eselect

Recent

All

Photos Select all

www.cloudbacko.com
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Example of an Album view.

Emotos Elfse]ed Photos Select all

A i Album

B Album

TestPhotos Documents TestPhotos Documents

<] O B <] O B

Recent Archive Delete Recent Archive Delete

Example of the Documents.

£ Document g;mm 4 Document Select all

Internal Storage/Audio Files
Internal Storage/Audio Files

1.mp4
1.mp4 [-]

2.mp4
2 mp4 9

3.mpd
3mp4 ]

4.mp4
4.mpd [-]

5.mp4
5.mp4 -]

Sample_A.mp3
Sample_A.mp3 [-]

Sample_B.mp3
Sample_B.mp3 (-]

Sample_C.mp3
Sample_C.mp3 (]

Sample_D.mp3
Sample_D.mp3 [-]

Sample_E.mp3
Samole E.mo3 []

Done Done

ad 4]

Recent Archive Deletec

o]
B
4

: &b

E]
w
o
&
2
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Select a few photos, videos, and/or documents
To select a few the photos, videos, and/or documents, follow the instructions below:

1. Goto Backup then tap Restore.

® & 8

Hom Backup

2. Tap the Photos, Videos, or Documents.

< Honor 10 Lite

Backed up successfully a few seconds ago

] = ol >
CIEm s >
Dh Document >

D ? 2FA Accounts

3. For photos and videos, choose from All or Album.

Example of an All view. Example of an Album view.
H Photos Select all Photos Select all
All @ Album / B Album

Recent rchive Delete Recent

www.cloudbacko.com
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For documents, tap choose a folder.

( Document Select all

Internal Storage
Im AudioFiles

- Documents

Done

a o 2]
Recent Archive Deletec
4 Document  Selectall £ Document  Select all
Internal Storage/Audio Files Internal Storage/Documents
1.mp4 [ Attendance_2014.doc
2.mp4 [ Attendance_2015.doc
3mp4 [ Attendance_2016.doc
4.mpa [} Attendance_2017.doc
5.mp4 [ Atendance_2018.doc
Sample_A.mp3 [ BackupSet_001.txt
Sample_B.mp3 = BackupSet_002.txt
Sample_C.mp3 = BackupSet_003.txt
Sample_D.mp3 = BackupSet_004.txt
Sample_E.mp3 = BackupSet_005.txt
IS
~ o ] | o ]
Recent Archive Deleted Recent Archive Deletes
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4. Select a few photos, videos, and/or documents for restore then tap Done.

Example of an All view. Example of an Album view.
H Photos Select all Videos Select all
All @ Album All W Album

TestVideos TestVideos

v e
lodl O (5] lad O B
Recent Jeleted Recent Deleted
Example of the Documents.
( Document Select all 4 Document Select all
Internal Storage/Audio Files Internal Storage/Documents
1.mp4 [-] [ Atendance_2014.doc -]
2.mp4 [-] ] Attendance_2015.doc -]
3.mp4 [ Attendance_2016.doc
4.mp4 n Attendance_2017.doc
5.mp4 [ Attendance_2018.doc
Sample_A.mp3 (-] I BackupSet_001.txt [
Sample_B.mp3 (] I BackupSet_002.txt Qo
Sample_C.mp3 [-] I BackupSet_003.txt
Sample_D.mp3 = BackupSet_004.txt o
Sample_E.mp3 = BackupSet_005.txt
e 3
lad O B ad O 5]
Recent Archive Deleted Recent Archive Deleted
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Deselect a few photos, videos, and/or documents
To deselect a few the photos, videos, and/or documents follow the instructions below:

1. Go to Backup then tap Restore.

2 ] & &

Home Backup

2. Tap the Photos, Videos, or Documents.

< Honor 10 Lite

Backed up successfully a few seconds ago

B o Roicol >
] - Rl ?
Dh Document >

E} ? 2FA Accounts

3. For photos and videos, choose from All or Album.

Example of an All view. Example of an Album view.
H Photos Select all Videos Select all
All @ Album All B Album
- I % S
T 2® S R
- D -
m @ d &
TestVideos TestVideos
lad O (2]
Recent Ar Deleted Recent Arcl eleted

www.cloudbacko.com 146



Cloudbdacko.

For documents, tap choose a folder.

( Document Select all 4 Document Select all
Internal Storage/Audio Files Internal Storage/Documents
1.mp4 [-] [ Attendance_2014.doc [}
2.mpd [-] [ Attendance_2015.doc -]
3.mp4 [ Atendance_2016.doc
4.mpd n Attendance_2017.doc
5.mp4 [ Attendance_2018.doc
Sample_A.mp3 (-] I BackupSet_007.txt [}
Sample_B.mp3 [-] I BackupSet_002.txt Qo
Sample_C.mp3 [-] I BackupSet_003.txt
Sample_D.mp3 = BackupSet_004.txt Q
Sample_E mp3 I BackupSet_005.txt
.
~ o B i o 5]
Recent Archive Deleted Recent Archive Deletes

4. Deselect a few photos, videos, and/or documents for restore then tap Done.

Example of an All view. Example of an Album view.
- Photos Select all Photos Select all
All @ Album B Album

TestPhotos Documents
asera
ke O (5]
Recent rchive Delete Recent hive Delete
Example of the Documents.
£ Document  Selectall 4 Document  Selectall
Internal Storage/Audio Files Internal Storage/Documents
1.mp4 [ Atendance_2014.doc
2.mp4 [ Attendance_2015.doc
3.mp4 [ Attendance_2016.doc
4.mp4 m Attendance_2017.doc
5.mp4 [ Attendance_2018.doc
Sample_A.mp3 = BackupSet_007.txt
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View photos, videos, and/or documents, in Recent, Archive, or Delete tabs

To view the photos, videos, and/or documents in Recent, Archive, or Delete tabs, follow the
instructions below:

1. Goto Backup then tap Restore.

1) Y &

Hom Backup

2. Tap the Photos, Videos, or Documents.

< Honor 10 Lite
Backed up successfully a few seconds ago
] o Rt >
Videos
] ~ Rmadi >
[ Jm pocument >

D ? 2FA Accounts

3. Select from the following tabs by tapping the, Recent, Archive, or Delete. The tabs are located
on the lower part of the screen. It will view the photos, videos, and/or documents by All or

Album.
Example of Recent tab All view Example of Recent tab Album view
H Photos (0) Select all Photos (0) Select all

All @ Album

2021-04-15

Test Photos.

ladl O (2]

Recent

www.cloudbacko.com 148
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Example of Archive tab All view Example of Archive tab Album view
- Photos (0) Select all Photos (0) Select all
All = Albur A @ Album
2021-04-15

Test Photos

Archive ) i Archive

Example of Deleted tab All view Example of Deleted tab Album view

H Photos (0) Select all Photos (0) Select all
All W Albun a) W Album

2021-04-15

Test Photos

Done

™ O &

Recent A ted Deleted
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Example of the Documents.

< Document Select all

Internal Storage
P Audio Files

- Documents

==
=] O 2]
Recent Archive Deletes
4 Document Select all 4 Document  Select all
Internal Storage/Audio Files Internal Storage/Documents
1.mp4 [ Attendance_2014.doc
2.mp4 [ Atendance_2015.doc
3.mp4 ] Attendance_2016.doc
4.mp4 [ Atendance_2017.doc
5.mp4 n Attendance_2018.doc
Sample_A.mp3 [ BackupSet_001.txt
Sample_B.mp3 I BackupSet_002.txt
Sample_C.mp3 = BackupSet_003.txt
Sample_D.mp3 I  BackupSet_004.txt
Sample_E.mp3 = BackupSet_005.ixt
“
i ik
ad O 2] lad OH 2]
Recent Archive Deleted Recent Archive Deleted
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