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1 Overview

CloudBacko brings you specialized client backup software, namely CloudBacko Lite, to provide
a comprehensive backup solution for protecting file(s) / folder(s) on your machine, with a wide
variety of backup destinations (major cloud storage service providers, FTP/SFTP, local drive,

1.1 What is this software?
etc.) of your choice.
1.2 System Architecture

Below is the system architecture diagram illustrating the major elements involved in the backup
process among the backup machine CloudBacko Lite.
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1.3 Mobile Backup Server (MBS)

The Mobile Backup Server (MBS) will be utilized to handle mobile backup and restore of
CloudBacko app. It is an integral part of CloudBacko Lite, which is located in the “mbs” folder
inside the CloudBacko Lite folder.

System Diagram

The Mobile Backup Server (MBS) will be activated automatically when a mobile device installed
with the CloudBacko app is successfully registered for mobile backup with CloudBacko Lite.
Afterwards, it will be automatically restarted whenever the CloudBacko Lite services is restarted
or when the CloudBacko Lite machine is rebooted or powered on. The MBS will be deactivated
when all mobile devices have deregistered from the mobile backup settings and the
CloudBacko Lite services is restarted.

The MBS will use the following port ranges:
e TCP Port: 51000 to 51099
e UDP Port: 51200 to 51299
e Protocol: Http, for the request of CloudBacko app.

The default TCP and UDP ports are 51000 and 51200, if these ports are already in use by other
applications or services, then the MBS will automatically acquire another port.

The actual TCP and UDP port can be seen on the CloudBacko Lite when pairing a mobile
device for mobile backup.

Please scan the QR code to get the below Mobile App from App Store. Once installed the Mobile App, launch it and scan
the same QR code to complete the device registration.

|1| Mobile Backup (Add new device for backup without migration)

# Download on the [clagigel]
@& App Store '\ Google Play

Prerequisites

- Please use the latest Mobile App version

- Please make sure below 2 ports are not blocked by any Firewall settings
TCP Port: 51000
UDP Port: 51200

www.cloudbacko.com 8
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Photos, videos, documents and 2FA accounts are stored either in mobile device’s internal
memory or SD Card. These are selected as backup source using the CloudBacko app and will
be backed up to the local destination of a CloudBacko machine, that can be a Hard Drive, Flash
Drive, and/or Network Drive in their original unencrypted format. For Android devices, photos
and videos will retain all EXIF. While for iOS devices, photos and videos will retain most of the

EXIF including, capture date, location, and lens.

Mobile Backup Server Local
(MBS) Destination

CloudBacko Lite Machine

HTTP Port: 51000 to 51099
UDP Port: 51200 to 51299
Protocol: Http

o Local Disk (D:
Baciup
ASUS X000
Redmi
1601369269222
blocks
2020-09-29-16-50-24
0

Internal Memory

CloudBacko app
(Backup Source)

www.cloudbacko.com

SD Card

Local Destination on CloudBacko Lite

%backup_destil
YYYY-MM-DD-hh-mm-ss\0

[

ﬂ

w\%device_name%\%back t_id%\blocks\

[o

EXAMPLE:
D:\Backup\Redmi\1601369369222\blocks\2020-09-29-16-50-24\0

000000j09
000003jpg
00000bjpg
00000c,jpg

CICICIONE:

® 2 ~ mal shared storage » DCIM > Test Images

Intemal shared storage » DCIM AlertMessage0001 jpg

—

—
B AlertMessage0002 jpg
ﬁ AlertMessage0003 jpg

Camera
Screenshots

TestImages

® Q

SD card > DGIM  Camera

—_—
50 card > DCIM -— E Alerthessageo00 jpg

ﬁ Alerthessage0002 jog
% Alerthessage0003 jpg

Camera
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If storage of photos, videos, documents and 2FA accounts to a cloud destination is required,
then this can be done using CloudBacko Lite to perform a secondary backup and restore of the
photos, videos, documents and 2FA accounts on the local drive to the cloud.

To back up and restore photos, videos, documents and 2FA accounts from CloudBacko app to
CloudBacko Lite and Cloud, is a two-step process.

1st: Back up photos, videos, documents and/or 2FA accounts from CloudBacko app to
CloudBacko Lite local destination.

2nd: Create a File backup set using CloudBacko Lite, using the local backup destination as the
backup source, and then back up this backup set to cloud destination.

®
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@ & @ o

Cloud Destination

Internet

Data are compressed, encrypted, and divided into individual data block size of 16 or 32MB

Backup and Restore from CloudBacko Lite to Cloud Destination

(o] 4
ae
E:D Local Destination on CloudBacko Lite

2 Local
Mobile Backup Server o
(MBS) Destination

Y%backup_destination%\%device_name%\%backupset_id%\blocks\
YYYY-MM-DD-hh-mm-ss\0

< Local Disk (D EXAMPLE:

D:\Backup\Redmi\1601369369222\blocks\2020-09-29-16-50-24\0

—l  (&] 000000jpg
=] 00000ajpg
5] 00000bjpg
=] 00000¢jpg

CloudBacko Lite Machine

2020-09-29-16-50-24
o

HTTP Port: 51000 to 51099

UDP Port: 51200 to 51299

Protocol: Http

nt ed storage * DCIM AlertMessage0001.jpg
— | | g |[— =
ot B AlertMq 0002
K ; AlertMessageado2 jpg
Internal Memory B Screenshots a AlertMessage0003 Jog
Testimages
= O} Q ard * DCIM * Came
—_—
o ———> 4 | AlertMessage0001
CloudBacko app ﬂ 80 card > 00N N [ e
(Backup Source) SD Card Camena a T
B AlertMessage0003 jpg
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1.4

Two-Factor Authentication

The two-factor authentication implemented on CloudBacko Lite include support for TOTP
(Time-based One-time Password) and Push natification authentication using the CloudBacko
app to provide additional security for the user login process.

Upon initial login, you will have an option to setup your two-factor authentication feature. You
may skip the setup and do it later. If you continue the setup of two-factor authentication, it will
be automatically enabled for future CloudBacko sign in process. If you like, you may register
your CloudBacko Lite with multiple mobile devices for two-factor authentication.

For logins with two-factor authentication enabled CloudBacko Lite, you will be asked to select
the method you would like to use. This depends on the authenticator app being registered, you
will either accept the login request via push natification in the CloudBacko app or enter a one-
time password generated in the third-party authenticator apps such as Authy, Duo, Google
Authenticator, Microsoft Authenticator, LastPass etc.

-
|

CloudBacko Lite

CloudBacko Lite - Password Lock

Two-Factar Authentication

.

Alternatively. input the ene-time passcode generates ur Authentieator A
I:‘ |:| l:‘ D |:| D R

CloudBacko Pro - Two-Factor Authentication (2FA)

(PNS )
CloudBacko
Send Push Notification l ‘
— .
i y o=
- OR m
CloudBacko app Third-party TOTP

AuthenticatorApp

Accept Authorization Request Input one-time password

Bacup

> [l

& B M 0
#

)
By
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This illustrates the registration of mobile devices for Two-Factor Authentication.

CloudBacko Lite

Cloudbacko Lite [E)

Register mobile device(s)
Go to Setting > Authentication

Require Authenticator App 1o Sign in your account during startup

on 1
Registered Mobile Deviceis)
Galaxy A70
[ ) fod n
Add

Two-Factor Authentication

CloudBacko app Third-party TOTP
| AuthenticatorApp
I
Click “Not able to scan QR code? Click
Scan QR code l here to pair with TOTP secret key”
I cosen

& App Store

Prerequisites

Ploase Use the latest Mobile AP version

Require Authenticator App 1o sign in your account during startup

on 1

Registered Mobile Device(s)

EI Galaxy A70 &
CloudBacko W

Microsoft Authenticator

Add

www.cloudbacko.com

CloudBacko app

|

B oo thindows 100 A
798 508 ==

2FA
Enter recovery phone number

Choose a country code and enter phone number
Enter verification code sent to phone number

Lenovo (Windows 10)

Enter a valid phone number, you will need
this for account recovery.

w5 - I

Verification code

VENR - 666029 (04:33)

@ CloudBacko

ClowdBacko Pro

Lenovo (Windows 10)

264 901

12
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2 Requirements for CloudBacko app

2.1 Backup Software Version Requirement
@ Download and install the latest version of CloudBacko Lite.
@ Download and install the latest version of CloudBacko app on the Play Store for Android

mobile devices and on the App Store for iOS mobile devices.

2.2 Network Connection

Ensure that CloudBacko app is connected to the same local WiFi network with CloudBacko
Lite. Failure to do so will prevent you from performing backup and/or restore.

2.3 Android and iOS Version Requirement

® For Android device, Android version must be Android 8 or above.

@ For Apple device, iOS version must be 12.0 or above.

www.cloudbacko.com 13
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3

3.1

3.2

3.3

3.4

3.5

Requirements for CloudBacko Lite on macOS

Hardware Requirements

Refer to the link below for details of the minimum and recommended requirements for
installing CloudBacko Lite.

CloudBacko Lite: Hardware Requirement

Supported Platforms
Refer to the following link for details of the operating systems supported by CloudBacko Lite.

CloudBacko Lite: Supported Operating Systems

Internet Connection

CloudBacko machine must have a fixed internet connection.

SMTP Server
@ CloudBacko Lite supports TLS v1.2

@ CloudBacko Lite supports SMTP server with or without authentication.

Firewall Settings

Make sure that your firewall settings allow network traffic through the following domain and/or
ports:

® For CloudBacko Lite to function correctly must allow outbound connections to
*.cloudbacko.com via port 80 and 443.

® For mobile backup inbound / outbound network traffic must be allowed through the
following default ports: HTTP port: 51000 and UDP port: 51200.

The actual ports used may be different, please refer to Chapter 1.3: Mobile Backup
Server (MBS) for more details.

www.cloudbacko.com 14
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3.6

3.7

3.8

3.9

3.10

Full Disk Access Permission

macOS 10.15 or higher "Full Disk Access" permission needs to be granted in,
System Preferences>Security & Privacy>Privacy tab to CloudBacko Lite.

Due to an upgrade in security on macOS 10.15 or higher, additional security settings are
required to allow applications to access the machine. CloudBacko Lite requires "Full Disk
Access" permission to be able to access your files for selection and backup. Also, without "Full
Disk Access" permission, CloudBacko Lite will not be able to restore files to the machine.

General FileVault Firewall Privacy

,_ I " l Speech Recognition

Allow the apps below to access data like Mail,
Messages, Safari, Home, Time Machine backups and
® o y certain administrative settings for all users on this Mac.

Bl put Monitoring b CloudBacko Lite

- Full Disk Access

- Files and Folders

i Screen Recording

L% Avtomation

s Advertising

A

I Anaiytics

For more details on how to setup the Full Disk Access permission, please refer to Appendix C:
Setting up Full Disk Access Permission.

Supported Applications
Refer to the link below for the details of the applications supported by CloudBacko Lite.

CloudBacko Lite: Supported Applications

Supported Microsoft 365 Services and Items

Refer to the link below for the details of the supported Microsoft 365 Services and Items for
CloudBacko Lite.

CloudBacko Lite: Supported Microsoft 365 Services and ltems Microsoft 365 Backup

Java Heap Size

The default maximum Java heap size setting is 768M. This value is usually sufficient for most
types backups, however for backup sets with large number of files and or very large files the
value may need to be increased.

Refer to the link below for the details on how to increase Java Heap Size for CloudBacko Lite.

CloudBacko Lite: How to increase Java Heap Size

Two-Factor Authentication Requirements

Please refer to the CloudBacko App v1 User Guide for Android and iOS — Chapter 2.4 for details
of the minimum and recommended requirements for using Two-Factor Authentication on
CloudBacko app.

www.cloudbacko.com 15
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3.11

3.12

Mobile Device Requirements

Refer to the CloudBacko App v1 User Guide for Android and iOS — Chapter 2.5 for details of
the minimum and recommended requirements for installing the CloudBacko app.

Date, Time, and Time Zone for 2FA (TOTP only)

Make sure to check the date, time, and time zone are synced between the CloudBacko Lite
machine and mobile device installed with CloudBacko app before pairing the device for 2FA
(TOTP only) to avoid unsuccessful pairing of devices and/or TOTP authentication failures.
This also applies to third-party TOTP Authenticators.

To check the date, time, and time zone, follow the instructions below. For a different date,
time, and time zone and how to change it, refer to Appendix H: Different Date, Time, and
Time zone with CloudBacko Lite machine and mobile device.

Same Date, Time, and Time Zone with CloudBacko Lite machine and
mobile device
1. Check the date, time, and time zone in mobile device.

Example: Time zone settings of a mobile device used in the Philippines (time zone
GMT+08:00).

—

Date & time

Use network-provided time

Date
April 8, 2021

Time
10:26 AM

Use network-provided time zone
Use the time provided by the carrier
network

Select time zone
Philippine Standard Time

2. Check the date, time, and time zone in CloudBacko Lite machine.
Example: Time zone setting of a macOS machine used (time zone Asia).

w Time Zone  Clock

Set date and time automatically:
4/ 8/ 2021 10:26:15 AM

Apr 2021 40

12 3

a5 6 7 90

1M 12 13 14 15 16 17

1819 20 21 22 23 24
25 26 27 78 29 30 W

To set date and time formats, use Language & Region preferences. | Open Language & Region...
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3.13 Supported macOS Big Sur on Intel and ARM (M1) CPU

CloudBacko Lite v4.5.2.3 and above supports macOS Big Sur on both Intel and ARM (M1)
CPU. For macOS on ARM (M1) CPU, Rosetta 2 must be installed. Refer to the link for more
details: Apple Support: If you need to install Rosetta on your Mac

If CloudBacko Lite v4.5.2.3 and above is installed and run for the first time on macOS 11 or above
- ARM M1 CPU machine, there will be a pop-up to request installation of Rosetta. Then click Install
to proceed.

NOTE

To open “App Name”, you need to install Rosetta. Do
you want to install it now?

Rosetta enables Intel-based features to run on Apple Silicon Macs.
Reopening applications after installation is required to start using
Rosetta.

Not Now Install

3.14 Limitations

3.14.1

3.14.2

3.14.3

3.14.4

3.14.5

3.14.6

3.14.7

3.14.8

Advance Retention Policy

Advanced Retention Policy is not supported on CloudBacko Lite.

Bandwidth Control

Bandwidth Control is not supported on CloudBacko Lite.

Case-Insensitive File System

For volume with a case-insensitive file system, target file of a symbolic link will be
backed up twice (in both upper case and in lower case), hence, doubling the
backup quota storage requirement.

Command Line Tool

Pre-Backup / Post-Backup Commands are not supported on CloudBacko Lite.

Continuous Backup

Continuous Backup is only supported on Windows platform.

File Permissions

Backup of file permissions is enabled by default and the setting cannot be
changed.

Follow Link

Follow Link is enabled by default and the setting cannot be changed.

Installation on Root Drive

CloudBacko Lite must be installed on the root drive of a volume (e.g.
/Applications]/...).

www.cloudbacko.com 17


https://support.apple.com/en-us/HT211861

Clouddacko.

3.14.9 Resource Fork Files

Resource fork files cannot be restored with CloudBacko installation on macOS
10.8 above.

3.14.10 Software Update

Automatic software updates are not supported on macOS.

To upgrade CloudBacko Lite, please download the latest version from the
CloudBacko website.

3.15 Best Practices and Recommendations
Periodic Backup Schedule

The periodic backup schedule should be reviewed regularly to ensure the interval is sufficient
to handle the data volume on the machine. Over the time, data usage pattern may change on
a production server, i.e. the number of new files created, the number of files which are
updated/delete, new users may be added etc.

When using periodic backup schedules with small backup intervals such as backup every 1
minute, 2 minutes, 3 minutes etc. although the increased backup frequently does ensure that
changes to files are captured regularly which allows greater flexibility in recovery to a point in

time.

Consider the following key points to efficiently handle backup sets with periodic backup
schedule.

Hardware — to achieve optimal performance, compatible hardware requirements is a
must. Ensure you have the backup machine’s appropriate hardware specifications to
accommodate frequency of backups,

o so that the data is always backed up within the periodic backup interval

o sothatthe backup frequency does not affect the performance of the production
server

Network — make sure to have enough network bandwidth to accommodate the volume
of data within the backup interval.

Storage — ensure you have enough storage quota allocated based on the amount of new
data and changed data you will backup.

Retention Policy — also make sure to consider the Retention Policy settings and
Retention Area storage management which can grow because of the changes in the
backup data for each backup job.
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4 Get Started with CloudBacko Lite

This quick start guide will walk you through the following six (6) major parts to get you started with
using CloudBacko Lite.

Download and Install

Download and Install CloudBacko Lite on your
macOS

Launch the App

Launch CloudBacko Lite on your macOS

Set up 2FA and/or Mobile Backup

Register mobile device for 2FA and/or mobile
backup (optional)

Create a Backup Set

Create a backup set according to your
preferences

Run Backup Jobs
Run the backup jobs to back up data

Restore Data

Restore backed up data to your system
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5 Download and Install CloudBacko Lite

5.1 Download CloudBacko Lite

1. In a web browser, go to the CloudBacko website and click Download.

Contact Us

C|Oudchko_‘ Solutions.  Features.  Recognitions~  Pricing~  Support~

NOTE
Screenshot was taken as of 2023-September-12, it may be different in the future.

2. Click CloudBacko Pro/Lite. Under CloudBacko Lite you can choose the installer by

operating system and click the corresponding link to start downloading. In this case click
macOS (.dmg).

C|oudchkor Solutions+  Features. Recognitions. Pricing.  Support.

Home 3 Download CloudBacko Go [

CloudBacko Go (Pay as you go CloudBacko Home/App (Free)
CloudBacko Pro Cloudbacko Lite

Version: 5.5.4.0 5.5.4.0
CloudBacko Pro is a backup software designed for CloudBacko Lite is a backup software designed for
backing up business servers, applications, virtual backing up Windows / Mac PCs and notebooks
machines, cloud data. It is applicable to all add-on Mote: CloudBacko does NOT provide any cloud storage space. You
o maodules. need to use your own public cioud storage account for storing your
Description:

Note: CloudBacko does NOT provide any cloud slorage space. Younsed 1o backup data if you need to backup to cloud
use your own public cloud storage account for storing your backup data if

you need to backup to cloud

Free Download:
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5.2 Install CloudBacko

Lite

1. Double-click the .dmg file you have downloaded.

cbl.dmg

2. The CloudBacko Lite window will appear. Double-click the installation package

cbl.pkg file.

o

cbl.pkg

L ® .. CloudBacko Lite-1234567890123-0bc-20211213-1813491348 5.0.2.2

3. When the CloudBacko Lite Installer wizard appears, click Continue to proceed.

CloudBacko Lite

¢ Introduction

« Install CloudBacko Lite

Welcome to the CloudBacko Lite Installer

You will be guided through the steps necessary to install this

software.

Continue

www.cloudbacko.com
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4. Read the following information, then click Continue to proceed.

@ « Install CloudBacko Lite

CloudBacko Lite Important Information

1. Please save your work before continuing with the installation.
@ Introduction 2. Please do not turn off the computer while the installation is in progress.

¢ Read Me
License
Destination Select
nstallation Type

nstallation

Summary

Print... Save... Go Back Continue

language. Click Continue to proceed.

@ @ Install CloudBacko Lite

CloudBacko Lite Software License Agreement

English B

¢ Introduction

» Read Me Terms of Use
1. All softwares provided by CloudBacko is on an "as is" basis with no
¢ License warranties of any kind and CloudBacko will not be liable for any
damages of any kind arising from the use.CloudBacko further
Destination Select disclaims all warranties, express and implied, including without
e limitation, any implied warranties of merchantability or fitness for a
Instaliation Type particular purpose.
Installation 2. CloudBacko grants you a non-exclusive, non-transferable, royalty-
free, limited license to use the binary form of the software provided by
Summary CloudBacko for personal use only. Redistribution of programs owned
by CloudBacko, uniess explicitly granted by CloudBacko , is strictly
prohibited.

3. All content included on this site, including text, graphics, logos,
button icons, images and software, is the property of CloudBacko or its
content suppliers and is protected by international copyright laws. All
program used on this site is the property of CloudBacko or its software
suppliers and protected by international copyright laws. Any attempt of
reverse engineering, disassembly, or decompilation of programs,
unless it is explicitly permitted, is prohibited by law.

4. CloudBacko may send notices to you via either email or regular

[*)

Print... Save... Go Back Continue

www.cloudbacko.com

5. The Software License Agreement content will be displayed in English by default. If you
prefer to read it in a different language, click the drop-down button to change the
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6. The following message will appear in a pop-up window. Click Agree to accept the
software license agreement.

‘w Install CloudBacko Lite [*]
= IO u To continue installing the software you must agree to the terms of
the software license agreement.
¢ ing Click Agree to continue or click Disagree to cancel the installation and
o Rei quit the Installer.
¢ Lic
Del 2 .
Read License Disagree Agree
Ins
Installation |2, CloudBacko grants you a non-exclusive, non-transferable, royalty-
= 1 free, limited license to use the binary form of the software provided by
Summary CloudBacko for personal use only. Redistribution of programs owned
by CloudBacko, unless explicitly granted by CioudBacko , is strictly
prohibited.

3. All content included on this site, including text, graphics, logos,
button icons, images and software, is the property of CloudBacko or its
content suppliers and is protected by international copyright laws. All
program used on this site is the property of CloudBacko or its software
suppliers and protected by international copyright laws. Any attempt of
reverse engineering, disassembly, or decompilation of programs,
unless it is explicitly permitted, is prohibited by law.

4. CloudBacko may send notices to you via either email or regular

Print... Save... Go Back Continue

7. Click Install to start the installation process to the default location.
®C « Install CloudBacko Lite [+

CloudBacko Lite Standard Install on “Untitled”
is will g A
o “intiticiction This will take 174.2 M8 of space on your computer.

¢ Read Me Click Install to perform a standard installation of this software

" for all users of this computer. All users of this computer will be
© License able to use this software.
o Destination Select

« Installation Type

Installation

summary

Go Back Install

www.cloudbacko.com
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8. The following message will appear in a pop-up window. Enter your macOS login
credentials. Then, click Install Software to proceed with the installation.

@ « Install CloudBacko Lite [*)
CloudBac = ' -

¢ Introduc - Installer is trying to install new software.

o Read Me | ~ iftware

| L ‘ Enter your password to allow this. r will be

¢ License = ‘

o Destingt User Name: username

© Instalm‘ Password: | ooon...]

Installat

Summan Cancel! ‘Install Software

_

Go Back Install

9. The following screen indicates that a successful installation of CloudBacko Lite is
completed. Click Close to continue.

@ « Install CloudBacko Lite [
CloudBacko Lite The installation was completed successfully.
# Introduction

¢ Read Me

s License

o Destination Select

* Installation Type The installation was successful.

¢ Installation The software was installed.

¢ Summary

www.cloudbacko.com



Clouddacko.

5.3 CloudBacko Lite Service

The CloudBacko Lite Services is a key component which regulates and controls several
important functions on CloudBacko.

Function Description

Scheduled Backups

Ensures that backup job which are setup to run at a certain
date and or time are started.

Regular License
Checks

Perform daily license checks to update the status of the
license key.

Email Reports

Ensures backup error / warning report, missed backup report,
and report, and storage alert report are sent to the customer
according to the report settings.

Continuous Backups

(Windows platform

Ensures that Continuous backups are run according to the
backup interval.

only)

Reminder Ensures that a reminder popup is displayed when the last

(Windows platform time a backup was run exceeded the tolerance period.

only)

Mobile Backup Server
(MBS)

Ensure that registered mobile devices can perform backups
to CloudBacko Lite.

The MBS will be activated when a mobile device is registered
for mobile backup on CloudBacko Lite.

The MBS will be deactivated when all mobile devices have
been deregistered from the mobile backup settings and the
CloudBacko Lite services is restarted.

Therefore, it is very important to ensure the CloudBacko Lite Services is running after,
@ anew CloudBacko installation

a CloudBacko software update

when the machine rebooted

the machine is powered on

@ @ @ @

the machine wakes up from hibernation or standby mode

Otherwise, all of the functions above will stop working.
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This option is used to kick automated or scheduled backup jobs.

1. To start, click Go at the top menu bar and select Utilities.
Go Window Help

Enclosing Folder ®1

B Recents 0O %F
M Documents 0 %0
= Desktop 03D
© Downloads 3L
{5t Home O %H

3 Computer 0#C
(@ Network %K
% iCloud Drive i !

A Applications 0 %A
N utilities 08U

Recent Folders B

Go to Folder... i {¢]
Connect to Server... K

2. Open the Terminal application.

Terminal

3. Use the command highlighted in red to enter the CloudBacko Lite folder.

[admins-Mac:bin admin$ cd /Applications/CloudBacko\ Lite.app/bin
[admins-Mac:bin admin$

4. To check if the CloudBacko Lite Services is running, use the ps command. You will see
that the CloudBacko Lite Services is running, highlighted in red.

admins-Mac:~ admin$ ps -ef|grep java

0 5735 1 0 9:05PM ttys000 0:02.07 /Applications/CloudBacko\
Lite.app /jvm/bin/ java -Xmsl28m -Xmx768m -Djava.library.path=.
-cp .:./cbs.jar cbs /Applications / CloudBacko\ Lite.app

501 5741 5705 0 9:05PM ttys000 0:00.00 grep java
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There are two (2) options to stop and start the CloudBacko Lite Services.

Option 1

©

©

Stop CloudBacko Lite Services

To stop the CloudBacko Lite services, use the command highlighted in red. If you run this
command for the first time, you will need to enter the login password of your local machine.

To check if the CloudBacko Lite Services has stopped running, use the ps command.

admin-admins-Mac-2~% sudo /Applications/CloudBacko)\
Lite.app/bin/StopScheduler. sh

Password:
admin-admins-Mac-2% ps -ef|grep java

501 5721 5705 0 9:02PM ttys000 0:00.00 grep java

Start CloudBacko Lite Services

Use the command highlighted in red to start the CloudBacko Lite Services then use the ps
command. You will see that the CloudBacko Lite Services is running, highlighted in red.

admin-admins-Mac-2~% sudo /Applications/CloudBacko\ Lite.app
/bin/Scheduler. sh

admin-admins-Mac-2~% ps -ef|grep java
0 5735 1 0 9:05PM ttys000 0:02.07 /Applications/CloudBacko Lite.app

/jvm/bin/java -Xmsl28m -Xmx768m —-Djava.library.path=. -cp .:./cbhs.jar
cbs

/Applications/CloudBacko Lite.app
501 5741 5705 0 9:05PM ttys000 0:00.00 grep java
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Option 2

© Stop CloudBacko Lite Services

To stop the CloudBacko Lite Services, use the command highlighted in red. Use the ps
command to check if the CloudBacko Lite Services has stopped running.

admin-admins-Mac-2~% sudo launchctl unload -F
/Applications/CloudBacko\ Lite.app/bin/com.ch.scheduler.plist

Password:

admin-admins-Mac-2~% ps -ef|grep java

0 5735 1 0 9:05PM ttys000 0:02.07 /Applications/CloudBacko Lite.app
/jvm/bin/java -Xms1l28m -Xmx768m —-Djava.library.path=. -cp .:./cbhs.jar
cbs

/Applications/CloudBacko Lite.app
501 5741 5705 0 9:05PM ttys000 0:00.00 grep java

© Start CloudBacko Lite Services

Use the command highlighted in red to start the CloudBacko Lite Services then use the ps
command.

You will see that the CloudBacko Lite Services is running, highlighted in red.

admin-admins-Mac-2~% sudo launchctl load -F /Applications/CloudBacko)\
Lite.app/bin/com.ch.scheduler.plist

Password:
admin-admins-Mac-2~% ps -ef|grep java

0 5805 1 0 9:21PM ?? 0:01.92 /Applications/CloudBacko
Lite.app/jvm/bin/java -

Xms1l28m -Xmx768m — Djava.class.path=/Applications/CloudBacko Lite.app

/bin:/Applications/CloudBacko Lite.app/bin/cbhs.jar -
Djava.library.path=/Appli

cations/CloudBacko Lite.app/bin cbs /Applications/CloudBacko Lite.app
501 5811 5793 0 9:21PM ttys000 0:00.00 grep java
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5.4 RunLevel Symlink Check

During installation, the following symlinks to the CloudBacko Lite Service startup script
/Applications/CloudBacko Lite.app/bin/com.cb.scheduler.plist will be created that allows
the CloudBacko Lite Services to automatically start each time the machine is rebooted or
restarted.

To verify if the symlinks have been created correctly, use the Is command. You will see the
symlink, highlighted in red.

admin-admins-Mac-2~% 1ls -la /Library/LaunchDaemons/
total 128
drwxr-xr-x+ 62 root wheel 608 May 12 15:10 ..

lrwxr-xr-x 1 root wheel 60 May 12 11:21 com.CloudBacko
Lite.scheduler.plist -> /Applications/CloudBacko
Lite.app/bin/com.cb.scheduler.plist

admin-admins-Mac-2~%
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5.5 Mobile Backup Server (MBS) Health Check and CloudBacko
app connection Check

Before starting a backup on your mobile device, check the following first:

1. Check IP address, HTTP port, and UDP port in the “running.txt” file. Go to
/Applications/CloudBacko Lite/mbs folder.

[ NN | ® CloudBacko Lite
< H = FERERE = Q
Eavorites Name ~  Date Modified Size Kind
@ AirDrop M afc.opt May 21, 2018, 9:55 AM 6 KB Document
. > [ aua Yesterday, 5:08 PM - Folder
E Al My Files - -
o autoDiscovery.xml Jul 17, 2008, 2:36 PM 70 bytes XML document
< iCloud Drive  » [ bin Yesterday, 5:08 PM -- Folder
’A{ Applications ! cb.opt Feb 17, 2017, 12:08 PM 2 KB Document
|4 config.ini Nov 24, 2020, 5:37 PM 264 bytes  Visual..cument
E Desktop > [ Contents Yesterday, 5:08 PM - Folder
@ Documents o custom.xml Nov 24, 2020, 5:38 PM 970 bytes XML document
° Downloads home.txt Today, 10:43 AM 18 bytes Plain Text
installer.sh Nov 24, 2020, 5:37 PM 11 KB Terminal scripts
Shared > B ipc Yesterday, 5:08 PM - Folder
lenove > B jvm Yesterday, 5:07 PM -- Folder
b | licenses Nov 24, 2020, 2:31 PM -- Folder
Tags > 8 log Yesterday, 5:08 PM -- Folder
@® Red v [l mbs Today, 9:38 AM -- Folder
Orange |;| chn.dat Yesterday, 5:08 PM 4 KB DAT file
B chn.ck Today, 9:36 AM Zero bytes Document
Yellow » [ conf Yesterday, 5:08 PM -~ Folder
@ Green |:_@| config.ini Yesterday, 5:08 PM 249 bytes Visual...cument
> [ lib Nov 24, 2020, 2:31 PM -- Folder
® Blue
> B logs Today, 9:38 AM - Folder
Purple B running.txt Today, 9:38 AM 70bytes  Plain Text
O Gray » 1 temp Aug 26, 2020, 5:51 PM - Folder
> [ tomcat Yesterday, 5:07 PM - Folder
SRR [2] userdat Today, 10:43 AM 109 bytes  DAT file
» [8 webapps Nov 24, 2020, 2:31 PM -- Folder
> B work Yesterday, 5:09 PM -- Folder
b B util Nov 24, 2020, 5:38 PM - Folder
version.txt Nov 24, 2020, 5:07 PM 8 bytes Plain Text
NOTE:

If the “running.txt” file does not exist then the MBS is not running, restart the
CloudBacko Lite services

After opening the file it will show the HTTP port, IP address, and UDP port which are
in actual use by the MBS.

| NN | "] running.txt — Locked
{"http—pnrt“:"EIEEB“,"httn—addr":ﬁlgz.lE-B.l.lEB“]l."udn—Pnrt":"SlZEE"}
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2. Open a command prompt and check if the IP address captured in the running.txt is
the correct IP address of the machine where CloudBacko Lite is installed.

e0e @ admin — -bash — 80x43 |
=]

MacBook-Pro:~ admin$ ifconfig
1loB@: flags=B045<UP,LO0PBACK, RUNNING,MULTICAST> mtu 16384
options=3<RXCSUM, TXCSUM=
ineté ::1 prefixlen 128
inet 127.8.0.1 netmask @xffaeoaae
ineth feB@::1%lo@ prefixlen 64 scopeid Bx1l
nd6 options=1<PERFORMNUD=>
gif@: flags=B@1@8<POINTOPOINT,MULTICAST> mtu 1288@
stf@: flags=0<> mtu 1280
enBd: flags=BB63<UP,BROADCAST,SMART, RUNNING, SIMPLEX,MULTICAST> mtu 1588
options=18b<RXCSUM, TXCSUM, VLAN_HWTAGGING, AV>
ether 3c:@7:54:54:86:c5
nd6 options=1<PERFORMNUD=>
media: autoselect (none)
status: inactive
enl: flags=BB63<UP,BROADCAST,SMART, RUNNING, SIMPLEX,MULTICAST> mtu 1588
ether 6B:aB:6d:29:05:Be
ineth feB@::G6aaB:6dff: fe29:58e%enl prefixlen 64 duplicated scopeid Bx5
linet 182.168.1.108 Jnetmask Bxffffff@0 broadcast 182.16B.1.255
nob optlions=89<PERFORMMUD, IFDISABLED=
media: autoselect
status: active
fwd: flags=BB63<UP,BROADCAST,SMART, RUNNING, SIMPLEX,MULTICAST> mtu 4878
lladdr a4:bl:97:ff:fe:eb:b7:48
nd6 options=1<PERFORMNUD=
media: autoselect =full-duplex=>
status: inactive
en2: flags=963<UP,BROADCAST,SMART, RUNNING, PROMISC, SIMPLEX> mtu 1588
options=6@8<T504,TSO6=
ether d2:@@:1le:bb:74:88
media: autoselect =full-duplex=>
status: inactive
p2p@: flags=BB43<UP,BROADCAST, RUNNING,SIMPLEX,MULTICAST> mtu 2304
ether Ba:aB:6d:29:85:Be
media: autoselect
status: inactive

3. To verify the actual HTTP port used by MBS, type the following command:
MacBook-Pro:~ admin$ netstat -vanp tcp \| grep 51088

[ ] [ ] & admin — -bash — 108x24

Last login: Wed Jan 13 11:17:18 on ttys@ee

-bash: fetc/profile.d/sm.sh: Mo such file or directory
-bash: Jetc/profile.d/rvm.sh: No such file or directory
MacBook-Pro:~ admin$ netstat —vanp tcp %| grep 51008
Active Internet connections (including servers)

Proto Recv-0 Send-0 Local Address Foreign Address (state) rhiwat shiwat pid epid
tcpd 2] 43 192.168.1.108.49374 192.168.1.111.7@70 ESTABLISHED 262144 131872 85 2]
tcpd 2] B *.4837@ *o¥k LISTEN 131872 1310872 B5 2]
tcpd [:] @ 152.16B8.1.108.45370 52.223.85.164.80 ESTABLISHED 131872 131868 B3 2]
tcpd 2] @ 192.16B.1.18B.4036% 17.18B.166.14.5223 ESTABLISHED 131872 131868 a9z 1]
tcpd [:] @ 192.168.1.108.459366 17.57.145.5.5223 ESTABLISHED 131872 131868 52 :]
topd 4] e 127, 0,0,1, 61050 &k LISTEN 131872 13172 133 @
Itcp46 5] @ *.51000 ¥, % LISTEN I 131072 131@72 66 5]
tcpd 2] @ *.7870 * .k LISTEN 131872 131872 BS 2]

4. Make sure that your firewall setting allows network traffic through the following HTTP
and UDP ports to ensure that the communication between your machine and mobile
device is successful, otherwise mobile backup and restore will not work.

5. To perform a health check on the MBS. Open a browser on the CloudBacko Lite
machine and type the IP address, followed by TCP port.

For example: If the HTTP port used is 51000, http://192.168.108:51000, you should
get the following result that shows the “Running” status, which means that the MBS is
running.

In the CloudBacko Lite machine

0@ < ¥ 192.168.1.108:51000

Running
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6. To run a connection test between the mobile device and machine open a browser in
your mobile device and type the IP address, followed by TCP port.

For example: If the HTTP port used is 51000, http://192.168.108:51000, you should
get the following result, which shows “Running” status.
This means that the CloudBacko app can successfully connect to the MBS and both
backup and restore can proceed on the mobile device.

In the mobile device:

O A 192.168.1.108:51000 @ :

Running
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6 Start CloudBacko Lite

6.1.

6.1.1

Starting with CloudBacko Lite v4.3.0.0 or above, you will find two new features introduced with
this latest version which are the Mobile Backup and Two-Factor Authentication. With these
new features there are several scenarios that will be encountered for first time login. Login
steps for the different scenarios will be discussed in this chapter.

Launch CloudBacko Lite
To launch to CloudBacko Lite without two-factor authentication follow the steps below:

*= |nitial launch skipping two-factor authentication and mobile backup features setup

*  Subsequent login with no 2FA

*=  Subsequent login with no 2FA and enabled password lock

Initial launch skipping two-factor authentication and mobile backup
features setup

When launching the CloudBacko Lite for the first time and skipping the two-factor
authentication feature setup, please follow the steps below:

1. A shortcut icon of CloudBacko Lite will be available on your desktop after installation.
Double click the icon to launch the application.

CloudBacko Lite

2. The following screen will be displayed. Click Next.

New CloudBacko App, Free of
Charge!

PC or Mac through Wi-Fi. Stop paying
for public cloud storage when local ‘
storage is free and MORE secured. v

Backup Your Mobile
Easily backup photos and videos to your ,‘as

Keep Hackers Off

All hackers delete backup data after
compromising a machine. Use
Two-Factor Authentication (2FA) to
keep hackers off your backup data and
turn ransomware harmless.

Skip Feature Setup

v

If you do not want to set up the mobile feature, click the Skip Feature Setup link. Click
Yes in the pop-up message that will be displayed. Otherwise, click No to continue with
the set-up of mobile feature.

Are you sure you want to skip the setup for Mobile feature for now?
= You can go to Settings to configure Mobile feature at anytime.

. Do not show this message again

www.cloudbacko.com 33
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3. CloudBacko Lite main screen will appear.

Clouddacko Lite root [ N

A [ i

Backup Sets Report About

2 />

Restore Utilities

Just click M

6.1.2 Subsequent logins with password lock and no 2FA

For succeeding logins to CloudBacko Lite with password lock and no two-factor
authentication, please follow the steps below:

1. A shortcut icon of CloudBacko Lite will be available on your desktop after installation.
Double click the icon to launch the application.

©

CloudBacko Lite

2. Enter password.

Please enter your password

Forgot password

www.cloudbacko.com
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3. CloudBacko Lite main screen will appear.

Clouddacko Lite

Backup Sets

£

Restore

www.cloudbacko.com

root |7

i

Report About

s =

@
Utilities {1

35



Clouddacko.

6.1.3 Subsequent logins with no password lock and 2FA

For succeeding logins to CloudBacko Lite with no password lock and-factor authentication,
please follow the steps below:

1. A shortcut icon of CloudBacko Lite will be available on your desktop after installation.
Double click the icon to launch the application.

D,

CloudBacko Lite

2. CloudBacko Lite main screen will appear.

Clouddacko Lite root |F] RN

A [ i

Backup Sets Report About

O [ S =

(]
Restore Settings Utilities Buy

Just click M
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6.2. Launch CloudBacko Lite with 2FA using Android or iOS
mobile device

There are two types of Authenticator that can be used for the 2FA:
* CloudBacko app Authenticator
®  Supports two types of authentication:
* Push Notification
* TOTP
@ Can be configured to support two 2FA modes:
* Push Naotification and TOTP (default mode) or,
= TOTP only
* Third-party TOTP Authenticator
(e.g. Auth, Duo, Google)
To launch to CloudBacko Lite with two-factor authentication follow the steps below:

* |nitial launch setting up two-factor authentication and mobile backup features

* Succeeding logins with 2FA

* Succeeding logins with 2FA and password lock

6.2.1 Initial launch setting up two-factor authentication and mobile backup
features

When launching the CloudBacko Lite for the first time and setting up the two-factor
authentication feature, please follow the steps below:

1. A shortcut icon of CloudBacko Lite will be available on your desktop after installation.
Double click the icon to launch the application.

©

CloudBacko Lite

2. You will have the option to set up your mobile backup. Click Next.

New CloudBacko App, Free of
Charge!

Backup Your Mobile

Easily backup photos and videos to your 2 §§
PC or Mac through Wi-Fi. Stop paying [
for public cloud storage when local ~

storage is free and MORE secured.

Keep Hackers Off

All hackers delete backup data after
compromising a machine. Use
Two-Factor Authentication (2FA) to i
keep hackers off your backup data and ~3

turn ransomware harmless.

Skip Feature Setup

www.cloudbacko.com
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If you do not want to set up the mobile feature, click the Skip Feature Setup link. Click
Yes in the pop-up message that will be displayed. Otherwise, click No to continue with

the set-up of mobile feature.

Are you sure you want to skip the setup for Mobile feature for now?
= You can go to Settings to configure Mobile feature at anytime.

. Do not show this message again

3. Download the CloudBacko app by scanning the QR code or entering the given URL in

your device’s browser. Click Next.

App Download and Device Pairing

Please scan the QR code to get the below Mobile App from App Store. Once installed the Mobile App, launch it and scan
the same QR code to complete the device registration.

CloudBacko

# Download on the GETITON
® App Store | F® Google Play

Prerequisites

- Please use the latest Mobile App version

- Please make sure below 2 ports are not blocked by any Firewall settings
TCP Port: 51000
UDP Port: 51200

Not able to scan QR code? Click here to pair with TOTP secret key

Skip Device Pairing

4. Mobile device is successfully paired for mobile backup and 2FA with CloudBacko Lite.

Click OK to proceed.

Mobile Setup

You have registered John's A71 for the following feature:

Two-Factor Authentication

www.cloudbacko.com
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5. CloudBacko app supports two types of authentication method:
* Push Notification
* TOTP
CloudBacko app can be configured to support two 2FA modes:
* Push Notification and TOTP (default mode) or,
= TOTP only
Push Notification and TOTP (default mode)

i.  To configure Push Notification and TOTP 2FA with CloudBacko app, simply scan
the displayed QR code using the CloudBacko app.

App Download and Device Pairing

Please scan the QR code to get the below Mobile App from App Store. Once installed the Mobile App, launch it and scan
the same QR code to complete the device registration.

CloudBacko

# Download on the [clagigell]
@& App Store » Google Play

Prerequisites

- Please use the latest Mobile App version

- Please make sure below 2 ports are not blocked by any Firewall settings
TCP Port: 51000
UDP Port: 51200

Not able to scan QR code? Click here to pair with TOTP secret key

Skip Device Pairing

i. Inthe CloudBacko app, go to 2FA. Tap the SlezlgNO]sqelele [=NTa M1 gk=Te] o] [{er=1iKe]y]

link to scan the QR Code on the CloudBacko Lite.

@ CloudBacko

@ CloudBacko

Scan the QR code displayed in your application
(supports two-factor authentication, mobile
device backup etc.)

You have not connected to any
account yet.

Launch your CloudBacko application
on local PC or Mac, go to User
Settings -> Authentication to configure
the two-factor authentication for your
backup account.

Scan QR code in your application

=
® o &

Home Backup 2FA More Not able to scan QR code?

www.cloudbacko.com 39
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iii. QR Code is detected, tap OK to proceed.

QR Code detected!
Register Androidv10 with admins-Mac-5

(Mac 0S X 10.12) ?

CANCEL

Device paired successfully.

Device paired successfull
P Y For first time activation of 2FA,

You may now configure the device device needs to pair with a verified
content e.g Photos, Video, 2FA phone number for account recovery.

Accounts(if registered) to be Click OK to setup now.
included for backup

LATER OK

www.cloudbacko.com
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iv.  Once the registration is successful, the following screen will be displayed. You
have now registered your device for mobile backup and Two-Factor
Authentication. Click OK to proceed.

Mobile Setup

You have registered John's A71 for the following feature:

Two-Factor Authentication

v. Inthe CloudBacko app, go to 2FA to enter the phone number for account

(NI ETENter recovery phone numberf

@ CloudBacko CIoudBacko

@ CloudBacko Lite @ CloudBacko Lite
admins-Mac-5 (Mac 0S X 10.12) admins-Mac-5 (Mac 0S X 10.12)

247 083 &

Enter recovery phone number

P o
o e

& i ) = t &0 § =

[ols)

2FA 2FA

NOTE

Although push notification and TOTP will still work if the recovery phone number
registration is not completed, it is still strongly recommended to complete this step as
you will not be able to access the CloudBacko Lite if you lose your mobile device which
also means loss of access to backup data.
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Select your country code and enter your phone number then click Sl BV

verification codel

<

admins-Mac-5 (Mac 0S X 10.12)

Enter a valid phone number, you will need
this for account recovery.

admins-Mac-5 (Mac 0S X 10.12)

Enter a valid phone number, you will need
this for account recovery.

+63 v RN

Send SMS verification code

Enter the verification code sent to your mobile device.

admins-Mac-5 (Mac 0S X 10.12)

Enter a valid phone number, you will need
this for account recovery.

Verification code

KFMO - 834619 (04:43)

www.cloudbacko.com

Verification success
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Sample verification code.

Verification Code: KFMO-834619

602 PM

Successfully verified the phone number for account recovery.

@ CloudBacko @ CloudBacko

@ CloudBacko Lite @ CloudBacko Lite
admins-Mac-5 (Mac 0S X 10.12) admins-Mac-5 (Mac 0S8 X 10.12)
419 897 3os

— R . ('R

oioy = (G —
ﬂ |1| &8 = ﬁ Iil @y -

Home Backup 2FA M Home Backup 2FA More

TOTP only

i. To configure a TOTP only 2FA with CloudBacko app, click the Not able to scan
QR code? Click here to pair with TOTP secret key link.

App Download and Device Pairing

Please scan the QR code to get the below Mobile App from App Store. Once installed the Mobile App, launch it and scan
the same QR code to complete the device registration.

CloudBacko

£ Download on the GETITON
& App Store § F® Google Play

Prerequisites

- Please use the latest Mobile App version

- Please make sure below 2 ports are not blocked by any Firewall settings
TCP Port: 51000
UDP Port: 51200

Not able to scan QR code? Click here to pair with TOTP secret key

Skip Device Pairing
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ii. Inthe CloudBacko app, go to 2FA. Tap the |NeifElslFHie R {e g O) s ele (5 link.

@ CloudBacko )
X Connect using Secret Key
Scan the QR code displayed in your application Key In the Secret Key provided by the app

(supports two-factor authentication, mobile

device backup etc.) Username

Secret Key
Cancel
Not able to scan QR code? Scan QR Code

To see the secret key, click the Show Secret Key link to display the 16-digit
secret key. And enter the display name.

App Download and Device Pairing

Please scan the QR code to get the below Mobile App from App Store. Once installed the Mobile App, launch it and
scan the same QR code to complete the device registration.

CloudBacko

£ Dol d on the GETITON
@& App Store | P Google Play

Show Secret Key

Enter one-time passcode generated from authenticator app

| (00:00:23)

Display name: | CloudBacko

| Secret Key: DHBE AMZV V3IG N74N |

Enter one-time passcode generated from authenticator app

(00:00:27)

Display name: | CloudBacko

www.cloudbacko.com a4
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Enter the Username and Secret Key from CloudBacko Lite then tap Connect then

X Connect using Secret Key
Key in the Secret Key provided by the app
CloudBacko

N~ zZ X € v b nm &

23, © RV

@ CloudBacko

TOTP (Manual input)
CloudBacko

483 231 2=

cm— (g

jalc)
-3 &

=
5
a

Home Backup 2FA

www.cloudbacko.com

Device paired successfully
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Enter the one-time passcode from the CloudBacko app.

App Download and Device Pairing

Please scan the QR code to get the below Mobile App from App Store. Once installed the Mobile App. launch it and
scan the same QR code to complete the device reg %

CloudBacko

GETITON

@& App Store

P® Google Play

Secret Key: DHBE AMZV V3IG N74N

Enter one-time passcode generated from authenticator app

IEI IEI (00:00:07)
|

Display name: [ CloudBacko

Skip Device Pairing

iv.  Once the registration is successful, the following screen will be displayed. You
have now registered your device for two-factor authentication then click OK.

Mobile Setup

You have registered John's A71 for the following feature:

Two-Factor Authentication

The device will now be available under Settings > Authentication > Two-Factor
Authentication.

Settings PESEWET Lo

Require password to unlock CloudBacko Lite during startup

Proxy off [
Email Report

Two-Factor Authentication

License Require Authenticator App to sign in your account during startup

Authentication on = |

Registered Mobile Device(s)

Mobile Backup Ecloudlicko
Add

Last Successful Login

No login record

Csave ] [cancer ] [weto |

www.cloudbacko.com 46
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NOTE
In case device pairing takes a while, session timeout message will be displayed.
Just click OK to resume with the device pairing.

Mobile Setup

Due to session timeout, Two-Factor Authentication feature and Mobile Backup feature failed to be configured.

You can go to Settings to configure the features again.

6. After successful login, the following screen will appear.

Cloudbacko Lite root | N

A [ i

Backup Sets Report About

& /”

Restore Settings Utilities

NOTE
Please refer to the CloudBacko App vl User Guide for Android and iOS — Appendix A:

Troubleshooting Login if you are experiencing problems logging into CloudBacko Lite
with Two-Factor Authentication with CloudBacko app.

www.cloudbacko.com
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6.2.2 Subsequent logins with 2FA

For succeeding logins to CloudBacko Lite with two-factor authentication, please follow the
steps below:

1. A shortcut icon of CloudBacko Lite will be available on your desktop after installation.
Double click the icon to launch the application.

CloudBacko Lite

2. Select the authentication method to continue with the login.

There are two authentication method to choose from it is possible to use both methods on
the same CloudBacko Lite:

* CloudBacko Authenticator

#  Supports two types of authentication:
* Push Notification
* TOTP
@ Can be configured to support two 2FA modes:
* Push Notification and TOTP (default mode) or,
= TOTP only
* TOTP Authenticator App

(e.g. Authy, Duo, Google)

CloudBacko Authenticator

If CloudBacko app will be used as authenticator, there are two 2FA modes that can be
selected:

* Push Notification and TOTP (default mode)

Example of the 2FA alert screen on CloudBacko Lite after launch.

Two-Factor Authentication

Please approve the notification request in Authenticator App on "Redmi Note 8"
;. Waiting for response (00:04:50)

Authenticate with one-time password

Push notification is default 2FA mode. Accept the login request on CloudBacko
app to complete the login.

www.cloudbacko.com 48
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Example of the login request sent to CloudBacko app.

Authorization Request

Proceed authorization request for
MacBook-Pro (Mac 0S X 10.11)

REJECT  ACCEPT

However, if push notification is not working or you prefer to use one-time
password, click the “Authenticate with one-time password” link, then input the one-
time password generated from CloudBacko app to complete the login.

Two-Factor Authentication

Please input the one-time password generated in Authenticator App from "Redmi Note 8".

(00:00:17)

* TOTP only

Example of the 2FA alert screen on CloudBacko Lite after launch.

Two-Factor Authentication

Please input the one-time password generated in Authenticator App from "MacBook-Pro (Mac 0S X 10.11)".

(00:00:30)

Example of the one-time password generated from CloudBacko app to complete
the login.

@ CloudBacko

CloudBacko Lite
MacBook-Pro (Mac 0S X 10.11)

697 463 ==
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TOTP Authenticator App
If a third-party TOTP Authenticator App will be used instead, follow the steps below to
login.
i. Enter the one-time password that is generated by the Authenticator App to
proceed with login.

Two-Factor Authentication

Please input the one-time password generated in Authenticator App from "CloudBacko Userl".

[452759 | w0001

ii. Enter the one-time password that is generated in the third-party Authenticator
App, Microsoft Authenticator.

e

R CloudBacko+Lite

MacBook-Pro+(Mac+0S+X+10.11)

One-time passwords enabled

YYou can use the one-time password codes
generated by this app ta verify your sign-ins

One-time password code

@ 452759

In the following example, both CloudBacko app and third-party TOTP Authenticator App
has been setup for 2FA, select your preferred 2FA method from the options available to
complete the login.

Two-Factor Authentication
Please select one Two-Factor Authentication method to continue.

Approve request in Authenticator App from "Redmi”

ﬂ Input one-time password generated in Authenticator App from "CloudBacko Userl"

3. After successful login, the following screen will appear.

Clouddacko Lite root | D

A & i

Backup Sets Report About

O |2 >

Restore Setting: Utilities

NOTE
Please refer to the CloudBacko App v1 User Guide for Android and iOS — Appendix A:
Troubleshooting Login if you are experiencing problems logging into CloudBacko Lite
with Two-Factor Authentication with CloudBacko app.
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6.2.3 Subsequent logins with password lock and 2FA

For succeeding logins to CloudBacko Lite with two-factor authentication and enabled
password lock, please follow the steps below:

1. A shortcut icon of CloudBacko Lite will be available on your desktop after installation.
Double click the icon to launch the application.

©

CloudBacko Lite

2. Enter password.

Please enter your password

Forgot password

3. Select the authentication method to continue with the login.

There are two authentication method to choose from it is possible to use both methods on
the same CloudBacko Lite:

* CloudBacko Authenticator

@  Supports two types of authentication:
* Push Notification
* TOTP

@ Can be configured to support two 2FA modes:
*= Push Notification and TOTP (default mode) or,
* TOTP only

* TOTP Authenticator App

(e.g. Authy, Duo, Google)
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CloudBacko Authenticator

If CloudBacko app will be used as authenticator, there are two 2FA modes that can be
selected:
* Push Notification and TOTP (default mode)
Example of the 2FA alert screen on CloudBacko Lite after launch.

Two-Factor Authentication
Please approve the notification request in Authenticator App on "Redmi".
= Waiting for response (00:04:50)

Authenticate with one-time password

Push notification is default 2FA mode. Accept the login request on CloudBacko
app to complete the login.
Example of the login request sent to CloudBacko app.

Authorization Request

Proceed authorization request for
MacBook-Pro (Mac 0S8 X 10.11)

REJECT  ACCEPT

However, if push notification is not working or you prefer to use one-time
password, click the “Authenticate with one-time password” link, then input the one-
time password generated from CloudBacko app to complete the login.

Two-Factor Authentication

Please input the one-time password generated in Authenticator App from "Redmi Note 8".

(00:00:17)

* TOTP only
Example of the 2FA alert screen on CloudBacko Lite after launch.

Two-Factor Authentication

Please input the one-time password generated in Authenticator App from "MacBook-Pro (Mac 0S X 10.11)".

(00:00:30)

Example of the one-time password generated from CloudBacko app to complete
the login.

@ CloudBacko

CloudBacko Lite
MacBook-Pro (Mac 0S X 10.11)

697 463 ==
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TOTP Authenticator App
If a third-party TOTP Authenticator App will be used instead, follow the steps below to
login.
i. Enter the one-time password that is generated by the Authenticator App to
proceed with login.

Two-Factor Authentication

Please input the one-time password generated in Authenticator App from "CloudBacko User1".

|452759 | (00:00:11)

ii. Enter the one-time password that is generated in the third-party Authenticator
App, Microsoft Authenticator.

e

R CloudBacko+Lite

MacBook-Pro+(Mac+0S+X+10.11)

One-time passwords enabled

YYou can use the one-time password codes
generated by this app ta verify your sign-ins

One-time password code

@ 452759

In the following example, both CloudBacko app and third-party TOTP Authenticator App
has been setup for 2FA, select your preferred 2FA method from the options available to
complete the login.

Two-Factor Authentication
Please select one Two-Factor Authentication method to continue.

Approve request in Authenticator App from "Redmi"

ﬂ Input one-time password generated in Authenticator App from "CloudBacko Userl"

4. After successful login, the following screen will appear.

Clouddacko Lite root |7} NN

A [ i

Backup Sets Report About

O T S o=

@
Restore Settings Utilities Buy

Just click M

NOTE
Please refer to the CloudBacko App v1 User Guide for Android and iOS — Appendix A:
Troubleshooting Login if you are experiencing problems logging into CloudBacko Lite
with Two-Factor Authentication with CloudBacko app.
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6.3. Trial Mode

When CloudBacko Lite is downloaded and installed on a machine, these are some key
points to consider:

© Trial Mode

Clouddacko Lite 5] [Trial Version admin [P JEsi8

A & i

Backup Backup Sets Report About

s =

Restore Settings Utilities Suy

All instructions are there

CloudBacko Lite will start in trial mode. Trial mode will expire after 30 days.
@ If you want to purchase a license key, please see these chapters:
1. Ch.7.9Buy
2. Ch.7.9.1 Credit Card
3. Ch.7.9.2TT (Telegraphic Transfer)

@ An existing license key may be applied even if CloudBacko Lite is still in trial.
Please see this chapter, Ch. 7.7.3 License.
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© Expired Trial Mode

Your trial period has expired. To continue using CloudBacko Lite, please buy a full
version, or import license file.

Change License Key Import the license file (activation.olr) Buy full version

If you want to apply license key after Trial mode has expired, please check Appendix
F: How to apply a license key to a CloudBacko Lite installation with an expired trial

license?

© CloudBacko License Key

If you want to find your purchased CloudBacko Lite license key, please check
Appendix G: Where to find the CloudBacko Lite purchase license key?
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7 CloudBacko Lite Overview

Language

Clouddacko Lite & admin [P JEniish

Social Media
2 I3 o k=~

Backup Sets Report About

O T S =H

®
Restore Settings Utilities Buy
All instructions are there

CloudBacko Lite main interface has ten (10) icons that can be accessed by the user:

Language
About
Backup
Backup Sets
Report
Restore
Settings
Utilities

Buy

Social Media Icons

www.cloudbacko.com
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7.1

7.2

Language

This option is used to change the language of the CloudBacko Lite interface. The list of the
available languages depends on the backup service provider.

Clouddacko Lite

Cloudbacko Lite (3]

A

admin n English

admin H

Backup Sets Report

!
Euskara
Catald
Cesky
Dansk
Nederlands

Suomi

Once the language is selected, it will reflect on the CloudBacko Lite interface right away.

About

This About module displays the product version and system information of the machine
where the CloudBacko Lite is installed.

Version

Virtual Machine
Vendor

Live Threads
Daemon Threads
Total Threads Started

Heap Size

Operating System
Architecture

Number of Processors
Committed Virtual Memory
Physical Memory

Swap Space

VM Arguments

© CloudBacko Lite

5.9.0.0

Open)DK 64-Bit Server VM Version 25.181-b13
Oracle Corporation

14 (Current) / 18 (Peak)

10

32

110,642 kbytes (Current) / 1,864,192 kbytes (Maximum)

Mac OS X Version 10.15

x86_64

4

10,333,788 kbytes

5,417,552 kbytes (Free) / 12,582,912 kbytes (Total)
0 kbyte (Free) / 0 kbyte (Total)

-Djava.library.path=/Applications/CloudBacko
Lite.app/Contents/MacOS$ -Xrs -Xms128m -Xmx2048m
-XX:MaxDirectMemorySize=512m
-Dsun.nio.PageAlignDirectMemory=true
-Djava.library.path=/Applications/CloudBacko

Lite.app/bin:/Applications/CloudBacko Lite.app/bin/MacX84

© 2024 CloudBacko. All Rights Reserved.

www.cloudbacko.com
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7.3 Backup

This feature is used to run your backup set(s).

A

Backup

When using CloudBacko Lite for the first time, you will be asked to create a new backup set
first.

ﬂ Backup has not been set up.

Create Backup Set @

For instructions on how to start a backup, refer to Chapter 10 Run Backup Jobs.
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7.4 Backup Sets

A backup set is a place for files and/or folders of your backed up data. This feature allows the
user to select files individually or an entire folder to backup. It is also used to delete backup
set(s).

Backup Sets

When using CloudBacko Lite for the first time, you must add a new backup set first.

Backup Sets

Sort by

Creation Time w

Add new backup set

For instructions on how to create a backup set, refer to Chapter 8 Create a Backup Set.

To delete a backup set, follow the instructions below:

1. Click on the delete icon on the right side of the backup set that you want to delete.

Sort by )
| Creation Time W
Sample Backup Set
Owner: admins-Mac-5
Newly created on Thursday, 14 September 2023 16:42 .
File-1
Owner: admins-Mac-5
Newly created on Friday, 15 September 2023 09:02 .
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2.

3.

4,

5.

If the account is registered for 2FA, accept the push notification or enter the one-time
password. Otherwise, skip to the next step.

Two-Factor Authentication

Please approve notification request in one of registered Authenticator App.
“* Waiting for response (00:04:57)

Authenticate with one-time password

Click the Yes button to delete the backup set or click the No button to abort the deletion.

2 Are you sure you want to delete the backup set "File-1"?

If Yes is selected, it will also display another alert message confirming the deletion of all
backup files in the destination. Click Yes to proceed. Otherwise, click No to abort the
deletion.

Also delete all backup files in this destination "Local-1"? (WARNING: This is an
= irreversible process)

WARNING!
This is an irreversible process

The backup set is successfully deleted as well as the files from the directory.

i Removed files in directory "1694739735169", destination "Local-1"
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7.4.1 Backup Set Settings

Below is the list of configurable settings under a Backup Set:
General

Source

Backup Schedule

Destination

Others

Delete Backup Set

7.4.1.1 General

This feature allows the user to modify the current name of the backup set.

E Sample Backup Set General
Name
Owner
SOI.II'CE admins-Mac-2
Backup Schedule
Destination
Others

To modify the name of a backup set, follow the steps below:

1. Inthe Name field, enter a new backup set name.

General

Name

Owner
admins-Mac-2

2. Click the Save button to save the updated backup set name.

NOTE
In assigning a backup set name, make sure that it does not have an identical name.

www.cloudbacko.com
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7.4.1.2 Source

This feature allows the user to select files and/or folders in the backup source.

E Sample Backup Set Backup Source

Select the files and folders that you want to backup

General [J B Desktop
[[1 & admin N Quick or

"7 B Movies
Backup Schedule 0 1 Masic

Destination [ ] & Pictures

Others Filter

Apply filters to the backup source
off

Advanced
I | would like to choose the files to backup I Backup
Source

There are three (3) ways to select files and/or folders to back up:
Option Description

This allows the user to back up files and/or folders in the selected

Quick or Shortcut backup source entirely.

This allows the user to select or exclude files and/or folders from

Filter the backup job.

This allows the user to select files and/or folders individually to

Advanced Backup Source back up.
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Option 1: Quick or Shortcut

This option allows the user to quickly select a backup source to be backed up. For our example
below, we assume the account name is admin.

Backup Source
Select the files and folders that you want to backup
Desktop
& admin
' |1 Documents
E§ Movies
J3 Music

i@ Pictures

To know the locations of the folder(s) that will be backed up for each selected backup source, refer to
the following table:

Backup Source Description

If Desktop is selected, all files and/or folders in the following location will
be backed up:

Desktop %UserProfile%/Desktop

Example: If the account name is admin, the location is
/Users/admin/Desktop

If home for admin is selected, all files and/or folders located in the
following location /Users/admin/ will be backed up this includes:

/Users/admin/Desktop
/Users/admin/Documents
/Users/admin/Downloads
/Users/admin/Movies
/Users/admin/Music
/Users/admin/Pictures
/Users/admin/Public

A\ This selection also includes some macOS system level folders and
[ | CloudBacko system folders which are hidden. It is recommended these
folders are excluded from the backup source using the Exclude Filter.

Admin

/Users/admin/Library
/Users/admin/Downloads
/Users/admin/.Trash
/Users/admin/.bash_sessions
/Users/admin/.cbl

Note: If you select admin during the creation of backup set, the entire
Backup Source in the Quick or Shortcut option will also be selected (e.g.
Desktop, Documents, Movies, Music, and Pictures), but you may
choose to unselect any of each.
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Documents

B

If Documents is selected, all files and/or folders located in the following
location will be backed up:

%UserProfile%/Documents

Example: If the account name is admin, the location is
/Users/admin/Documents

Movies

If Movies is selected, all files and/or folders located in the following
location will be backed up:

%UserProfile%/Movies

Example: If the account name is admin, the location is
/Users/admin/Movies

Music

If Music is selected, all files and/or folders located in the following
location will be backed up:

%UserProfile%/Music

Example: If the account name is admin, the location is
/Users/admin/Music

Pictures

If Pictures is selected, all files and/or folders located in the following
location will be backed up:

%UserProfile%/Pictures

Example: If the account name is admin, the location is
/Users/admin/Pictures

To select files and/or folders to back up using the Quick or Shortcut option, follow the steps below:

1. Select a backup source.

2. Click the Save button to store the selected backup source.
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Option 2: Filter

This option allows the user to manually select files and/or folders in the selected location(s) to back

up.
Filter
Apply filters to the backup source
off |

To select files and/or folders to back up using the Filter Backup Source, follow the steps below:

1. Slide the lever to the right to turn on the filter setting.

Filter

Apply filters to the backup source

On q

2. Click the Add button to create a filter.

Existing filters
+ Add new filter

3. Assign a desired name to the backup filter.

New Backup Filter

Name

Filter-1

4, Configure the following options.

For each of the matched files/folders under top directory
® Include them
Exclude them

Exclude all unmatched files ffolders

Match file /folder names by

® Simple comparison | ends with W

Regular expression (UNIX-style)

5. In this example, all files and/or folders that end with the letter X’ will be included to the
backup job. You can add multiple patterns here.

Existing patterns to match

.

Add
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6. Select whether you would like to apply the filter to all files and/or folders in all hard disk
drives or to a specific folder only. If ‘This folder only’ is selected, click the Change button to
specify the folder where you would like to apply the filter to.

Apply this filter to all files/folders in
All hard disk drives
®) This folder only

[Users/admin/Desktop Change

Apply to
V| File |+ Folder

7. Click the OK button to save the created filter, then click the Save button to store settings.
Once you run a backup, all files and/or folders that match the applied filter will be backed
up.

8. Multiple backup filters can be created by clicking the Add button.

Existing filters

Filter-1
T [Users/admin/Desktop
T Filter-2

[Users/admin/Documents

Add
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Option 3: Advanced Backup Source

This option allows the user to display the locations in the backup source to select files and/or folders
to back up.

Advanced Backup Source

Folders
vOo&/
» [[& .DocumentRevisions-V100
[0 [ .PKInstallSandboxManager-SystemSoftware
O [g .Spotlight-v100
O[3 fseventsd
O .vol
O [ Applications
O [ Library
O [ Newwork
[ [ system
O [ users
O [ Volumes
O[3 bin
O [ cores
O dev
O e
O & home
0 & net v
b 1L nriva to

Y Y VY VY Y Y VYYYYYYY

yvw

Show files

To select files and/or folders using the Advanced Backup Source, follow the steps below:

1. In the Source window, select ‘| would like to choose the files to backup’.

| would like to choose the files to backup

2. Select ‘Show files’ to display the files inside each folder, then select the files and/or folders
that you would like to back up.

Advanced Backup Source
Folders Name Size Date modified
» O Components O .localizations
» O Compositions ** O [ .thumbnails ~
» O Contextual Me | Solid Colors
» O™ CoreAnalytics O  .orderedPictures.plist 2KB 13/02/2018 12:54
» O™ CoreMedial0 « Abstract Shapes.jpg 5.3MB 16/07/2017 04:33
» @[ Desktop Pictur = Abstract.jpg 14.5 ... 16/07/2017 04:33
» (O DirectoryServic 4 Antelope Canyon.jpg 10.1... 16/07/2017 04:33
» (O™ Documentatior = Bahamas Aerial.jpg 9.1MB 16/07/2017 04:33
» O Extensions & = Blue Pond.jpg 9MB 16/07/2017 04:33
» O Filesystems = Color Burst 1.jpg 6.8 MB 16/07/2017 04:33
» O Fonts @ = Color Burst 2.jpg 6.9MB  16/07/2017 04:33
» O Frameworks & a Color Burst 3.jpg 6.1 MB 16/07/2017 04:33
» (O™ GPuBundles » Death Valley.jpg 15.3... 16/07/2017 04:33
» O Graphics @ = Desertjpg 7.4MB 16/07/2017 04:33
» (O3 image Capture = Earth Horizon.jpg 4.2MB 16/07/2017 04:33
» O Input Methods = Earth and Moon.jpg 3.8MB 16/07/2017 04:33
» (O Internet Plug-1v = El Capitan 2.jpg 11.4.. 16/07/2017 04:33
» 180 1ava = El Capitan.jpg 12.4... 16/07/2017 04:33 W
€ > » Elephant.ipa 8.4 MB  16/07/2017 04:33
' Show files Items per page | 50 v Page 1/1 w

3. Click the OK button to save the selection, then click the Save button to store settings.

www.cloudbacko.com 67



Clouddacko.

In selecting files and/or folders to back up, the three (3) options can be used simultaneously. For

more details, please refer to the example scenarios below:

Scenario 1 (Quick or Shortcut + Filter)

You can use the quick or shortcut option and apply filter to the selected backup source at the same

time. To use this type of combination, follow the steps below:

1. Choose a backup source.

Backup Source
Select the files and folders that you want to backup
B Desktop
@ admin
| [ Documents
E Movies
JJ Music

&l Pictures

2. Create a filter that will be applied to the backup source.

Existing filters
+ Add new filter

New Backup Filter
Name

Filter-1

For each of the matched files/folders under top directory
@) Include them
Exclude them

Exclude all unmatched files/folders

Match file/folder names by
@) Simple comparison | ends with W

Regular expression (UNIX-style)
Existing patterns to match
G

Add

Apply this filter to all files/folders in
All hard disk drives
@) This folder only

3. Click the OK button to save the created filter, then click the Save button to save settings.
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Scenario 2 (Quick or Shortcut + Advanced Backup Source)

You can use the quick or shortcut option and select files and/or folders in the advanced backup
source at the same time. To use this type of combination, follow the steps below:

1.

2.

3.

Choose a backup source.

Backup Source
Select the files and folders that you want to backup
E Desktop
@ admin
| [ Documents
E¥ Movies
J3 Music

&l Pictures

In the Source window, click ‘l would like to choose the files to backup’, then select the
files and/or folders that you would like to back up.

| would like to choose the files to backup
Advanced Backup Source

Folders Name Size Date modified
» O comp O locali
» O Compositions * O [ .thumbnail A
» (O™ Contextual Me 41 Solid Colors
» (O CoreAnalytics (] .orderedPictures.plist 2KB 13/02/2018 12:54
» (O CoreMedialO = Abstract Shapes.jpg 5.3 MB 16/07/2017 04:33
» @[ Desktop Pictur = Abstract.jpg 14.5.. 16/07/2017 04:33
» [ DirectoryServic = Antelope Canyon.jpg 10.1.. 16/07/2017 04:33
» O Doc { ~ Bah. Aerial.jpg 9.1 MB 16/07/2017 04:33
» (O Extensions = Blue Pond.jpg 9MB 16/07/2017 04:33
» (O Filesystems = Color Burst 1.jpg 6.8 MB 16/07/2017 04:33
» (O Fonts = Color Burst 2.jpg 6.9MB 16/07/2017 04:33
» O Frameworks = Color Burst 3.jpg 6.1 MB 16/07/2017 04:33
» (O GPUBundles = Death Valley.jpg 15.3 ... 16/07/2017 04:33
» O Graphics = Desertjpg 7.4MB 16/07/2017 04:33
» O Image Capture = Earth Horizon.jpg 4.2MB  16/07/2017 04:33
» (O Input Methods ~ Earth and Moon.jpg 3.8 MB 16/07/2017 04:33
» (O Internet Plug-1Vv = El Capitan 2.jpg 11.4 ... 16/07/2017 04:33
» 159 1ava = El Capitan.jpg 12.4 ... 16/07/2017 04:33 W

< > - Elephant.ipg 8.4 MB 16/07/2017 04:33
V| Show files Items per page | 50 v | Page 1/1 w

Click the OK button to save the selection, then click Save to store settings.
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Scenario 3 (Filter + Advanced Backup Source)
You can use the filter backup source and select files and/or folders in the advanced backup source at
the same time. To use this type of combination, follow the steps below:

1. Create a filter.
Filter

Apply filters to the backup source

On q

Existing filters

Filter-1
Y

/Users/admin/Documents

Add
. . . . . s .
2. In the source window, click ‘I would like to choose the files to backup’, then select the files
and/or folders that you would like to back up.
| would like to choose the files to backup

Advanced Backup Source

Folders Name Size Date modified
» OMmc O 29 .locali
» Omc 2 ADi_\L bnail: ~
» (O Contextual Me {17 Solid Colors
» (O [9 CoreAnalytics (] .orderedPictures.plist 2 KB 13/02/2018 12:54
» [ CoreMedialO = Abstract Shapes.jpg 5.3 MB 16/07/2017 04:33
» [@ [ Desktop Pictur, = Abstract.jpg 14.5... 16/07/2017 04:33
» [0 DirectoryServic = Antelope Canyon.jpg 10.1.. 16/07/2017 04:33
» (O Documentatior = Bahamas Aerial.jpg 9.1 MB 16/07/2017 04:33
» (O [¥ Extensions = Blue Pond.jpg 9MB 16/07/2017 04:33
» O/ Filesystems = Color Burst 1.jpg 6.8 MB  16/07/2017 04:33
» O Fonts = Color Burst 2.jpg 6.9MB 16/07/2017 04:33
» (O Frameworks = Color Burst 3.jpg 6.1 MB 16/07/2017 04:33
» (O GPUBundles Death Valley.jpg 15.3... 16/07/2017 04:33
» O Graphics Desert.jpg 7.4MB  16/07/2017 04:33
» Ol Image Capture = Earth Horizon.jpg 42MB 16/07/2017 04:33
» O Input Methods Earth and Moon.jpg 3.8MB 16/07/2017 04:33
» O Internet Plug-1 El Capitan 2.jpg 11.4.. 16/07/2017 04:33
» () 1ava El Capitan.jpg 12.4... 16/07/2017 04:33 W

< Elephant.ipq 8.4 MB 16/07/2017 04:33
[v] Show files Items per page | 50 VvV Page 1/1 w
3. Click the OK button to save the selection, then click Save button to store settings.
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7.4.1.3 Backup Schedule

This feature allows the user to assign a backup schedule for the backup job to run automatically.

m Sample Backup Set Schedule
Run scheduled backup for this backup set
General On ]

Existing schedules
SOU rce E Backup Schedule

Daily (Everyday at 20:00)
Backup Schedule =

Destination
Others

Save Cancel

To configure a backup schedule, follow the steps below:

1. Select an existing backup schedule to modify or click Add to create a new one.

Schedule

Run scheduled backup for this backup set

On q

Existing schedules

Backup Schedule
ﬁ Daily (Everyday at 20:00)

Add

2. Select an existing backup schedule to modify or click the Add button to create a new one.

Backup Sets

Add new backup set
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3. In the Backup Schedule window, configure the following backup schedule settings.

Backup Schedule

Name
Backup Schedule

Type

Daily

Start backup

at v 20 v 100 w
Stop

until full backup completed W

Delete this backup schedule

© Name — the name of the backup schedule.

© Type — the type of the backup schedule. There are four (4) different types of backup
schedule: Daily, Weekly, Monthly and Custom.

@ Daily — the time of the day when the backup job will run.

Backup Schedule

Name
Daily-1

Type
Daily

Start backup

at w 18 w 00 w

Stop
until full backup completed W
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@ Weekly — the day of the week and the time of the day when the backup job will

run.

Backup Schedule

Name
Weekly-1

Type
Weekly
Backup on these days of the week
Sun Mon Tue Wed Thu
Start backup

at W 19 w 00 w

Stop
until full backup completed W

Fri

W Sat

@ Monthly — the day of the month and the time of the day when the backup job

will run.

Backup Schedule

Name
Monthly-1

Type

Monthly
Backup on the following day every month
Day
®) Last % | Sunday w

Start backup at
20 W |00 w |onthe selected days

Stop

until full backup completed w
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@ Custom — a specific date and the time when the backup job will run.

Backup Schedule

Name

Custom-1

Type
Custom
Backup on the following day once

2024 | December W 31 w

Start backup at
21 v 100 w

Stop

until full backup completed w

» Start backup — the start time of the backup job.

@ at — this option will start a backup job at a specific time.

@ every —this option will start a backup job in intervals of minutes or hours.

Start backup

every Vv |1 minute v

Stop

until full b4 2 minutes
3 minutes
4 minutes
5 minutes
6 minutes

10 minutes

12 minutes

Start backup

every W

Stop

until full bAES

1 minute v

30 minutes

2 hours

3 hours
4 hours
6 hours
8 hours
12 hours

Here is an example of backup set that has a daily and weekly backup schedule.

Backup Schedule

Name
Weekly-1

Type
Weekly
Backup on these days of the week
Sun +|Mon |« Tue « Wed |Thu |« Fri
Start backup

every v 4 hours v

Stop

until full backup completed

Sat

Backup Schedule

Name
Weekly-1

Type
Weekly
Backup on these days of the week
+ Sun Mon Tue Wed Thu
Start backup
at v 21 w |00 w
Stop
until full backup completed W

Fri |+ Sat

Figure 1.1
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4,
5.

Figure 1.1 — Periodic scheduled every 4 hours Monday - Friday for business
hours

Figure 1.2 — Normal schedule run at 21:00 or 9:00 PM daily on Saturday &
Sunday for weekend non-business hours

» Stop — the stop time of the backup job. This only applies to schedules with start backup
“at” and is not supported for periodic backup schedule (start backup “every”)

@

@

until full backup completed - this option will stop a backup job once it is
complete. This is the configured stop time of the backup job by default.

after (defined no. of hrs.) — this option will stop a backup job after a certain
number of hours regardless of whether the backup job has completed or not.
This can range from 1 to 24 hrs.

The number of hours must be enough to complete a backup of all files in the
backup set. For small files in a backup, if the number of hours is not enough to
back up all files, then the outstanding files will be backed up in the next backup
job. However, if the backup set contains large files, this may result in partially
backed up files.

For example, if a backup has 100GB file size which will take approximately 15
hours to complete on your environment, but you set the “stop” after 10 hours,
the file will be partially backed up and cannot be restored. The next backup will
upload the files from scratch again.The partially backed up data will have to be
removed by running the data integrity check.

As a general rule, it is recommended to review this setting regularly as the data
size on the backup machine may grow over time.

Click the OK button to save the configured backup schedule settings.

Click the Save button to save settings and multiple backup schedules can be created.

E Sample Backup Set Schedule
Run scheduled backup for this backup set
General On
Existing schedules
Source Daily-1
ﬁ Daily (Everyday at 18:00)
Backup Schedule ] Weekly-1
Weekly - Saturday (Every week at 19:00)
i i Monthly-1
Destination ﬁ Monthly - The Last Sunday (Every month at 20:00)
Custom-1
Others 5] Custom (31/12/2024 at 21:00)
Add
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7.4.1.4 Destination

This feature allows the user to select a backup mode and add an additional storage destination.

E Sample Backup Set Destination

Backup mode
General

Source Existing storage destinations

Local-1
/Users/admin/Documents/backup

Backup Schedule

oo

Others

There are two (2) different types of backup mode:

Destination

Backup mode

e~ ]

Concurrent o
lestinations

B /Users/admin/Documents

Backup mode Description

Sequential This is the configured backup mode by default. This backup mode will run a
g backup job to each backup destination one by one.
This backup mode will run a backup job to all backup destinations
Concurrent .
simultaneously.
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Comparison between Sequential and Concurrent Backup mode

Backup mode Pros Cons

. Backup job is slower than in
Takes less resources in the local )
. concurrent mode since the backup
. machine (e.g. memory, CPU, . .
Sequential . job will upload the backup data to
bandwidth, etc.) to complete a o
. the selected backup destinations
backup job. .
one at a time.
Backup job is faster than in _ _
Sequential mode. Requires more resources in the
local machine (e.g. memory, CPU,
Concurrent ; .
Maximum number of concurrent bandwidth, etc_) to comp|ete a
backup destinations can be backup job.
configured.

To modify the Backup mode, follow the steps below:

1. Go to Backup Sets, then choose a backup set.
2. Select the Destination tab in the backup set settings.
3. Click the drop-down button to select a backup mode.

Destination

Backup mode

Sequential W

4. If “Concurrent” is selected, click the drop-down button to select the no. of maximum
concurrent backup destinations.

Maximum concurrent backup destinations

Unlimited W

5. Click the Save button to save the selected backup mode.
Starting with version 5.7, a new type of destination is introduced, in the form of immutable storage
destination. This prevents backup data that is saved in immutable destination from being deleted or
overwritten.
Only the following destinations supports immutable storage:

© Amazon S3

© AWS S3 Compatible Cloud Storage

© Backblaze

© Google Cloud Storage

© Microsoft Azure

© Wasabi
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An “Immutable” checkbox is provided to be able to create an immutable storage destination.
These are the requirements to be able to setup an immutable storage destination:

© The user account must have a device registered for 2FA.

© The user account of the storage destination must not be setup with delete permission.

To add a new storage destination, follow the steps below:

1 Click Add.

Destination

Backup mode

Sequential w

Existing storage destinations

Local-1
/Users/admin/Documents/backup

Add

2. Click the drop-down button to select a backup destination.

New Storage Destination / Destination Pool

Name
Local-2
Type

® Single storage destination
Destination pool

Destination storage
<]
a8
CIme= thange
) FERERRE
Amazon S3
aws AWS S3 Compatible Cloud Storage
@ Wasabi
!b Backblaze
Y Google Cloud Storage
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3.

If the Local / Mapped Drive / Removable Drive is selected, click the Change button to

select a new storage destination, then click the Test button to validate access to it.

New Storage Destination / Destination Pool

Name
Local-2
Type

®) Single storage destination
Destination pool

Destination storage
E Local / Mapped Drive [ Removable Drive w
Local path
{Users/admin /Documents/TestFiles Change

Test

New Storage Destination / Destination Pool

Name
Local-2
Type

®) Single storage destination
Destination pool

Destination storage
ﬂ Local / Mapped Drive / Removable Drive w

Local path
[Users/admin/Documents/TestFiles Change

+ Test completed successfully

If you want to create an immutable storage destination, select one of the supported

destinations then provide the needed information. Check ‘Immutable’ then click the Test

button to validate access to it.

New Storage Destination / Destination Pool

Name
AmazonS3-1

Type
®) Single storage destination
Destination pool

Destination storage

Amazon 53 v

Access Key ID
AKIA4HMMPESNDAVRJOUC

Secret Access Key

Location

Asia Pacific (Tokyo) v

Storage Class
Standard Storage v

(optional) Bucket Name
testimmtO1

Access the Internet through proxy

| Immutable

Test
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4. Click OK to save the added storage destination, then click Save to store the updated
backup mode and the added storage destination.

New Storage Destination / Destination Pool

Name
Local-2
Type

®) Single storage destination
Destination pool

Destination storage
ﬂ Local / Mapped Drive / Removable Drive W
Local path
/Users/admin/Documents/TestFiles Change

+ Test completed successfully

5. Click the Save button to store the updated backup mode and the added storage
destination.
E Sample Backup Set Destination

Backup mode

General

SO urce Existing storage destinations

Local-1
[Users/admin/Documents/backup
Backup Schedule A

mazon$3-1

Access Key ID: AKIA4*** Bucket: testimmt01, Immutable: Yes
Destination Local-2
/Users/admin/Documents/TestFiles

Others o
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7.4.1.5 Others
Below is the list of other configurable options under the backup set settings:

© Retention Policy

Temporary Directory

Compressions
Encryption

Recycle Bin
Restore Drill

© 0 0 © O

Retention Policy

When CloudBacko Lite identifies files and/or folders that are deleted, updated, or with updated
permission/attributes during a backup job, these files and/or folders will then be moved from the Data
Area to the Retention Area.

Data Area is the place where backed up files and/or folders are stored.

While the Retention Area is a place used as a temporary destination to store these files (deleted,
updated, or with updated permission/attributes during a backup job). Files and/or folders in the
Retention Area can still be restored.

The Retention Policy is used to control how long these files remain in the Retention Area when they
are removed which can be specified in the number of days, weeks, months, or backup jobs. Retained
data within all backup destinations (e.g. local drive, SFTP/FTP, and cloud storage) are cleared by the
Retention Policy job.

The Retention Policy job will be run whenever a backup job is performed as long as this is enabled for
the backup set. It will also be run when Space Freeing Up is performed. For further information on
Space Freeing Up, refer to Ch. 7.8.2 Space Freeing Up.

The default Retention Policy setting for a File Backup Set is 30 days.

m Sample Backup Set
Retention Policy

General Enable Retention Policy
on |
SOU rce How to retain the files in the backup set, which have been deleted in the backup
source
Backup Schedule 20 v [oo -
Destination
Temporary Directory
Others ! )
Temporary directory for storing backup files
/Users/admin/.cbl/tmp Change

34.48GB free out of total 79.68GB space in /Users/admin/.cbl/tmp
+ Remove temporary files after backup

Compressions

Select compression type

Fast with optimization for local w

Encryption v

www.cloudbacko.com 81



Clouddacko.

NOTE
There is a trade-off between the Retention Policy and backup destination storage usage. The higher the
Retention Policy setting, the more storage is used, which translates into higher storage costs.

To configure the Retention Policy, follow the steps below:
1. Select the Others tab in the Backup Set Settings.
2. Slide the switch to the right to turn on Enable Retention Policy.

3. Click the drop-down button to define the number of day(s) or job(s) that the deleted files
will be retained. This is configured as 30 days by default.

4. Click the Save button to store the configured Retention Policy.

WARNING
When files and/or folders in the Retention Area exceed the Retention Policy setting, they will be
permanently removed from the backup set and cannot be restored.
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Temporary Directory

CloudBacko Lite uses the temporary directory for both backup and restore operations.

m Sample Backup Set
Retention Policy
General Enable Retention Policy

On q

How to retain the files in the backup set, which have been deleted in the backup
source

Source

Backup Schedule

30 v Day(s) w
Destination
Temporary Directory
Others
Temporary directory for storing backup files
/Users/admin/.cbl/tmp Change

34.48GB free out of total 79.68GB space in /Users/admin/.cbl/tmp
+ Remove temporary files after backup

Compressions

Select compression type

Fast with optimization for local w

Encryption v

For a backup job, it is used to temporarily store backup set index files. An updated set of index files is
generated after each backup job. The index files are synchronized to each individual backup destination
at the end of each backup job.

For arestore job, it is used to temporarily store temporary restore files.

NOTES
For best practice, the temporary directory should be located on:
e Alocal drive for optimal backup and restore performance.
And should not be located on:
e System drive, as the System drive is used by Mac and other applications. There will be frequent
disk I/0 activity which may affect both backup and restore performance.
e A network drive, as it could affect both backup and restore performance.

It is recommended to select the ‘Remove temporary files after backup’ option on the backup set to keep the
temporary drive clear.

To change the temporary directory, follow the steps below:

1. Click the Change button to select a directory path for storing temporary data.

Temporary Directory

Temporary directory for storing backup files

/Users/admin/.cbl/tmp Change
8CB free out of total 39.2CB space in /Users/admin/.cbl/tmp
| Remove temporary files after backup

2. Locate the directory that you would like to use, then click OK to select the folder. Click the
Save button to apply the settings.
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Compressions

This feature is used to enable compression of data during a backup job. When the compression is
enabled, the CloudBacko Lite will compress all the files before it is backed up to the backup
destination(s). Newly created backup sets are configured to use “Fast with optimization for local” by
default.

34.48GB free out of total 79.68GB space in /Users/admin/.cbl/tmp

m Sample Backup Set +/ Remove temporary files after backup

Compressions

General _
Select compression type
Source Fast with optimization for local v
Backup Schedule Encryption
Destination Do not use encryption

Recycle Bir

Move the file to the Recycle Bin when remove file from Retention Policy or DIC
On

Keep the deleted files for
7 w  day(s)

Restore Drill

Run trial restore to ensure data healthiness and update corrupted files.
Off

These are the four (4) compression types:

© No Compression - file will not be compressed before backup.
© Normal - compression is comparable to gzip Normal compression ratio

© Fast (Compressed size larger than normal) - Compression will be faster but with less
compression and lower CPU usage compared to Normal.

© Fast with optimization for Local - Snappy compression library when baking up to local
destination only, otherwise setting will default to gzip if baking up to other destinations. Has
the lowest CPU usage, very high speed and reasonable compression but compressed file
size may be larger that Fast.

WARNING
The compression type can be changed anytime even after a backup job. The modified
compression type will be applied on the next run of a backup.
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Encryption
This feature allows the user to view the encryption settings.
34.48GB free out of total 79.68CB space in /Users/admin/.cbl/tmp ~
Sam ple Backu p Set + Remove temporary files after backup
Compressions
General _
Select compression type
Source Fast with optimization for local v
Backup Schedule Encryption
Destination Do not use encryption
Others Recycle Bin
Move the file to the Recycle Bin when remove file from Retention Policy or DIC
On
Keep the deleted files for
7 v | day(s)
Restore Drill
Run trial restore to ensure data healthiness and update corrupted files.
off [ |
v

To view the encryption key of the backup set, follow the steps below:

1. In the backup set settings, select the Others tab, then scroll-down to display Encryption.

2. Click Unmask encryption key to display the encryption key of the backup set.

Encryption
Encryption key
Copy to clipboard nmask encryption key
Algorithm
Method
Key length 256 bits

Encryption

Encryption key | GMv+4Ws4k/isWb4gs8WEetNkWilZpcy/T6LOJVgotxs= |
Copy to clipboard Mask encryption key

Algorithm AES
Method CBC
Key length 256 bits

3. Click Copy to clipboard if you would like to copy the encryption key of the backup set.

Encryption
ncrvotion GMv+4Ws4k/isWb4gs8WEetNkWilZpcy/T6LOJVqotxs=
Mask encryption key
Algorithm AES
Method CBC
Key length 256 bits

NOTE

The encryption setting can only be configured during the creation of backup set. For more details about
encryption settings, please refer to step no. 13 in Chapter 8 Create a Backup Set a Backup Set.

www.cloudbacko.com
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Recycle Bin

This feature is for protection of the BAK (block) files stored in the Backup Set’s destination, allows the
user to set the number of days BAK files that were deleted due to Retention Policy or Data Integrity
Check, will be held under Recycle Bin as added protection.

This is how the Recycle Bin will treat deleted data:

Data in the Recycle Bin will consume Quota.

It does not move the data in another location within the storage, instead the index tracks the
xxxxxx.bak files and the remaining time in the Recycle Bin.

If the index is reverted to a previous timestamp, the settings of the Recycle Bin in the reverted
index will be followed.

Recoverability of data is not affected when the Recycle Bin is alternately enabled or disabled.

o  When enabled, it will only check if the data inside the Recycle Bin is still within the set
number of days. Once it is beyond the set number of days it will only be deleted when
the following operations are run: Backup, Space Freeing Up, Data Integrity Check and
Delete Backup Data.

o When disabled, if there are already deleted files it will not automatically delete the data
inside the Recycle Bin. It will remain in the Recycle Bin even if it is beyond the set
number of days. It will only be deleted when the following operations are run: Backup,
Space Freeing Up, Data Integrity Check and Delete Backup Data.

Once the Recycle Bin is disabled, deleted files will be removed immediately and will not be
moved in the Recycle Bin.

The setting applies to all destinations for the backup set.
Viewing Recycle Bin contents is not available.
Recycle Bin cleanup is done at the start of the backup job process.

Recovering from Recycle Bin requires reverting the index. For instructions on how to revert the
index please refer to this article: FAQ: How to un-delete backup data moved to Retention, or
revert indexes to a healthy state from an earlier successful backup.

WARNING
When reverting index, new data will be lost.
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This is enabled by default set with 7

days.

m Sample Backup Set

General
Source
Backup Schedule

Destination

34.48GB free out of total 79.68CB space in /Users/admin/.cbl/tmp
Remove temporary files after backup

Compressions

Select compression type

‘ Fast with optimization for local w

Encryption

Do not use encryption

Recycle Bin

Move the file to the Recycle Bin when remove file from Retention Policy or DIC

on e

Keep the deleted files for

Restore Drill

Run trial restore to ensure data healthiness and update corrupted files.

ort i

To set the number of days, follow the steps below:

1. Go to Backup Sets, then select a backup set.

2. Click the Others tab in the bac

kup set settings.

3. Under Recycle Bin, select the number of days or you can enter it manually.

Keep the deleted files for

7 W | day(s)

www.cloudbacko.com
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Restore Drill

This feature is used to run a trial restore to detect corrupted data. It helps to ensure that backup data is
always restorable since it will alert users regarding the corrupted data, which requires running the
backup job either manually or via schedule to fix.

34.48GB free out of total 79.68GB space in /Users/admin/.cbl/tmp

~
m Sam ple Backu p Set + Remove temporary files after backup
Compressions
Ceneral )
Select compression type
Source Fast with optimization for local v
Backup Schedule Encryption
Destination Do not use encryption
Others Recycle Bin
Move the file to the Recycle Bin when remove file from Retention Policy or DIC
on |
Keep the deleted files for
7 v day(s)
Restore Drill
Run trial restore to ensure data healthiness and update corrupted files.
off [ |
v

To configure the restore drill, follow the steps below:
1. Go to Backup Sets, then select a backup set.
2. Click the Others tab in the backup set settings.
3. Enable the Restore Drill by sliding the lever to the right.

4. Select the interval in months when the restore drill will run.

Run restore drill every

6 W Months

5. Click Save to apply the settings.
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In order to receive an email report after a restore drill job was run, ensure that you have set up your
email in Settings > Email Report. For more information on how to do this please refer to Ch. 7.7.2
Email Report. The report received will depend on this setting.

Here is a sample of the restore drill report.

Restore Drill Report of admins-Mac-2 (2023-09-13 10:25 AM)  Inbex =

Fm@gmail.com - @gmail.com=

o

Hi admin,

Here is the summary of your restore drill job "2023-09-13-10-19-30".

Backup Sel: Sample Backup Set

Destination: Local-1

Backup Job: 2023-09-12-21-27-35

Job Status: OK

Restore Drill Duration: 09/13/2023 10:19:30 IRKT - 09/1372023 10:19:38 IRKT
Total Data Size: 4.74 M (16)

Restored Data Size: 4.74 M (16)

Invalid Data: 0

Unverifiable Data: 0

Hawve a nice dayl
- CloudBacko Team

NOTE
If there are several restore drill jobs that ran, it will all be displayed in this email.
If the email report setting was changed, all the previous restore drill job report that was not sent will be sent
according to the new email report setting.
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7.5 Report

This feature allows user to run and view backup / restore reports, usage, and purchases.

There are four options available for this feature:

© Backup
© Restore
© Usage
© Purchase
Re pOI’t Backup Report
From To
Backup 03 v ||Dec w 2021 w 10 v | Dec w | 2021 w Go
Restore Backup set w | Destination v | Completion
m Sample Backup... E Local-1 Today 16:19
Usage m Sample Backup... ﬂ Local-1 Today 16:16
Purchase m Sample Mobile... E Local-1 Today 12:09 Completed
m Sample Backup... Local-1 Today 11:39 Completed
m Sample Backup... [ Local-1 Today 11:35 Completed
m Sample Backup... ﬂ Local-1 Today 11:26 Completed
No. of records per page | 50 (% Page 1/1 w
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7.5.1 Backup

This option is used to run and view backup reports. There are four (4) filters that can be
applied on this feature, namely:

® Date

®  Backup set
@  Destination
= Status

Report

Restore
Usage

Purchase

Backup Report

From To

Backup 03 w||Dec v 2021 v | [10 w | Dec w

Backup set w | Destination
m Sample Backup... E Local-1
m Sample Backup... E Local-1
m Sample Mobile... B Local-1
m Sample Backup... ﬂ Local-1
m Sample Backup... E Local-1
m Sample Backup... E Local-1

No. of records per page ' 50 (V]

v | Completion
Today 16:19
Today 16:16
Today 12:09
Today 11:39
Today 11:35
Today 11:26

2021 w Go

Completed
Completed
Completed

Completed

Page |1/1 w

By setting the Date range, you will see the list of all backup report(s) within that period.

Backup Report

From

m Sample Backup Set
m Sample Backup Set 02
E Sample Backup Set 03
m Sample Backup Set 01
m Sample Backup Set
E Sample Backup Set
m Sample Backup Set
E Sample Backup Set
m Sample Backup Set

06 v May w2020 v

Backup set Vv Destination v Completion

To
13 v |May v 2020 v Go
Status

Local-1 Today 11:43 Completed
ﬂ Local-1 Today 10:59 Completed
Local-1 Today 10:57 Completed
B Local-1 Today 10:54 Completed
B Local-1 Today 10:58 Completed
B lLocal-1 Today 10:41
B Local-1 12.05.2020 22:54 Completed
B Local-1 12.05.2020 22:43 Completed
B ocal-1 12.05.2020 20:01 Completed

www.cloudbacko.com

91



Clouddacko.

You can view the backup report(s) of a specific backup set by using the Backup set filter.

Backup Report

From To

06 v May w |2020 w 13 v May w |2020 w Go

W | Destination W | Completion Status v

B Local-1 Today 11:43 Completed
Sample Backup Set B Local-1 Today 10:59 Completed
Sample Backup Set 02 ﬂ Local-1 Today 10:57 Completed
Rt s ﬂ Local-1 Today 10:54 Completed
o e B tocal-1  Today10:58  Completed
m Sample Backup Set ﬂ Local-1 Today 10:41
m Sample Backup Set ﬂ Local-1 12.05.2020 22:54 Completed
m Sample Backup Set ﬂ Local-1 12.05.2020 22:43 Completed
E Sample Backup Set ﬂ Local-1 12.05.2020 20:01 Completed

If you want to see the backup report(s) in your selected storage location, use the Destination
filter.

Backup Report

From To

06 v May v 2020 v 13 v | May v 2020 v Go

Backup set v | Destination W | Completion Status v
m Sample Backup Set Today 11:43 Completed

m Sample Backup Set 02 | Local-1 Today 10:59 Completed

m Sample Backup Set 03 | Local-1 Today 10:57 Completed

m Sample Backup Set 01 tocaled Today 10:54 Completed

m Sample Backup Set -::c—a:vl..—.—- Today 10:58 Completed

m Sample Backup Set ﬂ Local-1 Today 10:41

m Sample Backup Set ﬂ Local-1 12.05.2020 22:54 Completed

m Sample Backup Set ﬂ Local-1 12.05.2020 22:43 Completed

m Sample Backup Set ﬂ Local-1 12.05.2020 20:01 Completed
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By applying this filter, all backup reports with the same Status will be shown.

Backup Report

From To

06 w | |May w 2020 w 13 v May w |2020 w Go

Backup set v
m Sample Backup Set

stination v  Completion v

Local-1 Today 11:43
m Sample Backup Set 02
m Sample Backup Set 03

De
8
8
8
m Sample Backup Set 01 E Local-1 Today 10:54 Completed
B
8
8
8

Local-1 Today 10:59 Completed

Local-1 Today 10:57 Interrupted

m Sample Backup Set
m Sample Backup Set
m Sample Backup Set

Local-1 Today 10:58 Completed
Local-1 Today 10:41

Local-1 12.05.2020 22:54 Completed
m Sample Backup Set Local-1 12.05.2020 22:43 Completed

E Sample Backup Set

Local-1 12.05.2020 20:01 Completed

To view the backup log, follow the instructions below:

1. Click View log to see the event log during a backup.

Backup Report

From To

10 v ||Dec W | 2021 w 17 » | Dec w 2021 w Go

Backup set W | Destination v Completion Status v
Backup set m Sample Backup Set
Destination ﬂ Local-1
Job 17/12/2021 09:18
Time Today 09:18 - 09:19 (HKT)
Status + Completed successfully
New files * 31[10.9MB/10.9MB (0%)]
Updated files * 0
Attributes Changed Files * 0
Moved files * 0
Deleted files * 0
Dedupe Saving 2.5M/10.9M [22.7%)
* Unit = No of files [Total zipped size / Total unzipped size (compression ratio)]
View log
No. of records per page 50 v Page 1/1 w
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2. Backup set, time, destination, and status can be filtered here. You can also choose
to view the number of logs per page.

www.cloudbacko.com

Backup set | Sample Backup Set W Destination | Local-1 W
Log | 17/12/202109:18 w Show | All v
Type Log Time

0 Start [ CloudBacko Lite v5.0.2.2 ] 17/12/2021 09:18:57

0 Start Backup ... [Migrate Delta: enabled) 17/1242021 09:19:00 ~

0 Using Temporary Directory /Users/admin/.cbl/tmp/1639703838961/Local@1639703908613 17/12/2021 09:19:00

0 Downloading server file list... 17/12/2021 09:19:01

0 Downloading server file list... Completed 17/12/2021 09:19:02

0 Reading backup source from hard disk... 17/12/2021 09:19:03

0 Reading backup source from hard disk... Completed 17/12/2021 09:19:03

© (New Directory... 17/12/2021 09:19:04

0 [New Directory]... /Users 17/12/2021 09:19:04

€ [New Directory... /Users/admin 17/12/2021 09:19:04

0 [New Directory)... fUsers/admin/Documents 17/12/2021 09:19:04

o [New Directory]... fUsers/admin/Documents/1638505727753 17/12/2021 09:19:04

0 [New Directory]... /Users/admin/Documents/Alternate 17/12/2021 09:19:04

0 [New Directory]... fUsers/admin/Documents/Backup Destination 17/12/2021 09:19:04

0 [New Directory)... /Users/admin/Documents/CloudBacko Lite 17/12/2021 09:19:04

o [New Directory]... fUsers/admin/Documents /Latest version 17/12/2021 09:19:04

0 [New Directory]... /Users/admin/Documents/New updates 17/12/2021 09:19:04

0 [New Directory]... fUsers/admin/Documents/MobileBackup 17/12/2021 09:19:04

0 [New Directory]... fUsers/admin/Documents/settings 17/12/2021 09:19:04

o [New Directory]... fUsers/admin/Documents /temp 17/12/2021 09:19:04 v
Logs per page | 50 v Page 1/5 w
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7.5.2 Restore

This feature displays the restore report logs for each backup set. Similar to the Backup tab,
this feature also consists of the following filters:

®  Date

®  Backup set
®  Destination
= Status

Report

Backup

Usage

Purchase

www.cloudbacko.com

Restore Report
From To

03 w || Dec w | 2021 w 10 w | Dec w

Backup set w | Destination v | Job
m Sample Mobile... E Local-1 Today 12:10
m Sample Backup... ﬂ Local-1 Today 11:43

No. of records per page |50 (¥

2021

v Go
Status v
Completed
Completed
Page (1/1 w
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7.5.3 Usage

This allows the user to view the storage and usage information in a graphical view for each
backup set and backup destination by date.

Report

Backup

Restore

Purchase

*  Storage Statistics

Usage
Select a destination
E /Users/admin/Documents/Backup
Select a backup set
E Sample Backup Set
From To

03 w | Dec W™ |2021 w 10 w | Dec w

03n2/2021
04/12/2021
05/12/2021
07/12/2021

06012/2021

Date

Sample Backup Set

Show total capacity and used space

2021

0812/2021

09n2/2021
10/12/2021

Total Size: Displays the total amount of backed up data on the backup destination.

The storage statistics of a backup set is updated every time the following functions are

run:
1. Backup job
2. Periodic Data Integrity Check (PDIC)
3. Data Integrity Check (DIC)
4. Space Freeing Up
5. Delete Backup Data

www.cloudbacko.com
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Example: The data transfer statistics will pop up when mouse pointer moves over a specific

date.
Re p 0] rt Usage
Select a destination
Backup ﬂ /Usersfadmin/Downloads/Backup v
Select a backup set
Restore

m Sample Backup Set ~

Usage From To

20 » ||Apr w |2021 w 27 w | Apr W ||2021 w Go

Purchase
300
250 ’
& e Date 04/27/2021
£ Destination  Local-1
g 0 Backupset  Sample Backup Set
@ 100 Total Size 283.7MB
50 Data transfer

Backup 788MB
Restore 0B
Utilities 0B

5

=Y

04/20/2021
04/2112021

04/22/2021
04/23/2021
04/24/2021
04/25/2021
04/26/2021

Date

= Sample Backup Set

Show total capacity and used space

* Data Transfer Statistics

@ Backup: displays the amount of data transferred to the backup destination for
backups.

@

Restore: displays the amount of data transferred from the backup destination for
restores.

@

Utilities: displays the amount of data transferred from the backup destination,
when a Data Integrity Check (DIC) is run with the “Run Cyclic Redundancy Check
(CRC) during data integrity check™ option selected.

To check the total capacity and used space, tick the checkbox.

Show total capacity and used space

Re p (0] I‘t Usage
Select a destination

Backup ﬂ fUsers/admin/Downloads/Backup ¥
Select a backup set

Restore

m Sample Backup Set ~

Usage From To

20 v || Apr w2021 W 27 v | Apr w2021 W Go
Purchase

Size (GB)
8 8B & &8 8
g 8 8 8 8

o

|
|

04/20/2021
04/21/2021 3
04/22/2021
04/23/2021 -4
0424;2021
04/28/2021
12021

0427

Date

Total Used = Sample Backup Set

| Show total capacity and used space
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7.5.4 Purchase

This feature is used for viewing purchase report(s) for license key and/or modules purchased
based on the license key which is currently applied on CloudBacko Lite.

You can select a purchase date and search for a specific report.

Re pO rt Purchase Report A

Select a purchase date
Backup 2020-06-03 16555 w | | Go

Restore Clouddacko.

Purchase CloudBacko Corporation

28/F, Ford Glory Plaza, No.37 Wing Hong Street, Lai Chi Kok,
Kowloon
Hong Kong

OFFICIAL RECEIPT

Thank you for your payment. Your transaction has been completed. Below are the
details of your purchase. Your order is charged in US Dollar (US$). A copy of this
receipt has been sent to your email Loyl pfnry me—rrer®l pr=

License Key : FRETEE 0 alJ BT &[] -#***_sxksarsersss (Online)

Receipt Number: CC-97649 Contact Person : #a s ]

Paid Date : 2020-06-03 Email : wfn g P ——

Payment Method : Credit Card Company Name : ABC Company

Card type : VISA Address : 0123, Sakura Street,

Card number : XXXX=XXXX=X... Osaka, Kansai, 3210, |
Japan |

VAT Number: 123456789

Close

Report OFFICIAL RECEIPT ~

Thank you for your payment. Your transaction has been completed. Below are the
details of your purchase. Your order is charged in US Dollar (US$). A copy of this

Backup receipt has been sent to your email sew il sfnrs me=merar® g
License Key : THEJ @000~ Bl - Lif - w#rr_sdwxsrrsnsds (Online)
Restore
Receipt Number : CC-97649 Contact Person : il | Laes
Payment Method : Credit Card Company Name : ABC Company
Card type : VISA Address : 0123, Sakura Street,
Card number : XXX =XXKX=X... Osaka, Kansai, 3210,

Japan
VAT Number : 123456789

Description Unit Price Qty. Amount
1. CloudBacko™ Lite Basic US$25.00 1 uss2s
Software
2. CloudBacko™ Lite Cloud US$9.00 1 uss9
File Module
3. CloudBacko™ Lite Office US$9.00 1 uss9
365 Module
Total : US$43
Print

www.cloudbacko.com 08
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7.6

www.cloudbacko.com

Restore

This feature is used to copy the backed up file(s) from the backup set and restoring it to its
original location or alternate location.

(2,

Restore

When using CloudBacko Lite for the first time, you will be asked to create a backup set and
run a backup first. A restore cannot be performed unless you already run a backup.

ﬁ You have not performed any backup or created any backup set.

Create Backup Set

To restore backed up files, follow the instructions on Chapter 11.1 Restore Data.
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7.7 Settings

Settings consist of four (5) sub modules:
© Proxy
Email Report

License

Authentication

Mobile Backup

1

Settings

Settings Proxy (HTTP)
Use proxy to access the Internet
T
Email Report
License

Authentication

Mobile Backup

www.cloudbacko.com 100
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7.7.1 Proxy

To enable the Proxy Settings, follow the instructions below.

Settings

Email Report
License
Authentication
Mobile Backup

Proxy (HTTP)

Use proxy to access the Internet

off I

S Ettl n g S Proxy (HTTP)
Use proxy to access the Internet
=
Emall Report |IP address ||Purt |
License Login ID
Authentication Lasswmd |
Mobile Backup | |
1. Complete the following fields:
& |P address
& Port
@  Login ID
®  Password
2. Click Test Connection to validate the connection.
3. Click Save to store the settings.
www.cloudbacko.com 101
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7.7.2 Email Report

The email report will send notifications for backup errors or warnings, missed backup reports,

and storage alert.

Settings

Proxy
License
Authentication

Mobile Backup

Email Report

Send backup related report to me through email
Off

To enable the Email Report feature, follow the instructions below:

1. Complete the following fields then click Connect to validate the connection.

Email Report

Send backup related report to me through email

@  Host

@  Protocol

@  Port

@  Login name

@  Password

@  Report sender email
Settings
Proxy

License
Authentication

Mobile Backup

www.cloudbacko.com

On

Email Report Outgoing SMTP Server

Host

Protocol Port
Login name

Password

Report sender email

‘ SMTP Server Login User's Email Address
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Once successfully connected, the email address where the reports will be sent should
be displayed as well as the list of reports to be receive. Enter a valid email then click

Send test email.

Settings
Proxy
License

Authentication

Mobile Backup

Emall Report + Successfully connected

Password ~

EXTTYTY I

Report sender email

[ — |

Email Address

Send reports to these emails
| T

Reports to Receive

|1 Backup Error/Warning Report at 23:59 on the day when there are error...
[ "] Missed Backup Report when backup missed for 1« days

|| Storage Alert Report when available space is under 50% W

Restore Drill Report | for every restore drill job v |

<

Below is a sample screenshot of the test email.

send email to you.

Have a nice day!
- CloudBacko Team

CloudBacko Testing Email from admins-Mac-5 /nbex = 2 B
° @gmail.com = == = - = 10:59 (0 minutes ago) ¢y €

o -

Hi admin,

Congratulations! This is to confirm that CloudBacko Lite on your computer "admins-Mac-5 (= 1)"is able to

Flease don't reply to this auto-generated email report. If you prefer not to receive this report anymore, you can turn it
off in the Settings = Email Report section of your CloudBacko Lite software.

2. Select the reports you want to receive by ticking the checkboxes then click the Save
button to store the settings.

|| Storage Alert Report

Reports to Receive

|| Backup Error/Warning Report | at 23:59 on the day when there are error... W

[v] Missed Backup Report when backup missed for |1 W | days

when available space is under 50% W

|| Restore Drill Report

for every restore drill job v

www.cloudbacko.com
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@  Backup Error/Warning Report

= at 23.59 on the day when there are error or warning (default
setting)
" at 23:59 every day, when there are no error or warning
@  Missed Backup Report when backup missed for a specific number of days
" Number of days: from 1 to 30 (1 day is the default setting)
@  Storage Alert Report
" when available space is under 50% (default setting)
" when available space is under 40%
" when available space is under 30%
" when available space is under 20%
" when available space is under 10%
@  Restore Drill Report
= for every restore drill job
" for every restore drill job with corrupted data found

These are sample reports:

@  Backup Error/Warning Report

CloudBacko Error/Warning of ahsay (2020-05-18)

b S “ Loy
o Mon 5/18/2020 8:28 PM G059

To:

Hi

CloudBacke Pro experienced 0 errors and 1 warnings when backing up your computer "ahsay ( )"
during 2020-05-18.

Please check the details in the Report » Backup section of the CloudBacko Lite software for that machine and
fix all the related problems as soon as paossible.

Have a nice day!

- CloudBacko Team

Please don't reply to this auto-generated email report. If you prefer not to receive this report anymore, you
can turn it off in the Settings > Email Report section of your CloudBacko Lite software.

@  Missed Backup Report when backup missed for a specific number of days
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@

CloudBacko Missed Backup of admins-Mac-2 (2020-06-02)

==
L <
o Tue 6/2/2020 10:09 AM =G 0 9 2

To: n
Hi
The following backup sets of your computer “admins-Mac-2 (1 )" were missed:

File-1: Missed for 2 days

Possible reasons for missed backup:
1. Failed network connection
2. Machine was shut down at scheduled backup time

Check and fix the above problems to prevent missed backup from happening again. Fire
backups manually as soon as possible to keep the recent changes backed up.

Have a nice day!
- CloudBacko Team

Please don't reply to this auto-generated email report. If you prefer not to receive this report
anymore, you can turn it off in the Settings > Email Report section of your CloudBacko Lite
software.

Storage Alert Report

CloudBacko Storage Alert of admins-Mac-2(2020-06-02)

4 5 9
Hi root,
The following storages of your computer "admins-Mac-2 ( " )" are running out of space
{under 50%):

JUsers / admin / Documents

Please consider freeing up more space or upping the belt size by adding extra storage to ensure the
system has enough free space to hold future backups.Have a nice day!
- CloudBacko Team

Please don't reply to this auto-generated email report. If you prefer not to receive this report anymore,
wou can turn it off in the Settings > Email Report section of your CloudBacko Lite software.

Restore Drill Report

Restore Drill Report of admins-Mac-2 (2023-09-13 10:25 AM)  Inbex =

SEm@gmail.com - @gmail.com>

o -

Hi admin,

Here is the summary of your restore drill job "2023-09-13-10-19-30".

Backup Set: Sample Backup Set

Destination: Local-1

Backup Job: 2023-09-12-21-27-35

Job Status: OK

Restore Drill Duration: 09/13/2023 10:19:30 IRKT - 09/13/2023 10:19:38 IRKT
Total Data Size: 4.74 M (16)

Restored Data Size: 4.74 M (16)

Invalid Data: 0

Unverifiable Data: 0

Have a nice day!
- CloudBacko Team

www.cloudbacko.com
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7.7.3 License

The License module shows the current license key applied along with the licenses and
module usage. Also, it allows the customer to apply full license key to a trial version of
CloudBacko Lite.

0 License Key

Displays the current license key. It could be a trial or full license key.
(1] Change License Key

This feature allows the customer to apply a full license key.
© Mode

Displays the mode of the license key either Online or Offline license. Online license
key requires a fixed internet connection.

(] Version

Displays the version of the installed CloudBacko whether it is trial or full version. For
trial license, it will indicate the number of days before the trial expires.

o Buy full version (Displays in trial version only)
This feature allows the customer to buy the full version of the CloudBacko Lite.
0 Modules (Displays in trial version only)
This are the following modules enabled for CloudBacko Lite.
= CloudBacko Lite software — Enabled
= Cloud File Backup Module - Enabled
= |IBM Lotus Notes Backup Module - Enabled
= Microsoft Windows System Backup Module - Enabled
= Microsoft 365 Backup Module - Enabled
o Installations (Displays in full version only)
* |tem - these are the software and modules allowed for CloudBacko Lite.
= CloudBacko Lite software
= Cloud File Backup Module
= |IBM Lotus Notes Backup Module
= Microsoft Windows System Backup Module
= Microsoft 365 Backup Module
= Allowed - displays the allowed number for each module for CloudBacko Lite.

» Used (This computer) — displays the total number of used software or add
on modules on all computers. The number in brackets refers to the used
software or add on modules on the current computer.
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This is a sample screenshot for a trial version of CloudBacko Lite.

Settings

Proxy
Email Report
Authentication

Mobile Backup

License

License Key

Mode
Version

Modules

FRETLE L ) TR

Change License Key
Online
CloudBacko™ Lite v4 Trial Version (Expires in 26 days)

CloudBacko Lite software Enabled
Cloud File Backup Module Enabled
IBM Lotus Notes Backup Module Enabled
Microsoft Windows System Backup Module Enabled
Office 365 Backup Module Enabled

This is a sample screenshot for a full version of CloudBacko Lite.

Settings

Proxy
Email Report
Authentication

Mobile Backup

www.cloudbacko.com

License
License Key
Mode

Version
Installations

Hlm “ ”_!!t._ili.iillllll
Change License Key

Online

CloudBacko™ Lite v4 Full Version

Item Allowed Used
(This computer)

CloudBacko Lite software 100 1(1)

Cloud File Backup Module 50 0(0)

1BM Lotus Notes Backup Module 50 0(0)

Microsoft Windows System Backup M... 50 0(0)

Office 365 Backup Module 50 0(0)
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To apply a license key, follow the instructions below:

1. Click Change License Key.

Settings License

License Key  MEZHZINDCLWNT -dGAEE #+sv_sowsswsnswns

PrOX\/ ange License Key
Mode Online
Email Repo rt Version CloudBacko™ Lite v4 Trial Version (Expires in 26 days)
License Modules CloudBacko Lite software Enabled
Cloud File Backup Module Enabled
f . IBM Lotus Notes Backup Module Enabled
AUthentlcatlon Microsoft Windows System Backup Module Enabled
Office 365 Backup Module Enabled

Mobile Backup

[save ] Coamce |

2. Enter a valid license key then click the OK.

Change License Key

Enter a valid License Key

[ox ] [cance |
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| Sottine ...

Enter a valid License Key

+ License key verified successfully
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3. Enter a valid email address.

Enter your email address

| Subject: CloudBacko Licensa Infig (===®===_me==_==%=h3 20-de? adcs64244) for the computer "admins-Mac-2"
To:

From: “CloudBacko License Center (Developer Build)" <no-reply-testing@doudbacke.com>

Date:  05/14/2020 09:58 FM

Dear customer,

Please use the attached License File to proceed with the Import License File procedure for the computer
"admins-Mac-2".
Regards,

Customer Service
CloudBacko Corporation

+/ 1 Attachments
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4.

Click Browse to search for the activation.olr sent to thru email. Click Import to
process the activation then click Close to return to the main screen.

Check "l B et w2’ for an email titled "CloudBacko License Info" and import the attached
License File to here

/Users/admin/Downloads/activation.olr Browse

Check "sapn Samalenlabugy sum" for an email titled "CloudBacko License Info" and import the attached
License File to here

« License key imported successfully
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5. Click Save to store the settings.

Settings

Proxy
Email Report
Authentication

Mobile Backup

www.cloudbacko.com

License
License Key
Mode

Version
Installations

TR BEEL ] - e _srerrtarines

Change License Key
Online
CloudBacko™ Lite v4 Full Version

Item Allowed
CloudBacko Lite software 100
Cloud File Backup Module 50
|IBM Lotus Notes Backup Module 50
Microsoft Windows System Backup M... 50
Office 365 Backup Module 50

Used
(This computer)

1(1)

0(0)

0(0)

0(0)

0(0)

==
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7.7.4 Authentication

You can use the Authentication function to:

Enable or disable the “Password Lock”. Change the password of the “Password Lock”.

Enable or disable the “Two-Factor Authentication”.

Add one or more device(s) registered for Two-Factor Authentication (2FA).

NOTE

Please refer to the CloudBacko App vl User Guide for Android and iOS for the detailed
step-by-step procedure.

Re-pair with authenticator.

This is used once migration is completed to re-pair with authenticator to enable the
sign-in using push notification feature and disable the one in the original device.

Remove one or more device(s) registered for Two-Factor Authentication (2FA).

View details of the “Last Successful Login” for Password Lock and Two-Factor
Authentication (2FA).

NOTE
* |f both the "Password Lock" and Two-Factor Authentication are enabled, users will be
prompted to enter the "Password Lock" first before the Two-Factor Authentication (2FA).
*  For Two-Factor Authentication (2FA), you can register your mobile device on both
CloudBacko app and a third-party TOTP Authenticator (e.g. Google Authenticator,
Microsoft Authenticator, and LastPass Authenticator).

Require password to unlock CloudBacko Lite during startup

Proxy off [ |
Email Report
License Require Authenticator App to sign in your account during start up

off [ |
Mobile Backup

No login record
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Password Lock
To enable the Password Lock feature, follow the instructions below:
1. Swipe the lever to the right to turn it on.

2. Enter the new password and re-enter it for authentication purposes.

New Password

Re-enter password

eenene

3. Click OK then click Save button to store the settings.

4. Upon launching the CloudBacko Lite, it is required to enter the password to login.

Please enter your password
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To change the password, follow the instructions below:

1. Click the Change Password.

Settings

Proxy
Email Report
License

Authentication

Mobile Backup

2. Enter the current password.

Password Lock

Require password to unlock CloudBacko Lite during startup

on E |
 Change Password

Two-Factor Authentication

Require Authenticator App to sign in your account during start up

or (-

Last Successful Login

No login record

Change Password

Please confirm current password

www.cloudbacko.com
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3. Enter the new password and re-enter it for authentication purposes. Click OK to return

to main screen.

New Password

Change Password

| ssssse

Re-enter password

4. Click Save to store the settings.

Settings

Proxy
Email Report

License

Mobile Backup

www.cloudbacko.com

Authentication

Password Lock

Require password to unlock CloudBacko Lite during startup

on E |
 Change Password

Two-Factor Authentication

Require Authenticator App to sign in your account during start up

or (-

Last Successful Login

No login record
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To disable the Password Lock feature, follow the instructions below:

1. Swipe the lever to the left to turn it off.

Settings

Proxy
Email Report
License

Authentication

Mobile Backup

Password Lock

Require password to unlock CloudBacko Lite during startup

on E |
 Change Password

Two-Factor Authentication

Require Authenticator App to sign in your account during start up

or (-

Last Successful Login

No login record

2. Enter the current password for authentication purposes.

Please confirm current password

Disable password lock

| essese

3. Click OK then click Save button to store the settings.

www.cloudbacko.com
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Two-Factor Authentication

To enable the two-factor authentication feature and add a mobile device, follow the
instructions below:

NOTE
The CloudBacko app or a third-party TOTP Authenticator is needed for 2FA.

1. Go to Settings > Authentication > Two-Factor Authentication.

Sett| ngS Password Lock
Require password to unlock CloudBacko Lite during startup

Proxy off I
Email Report I

P Two-Factor Authentication
License Require Authenticator App to sign in your account during start up
Authentication off |
Mobile Backup Last Successful Login

No login record

2. Swipe lever to the right to turn it on. Click Add.

For the detailed step-by-step procedure on how to add a mobile device, please refer to
CloudBacko App v1 User Guide for Android and iOS.

Sett| ngS Password Lock

Require password to unlock CloudBacko Lite during startup
Proxy off I
Email Report

Two-Factor Authentication
License Require Authenticator App to sign in your account during start up

Authentication On =1

Registered Mobile Device(s)

Mobile Backup -

Last Successful Login

No login record
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To re-pair the mobile device with authenticator, follow the instructions below:

1. Go to Settings > Authentication > Two-Factor Authentication. Click Re-pair with
authenticator.

Sett| ngS Password Lock
Require password to unlock CloudBacko Lite during startup
Proxy off [ |

Email Report
P Two-Factor Authentication

License Require Authenticator App to sign in your account during startup

Authentication On = |

Registered Mobile Device(s)

Mobile Backup i Androidv10 W

Re-pair with authenticator

Add

Last Successful Login

No login record

E
2. In the CloudBacko app, go to 2FA then tap [g{=REUR I N1 (O o MVE=I g Telelo]U]g]1.

[_:b) CloudBacko

CloudBacka Lite
@ admins-Mac-5 (Mac 05 X 10.12) A
247 083 s

Re-pair with backup use|

i= Reorder

[[o])
ﬁ |1| a8y

Home Backup 2FA
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3. Scan the QR Code to re-pair with authenticator.

4. QR Code is detected, tap OK to proceed.

QR Code detected!

Register Galaxy A70 with admins-Mac-5
(Mac 0SX10.12) ?

CANCEL OK

5. The migrated 2FA account has been successfully re-paired.

@ CloudBacko

@ admins-Mac-5 (Mac 0S X 10.12)

419 897 zos
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6. The original device will be changed by the replacement device.

Settings

Proxy
Email Report
License

Authentication

Mobile Backup

Password Lock

Require password to unlock CloudBacko Lite during startup

off | .

Two-Factor Authentication
Require Authenticator App to sign in your account during startup
on il

Registered Mobile Device(s)
Galaxy A70

Re-pair with authenticator

Last Successful Login

No login record

To remove a mobile device, follow the instructions below:

1. Click the . button on the left side of the registered mobile device.

(o= (]

Settings

Proxy
Email Report
License

Authentication

Mobile Backup

www.cloudbacko.com

Password Lock

Require password to unlock CloudBacko Lite during startup

on (.

Two-Factor Authentication
Require Authenticator App to sign in your account during start up
on =
Registered Mobile Device(s)
W CloudBacko Userl

Galaxy A70

Re-pair with authenticator

Last Successful Login
No login record
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2. A confirmation message will appear, click Yes to proceed. Otherwise, click No.

3. Mobile device is successfully removed.

Require password to unlock CloudBacko Lite during startup

Proxy off [ |
Email Report
License Require Authenticator App to sign in your account during start up
On l
Registered Mobile Device(s)
Mobile Backup m CloudBacko Userl i
Add

No login record

To disable the two-factor authentication feature, follow the instructions below:

NOTE

Sliding the switch to right hand side will only turn off the two-factor authentication but it will
not automatically delete the registered mobile device(s) for Two-Factor Authentication. If you
need to delete the registered mobile device(s), this must be done manually first before
disabling Two-Factor Authentication
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1. Swipe the lever to the left to turn it off.

Settings

Proxy
Email Report
License

Authentication

Mobile Backup

Password Lock
Require password to unlock CloudBacko Lite during startup

off n

Two-Factor Authentication

Require Authenticator App to sign in your account during startup

On 1
Registered Mobile Device(s)
W CloudBacko .

Last Successful Login

Time: 03/12/2021 10:38 (HKT)
Mobile Device: Galaxy A70

2. Click Save to save the settings.

Settings

Proxy
Email Report
License

Authentication

Mobile Backup

www.cloudbacko.com

Password Lock

Require password to unlock CloudBacko Lite during startup

or (-

Two-Factor Authentication

Require Authenticator App to sign in your account during start up

or (-

Last Successful Login

No login record
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Last Successful Login

Displays the Date, Time, Time zone the user last logged in and the registered mobile device.

Settings

Proxy
Email Report

License

Mobile Backup

Authentication

Password Lock

Require password to unlock CloudBacko Lite during startup

or (.

Two-Factor Authentication
Require Authenticator App to sign in your account during start up

on = |

Registered Mobile Device(s)
CloudBacko Userl

1234

Redmi
i

Last Successful Login

Time: 01/19/2021 10:46 (PHT)
Mobile Device: Redmi

Below is the screenshot If there is no login record yet.

Settings

Proxy
Email Report
License

Authentication

Mobile Backup

Password Lock

Require password to unlock CloudBacko Lite during startup

or P

Two-Factor Authentication
Require Authenticator App to sign in your account during startup

on |

Registered Mobile Devicel(s)

E Androidv10
Re-pair with authenticator

Last Successful Login

No login record

www.cloudbacko.com
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7.7.5 Mobile Backup

You can use the Mobile backup function to:

® Add one or more device(s) registered for Mobile Backup.

NOTE

Please refer to the CloudBacko App v1 User Guide for Android and iOS for the detailed
step-by-step procedure.

View backed up photos, videos and documents saved in the mobile backup destination.

) Change your mobile backup destination to:

*= New location in the same local machine

*= New machine

Remove one or more device(s) registered for Mobile Backup.

NOTE
For the restore of photos, videos, documents and 2FA accounts to an alternate mobile device,
the other mobile device must be registered first for mobile backup on CloudBacko Lite.
* Restore to a different mobile device on the same operating system.

* Restore to a different mobile device on another operating system, i.e., Android to iOS or
iOS to Android.

Registered Mobile Device(s)
Proxy Add

Email Report
License

Authentication
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View backed up photos and videos saved in the mobile backup destination

To view backed up photos and videos saved in the mobile backup destination, follow the

instructions below:

1. Click the link or the Browse ( icon on the right side of the registered mobile device.

Settings

Proxy

Email Report
License
Authentication

Mobile Backup

Mobile Backup
Registered Mobile Device(s)

E Calaxy A70
/Users/admin/Documents/CloudBacko Pro/Galaxy A70/16
Add

A

[sawe | [ caraat |

2. A new window will be displayed. Double-click the blocks folder, then double-click the
folder named with the “YYYY-MM-DD-hh-mm-ss” format which is the date and time of
the backup. This contains the folders where the photos, videos and documents are

saved.
5 H = HEPER R = C, Search
Fawrilse Name Date Modified Size~ Kind
B All My Files Today, 10:57 AM Folder

¢™ iCloud Drive

< &8

Favorites

B Al My Files

~  Date Modified

Today, 10:62 AM

¢ iCloud Drive

- Backup.db Today, 10:57 AM
™\ iCloud Drive o
< H = REPER YRR Q, Search
Favorites Name A Date Modified Size  King
E All My Files = Today, 10:56 AM

< b4 Em (=l NE-=RCANE - B2 Q Sear

Favoritas Name ~  Date Modified Size  Kinc
E Al My Files = 000000.JPG 2 Aug 2018, 10:05 AM 18O9KB  JPE
= ) W 00000a.j 10 Sep 2021, 9:36 AM 271KB  JPE

¢ iCloud Drive '.pg , f = i .
& 00000b.jpg 10 Sep 2021, 9:37 AM 97KB  JPE
¥ Applications & 00000c¢.jpg 10 Sep 2021, 9:37 AM 23 KB JPE
[ Desktop = 00000d.bmp 10 Sep 2021, 9:37 AM 6.3 MB Wir
- & 00000e.bmp 10 Sep 2021, 9:37 AM 5OMB  Wir

3. Once done, click the X button to exit.

www.cloudbacko.com
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Change mobile backup destination to new location in the same machine

These are scenarios upon changing the mobile backup destination to a new location in the
same local machine:

Move to a new location in the same machine with enabled Free up space.

If Free up space is enabled on the CloudBacko Mobile app, it is required to copy the
previously backed up photos, videos, documents and 2FA accounts to a new location to
prevent missing data upon restore.

In case the previously backed-up photos, videos, documents and 2FA accounts were not
copied to the new location, even though the backup will re-upload all the photos, videos,
documents and 2FA accounts again from the mobile device, this will not include the
photos, videos, documents and 2FA accounts removed by the Free up space feature.

Move to a new location in the same machine with disabled Free up space.

If Free up space is disabled on the CloudBacko Mobile app, there are two (2) options
available, copy the previously backed-up photos, videos, documents and 2FA accounts to
the new location or continue to back up in the new location.

In case the previously backed-up photos, videos, documents and 2FA accounts were not
copied to the new location, the backup will re-upload all the photos, videos, documents
and 2FA accounts again from the mobile device.

To change the mobile backup destination to another drive or folder on the CloudBacko
machine, follow the instructions below:

1.

From the old location, secure a copy of the previously backed up photos, videos,
documents and 2FA accounts. Skip this step if Free up space is disabled and proceed to
Step 2.

Launch CloudBacko Lite.

D,

CloudBacko Lite
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3. Goto Settings > Mobile Backup. Click the Edit . icon on the right side of the

registered mobile device.

SettlngS Maobile Backup

Registered Mobile Device(s)

Mobile Backup

4. Select a new mobile backup destination then click Open.

In this example, the new mobile backup destination will be
/Users/admin/Documents/MobileBackup.

Gal A70
ProxY B ,"Us:f:’_fddmin_"’Dmumen:\,‘C\nudBd( ko Pro/Galaxy A70/16... . . .
Email Report Add
License
Authentication

Authentit © oownioads > [ backup 3 Dec 2021, 6:33 PM

Shared

Mobi'e B OA“M

Tags
@ Red
@ Orange
© Yellow
® Green

New Folder Cancel

www.cloudbacko.com

»
Settinas Mabilaiackin
l Lol EIRS E Eun ZEv | W Documents ) M |l © |Q Search
Prox Favorites Name v Date Modified Si
Y £ Al My Files » [ testfiles 3 Dec 2021, 6:19 PM
= » [ temp 16 Nov 2021, 1:21 PM
: I
Email Ref  ‘coudorive > [ settings 3 Dec 2021, 2:21 PM
/A Applications » [ New updates 12 Nov 2021, 1:20 PM
. Desktop v [l MobileBackup 14 Sep 2021, 11:22 AM
License 9 vocuments » [ Latest version 12 Nov 2021, 1:20 PM
(O Documents ||, pm cioudBacko Pro Today, 11:02 AM

Open

L‘”“.nl
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5. Click Save to store the change made. Otherwise, click Cancel.

Mobile backup destination is successfully changed to
/Users/admin/Documents/MobileBackup.

Registered Mobile Device(s)

Proxy mﬁalm AT0 T a7 & 7
Email Report Add
License

Autﬁentication

NOTE

The registered mobile device and backup set ID will be appended automatically to the
new mobile backup destination.

6. Copy the previously backed-up photos, videos, documents and 2FA accounts from the
original location in the new mobile backup destination.

Change mobile backup destination to new machine
Move to a new machine with enabled or disabled Free up space due to upgrade.

If the machine needs upgrading, the previously backed up photos, videos, documents and 2FA
accounts are still available. Also note that if Free up space is enabled on the CloudBacko Mobile
app, it is required to copy the previously backed up photos, videos, documents and 2FA
accounts to the new machine to prevent missing data upon restore.

Even if Free up space is disabled, it is recommended to copy the previously backed up photos,
videos, documents and 2FA accounts to the new machine otherwise the photos, videos,
documents and 2FA accounts on the mobile device will be backed up again from scratch.

To change the mobile backup destination to a new machine, follow the instructions below:
1. From the old machine,

* secure a copy of the previously backed-up photos, videos, documents and 2FA
account.
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* save a copy of the configuration file by going to Utilities > Ex/Import Setting then
click Export Now. Select the destination where the file will be saved.

Ut|||t|es Export CloudBacko Lite Settings

Export all CloudBacko Lite settings to a configuration file (settings.sys) so that you
do not have to configure them again after reinstallation of the software.

Data Integrity Check
Export Now

Space Freeing Up

Ex/Import Settings Import CloudBacko Lite Settings

Import selected CloudBacko Lite settings from a configuration file (settings.sys /
Delete Backup Data *.xml.cgz) to restore your previous configured settings.

Decrypt Backup D... Import Now

2. On the new machine, install CloudBacko Lite.
3. Apply the CloudBacko license key to the new installation.

4. Copy the configuration file (settings.sys) from the old machine to the new machine.
Import it by going to Utilities > Ex/Import Setting then click Import Now. Select the
destination where the configuration file was saved.

Utl | ItIES Export CloudBacko Lite Settings

Export all CloudBacko Lite settings to a configuration file (settings.sys) so that you
do not have to configure them again after reinstallation of the software.

Data Integrity Check
Export Now
Space Freeing Up

Ex/Import Settings Import CloudBacko Lite Settings

Import selected CloudBacko Lite settings from a configuration file (settings.sys /

Delete Backup Data *xml.cgz) to restore your previous configured settings.

Decrypt Backup D... ImporiHon

5. If the mobile backup destination needs to be updated, please follow the steps on how to
change mobile backup destination to a new location in the same local machine.
Otherwise, skip this step and proceed to step 6.

6. Copy the previously backed up photos, videos and 2FA accounts from the old machine
to the new mobile destination.

7. Restart the CloudBacko Lite Services because importing the configuration file
(settings.sys) on a newly installed CloudBacko Lite will not trigger the MBS.

8. Start backup of photos, videos, documents and 2FA accounts.

@ CloudBacko o

Galaxy A70

Last Backup 2 hours ago

& &

Backup
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Remove one or more device(s) registered for Mobile Backup

To remove a mobile device, follow the instructions below:

1. Click Delete ' icon on the left side of the registered mobile device.

Registered Mobile Device(s)

Proxy E]Ga.l.axs‘t .?70 R 7 i
Email Report [ ) e L mZH
License Add

Authentication

2. A confirmation message will appear, click Yes to proceed. Otherwise, click No.

3.  Mobile device is successfully removed along with any photos, videos, documents and
2FA accounts backed up in the mobile backup destination.

Registered Mobile Device(s)
Proxy El Galaxy A70 ) i o o e o I~
Email Report Add
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7.8 Utilities

This feature allows user to perform quality check of the index file and backed up data, free
up storage space, export and import settings, delete, and decrypt backed-up data.

/

Utilities

There are five (5) options available for this feature:

Data Integrity Check

Space Freeing Up

Ex/Import Settings

Delete Backup Data

© 0 © O ©

Decrypt Backup Data
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7.8.1 Data Integrity Check

The Data Integrity Check (DIC) is used to identify the data in the backup set that has index-
related issues, remove any corrupted file(s) from the backup destination(s) to ensure the
integrity of the backup data and its restorability, and update the storage statistics.

For an efficient management of overall storage size of the backup destination(s), the data
integrity check job will perform check for the backup destination(s) to remove old index files that
are more than ninety (90) days old in the backup job folder(s).

UtI|ItIES Data Integrity Check

Perform health check for your backed up data to ensure the data integrity and

. restorability
Data Integrity Check Select a backup set
Space Freeing Up oL v
. Run Cyclic Redundancy Check (CRC) during data integrity check
Ex/Import Settings
Rebuild index
Delete BaCkU P Data Empty all files in recycle bin
Decrypt Backup D... Start
NOTE

Data Integrity Check CANNOT fix or repair files that are already corrupted.

2. Data Integrity Check can only be started if there is NO active backup or restore job(s) running
on the backup set selected for the DIC job. As the backup, restore and data Integrity check
are using the same index for read and write operations. Otherwise, an error message will be
displayed in the post-DIC to indicate the data integrity check is completed with error(s) and
that the data integrity check had skipped a backup set with an active backup job.
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© Run Cyclic Redundancy Check (CRC)

When this option is enabled, the DIC will perform check on the integrity of the files on the backup
destination(s) against the checksum file generated at the time of the backup job.

If there is a discrepancy, this indicates that the files on the backup destination(s) are corrupted
and will be removed from the backup destination(s). If these files still exist on the client machine
on the next backup job, AhsayOBM will upload the latest copy of the files.

However, if the corrupted files are in the Retention Area, they will not be backed up again as
the source file has already been deleted from the client machine.

The time required to complete a data integrity check depends on the number of factors such

as:
. number of files and/or folders in the backup set(s)
. bandwidth available on the client computer
o hardware specifications of the client computer such as, the disk 1/0 and CPU

performance

NOTE
1. For user(s) with metered internet connection, additional data charges may be incurred
if the Cyclic Redundancy Check (CRC) is enabled. As CRC data involves downloading
the data from the backup destination(s) to the client machine in order to perform this
check.
2. To find out how much data is downloaded from the backup destination(s) for the CRC
check, please refer the value for Utilities in the Data Transfer Statistics on Ch. 7.5.3.

© Rebuild Index

When this option is enabled, the data integrity check will start rebuilding corrupted index and/or
broken data blocks if there are any.

© Empty all files in recycle bin
When this option is enabled, all the files in the Recycle Bin will be deleted.
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There are four (4) options in performing the Data Integrity Check:

Option 1

Run Cyclic Redundancy Check (CRC) during data integrity check
Rebuild index

Empty all files in recycle bin

Start

For checking of index and data.

Option 2

| Run Cyclic Redundancy Check (CRC) during data integrity check
Rebuild index

Empty all files in recycle bin

Start

For checking of index and
integrity of files against the
checksum file generated at the
time of the backup job.

Option 3

Run Cyclic Redundancy Check (CRC) during data integrity check
+| Rebuild index

Empty all files in recycle bin

Start

For checking and rebuilding of
index.

Option 4

+| Run Cyclic Redundancy Check (CRC) during data integrity check
v| Rebuild index

Empty all files in recycle bin

Start

For checking of index, integrity of
files against the checksum file
generated at the time of the
backup job and rebuilding of
index.

@ Option1

The following diagrams show the detailed process of the Data Integrity Check (DIC) in four (4)
modes:

Disabled Run Cyclic Redundancy Check (CRC) and Rebuild index (Default mode)

= Option 2

Enabled Run Cyclic Redundancy Check (CRC) and Disabled Rebuild index

= Option 3

Disabled Run Cyclic Redundancy Check (CRC) and Enabled Rebuild index

® Option 4

Enabled Run Cyclic Redundancy Check (CRC) and Rebuild index
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Option 1: Disabled Data Integrity Check (DIC) Process with Run Cyclic Redundancy
Check (CRC) and Rebuild Index (Default mode)

——

[go. ‘o,
- N

Start Data Checking data
Integrity Check blocks in the
backup

destination(s)

Removing data
blocks that do not
existin the index

Checking indexfiles
which are more than
90 days old in the
backup destination(s)

o|

Removingindexfiles
from the backup
destination(s) which
aremore than 90
days old

2 2 )

Checking outdated
entriesin the index

existin the backup
destination(s)

o
S A

°Checkthe data blocks (.bak
files) located in the backup
destination(s) if they exist in
the index.
= If YES, proceed to o

=¥ If NO, proceed to o

°Checkthe index files in the
backup destination(s) to

g

Removing outdated
entriesin the index
files which do not
physically existin
backup destination(s)

> r—

No index-related
issues found

files if they physically

——r

Storage Statistics
recalculated

o|

V.

Data Integrity Check
(TESTMODE) user
prompt

olndex files with no issues

will be uploaded to the
current backup destination(s).

o Data blocks (.bak files) that do

not exist in the index and
partially uploaded orphan files
will be automatically removed
from the backup destination(s).

e (TEST MODE) confirmation
screen will prompt user to
proceed with the corrective
actions (recommended).

= If the user selects YES, then
the changes will be applied

=¥ If the user selects NO, then

the deletion of data will be
discarded

Sl |— 1@

Data Integrity
Check completed

| &

Uploadingindex files
with no issuesto the
current backup
destination(s)

determine if they were more
than 90 days old.
=»If YES, proceed to

=» If NO, proceed to

°Check the outdated entries in
the index files for files and/or
folders if they physically exist
in the backup destination(s).

= If YES, proceed to
= If NO, proceed to 0

ostorage Statistics for Data
area and Retention area
usage will be recalculated.

e Data integrity check is
completed.

o Index files which are more than

90 days old will be removed

from the backup destination(s).

o o Outdated entries in the index

files for files and/or folders

which do not physically exist in
the backup destination(s) will

be removed.

=¥ If the backup data
matches either of the

criteria, proceed to o
= If NOT, proceed to o

\ By default, (TEST MODE)
~ confirmation screen will only
prompt if either of the
criteria below matches the
backup data:
+ deleted number of
backup files is over 1,000
+ deleted number of
backup files size is over
512 MB (in total)
» deleted number of
backup files is over 10%
of the total backup files
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Option 2: Enabled Data Integrity Check (DIC) Process with Run Cyclic Redundancy
Check (CRC) and Disabled Rebuild Index

eCheck the data blocks (.bak
files) located in the backup
destination(s) if they existin
the index.
=»If YES, proceed to o

=* If NO, proceed to o

°Check the index files in the
backup destination(s) to
determine if they were more
than 90 days old.
=»If YES, proceed to o

=* If NO, proceed to °

ll*c

h b N LN h .
2o A0 > o /¢ C O
g : S ‘; > gk L’ S &_0 > ;‘ » s
Start Data Checking data Checking index files i i files Ci theintegrity No index-related
Integrity Check blocks in the whichare morethan  entriesintheindex  from the backup of the files againstthe issuesandno
backup 90 days old in the files if they phy y file corrupted files
destination(s) backup destination(s) existin thebackup ~ CloudBacko Lite found
destination(s) machine l
l l l l () N
N N h N —_—
e / —
a A adl |—®
e S — 9.
ing data file Removingcorrupted  Storage Statistics Data Integrity
blocks that do not from the backup entries in the index files recalculated Check completed
existin the index destination(s) which files which do not A
aremore than 90 physically existin o
days old backup destination(s)

Uploadingindex files

with no issues to the

[N

currentbackup
destination(s)

v

Data Integrity Check
(TESTMODE) user
prompt

e Check the integrity of files in
the backup destination(s)
against the checksum file
generated at the time of the

backup job.

=» If any discrepancy is
FOUND, proceed to
=¥ If NO discrepancy is
found, proceed to o
o Storage Statistics for Data
area and Retention area
usage will be recalculated.
eDala integrity check is
completed.

°Ouldated entries in the index
files for files and/or folders
which do not physically existin
the backup destination(s) wil
be removed.

= If the backup data

matches either of the
criteria, proceed to o

?ifNOT, proceedto ()

o (TEST MODE) confirmation
screen will prompt user to
proceed with the corrective
actions (recommended).
=¥ |f the user selects YES, then

the changes will be applied

t By default, (TEST MODE)
confirmation screen will only
prompt if either of the criteria
below matches the backup
data:

+ deleted number of backup

files is over 1,000

deleted number of backup

files size is over 512 MB (in

total)

deleted number of backup

files is over 10% of the total

backup files

°Check the outdated entries in
the index files for files and/or
folders if they physically exist
in the backup destination(s).

°Index files with no issues
will be uploaded to the
current backup destination(s).

< If the user selects NO, then
the deletion of data will be
discarded

=» If YES, proceed to

=* If NO, proceed to o
OF\Ies in the backup set are

destination(s) to the

CloudBacko Lite
machine proceed to e

downloaded from the backup

°Dala blocks (.bak files) that do
not exist in the index and
partially uploaded orphan files
will be automatically removed
from the backup destination(s).

o Index files which are more than
90 days old will be removed
from the backup destination(s)

Corrupted files will be
automatically removed from
the backup destination(s).
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Option 3: Disabled Data Integrity Check (DIC) Process with Run Cyclic Redundancy
Check (CRC) and Enabled Rebuild Index

o)

Start Data
Integrity Check

0
-

2 )

Checking data
blocksin the
backup
destination(s)

2

90 days old in the

Removing data
blocks that do not
existin the index

o

Q©

from the backup

are more than 90
daysold

Checking index files
whichare more than

backup destination(s)

Removingindexfiles

destination(s) which

N

Checking outdated
entries in the index
files if they physically
existin the backup
destination(s)

)

Checking theindex
and data blocks to
detectif corrupted
index or broken data
blocks existin the

No index-related
issuesfound

backup destination(s)

°|
A

Removing outdated
entriesin the index
files which do not
physically existin
backup destination(s)

°|

vy

Rebuilding corrupted ~ Storage Statistics
indexand broken
data blocks

o
daidl

—p
—_—
—_—)

»

—

recalculated

t o

o|

destination(s)

V.

Data Integrity Check
(TESTMODE) user

prompt

°Check the data blocks (.bak
files) located in the backup
destination(s) if they exist in
the index.
-» If YES, proceed to Q

=? If NO, proceed to °

°Check the index files in the
backup destination(s) to
determine if they were more
than 90 days old.
=2 If YES, proceed to

=? If NO, proceed to O

°Check the outdated entries in
the index files for files and/or
folders if they physically exist
in the backup destination(s).

=» If YES, proceed to
=¥ If NO, proceed to o

°Checkthe index and data

blocks in the backup

destination(s) to identify

corrupted index and broken

data blocks.

= If corrupted index and
broken data blocks are
FOUND, proceed to o

=» If NO corrupted index
and broken data blocks
are FOUND, proceed to e

e Storage Statistics for Data
area and Retention area
usage wil be recalculated.

o Data integrity check is
completed.

glndex files with no issues
will be uploaded to the
current backup destination(s).

° Data blocks (.bak files) that do
not exist in the index and
partially uploaded orphan files
will be automatically removed
from the backup destination(s).

a Index files which are more than
90 days old will be removed
from the backup destination(s).

GOutdated entries in the index
files for files and/or folders
which do not physically exist in
the backup destination(s) will
be removed.

=¥ If the backup data
matches either of the
criteria, proceed to 6

= If NOT, proceed to 0

e (TEST MODE) confirmation
screen will prompt user to
proceed with the corrective
actions (recommended).
=» If the user selects YES, then
the changes will be applied

= |f the user selects NO, then
the deletion of data will be
discarded

°Corrupted index and broken
data blocks (.bak files)
identified will be rebuilt.

| By default, (TEST MODE)
~ confirmation screen will only
prompt if either of the criteria
below matches the backup
data:
+ deleted number of backup
files is over 1,000
+ deleted number of backup
files size is over 512 MB
(in total)
« deleted number of backup
files is over 10% of the
total backup files

Data Integrity
Check completed

Uploadingindexfiles
with no issues to the
current backup
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Option 4: Enabled Data Integrity Check (DIC) Process with Run Cyclic Redundancy
Check (CRC) and Rebuild Index

N
&

Start Data
Integrity Check

RO /2o /o o o 8
g & O @ & X @

days old

destination(s) which
aremore than 90

physically existin
backup destination(s)

11H

|

A

Data Integrity Check
(TESTMODE) user

prompt

© check the data blocks (bak

files) located in the backup
destination(s) if they exist in
the index.

211YES, proceed o ()

= If NO, proceed to °

ocheck the index files in the

backup destination(s) to
determine if they were more
than 90 days old.

I YES, proceed to ()

=¥ If NO, proceed to o

OCheck the outdated entries in

the index files for files and/or
folders if they physically exist
in the backup destination(s).
= If YES, proceed to

=» I NO, proceed to o

OF\Ies in the backup set are

downloaded from the backup
destination(s) to the
CloudBacko Lite

machine proceed to e

ocheck the integrity of files in

the backup destination(s)

against the checksum file

generated at the time ofthe

backup job.

-»|f any discrepancy is
FOUND., proceed ta

= 1f NO discrepancy is
found, proceed to

ocheck the index and data

blocks in the backup

destination(s) to identify

corrupted index and broken

data blocks.

= |If corrupted index and
broken data blocks are
FOUND, proceed to

=» |f NO corrupted index
and broken data blocks
are found, proceed 109

osmrage Statistics for Data
area and Retention area
usage will be recalculated.

°Data integrity check is
completed.

°|ndex files with no issues
will be uploaded to the

current backup destination(s).

°Dam blocks ( bak files) that do °Corrupled index and broken

not exist in the index and
partially uploaded orphan files
will be automatically removed
from the backup destination(s).

olndex files which are more than
90 days old will be removed
from the backup destination(s).

oOutdaled entries in the index
files for files and/or folders
which do not physically existin
the backup destination(s) will
be removed
=¥ If the backup data
malches either of the
criteria, proceed to o

1rNOT, proceedto ()

e (TEST MODE) confirmation
screen will prompt user to
proceed with the corrective
actions (recommended).
= |f the user selects YES, then
the changes will be applied

=¥ If the user selects NO, then
the deletion of data will be
discarded

Corrupted files will be
automatically removed from
the backup destination(s).

data blocks (.bak files)
identified will be rebuilt.

t By default, (TEST MODE)
confirmation screen will
only prompt if either of the
criteria below matches the
backup data:

+ deleted number of
backup files is over 1000

+ deleted number of
backup files size is over

512 MB (in total)

deleted number of

backup files is over 10%

of the total backup files

Checking data Checking index files =] files Cl integrity Checking theindex  No index-related
blocks in the whichare morethan  entriesin theindex  from the backup of the files againstthe and data blocksto Issuesand no
backup 90 days oldin the files if they totl file detectif corrupted corrupted files
b existinthe backup ~ CloudBacko Lite indexor brokendata  found
destination(s) machine blocks existin the
backup destination(s)
o| o| | | o| o ‘
A N L N . — N
[V — p—
H 0 —
| B —
Data Integrity
g data g files g outdated R p Storage Statistics Check completed
blocks that do not from the backup entries in the index files corrupted indexand  recalculated
existin the index files which do not broken datablocks

o]\

Uploadingindex files
with no issuesto the
currentbackup
destination(s)
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Perform a Data Integrity Check

To perform a Data Integrity Check, follow the instructions below:

1. Go to the Data Integrity Check tab in the Utilities menu.

Utilities
Space Freeing Up
Ex/Import Settings
Delete Backup Data
Decrypt Backup D...

Data Integrity Check

Perform health check for your backed up data to ensure the data integrity and
restorability

Select a backup set
All -

Run Cyclic Redundancy Check (CRC) during data integrity check
Rebuild index

Empty all files in recycle bin

2. Click the drop-down button to select a backup set.

Utilities
Space Freeing Up
Ex/Import Settings
Delete Backup Data
Decrypt Backup D...

www.cloudbacko.com

Data Integrity Check

Perform health check for your backed up data to ensure the data integrity and
restorability
Select a backup set

All v

File-1
Sample Backup Set

Start
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3. Click the drop-down button to select a backup destination.

UtI|ItIeS Data Integrity Check

Perform health check for your backed up data to ensure the data integrity and

. restorability
Data Integrity Check Select » backup set

Space Freeing Up Sample Backup Set -
. Select a destination
Ex/Import Settings A" v

Delete Backup Data

Local-1 (/Users/admin/Documents)

Decrypt Backup D...

Empty all files in recycle bin

Start

4, Click the button to begin the Data Integrity Check.
5. Data Integrity Check will start running on the selected backup set(s) and backup destination(s).

UtI|ItIeS Data Integrity Check

Perform health check for your backed up data to ensure the data integrity and

. restorability
Data Integrity Check Selact & backup 36t

Space Freeing Up Sample Backup Set
i Select a destination
Ex/Import Settings Al

Delete Backup Data
Decrypt Backup D...

<" Pending

Stop
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6. Once the DIC is complete, click the View log button to check the detailed process of the data
integrity check.

Utllltles Data Integrity Check

Perform health check for your backed up data to ensure the data integrity and

o restorability
Data Integrity Check Select 2 backup set

Space Freeing Up Sample Backup Set v
X Select a destination

Ex/Import Settings l -

Delete Backup Data Run Cyclic Redundancy Check (CRC) during data integrity check

Rebuild index

Decrypt Backup D...

Empty all files in recycle bin
+ Data Integrity Check is completed successfully

View log
7. The detailed Data Integrity Check log will be displayed.
Log 05/16/2024 15:02 w Show | All v
Type Log Time
o Start [ CloudBacko Lite v5.9.0.0 ] 05/16/2024 15:02:36
0 Start data integrity check on backup set “Sample Backup Set(1715842550972)" all destination, crc disabled, rebuild in... 05/16/2024 : ~
0 Start processing data integrity check on backup set= "Sample Backup Set" destination= "Local-1" 05/16/2024 ¥
@) Direct download index /Users/admin/.cbl/tmp/1715842550972 /Local@17 15842584608 /index/index.db 05/16/2024 15:02:44
© skip download index since local index */Users/admin/.cbl/tmp/1715842550972 /Local@1715842584608/index/ind... 05/16/2024 15:02:44
0 Browsed File 1715842550972 /blocks/2024-05-16-14-56-42/0/000000.bak", size = 17329197, lastModifiedTi... 05/16/2024 15:02:44
@) Browsed File "1715842550972/blocks/2024-05-16-14-56-42/0/000001.bak’, size = 17660931, lastModifiedTi...  05/16/2024 15:02:44
© Browsed File "1715842550972 /blocks/2024-05-16-14-56-42/0/000002.bak’, size = 18597570, lastModifiedTi... 05/16/2024 15:02:44
0 Browsed File 1715842550972 /blocks/2024-05-16-14-56-42/0/000003.bak", size = 19981198, lastModifiedTi... 05/16/2024 15:02:44
) Browsed File "1715842550972/blocks/2024-05-16-14-56-42/0/000004.bak", size = 33374900, lastModifiedTi...  05/16/2024 15:02:44
o Browsed File 1715842550972 /blocks/2024-05-16-14-56-42/0/000004_000001.bak", size = 33343109, lastM... 05/16/2024 15:02:44
© Browsed File "1715842550972 /blocks/2024-05-16-14-56-42/0/000004_000002.bak", size = 33383709, lastM... 05/16/2024 15:02:44
0 Browsed File "1715842550972 /blocks/2024-05-16-14-56-42/0/000004_000003.bak", size = 33423464, lastM... 05/16/2024 15:02:44
0 Browsed File 1715842550972 /blocks/2024-05-16-14-56-42/0/000004_000004.bak", size = 33336987, lastM... 05/16/2024 15:02:44
© Browsed File "1715842550972 /blocks/2024-05-16-14-56-42/0/000004_000005.bak", size = 15175717, last 05/16/2024 =
0 Browsed File 1715842550972 /blocks/2024-05-16-14-56-42/0/000005.bak", size = 11039240, lastModifiedTi... 05/16/2024 -
0 Browsed File "1715842550972 /blocks/2024-05-16-14-56-42/0/000006.bak", size = 18051456, lastModifiedTi... ~05/16/2024 15:02:44
@) Browsed File "1715842550972 /blocks/2024-05-16-14-56-42/0/000007.bak", size = 16035351, lastModifiedTi...  05/16/2024 15:02:44
0 Browsed File "1715842550972 /blocks/2024-05-16-14-56-42/0/000008.bak’", size = 20697319, lastModifiedTi... = 05/16/2024 15:02:44 V
o Browsed File “1715842550972 /blocks/2024-05-16-14-56-42/0/000009.bak", size = 16713418, lastModifiedTi... 05/16/2024 15:02:44
Logs per page | 50 v Page 1/5 w
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For further viewing of the detailed DIC log, there are four options that can be used:

e Log filter
e Show filter
e Logs per page

e Page
Log | 05/16/2024 15:02 w Show | All Al
Type Log R

0 Start [ CloudBacko Lite v5.9.0.0 ] 05/16/2024 15:02:36
@) start dara integrity check on backup set “Sample Backup Set(17 15842550972)" all destination, crc disabled, rebuild in... 05/16/2024 15:02:36 ~
0 Start processing data integrity check on backup set= "Sample Backup Set" destination= "Local-1" 05/16/2024 15:02:42
0 Direct download index /Users/admin/.cbl/tmp/1715842550972/Local@1715842584608/index/index.db 05/16/2024 15:02:44
o Skip download index since local index "/Users/admin/.cbl/tmp/1715842550972 /Local@1715842584608 /index/ind... 05/16/2024 15:02:44
0 Browsed File "1715842550972 /blocks/2024-05-16-14-56-42/0/000000.bak", size = 17329197, lastModifiedTi... 05/16/2024 15:02:44
o Browsed File "1715842550972 /blocks/2024-05-16-14-56-42/0/000001.bak", size = 17660931, lastModifiedTi...  05/16/2024 15:02:44
© Browsed File "1715842550972 /blocks/2024-05-16-14-56-42/0/000002.bak’, size = 18597570, lastModifiedTi... 05/16/2024 15:02:44
0 Browsed File "1715842550972 /blocks/2024-05-16-14-56-42/0/000003.bak", size = 19981198, lastModifiedTi... 05/16/2024 15:02:44
) Browsed File "1715842550972 /blocks/2024-05-16-14-56-42/0/000004.bak", size = 33374900, lastModifiedTi...  05/16/2024 15:02:44
0 Browsed File "1715842550972/blocks/2024-05-16-14-56-42/0/000004_000001.bak", size = 33343109, lastM... 05/16/2024 15:02:44
o Browsed File "1715842550972 /blocks/2024-05-16-14-56-42/0/000004_000002.bak", size = 33383709, lastM... 05/16/2024 15:02:44
) Browsed File "1715842550972 /blocks/2024-05-16-14-56-42/0/000004_000003.bak", size = 33423464, lastM... 05/16/2024 15:02:44
o Browsed File "1715842550972 /blocks/2024-05-16-14-56-42/0/000004_000004.bak", size = 33336987, lastM... 05/16/2024 15:02:44
o Browsed File "1715842550972 /blocks/2024-05-16-14-56-42/0/000004_000005.bak", size = 15175717, lastM...  05/16/2024 15:02:44
0 Browsed File "1715842550972/blocks/2024-05-16-14-56-42/0/000005.bak", size = 11039240, lastModifiedTi...  05/16/2024 15:02:44
) Browsed File "1715842550972/blocks/2024-05-16-14-56-42/0/000006.bak", size = 18051456, lastModifiedTi... 05/16/2024 15:02:44
) Browsed File "1715842550972 /blocks/2024-05-16-14-56-42/0/000007.bak", size = 16035351, lastModifiedTi...  05/16/2024 15:02:44
0 Browsed File "1715842550972/blocks/2024-05-16-14-56-42/0/000008.bak", size = 20697319, lastModifiedTi... 05/16/2024 15:02:44 V)
0 Browsed File “1715842550972 /blocks/2024-05-16-14-56-42/0/000009.bak", size = 16713418, lastModifiedTi...  05/16/2024 15:02:44
Logs per page | 50 v Page 1/5 w

Control Screenshot Description
Log filter ki Mj This option can be used to display logs of the
vl 05/16/2024 15:02 previous data integrity check jobs.
o
oL
Show filter Show [l - This option can be used to sort the data
integrity check log by its status (i.e. All,
LY) : Information, Warning, and Error).
14/ PRI With this filter, it will be easier to sort the DIC
14/1Warning . .
14/ logs by its status especially for longer data
14/1 Error . .
integrity check logs.
Logs per Logs per page This option allows user to control the
page = displayed number of logs per page.
100
200
Page page This option allows user to navigate the logs to
the next page(s).
/3
2/3
3/3

7.8.1.1 Data Integrity Check Completed with Errors

The following screenshot is an example of a Data Integrity Check completed with error(s). A Data
Integrity Check is run on a backup set with an active backup job running which resulted the Data Integrity
Check to stop with error(s).
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Utllltles Data Integrity Check

Perform health check for your backed up data to ensure the data integrity and

A restorability
Data Integrity Check Salact a backup set

Space Freeing Up Sample Backup Set -
. Select a destination

Ex/Import Settings Al ~

Delete Backup Data Run Cyclic Redundancy Check (CRC) during data integrity check

Rebuild index

Decrypt Backup D...

Empty all files in recycle bin
X Data Integrity Check is completed with error(s)

View log

Clicking the View log button will display the details of the Data Integrity Check job error(s).

Log | 05/16/2024 15:09 W Show | All v
Type Log Time
@) start [ CloudBacko Lite v5.9.0.0 ] 05/16/2024 15:09:24
@) Start dara integrity check on backup set "Sample Backup Set(1715842550972)" all destination, crc disabled, rebuild inde... 05/16/2024 15:09:24

o Skipped Backup Set = "Sample Backup Set". Reason = "Backup job “Sample Backup Set” is still running.” 05/16/2024 15:09:30
Q Finished data integrity check with error on backup set "Sample Backup Set(1715842550972)" all destination, crc disabled... 05/16/2024 15:09:30
0 Completed data integrity check on backup set "Sample Backup 5et(1715842550972)" all destination, crc disabled, rebuil... 05/16/2024 15:09:30

Logs per page | 50 v Page 1/1 w
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7.8.1.2 Data Integrity Check Result
There are two possible outcomes after the completion of a data integrity check:
o Data Integrity Check is completed successfully with no data corruption/issues detected
e Corrupted data (e.g. index files, checksum files and/or broken data blocks) has been detected

The screenshot below shows an example of a data integrity check log with NO data corruption/issues
detected.

If corrupted data is happened to be found, the (TEST MODE) confirmation screen will be displayed.

Log | 05/16/2024 15:02 W Show | All v
Type Log Time

© start | CloudBacko Lite v5.9.0.0 ] 05/16/2024 15:02:36

0 Start data integrity check on backup set “Sample Backup Set(1715842550972)" all destination, crc disabled, rebuild in... 05/16/2024 15:02:36 ~

0 Start processing data integrity check on backup set= "Sample Backup Set” destination= “Local-1" 05/16/2024 15:02:42

) Direct download index /Users/admin/.cbl/tmp/1715842550972 /Local@1715842584608 /index/index.db 05/16/2024 15:02:44

0 Skip download index since local index "/Users/admin/.cbl/tmp/1715842550972/Local@1715842584608/index/ind... 05/16/2024 15:02:44

) Browsed File "1715842550972 /blocks/2024-05-16-14-56-42/0/000000.bak", size = 17329197, lastModifiedTi... = 05/16/2024 15:02:44

o Browsed File "1715842550972 /blocks/2024-05-16-14-56-42/0/000001.bak", size = 17660931, lastModifiedTi... 05/16/2024 15:02:44

0 Browsed File "1715842550972 /blocks/2024-05-16-14-56-42/0/000002.bak", size = 18597570, lastModifiedTi...  05/16/2024 15:02:44

0 Browsed File "1715842550972 /blocks/2024-05-16-14-56-42/0/000003.bak", size = 19981198, lastModifiedTi... 05/16/2024 15:02:44

0 Browsed File “1715842550972 /blocks/2024-05-16-14-56-42/0/000004.bak", size = 33374900, lastModifiedTi... ~05/16/2024 15:02:44

) Browsed File "1715842550972 /blocks/2024-05-16-14-56-42/0/000004_000001.bak", size = 33343109, lastM...  05/16/2024 15:02:44

0 Browsed File "1715842550972 /blocks/2024-05-16-14-56-42/0/000004_000002 bak", size = 33383709, lastM...  05/16/2024 15:02:44

© Browsed File "1 715842550972 /blocks/2024-05-16-14-56-42/0/000004_000003 .bak", size = 33423464, lastM... 05/16/2024 15:02:44

0 Browsed File "1715842550972 /blocks/2024-05-16-14-56-42/0/000004_000004.bak", size = 33336987, lastM... 05/16/2024 15:02:44

0 Browsed File “1715842550972 /blocks/2024-05-16-14-56-42/0/000004_000005.bak", size = 15175717, lastM...  05/16/2024 15:02:44

) Browsed File "1715842550972 /blocks/2024-05-16-14-56-42/0/000005.bak", size = 11039240, lastModifiedTi... = 05/16/2024 15:02:44

0 Browsed File "1715842550972 /blocks/2024-05-16-14-56-42/0/000006.bak", size = 18051456, lastModifiedTi... 05/16/2024 15:02:44

© Browsed File "1 715842550972 /blocks/2024-05-16-14-56-42/0/000007.bak", size = 16035351, lastModifiedTi...  05/16/2024 15:02:44

0 Browsed File "1715842550972 /blocks/2024-05-16-14-56-42/0/000008.bak", size = 20697319, lastModifiedTi... 05/16/2024 15:02:44 v

o Browsed File "1715842550972 /blocks/2024-05-16-14-56-42/0/000009.bak", size = 16713418, lastModifiedTi... 05/16/2024 15:02:44
Logs per page | 50 W Page (1/5 w

The result of data integrity check (TEST MODE) is as follow. No actions are performed yet.
Data corrupted items, checksum incorrect items and index broken data blocks will be deleted.

Are you sure you want to continue?
Backup set: Sample Backup Set
Destination

Local-1

* File count (File size)

www.cloudbacko.com
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This is to inform the user of the following details:

@ Backup set that contains an error
= Backup Destination

@ |tems found in index

@ Data corrupted items

@ Index broken data blocks

@ Statistics (i.e. Correct or Incorrect)
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7.8.1.3 Test Mode Confirmation

The (TEST MODE) confirmation will ONLY prompt if either of the criteria’s below matches the
backup data during the data integrity check operation:

@ deleted number of backup files is over 1,000

@ deleted number of backup file size is over 512 MB (in total)

@ deleted number of backup files is over 10% of total backup files
Otherwise, the Data Integrity Check job will automatically take corrective actions.

There are three options on the (TEST MODE) confirmation prompt:

Control Screenshot Description
Yes Corrupted data (e.g. index files, checksum files and/or
Yes broken data blocks) will be deleted and statistics will be

recalculated.

No No action will be taken and a prompt message will be
displayed.

The detailed process of the data integrity check will be
displayed.

View log p———

Clicking No will display the following screen:
@ If the Exit button is clicked, the data integrity check result will be discarded.
@ If the Back button is clicked, it will go back to the (TEST MODE) confirmation screen.

Data Integrity Check was completed in TEST MODE only. NO changes have been
= updated.

You are recommended to continue in order to delete data corrupted items,

checksum incorrect items, index broken data blocks and rebuild the index.

Are you sure you want to exit?

www.cloudbacko.com
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NOTES

1. Itis strongly recommended to apply corrective actions when the (TEST MODE) confirmation
screen pops up (clicking the Yes button). This is to ensure that the remaining corrupted file(s)
will be removed from the backup destination(s), so on the next backup job, these files are
backed up again if they are still present on the client machine. However, if the corrupted files
are in Retention Area, then they will not be backed up again as the source file has already
been deleted from the client machine.

2. Ifthe DIC detects data blocks (.bak files) in the backup destination(s) that does not have
related index entries, then these physical data blocks will be automatically removed from the
backup destination(s) without the (TEST MODE) confirmation prompt.

Besides viewing the Data Integrity Check logs directly on the CloudBacko Lite, they can be viewed on
the file system of the CloudBacko Lite machine. For CloudBacko Lite Mac, the DIC logs are located

n:

%UserProfile%/.cbl/system/IntegrityCheck

L NN
< 2 == =
Favourites | cache
| config
C} Recents ipc
A\ Applications | log
= | statistics
Deskto,
- P system
M Documents | tmp
o Downloads
Locations
[} Ahsay On... &
[} CloudBac...
L CloudBac... &

IntegrityCheck

I Wil K=

Yy ¥y vYVYVYVYYyY

1 Backup

B IntegrityCheck

PendingEmail
Restore
RoutineJob

Q

v B

vy vy

2022-10-1...
2022-10-1...
2022-10-1...
2022-10-1...
2022-10-1...
2022-10-1..
2022-10-1...
2022-10-1..
2022-10-1..
2022-10-1...
2022-10-1...
2022-10-1...
2022-10-1...
2022-10-1...

4-09-51.log
4-10-14.log
4-10-36.log
4-11-55.log
4-25-43.log
5-15-00.log
5-43-53.log
5-46-29.log
5-52-19.log
5-52-45.log
5-53-03.log
5-53-35.log
5-57-42.log
5-58-10.log
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7.8.2 Space Freeing Up

This feature is used to remove obsolete file(s) from your selected backup set and destination
(manually start Retention Policy). After the Space Freeing Up job is completed, the storage
statistics of the backup set(s) are updated.

To perform deletion of backup data, follow the instructions below:

1. Select a backup set from the drop-down list.

Utilities
Data Integrity Check

Space Freeing Up
Ex/Import Settings

Delete Backup Data
Decrypt Backup D...

Free Up Storage Space

To remove obsolete files from your backup destination according to your retention
policy setting to free up your storage space, select backup set(s), destination(s) and
then press Start.

Select a backup set
All v

Sample Backup Set

Sample Backup Set 01
Sample Backup Set 02
Sample Backup Set 03

If you select a specific backup set, you will also have to choose a specific or ALL

destination. Separate

Utilities
Data Integrity Check

Ex/Import Settings
Delete Backup Data
Decrypt Backup D...

www.cloudbacko.com

Free Up Storage Space

To remove obsolete files from your backup destination according to your

retention policy setting to free up your storage space, select backup set(s),

destination(s) and then press Start.

Select a backup set

Sample Backup Set v

Select a destination

[ v
Start
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If you select ALL backup sets, you will not have to choose a destination.

Utl I |t|es Free Up Storage Space

To remove obsolete files from your backup destination according to your retention
policy setting to free up your storage space, select backup set(s), destination(s) and

Data Integrity Check then press Srt

) Select a backup set
Space Freeing Up Al v
Ex/Import Settings o

Delete Backup Data

Decrypt Backup D...

2. Once a backup set and destination have been selected, click start to perform space
free up.

Ut' I |t| es Free Up Storage Space

To remove obsolete files from your backup destination according to your retention
policy setting to free up your storage space, select backup set(s), destination(s) and

Data Integrity Check then press Start,
. Select a backup set
EX/ |mp0rt Settings Select a destination

Delete Backup Data ]
Start
Decrypt Backup D...

Select a backup set

Space Freeing Up

Sample Backup Set

Ex/Import Settings Select a destination

Local-1 (/Users/admin/Desktop) v

Delete Backup Data

.... Start processing space freeing up on backup set= "Sample Backup Set (16650...

Decrypt Backup D... stop
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Once the space freeing up is completed, click View log to see more details.

Ut|||t|es Free Up Storage Space

To remove obsolete files from your backup destination according to your retention
policy setting to free up your storage space, select backup set(s), destination(s) and

Data Integrity Check then press Start.
) Select a backup set
Ex/ | mpon Settings Select a destination
Local-1 (/Users/admin/Desktop) v

Delete Backup Data

+ Space freeing up is completed successfully

Decrypt Backup D... View log

Log | 17/10/2022 07:40 w Show | All v
Type Log Time
o Start [ CloudBacko Lite v5.4.3.5 | 17/10/2022 07:40:47
0 Start space freeing up on backup set "Sample Backup Set(1665641772525)", "Local-1(1665642395298)" 17/10/2022 07:40:47
0 Start processing space freeing up on backup set= "Sample Backup Set (1665641772525)" destination= "Local-1 (16656... 17/10/2022 07:40:53
0 Skip download index since local index “/Users/admin/.cbl/tmp/1665641772525/Local@1665642395298/index” is late... 17/10/2022 07:40:55
0 Deleting out of retention period recycled files... 17/10/2022 07:40:56
o Delete out of retention period recycled files result - Size: 0 B, File Count: 0 17/10/2022 07:40:56
0 Deleting out of retention period recycled files... Completed 17/10/2022 07:40:56
0 Saving encrypted backup file index to 1665641772525 /blocks/2022-10-17-07-40-47 at destination Local-1... 17/10/2022 07:40:56
o Saving encrypted backup settings to settings/KMTMACARJAY-2022-10-17.xml at destination Local-1... 17/10/2022 07:40:56
0 Space freeing up on backup set= "Sample Backup Set (1665641772525)" destination= "Local-1 (1665642395298)"is c... 17/10/2022 07:40:56
0 Finished space freeing up on backup set "Sample Backup Set(1665641772525)", "Local-1(1665642395298)" 17/10/2022 07:40:57
Logs per page | 50 v Page '1/1 w
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7.8.3 Ex/Import Settings

This feature is used to export and import CloudBacko Lite Settings to the settings.sys file, this
includes information on:

o

©

o

©

[+

Proxy Settings

Email Report Settings

Software Update Settings

Windows Event log Settings (Windows Platform Only)

Backup Set Settings

It is strongly recommended to export a copy of the configuration file (settings.sys) whenever
there are general settings changes to CloudBacko Lite, new backup sets added, or updates to
existing backup sets.

A separate copy of the settings.sys file should be saved in another location for safe keeping.
Otherwise, If the machine where the CloudBacko Lite is installed on suffers a disk or hardware
failure or is stolen and a copy of the settings.sys file is not available, it will not be possible to access
and recover any data backed up by CloudBacko Lite.

WARNING!

Ut' I ItIES Export CloudBacko Lite Settings

Data Integrity Check
Space Freeing Up

Ex/Import Settings Import CloudBacko Lite Settings

Delete Backu p Data *.xml.cgz) to restore your previous configured settings.

Decrypt Backup D... import Now

Export all CloudBacko Lite settings to a configuration file (settings.sys) so that you
do not have to configure them again after reinstallation of the software.

Export Now

Import selected CloudBacko Lite settings from a configuration file (settings.sys /
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Export CloudBacko Lite Settings

To export, click the Export Now button. Select a path where the CloudBacko Lite configuration file

(system.sys) will be stored then click OK.

sfu, =

UtI|ItIES Export CloudBacko Lite Settings

Export all CloudBacko Lite settings to a configuration file (settings.sys) so that you

o do not have to configure them again after reinstallation of the software.
Data Integrity Check
Export Now
Space Freeing Up
® @ Select the location to export
Exllmport Settlngs File name : Documents
|s.5ys /
Delete Backup Data & admin B
Name ~  Date Modified

Decrypt BaCkup D' .- [ C/\Users\Administrator\.acb\temp Thursday, May 7, 2020 11:24 AM

|2 Desktop Tuesday, May 12, 2020 11:04 PM

[#) Downloads Wednesday, May 13, 2020 10:39 AM

[ iCloud Drive (Archive) Friday, February 21, 2020 9:55 AM

[%) Library Wednesday, March 18, 2020 12:56 PM

[E Movies Wednesday, December 11, 2019 11:07 ...

[ Music Friday, October 18, 2019 1:50 PM

[ Pictures ‘Wednesday, December 11, 2019 11:09 ...

[# Public Friday, October 18, 2019 1:50 PM

Files of type : Al Files o
New Folder Cancel -

If the system.sys file is successfully exported to the preferred path, it will display a message
containing the status and path of the CloudBacko Lite configuration file.

i Successfully export all settings to /Users/admin/Documents/settings.sys

www.cloudbacko.com
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Import CloudBacko Lite Settings

To import, click Import Now.

Utl I |t|es Export CloudBacko Lite Settings

Export all CloudBacko Lite settings to a configuration file (settings.sys) so that you
do not have to configure them again after reinstallation of the software.

Data Integrity Check
Export Now

Space Freeing Up

Ex/Import Settings Import CloudBacko Lite Settings

Import selected CloudBacko Lite settings from a configuration file (settings.sys /
Delete Backup Data *.xml.cgz) to restore your previous configured settings.

Decrypt Backup D... Import Now

Select a path where the CloudBacko Lite configuration file (system.sys / .xml, .cgz) is stored then click
OK.

Utl I |t|e S Export CloudBacko Lite Settings

Export all CloudBacko Lite settings to a confiquration file (settings.svs) so that vou
do @ [ ] Select the configuration file (settings.sys / *xml.cgz) to import

Data Integrity Check
File name : settings.sys

Space Freeing Up

[ ImportFile B
- I
Ex/Import Settings — e

. settings.sys Wednesday, May 13, 2020 3:51 PM I
Delete Backup Data

Decrypt Backup D...

Files of type :  settings.sys B

New Folder Cancel -
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It will show the following Settings: User Settings and Backup Sets. By default, all settings are
included, however, there is an option to uncheck the checkboxes and choose the preferred settings.

Settings

v User Settings (root)
Proxy Settings
Email Report Settings
Software Update Settings
Windows Event Log Settings
v Backup Sets
Sample Backup Set
Sample Backup Set 01
Sample Backup Set 02
Sample Backup Set 03

Settings

¥ @ User Settings (root)
Proxy Settings
[ Email Report Settings
O Software Update Settings
Windows Event Log Settings
v @ Backup Sets
Sample Backup Set
O Sample Backup Set 01
[0 Sample Backup Set 02
Sample Backup Set 03
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If the system.sys / .xml, .cgz file is successfully imported, it will display a check sign besides the

Import Now button with a successful status of imported settings.

Utilities
Data Integrity Check
Space Freeing Up

Ex/Import Settings

Delete Backup Data
Decrypt Backup D...

Export CloudBacko Lite Settings

Export all CloudBacko Lite settings to a configuration file (settings.. sys) so that you
do not have to configure them again after reinstallation of the soft

 Export Now

Import CloudBacko Lite Settings

Import selected CloudBacko Lite settings from a configuration file (settings.sys /
*.xml.cgz) to restore your previous configured settings.

£

Now v Succ lly import selected settings

po!

www.cloudbacko.com
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7.8.4 Delete Backup Data
This feature is used to permanently delete backed up data from a backup set(s),

destination(s), backup job, or delete all backed up data. After the data is deleted, the storage

statistics of the backup set(s) are updated.
To perform deletion of backup data, follow the instructions below:

1. Select a backup set to delete from.

Utl I |t|e S Delete Backup Data

Delete backed up data of a specific backup set from a specific destination. This
action will physically delete the selected data regardless the defined retention policy.

Data |ﬂteg rlty CheCk Therefore, make sure you know what you are deleting and NO undo will be available
afterward.
Space Freeing Up Select a backup set

All v

Ex/Import Settings

Delete Backup Data Sample Backup Set
Sample Backup Set 01
Decrypt Backup D... Sample Backup Set 02
Sample Backup Set 03

NOTE

This will only delete the backed up files in a backup set(s) and destination(s), but the
backup set and destination will remain.

If you select a specific backup set, you will also have to choose a specific or ALL

destination.
UtI|ItIeS Delete Backup Data
Delete backed up data of a specific backup set from a specific destination. This
. action will physically delete the selected data regardless the defined retention policy.
Data Integ”ty ChECk Therefore, make sure you know what you are deleting and NO undo will be available
afterward.
Space Freeing Up Select a backup set
Sample Backup Set v

Ex ” I mport Settlngs Select a destination

Delete Backup Data All v

DeCI’th Backu P D... Local-1 (/Users/admin/Desktop)

www.cloudbacko.com
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If you select All backup sets, then there is no need to select a destination.

UtllItIeS Delete Backup Data

Delete backed up data of a specific backup set from a specific destination. This
action will physically delete the selected data regardless the defined retention policy.

Data Integrity Check Therefore, make sure you know what you are deleting and NO undo will be available
afterward.

Space Freeing Up Select a backup set
| -

Ex/Import Settings

Delete
Delete Backup Data

Decrypt Backup D...

2. If you choose to delete All backup set(s), the following message will be displayed. By
clicking Yes, all backed up files from the selected backup set(s) and destination(s) will

be deleted.

2 Delete all backup set files?
H
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If you select a specific backup set, you will have an option to choose a destination.

Utl|lt|€$ Delete Backup Data

Delete backed up data of a specific backup set from a specific destination. This
action will physically delete the selected data regardless the defined retention policy.

Data |I'Itegl'itv Check Therefore, make sure you know what you are deleting and NO undo will be available
afterward.
Space Freeing Up Select a backup set
Sample Backup Set ~

EX/ lmport Settings Select a destination

Delete Backup Data ~

Decr‘lpt BaCkUp D--- Local-1 (/Users/admin/Desktop)

If you select ALL backup sets, you will not have to choose a specific destination.

There are two (2) options from the type of file(s) to delete if you select a specific
backup set and a specific destination:

@  Delete all backed-up data
®  Choose from ALL files

Uti"tIeS Delete Backup Data

Delete backed up data of a specific backup set from a specific destination. This
. action will physically delete the selected data regardless the defined retention
Data Integ nty CheCk policy. Therefore, make sure you know what you are deleting and NO undo will be
available afterward.
Space Freeing Up Select a backup set
Sample Backup Set v

EXI Import Settlngs Select a destination

Delete Backup Data _Lucal-l(IUsers,‘adminlDesktop) V]

Select what to delete
Decrypt Backup D... Delete all backed up data w

Choose from ALL files
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Delete all backed up data

All backed up files from the chosen backup set and selected destination will be
deleted if you choose “Delete all backed up data”. Click Yes to confirm.

2 Delete all files (Sample Backup Set - Local-1 (/Users/admin/Downloads/Backup))?

Choose from ALL files

If you select “Choose from ALL files”, you can select any file(s) in the backup set.

- | - - ”~
Ut| |t|e S Delete Backup Data
Delete backed up data of a specific backup set from a specific destination. This
D I . h k action will physically delete the selected data regardless the defined retention
ata nteg r|ty Chec policy. Therefore, make sure you know what you are deleting and NO undo will be
available afterward.
Space Freeing Up Select a backup set
Sample Backup Set v
Ex/Import Settings
[ P 9 Select a destination
DE'EtE Backup Data Local-1 (fUsers/admin/Downloads/Backup) (V]
Select what to delete
Decrypt Backup D...
e P Choose from ALL files v
Folders Name Size | Date modified
v H local-1 = TestPhoto (1).jpg 2MB04/15/2021 10:45
v DE/ = TestPhoto (10.jpg 1MB04/15/2021 10:44
v [ users = TestPhoto (11).jpg 892KB04/15/2021 10:44
v [ & admin = TestPhoto (12).jpg 4MBD4/15/2021 10:43
v @[ Document:d) = TestPhoto (13).jpg 813KB04/15/2021 10:44
> = TestPhoto (14).jpg 8MBD4/15/2021 10:45
> = TestPhoto (15).jpg 10MBO04/15/2021 10:44
= TestPhoto (16).jpg 1MB04/15/2021 10:45
= TestPhoto (17).jpg 7MBD4/15/2021 10:45
= TestPhoto (18).jpg 985KB04/15/2021 10:45
= TestPhoto (19).jpg 1MB04/15/2021 10:45
= TestPhoto (2).jpg 1MB04/15/2021 10:44
= TestPhoto (20).jpg 4MB04/15/2021 10:45 |
= TestPhoto (21).jpg SMB10/13/2020 10:33
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You also have the option to click the Search link to do an advance search.

Iltems per page | 50 Ww | Page 1/1 w
Delete
3. Click Delete to start the deletion of file(s).
e Select o destnation -
Utl | |t|e S Local-1 {/Users admin Desicop) w
Select what 1o delete
Data Integrity Check Chatse from ML Mlas | v
SPECE Freeing Up IIrm;"m-c.- 1 -4*_1- ms -::.::mn T4
D@ a r *UESIINOTT PO
Ex/Import Settings O e @1 Dassneveee:
# [ Dowedosds T FROSFIBIPORY Do
Delete Backup Data » 2 Tant e @ r B BES/IBIORE 2044
E T FRAONSINIOTT IO 44
i eirl i
Decrypt Backup D... a M
i.) T ¥ RSSO T DOk
ik Eemi per page 50 w | Page 171 w
= -

...

[owe ] [oee ]

Deleting ... /Users/admin/.../2022-10-12-11-55-12/0...

www.cloudbacko.com
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4. Files are successfully deleted.

Ut . I -t . Select a destination ~
I I I e S [anal—l (/Users/admin/Desktop) v
Select what to delete
Data Integrlty Check ‘ Choose from ALL files v
ace Freeing U Folders Name Size Date modified
Sp aup v B Local-1 o&y/
o v OE
Ex/Import Settings S E&u“rs
Delete Backup Data
Decrypt Backup D...
Search Items per page‘ 50 v | Page ‘ 1/1 w ‘
+ Files deleted successfully v
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7.8.5 Decrypt Backup Data

This feature is used to restore raw data by using the data encryption key that was set for the

backup set.

To perform decryption of backup data, follow the instructions below:

1. Click the Browse button to locate the path of the backup set ID / blocks folder.

Utilities

Data Integrity Check
Space Freeing Up
Ex/Import Settings

Delete Backup Data

Decrypt Backup D...

Decrypt Backup Data

Please enter the path to the [<backup set ID>/blocks] folder which contains the
backup files that you want to decrypt.

Browse
Temporary directory for storing restore files
/Users/admin/.cbl/temp Browse
Decrypt

2. Click the Browse button to re-select the temporary folder for the decrypt process.
Then click the Decrypt button to begin.

Utilities
Data Integrity Check
Space Freeing Up

Ex/Import Settings
Delete Backup Data

Decrypt Backup D...

www.cloudbacko.com

Decrypt Backup Data

Please enter the path to the [<backup set ID>/blocks] folder which contains the
backup files that you want to decrypt.

/Users/admin/Documents Browse
Temporary directory for storing restore files
JUsers/admin/.cbl/temp Browse
Decrypt
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7.9 Buy

This feature allows customer to buy additional software license and or modules.
This feature allows,

© new customers who are evaluating the product using a trial key to purchase a license
key and/or module

©  existing customers to purchase additional software license and/or module

Please refer to the CloudBacko article for the license purchase instructions:
https://wiki.cloudbacko.com/doku.php?id=public:license:how-to-buy-cloudbacko-pro-lite

Description Unit Price Qty. Amount
CloudBacko™ Lite Basic Software

© US$25.00 0 US$0

] CloudBacko™ Lite IBM Lotus Notes Module US$25.00 0 UsS0

CloudBacko™ Lite Windows System module US$25.00 0 UsSo
CloudBacko™ Lite Cloud File Modul

[y oo e Hond e Todite US$9.00 0 Usso
CloudBacko™ Lite Office 365 Modul

] =ooctacko™ e O e US$9.00 0 Usso

Coupon code Total : US$0

Cancel
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To purchase additional software license and/or modules, follow the instructions below:

1. Select the software license and/or modules by adding a number on the [Qty] field

then click the Update Total button to show the updated cost. Click Next to proceed.

If Coupon code is available, input it in the “Coupon code” field.

Order Details

Coupon code

Description Unit Price Qty. Amount
@ CloudBacko™ Lite Basic Software US$25.00 1 Us$o
= CloudBacko™ Lite IBM Lotus Notes Module US$25.00 o Us$o
n

m o Lits Windows Systam US$25.00 0 Usso
Q CloudBacko™ Lite Cloud File Module US$9.00 1 Us$o
CloudBacko™ Lite Office 365 Module US$9.00 m Us$o

Coupon code Total : US$O

Order Details

Description Unit Price Qty. Amount
@ CloudBacko™ Lite Basic Software US$25.00 1 Uss25
) CloudBacko™ Lite IBM Lotus Notes Module US$25.00 o Usso
m CloudBacko™ Lite Windows System module US$25.00 0 Usso
g CloudBacko™ Lite Cloud File Module US$9.00 1 Uss9
m CloudBacko™ Lite Office 365 Module US$9.00 1 Uss9

Total : US$43

2. The Payment Information screen will be displayed. Select the payment mode, Credit

Card or TT (Telegraphic Transfer), by clicking the dropdown [Paid by].

Paid by

T

Payment Information

CreditCard v

mation

www.cloudbacko.com
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7.9.1 Credit Card

Payment through online via a Credit Card (Visa or Mastercard is accepted) is the
quickest way to purchase a software license or additional add-on modules. The only
requirements are a valid Credit Card and Contact Information. Once the payment is

confirmed, purchased software license or add-on modules will

immediately.

1. Complete the following fields then click Next to proceed.

*  Cardtype
® VISA
® Master Card
*  Card number
*  Security code
*  First name
* Last name
*  Expiry date

be available

Paid by
Credit Card v

Card Information
Card type

VISA VISA v
Card number
PECEH LN e
First name Last name
C = ]

Expiry date
05 w2021 w

Card type
VISA VISA v |

VISA

Master Card

www.cloudbacko.com
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2. Complete the following fields for the Contact Information then click the Next
button to proceed.

Contact person

Email for receiving receipt
Company name (optional)
VAT number (optional)

Contact Information

Contact person

oA L

Email for receiving receipt

e

i il oy o

Company name (optional)

ABC Company

VAT number (optional)
123456789

Address

Street line 1
- |

Street line 2 (optional)
T wan

City

Street line 1

Street line 2 (optional)

City

State / Province / Territory (optional)
Postal / Zip code (optional)

Country

Contact Information

Address
Street line 1

i
Street line 2 (optional)
Lidan farer
City

Osaka

State / Province / Territory (optional)

Kansai

Postal / Zip code (optional)

3210

Country

Japan w

www.cloudbacko.com
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3. Inthe Order Summary screen, order Items, Contact Information, and Payment
Method are displayed.

Tick the “l accept the terms and conditions of the purchase agreement”
and click the Confirm button to proceed with the payment.

Items
Description Unit Price Qty. Amount
@ CloudBacko™ Lite Basic Software US$25.00 1 Uss2s
CloudBacko™ Lite Cloud File Module 15$9.00 f Usso
m CloudBacko™ Lite Office 365 Module 15$9.00 1 Usso

Total : US$43

Contact Information

Contact person A | fam

Email e e g o P’

C name ABCC

Address ) s b TRk Bl 0l g

VAT number 123456789

| 1 accept the terms and conditions of the purchase agreement.

Previous Confirm Cancel

4. The payment will be processed.

If the payment is successful, an official receipt will be displayed.

Receipt

OFFICIAL RECEIPT ~

Thank you for your payment. Your transaction has been completed. Below are the details of your
purchase. Your order is charged in US Dollar (USS). A copy of this receipt has been sent to your email
R S RN S SERVEL FET S

License Key : 3582402018 P -HLIE-++**_ssssssssanss (Opline)

Receipt Number : L4 Man Contact Person : il L Sai

Paid Date : 2020-06-03 Email : 197 Grtas p— e gy
Payment Method : Credit Card Company Name : ABC Company

Card type : VISA Address : EJL Ny Feewi Dasha
Card number : XXXX-XXXX-XXXX~-8769 Kansai, 3210, Japan

VAT Number : 123456789

Description Unit Price Qty. Amount

1. CloudBacko™ Lite Basic Software US$25.00 1 US$25

2. CloudBacko™ Lite Cloud File Module US$9.00 1 Uss9

3. CloudBacko™ Lite Office 365 Module US$9.00 1 Uss9
Total : US$43 v
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The license key on the CloudBacko Lite is now successfully applied.

i License key generated successfully!

These are sample emails for the copies of Invoice and Official Receipt.

CloudBacko invoice #CC-97649

e CloudBacko License Center (Developer Build) “ 5 N

<no-reply-testing@cloudbacko.com >
Ned 5:00 PM

[y Invoice_CC-97649. html

19 KB

Dear customer,
Thank you for purchasing CloudBacko. Attached please find your invoice #CC-97649.
Regards,

Customer Service
CloudBacko Corporation

Payment successful for CloudBacko invoice #CC-97649

e CloudBacko License Center (Developer Build) - 5 % N

<no-reply-testing@cloudbacko.com >
N 09 PM

To:

[ Receipt_CC-97649.html

15 KB

Dear customer,
Thank you for purchasing CloudBacko!

We have received the payment of US843.00 for your invoice #CC-97649. Attached
please find the Official Receipt for your reference.

Your software license has been updated. The purchased software / modules are ready
to use.

Regards,

Customer Service
CloudBacko Corporation
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Please keep the copy of your invoice as it contains half of your license key. The
other half of the license key can be found on CloudBacko Lite. Both parts of the
license key is required if you need to reinstall CloudBacko Lite or apply the license
to another installation.

Please check this article for more information:
Where can | find my full CloudBacko Pro license key?

Cloudbdbacko.

CloudBacko Corporation

28/F, Ford Glory Plaza, No.37 Wing Hong Street,
Lai Chi Kok, Kowloon, Hong Kong

OFFICIAL INVOICE

License Key T ol E 58l (Online)
Invoice Number CC-97649 Contact Person L =
Invoice Expiry Date 2020-06-10 Email:
Payment Method Credit Card TP
Company Name: ABC Company
Address 0123, Sakura Street, Osaka,
4 Kansai, 3210, Japan
VAT. 123456789
Description Unit Price  Qty Amou
1. CloudBacko ™ Lite Basic Software US525.00 1 Uss2
2. CloudBacko™ Lite Cloud File Module US59.00 1 uss
3. CloudBacko ™ Lite Office 365 Module U559.00 1 US3

Total - US$4]

Payment Instruction

Fiease transfer the total due amount to one of the following accounts. You are responsible for all bank and finance charges.
CloudBacko shall receive no less than the total due amount specified

Telegraphic Transfer in US Dollar (USS)

Bank Account Name CloudBacko Corporation

Company Address 28/F, Ford Glory Plaza, No.37 Wing Hong Street, Lai Chi Kok
Kowloon, Hong Kong

Bank Code 041

U.S. Dollars Account No. e =a (USD)

Bank Name Chong Hing Bank Ltd

Bank Address 2-1:. Chong Hing Bank Centre, 24 Des Voeux Road Central, Hong

ong

SWIFT Code iu =

Country Hong Kong

To transfer money to either of the above IBAN Nr is ur y. Please ensure the Bank Code and SwiftCode are

quoted property in the transfer application
Please specify the Invoice Numbar as the payment remark

Please pay on or before the Invoice Expiry Date.

Cloudbacko.

CloudBacko Corporation

28/F, Ford Glory Plaza, No.37 Wing Hong Street,
Lai Chi Kok, Kowloen, Hong Kong

Thank you for your payment. Your transaction has been completed. Below are the details of your purchase. Your
order is charged in US Dollar {USS). A copy of this receipt has been sent to your email csv-

- [ 1
OFFICIAL RECEIPT
License Key TR TRl ML TR KLE (Online)
Receipt Number s | Contact Person & Bl
Paid Date 2020-06-03 Email:
Payment Methed: Credit Card y (nl mp g
Card Type VISA Company Name ABC Company
Card Mumber XK KX AK-KKHXK-BTED Address: 0123, Sakura Street, Osaka
Kansai, 3210, Japan
VAT: 123456789

Description Unit Price  Qty Amount
1. CloudBacko™ Lite Basic Software U8525.00 1 US§25
2. CloudBacko™ Lite Cloud File Module US§9.00 1 Ussg
3. CloudBacko™ Lite Office 365 Module US§9.00 1 USss

Total - US$43
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However, if the payment is not successful, this prompt message will appear.
It will state the reason and four (4) options for the failed transaction:

*  Retry
This will process the payment again.
*  Try another card

This will redirect you to the Credit Card Information and input another
Credit Card details.

* Contact our sales
This will redirect you to the CloudBacko website.
* Cancel
This will cancel the transaction and exit from the Buy module.

2 Payment failed, the reason is: General decline

You may retry, try another card, contact your bank, or contact our sales at

sales@cloudbacko.com for assistance.

www.cloudbacko.com
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7.9.2 TT (Telegraphic Transfer)

TT (Telegraphic Transfer) is an electronic mode of transferring funds from bank to
bank. Processing time can take up to two weeks to settle, depending on the origin,
destination, and individual bank.

This payment mode can be used to purchase software licenses and/or additional add-
on modules for trial users and for paid license users who want to avail add-on modules.

1. Click the Next button to proceed.

Payment Information

Paid by

The License Key will be usable in 2 working days after your payment is cleared.

You are responsible for all bank and finance charges. CloudBacko Corporation shall receive no less
than the invoice amount in US dollars through this payment method.

2. Complete the following fields for the Contact Information then click the [Next]
button to proceed.

. Contact person
. Email for receiving receipt
. Company name (optional)

. VAT number (optional)

Contact Information

Contact person

Email for receiving receipt
B ke P R
Company name (optional)

ABC Company

VAT number (optional)
123456789

Address

Street line 1
i

Street line 2 (optional)

[N ]

City

www.cloudbacko.com 172
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. Street line 1

. Street line 2 (optional)

. City

. State / Province / Territory (optional)
. Postal / Zip code (optional)

. Country

Contact Information

Address ~

Street line 1
0123

Street line 2 (optional)
Sakura Street

City
Osaka

State / Province [ Territory (optional)

Kansai

Postal / Zip code (optional)

Country

Japan v

o] (oo ] [ ]

3. Inthe Order Summary screen, order Items, Contact Information, and
Payment Method are displayed.

Tick the “l accept the terms and conditions of the purchase agreement”
and click the Confirm button to proceed with the payment.

Order Summary

Items A
Description Unit Price Qty. Amount
@ CloudBacko™ Lite Basic Software US$25.00 1 Us$25
@ CloudBacko™ Lite Cloud File Module US$9.00 1 Us$o
CloudBacko™ Lite Office 365 Module US59.00 1 Usso
Total : US$43
Contact Information
Contact person L& Tes
L4

Email e P e i ]
The License Key will be usable in 2 working days after your payment is cleared.

You are responsible for all bank and finance charges. CloudBacko Corporation shall receive no less
than the invoice amount in US dollars through this payment method.

| 1 accept the terms and conditions of the purchase agreement.
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4.

Order Summary

CloudBacko™ Lite Office 365 Module
m US$9.00 1 Uss9

Total : US$43
Contact Information

Contact person i i Lam

Email i eyl e i e "l
Company name ABC Company
Address 0123, Sakura Street, Osaka, Kansai, 3210, Japan

VAT number 123456789

Payment Method
Paid by TT

The License Key will be usable in 2 working days after your payment is cleared.

You are responsible for all bank and finance charges. CloudBacko Corporation shall receive no less
than the invoice amount in US dollars through this payment method.

| | accept the terms and conditions of the purchase agreement.

The invoice for the license purchase will be generated.

The Invoice will be displayed. Click the Print button to print out the invoice
and bring it to your bank to arrange TT payment.
Invoice
Kowloon
Hong Keng -~
OFFICIAL INVOICE
License Key: FBESIQR-J 800 @[5 -tar_sesssssneass (Online)
Invoice Number : CC-97650 Contact Person : di [ s
Due Date 2020-06-10 Email : P L
Payment Method : TT/PayPal Company Name : ABC Company
Address : 0123, Sakura Street, Osaka, Kansai,
3210, Japan
VAT Number : 123456789
Description Unit Price Qty. Amount
1. CloudBacko™ Lite Basic Software US$25.00 1 us§2s
2. CloudBacko™ Lite Cloud File Module US$9.00 1 uss9
3. CloudBacko™ Lite Office 365 Module US$9.00 1 uss9
Total : US$43 v

www.cloudbacko.com
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Invoice

Payment Instruction

Please transfer the total due amount to one of the following accounts. You are responsible for all
bank and finance charges.

CloudBacko shall receive no less than the total due amount specified.
Telegraphic Transfer in US Dollar (US$)

Bank Account Name : CloudBacko Corporation
28/F, Ford Glory Plaza, No.37 Wing
Company Address 3 Hong Street, Lai Chi Kok, Kowloon,
Hong Kong
Bank Code J 041
US. Dollars Account No. 5 256-15-022973-4 (USD)
Bank Name s Chong Hing Bank Ltd
G/F, Chong Hing Bank Centre, 24
Bank Address 3 Des Voeux Road Central, Hong
Kong
SWIFT Code % LCHBHKHH
Country s Hong Kong

To transfer money to either of the above accounts, IBAN Nr is unnecessary. Please ensure the Bank
Code and SwiftCode are quoted properly in the transfer application.

Invoice

Telegraphic Transfer in US Dollar (USS$)

Bank Account Name : CloudBacko Corporation
28/F, Ford Glory Plaza, No.37 Wing
Company Address : Hong Street, Lai Chi Kok, Kowloon,
Hong Kong
Bank Code : 041
U.S. Dollars Account No. : 256-15-022973-4 (USD)
Bank Name : Chong Hing Bank Ltd
G/F, Chong Hing Bank Centre, 24
Bank Address : Des Voeux Road Central, Hong
Kong
SWIFT Code : LCHBHKHH
Country : Hong Kong

To transfer money to either of the above accounts, IBAN Nr is unnecessary. Please ensure the Bank
Code and SwiftCode are quoted properly in the transfer application.

Please specify the Invoice Number as the payment remark.
Please pay on or before the Invoice Expiry Date.

The License Key will be useable in 2 working days after your payment is cleared.

www.cloudbacko.com
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This prompt message will appear to inform customer that if the payment through
telegraphic transfer is successful, the official receipt, software license, and license
update procedure will be sent to the email address indicated in the Contact
Information.

# . Thanks for your purchase. Telegraphic Transfer may take many days to complete.
When your payment is well received, we will send the Official Receipt and the
license update procedure to your email EFy=fyaiulam o .

Sample email for the copy of Invoice.

CloudBacko invoice #CC-97649

@ CloudBacko License Center (Developer Build) % & o« 5

<no-reply-testing@cloudbacko.com>
A 20 5:09 PM

[, Invoice_CC-897649 html

19 KB

Dear customer,
Thank you for purchasing CloudBacko. Attached please find your invoice #CC-97649.
Regards,

Customer Service
CloudBacko Corporation
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Cloudbacko.

CloudBacko Corporation

28/F, Ford Glory Plaza, No.37 Wing Hong Street,
Lai Chi Kok, Kowloon, Hong Kong

OFFICIAL INVOICE

[ License Key

Invoice Number
Invoice Expiry Date
Payment Method

..... e e} EETIPRaR} (Online) ‘
€C-97650 [Contact Person . - ‘
2020-06-10 Email . ‘
TT/PayPal iy —

Company Name: ABC Company

Bank Account Name
Company Address

Bank Code

U.S. Dollars Account No.
Bank Name

Bank Address

SWIFT Code
Country

Payment Instruction

Address 0123, Sakura Street, Osaka,
4 Kansai, 3210, Japan
VAT 123456789
Description Unit Price  Qty Amount
1. CloudBacko™ Lite Basic Software US525.00 1 USs25
2. CloudBacko™ Lite Cloud File Module US$9.00 1 USS9
3. CloudBacko™ Lite Office 365 Module Usss00 1 USs9

Total US$43

Please transfer the total due amount to one of the following accounts. You are responsible for all bank and finance charges
CloudBacko shall receive no less than the total due amount specified

Telegraphic Transfer in US Dollar (USS)

CloudBacko Corporation

28/F, Ford Glory Plaza, No.37 Wing Hong Street, Lai Chi Kok,
Kowloon, Hong Kong

041

256-15-022973-4 (USD)

Chong Hing Bank Ltd

G/F, Chong Hing Bank Centre, 24 Des Voeux Road Central, Hong
Kong

LCHBHKHH

Hong Kong

To transfer money to either of the above accounts, IBAN Nr is unnecessary. Please ensure the Bank Code and SwiftCode are
quoted properly in the transfer application

Please specify the Invoice Number as the payment remark
Please pay on or before the Invoice Expiry Date

The License Key will be useable in 2 working days after your payment is cleared

7.10 Social Media Icons

These are the social media accounts of CloudBacko. Each icon links to the CloudBacko page

or channel.

© Facebook

© X/ Twitter

© LinkedIn

© YouTube

www.cloudbacko.com

https://www.facebook.com/cloud.backo

https://twitter.com/CloudBacko

https://www.linkedin.com/company/cloudbacko-corporation

https://www.youtube.com/user/CloudBacko
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7.11 Online Help

This allows the user to view the summary of information and instructions of each available
features in CloudBacko Lite.

Use proxy to access the Internet

off [ |
Email Report
License
Authentication

Mobile Backup

The proxy settings defines whether CloudBacko Lite should use a proxy to gain access to the internet.

You can use the IP address and Port entries to define the location of your proxy server. If the proxy server you
are using reguires user authentication, please type in the "Login ID" and "Password” entries to set the
username/password for your proxy server,

Please make sure there are no traffic restrictions on the proxy server, which could
affect backupirestore performance.

Key:

Field Description

IP address IP address of the proxy server.
Port Listening port of the proxy server.
Login ID Login ID of the proxy server.
Password Password of the proxy server.

Test connection  Test the connection to the proxy server.
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8 Create a Backup Set

1. Click the Backup Sets icon on the main interface of CloudBacko Lite.

Backup Sets

|J-L.
2. Create a new backup set by clicking next to Add new backup set.

Backup Sets

. Add new backup set

Sort by

3. When the Create Backup Set window appears, hame your new backup set, and select the
Backup set type. Then, click Next to proceed.

Create Backup Set

Name

|Sample Backup Set I

Backup set type

File Backup v
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4. In the Backup Source window, select the source files and folders for backup. Click 1 would like to
choose the files to backup to select individual files for backup.

Backup Source

Select the files and folders that you want to backup
Ed Desktop
& admin
v| [ Documents
B Movies
53 Music

& Pictures

Filter

Apply filters to the backup source
off [ |

| would like to choose the files to backup

1. Inthe Advanced Backup Source window, select folder(s) to back up all files in the folder(s).

Advanced Backup Source

Folders

o vses
» O shared A
v O 4 admin
» O Trash
O .anydesk
O bl
O C/\Users\Administrator\.acb\temp
0 = Desktop
O 19 Documents
» [A [0 TestFiles
» O settings
O [ Downloads
O ubrary
O i Movies
O i Music
O = Pictures
O [ Public
O 2 Virtual Machines
O iCloud Drive (Archive) v
) .

«4vvvy

>
>
>
>
>
>
>
>

Show files
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2. Alternatively, if you want to back up only specific files instead of all files in your selected folder(s),
select the Show files checkbox at the bottom of the screen. A list of files will appear on the right-
hand side. Select the checkbox(es) next to the file(s) to back up. Then, click OK to save your
selections and close the Advanced Backup Source window.

Advanced Backup Source
Foidverf_' — Name Size Date modified
» (O Shared PS Ll settings . . ~
v @ % admin a AlenMessageOOOl.j'pg 490KB 11.04.2019 00:00
» OB Trash = AlertMessage0002.jpg 490KB 11.04.2019 00:00
» O ,T“. anydesk = AlertMessage0003.jpg 490KB 11.04.2019 00:00
> D i s Meresege000Sipg 490K 1104201000
B M & rtMessage Jpg .04, s
; SE g’e \:::::\M'"'"""m'\' '@ Auendance_2014.doc 14MB  20.08.2019 00:00
v O TE Docimenits Attendance_2015.doc 14MB 20.08.2019 00:00
> @B TestFiles Attendance_2016.doc 14MB 20.08.2019 00:00
> DE settings '@ Auendance_2017.doc 14MB 20.08.2019 00:00
» OB Emloads Attendance_2018.doc 14MB 20.08.2019 00:00
y O ;E Ubrary BackupSet_001.txt 56KB 11.04.2019 00:00
v O ; Movies BackupSet_002.txt 56KB 11.04.2019 00:00
» OB Music BackupSet_003.txt S6KB 11.04.2019 00:00
» OB Pictures BackupSet_004.txt S6KB 11.04.2019 00:00
» OB Public BackupSet_005.txt 56KB 11.04.2019 00:00
» O B9 Virtual Machines ManualABC.pdf 12MB 20.08.2019 00:00
o i e ~ ManualDEF.pdf 12MB 20.08.2019 00:00 ,
< ) % ManualGHI.pdf 12MB 20.08.2019 00:00
V| Show files Items per page | 50 v Page 1/1 w

[ox ] [cancel |

3. In the Backup Source window, click Next to proceed.

4. When the Schedule window appears, you can configure a backup schedule to automatically run
a backup job at your specified time interval. In the Schedule window, the Run scheduled backup
for this backup set is Off by default.

Schedule

Run scheduled backup for this backup set

off [ |

[erevious | [ex | [ canel |
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* |f you want to add another schedule, click the Add button.

Schedule

Run scheduled backup for this backup set

On q

Existing schedules
+ Add new schedule

*  When the New Backup Schedule window appears, specify your backup schedule. Then,
click OK to save your changes and close the New Backup Schedule window.

New Backup Schedule

Name
| Daily-1

Type
Daily v

Start backup
at v 20 v 100 w

Stop

until full backup completed w
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5. In case you have added a schedule, it will be shown in the Schedule window. Click Next to
proceed when you are done setting.

Schedule

Run scheduled backup for this backup set
On

Existing schedules

Daily-1
ﬁ Daily (Everyday at 20:00)

6. The Destination window will appear.

Destination

Backup mode

Sequential W

Existing storage destinations
+ Add new storage destination / destination pool

oo | (o] [ ]

Select the appropriate option from the Backup mode dropdown menu.
@ Sequential (default) — run backup jobs to each backup destination one by one

® Concurrent — run backup jobs to all backup destinations at the same time

To select a backup destination for the backup data storage, click | +. next to Add new storage
destination / destination pool.

7. Inthe New Storage Destination / Destination Pool window, select the destination type and
destination storage. Then, click OK to confirm your selection.
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New Storage Destination / Destination Pool

Name
Local-1
Type

®) Single storage destination
Destination pool

Destination storage
B Local / Mapped Drive / Removable Drive w
Local path
/Users/admin/Documents Change

« Test completed successfully

8. In the Destination window, your selected storage destination will be shown. Click Next to

proceed.

Destination

Backup mode

Existing storage destinations
Local-1
/Users/admin/Documents

www.cloudbacko.com
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9. Inthe Encryption window, the default Encrypt Backup Data option is enabled with an
encryption key preset by the system which provides the most secure protection.

Encryption

Encrypt Backup Data

on |
Encryption Type

Default w

Custom

You can choose from one of the following three Encryption Type options:

» Default — an encryption key with 44 alpha numeric characters will be randomly generated
by the system

» Custom —you can customize your encryption key, where you can set your own
algorithm, encryption key, method, and key length.

Encryption

Encrypt Backup Data
on |

Encryption Type

Algorithm
AES v

Encryption key

Re-enter encryption key
sesnee
Method
ECB (e CBC

Key length
128-bit (®) 256-bit

Click Next when you are done setting.
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10. If you have enabled the Encryption Key feature in the previous step, the following pop-up
window shows, no matter which encryption type you have selected.

You are advised to write this encryption key down on paper and keep it
in a safe place. You will need it when you need to restore your files later.
Please confirm that you have done so.

Unmask encryption key

Copy to clipboard

The pop-up window has the following three options to choose from:

» Unmask encryption key — The encryption key is masked by default. Click this option to
show the encryption key.

You are advised to write this encryption key down on paper and keep it
in a safe place. You will need it when you need to restore your files later.
Please confirm that you have done so.

rnFsgxsGxQ3fOtTCPAHLrpkLNvX90CFsLtLc+0hTIDI=

Mask encryption key

Copy to clipboard

» Copy to clipboard — Click to copy the encryption key, then you can paste it in another
location of your choice.

» Confirm — Click to exit this pop-up window and proceed to the next step.
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11. Upon successful creation of the backup set, the following screen will appear. You can click
Backup now to back up your data or click Close to exit.

Congratulations!

"Sample Backup Set" is successfully created.

) [ |

12. ltis highly recommended to change the Temporary Directory. Select another location with
sufficient free disk space other than /Users/admin/.cbl/tmp.

Go to Others > Temporary Directory. Click Change to browse for another location.

|
E Sample Backup Set
Retention Policy
General Enable Retention Policy
On
SOI.ITCE How to retain the files in the backup set, which have been deleted in the backup
pource
Backup Schedule o i M
Destination
Temporary directory for storing backup fikes
[Users/admin fcblftmp m
14 4BCE Free oul of total 79 EECE space in [Users/admin/ chl 'tmp
= Remove temparary files after backup

Compressions

Select compression tpe
Fast with optimization for local w

Encryption |

[save ] [cance |
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13. Optional: Select your preferred Compression type. “Fast with optimization for local” is selected
by default.

£l
E Sample Backup Set

Retention Policy

General Enable Retention Policy
On
SOI"C'E How to retain the files in the backup set, which have been deleted in the backup
LoUTCE
Backup Schedule o i M
Destination
Temporary directory for storing backup fikes
[Users/adminf cbl/tmp Change
14 48CE free out of total 79 ERBCE space in [Users/admen/ chl 'tmp

« Remove temparary files after backup

Compressions

Select compression tpe
Fast with optimization for local [+

Encryption w|

Go to Others > Compressions. Select from the following list:
e No Compression — file will not be compressed before backup.
¢ Normal - compression is comparable to gzip Normal compression ratio.

e Fast - (Compressed size larger than normal) — compression will be faster but with less
compression and lower CPU usage compared to Normal.

e Fast with optimization for local — uses Snappy compression library when backing up to
local destination only, otherwise setting will default to gzip if backing up to other
destinations. Has the lowest CPU usage, very high speed and reasonable compression
but compressed file size may be larger than Fast.

m Sample Backup Set Temporary Directory

Temporary directory for storing backup files

/Users/admin/.cbl/tmp Change
General 26.05GB free out of total 79.68GB space in /Users/admin/.cbl/tmp

S +| Remove temporary files after backup
ource

Backup Schedule Compressions

Select compression type

Destlnatlon Fast with optimization for local ¥
m o compression
Normal

Fast (Compressed size larger than normal)

Recycle Bin

Move the file to the Recycle Bin when remove file from Retention Policy or DIC
On

Keep the deleted files for
7 W | day(s)

B =
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9 Overview on Backup Process

The following steps are performed during a backup job. For an overview of the detailed process for
Steps 2, 3, 9, and 11, refer to the following chapters:

* Periodic Data Integrity Check (PDIC) Process (Step 2)

* Backup Set Index Handling Process

® Start Backup Job (Step 3)
@ Completed Backup Job (Step 11)
* Data Validation Check Process (Step 9)

Establishing
connection

1

Running
Periodic DIC

2

Downloading
files

3

Taking VSS
Snapshot

4

Compiling
file list

5

Comparing
files

6

~
Start backup job
J
\
Connection from the backup client to the
destination(s) is established.
J

Physical .bak files (data blocks) that do not exist 3
in the index are removed from the backup
destination(s), then the statistics of both Data

Area and Retention Area will be recalculated. )

~\
Latest index.db file and checksum files are
downloaded from the backup destination(s) to
the temporary folder.

J

~\
Create VSS snapshot of local disk(s) (if enabled).

J

~\
Local file list is compiled according to the backup
source setting.

J

\
Local and remote file lists are compared to
identify new, updated, moved, or deleted files
and/or folders since the last backup job.

J

www.cloudbacko.com

Data
deduplication

A checksum verification of each backup file A
which was split into several blocks of varying
size is performed where its contents are
compared, and the duplicated data are removed

Uploading
files

(if enabled). )
~
Data are compressed, encrypted, divided into
individual data block size of 32 or 64MB then
uploaded to the backup destination(s).
v

Data
validation
check

The number of 32 or 64MB data blocks and the
individual block size in the backup destination(s)
is identical to the blocks transferred.

J

9

Running
Retention
Policy

~
Retention Palicy job is running (if enabled).

J

10

Saving files

\
Latest index files on the client computer are
saved to the backup destination(s) and client log
files are saved to the backup server.

11

Removing
temporary
files

12

J
~
Temporary data is removed from the temporary
storage location specified in the backup set
(if enabled).
J/
\
Backup job completed
J
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9.1 Periodic Data Integrity Check (PDIC) Process

For CloudBacko Lite v4.5.0.0 (or above), the PDIC will run on the first backup job that falls on
the corresponding day of the week from Monday to Friday.

To minimize the impact of the potential load of large number of PDIC jobs running, the
schedule of a PDIC job for each backup set is automatically determined by the result of the
following formula:

PDIC schedule = %BackupSetiD% modulo 5
or
%BackupSetID% mod 5

The calculated result will map to the corresponding day of the week (i.e., from Monday to

Friday).
0 | Monday
1 | Tuesday

2 | Wednesday

3 | Thursday

4 | Friday

NOTE
The PDIC schedule cannot be changed.

Example:
Backup set ID: 1594627447932
Calculation: 1594627447932 mod 5 = 2

2 | Wednesday

In this example:

*= the PDIC will run on the first backup job that falls on Wednesday; or

* if there is no active backup job(s) running from Monday to Friday, then the PDIC will run
on the next available backup job.

NOTE

Although according to the PDIC formula for determining the schedule is %BackupSetID% mod 5,

this schedule only applies if the previous PDIC job was actually run more than 7 days prior.

Under certain conditions, the PDIC may not run strictly according to this formula. For example:

1. If backup jobs for a backup set are not run on a regular daily backup schedule (for example: on
a weekly or monthly schedule), then the PDIC job will run if it detects that the previous PDIC job
was run more than 7 days ago.

2. Every time a data integrity check (DIC) is run, the latest PDIC run date is reset, the next PDIC
job will run after 7 days.

3. The PDIC job will not run if there are no files in both the data and Retention Areas. For
example: a newly created backup set with no backup job history or a backup set where all the
data has been deleted using the Delete Backup Data feature.
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Start Periodic Checking index files
Data Integrity which are more than
Check 90 days oldin the

backup destination(s)

N
(8 ¥
—Q
Removingindex files
from the backup
destination(s) which

are more than 90
days old

Checking outdated
entries in the index
files if they physically
existin the backup
destination(s)

issues found

No index-related

o

"9

Periodic Data
Integrity Check
completed

A

N
A
Removing outdated
entries in the index recalculated
files which do not A A
physically existin
backup destination(s)

v

v

e Check the index files in
the backup destination(s)
to determine if they were
more than 90 days old.

= If YES, proceed too
= If NO, proceed to o

o Check the outdated
entries in the index files
for files and/or folders if
they physically exist in
the backup destination(s).

=» If YES, proceed to o
=% If NO, proceed to o

o Storage Statistics for
Data area and
Retention area usage
will be recalculated.

o Periodic Data Integrity
check is completed.

e Index files with no issues
will be uploaded to the
current backup destination(s).

o The backup job process
will continue.

Storage Statistics

Uploading indexfiles
with no issuesto the
currentbackup
destination(s)

h
8
[

Continue backupjob

o Index files which are
more than 90 days old
will be removed from the
backup destination(s).

e Outdated entries in the
index files for files
and/folders which do not
physically existin backup
destination(s) will be
removed.
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9.2

Backup Set Index Handling Process

To minimize the possibility of index related issues affecting backups, each time index files are
downloaded from and uploaded to backup destination(s); the file size, last modified date, and
checksum is verified to ensure index file integrity.

9.2.1 Start Backup Job

Index file received by CloudBacko Lite

©

P«

CloudBacko Lite

o T
CloudBacko Lite
a Local Destination
L'L
: R oR.
D
Download )
index.db file @ FHE
F 3 e @ e @
aws n
Iy
@Y S

Cloud Destination

of index.db file

index file

A &
0. 0 L
o —
Verify Check Check latest
checksum modified date

o Redownload o Redownload

> O
LL
Redownload

n index file

Check index
file size

index file

Index file is retrieved from
the current directory (i.e.,
CloudBacko Lite Local
Destination, Cloud
Destination, FTP or SFTP).
Index file will be downloaded.

o Verify Check checksum
of index.db file.

=» |f checksum
is correct, proceedto

=» IfNOT, proceed to

o Check modified date.

=P |f latest modified date
is correct, proceedto

=» IfNOT, proceed to o

o Check index file size.

=» Ifindex file size
is correct, proceedto o

=» [fNOT, proceed to 0

If valid index is valid,
use the index.db file to
compile file list for backup.

Index file will

redownloaded.
Proceedto o

www.cloudbacko.com
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9.2.2 Backup Job Completed

©

P&

CloudBacko Lite

h
LN
Index file received by CloudBacko Lite LN
>
> O
t\
_ Redownload
L index file
e Check index
file size
@ ST e T
CloudBacko Lite N\
\‘k Local Destination o \kk o ‘L
<= -
e -OR - 0 ﬁ
D — A4 &= )
Download Verify Check Check latest
index.db file @ _ checksum modified date
0. HE@ of index.db file
~ gQ7,
WEDLL!
@ L{s @ & Redownload o _Redownload
Cloud Destination index file index file

e Index file is retrieved from
the current directory (i.e.,
CloudBacko Lite Local
Destination, Cloud
Destination, FTP or SFTP).
Index file will be downloaded.

o Verify Check checksum
ofindex.db file.

=» |f checksum
is correct, proceedto

=» IfNOT, proceed to o

o Check modified date.

=» If latest modified date
is correct, proceedto

=» IfNOT, proceed to o

e Check index file size.

= Ifindex file size
is correct, proceedto o

=» IfNOT, proceed to o

If valid index is valid,
use the index.db file to
compile file list for backup.

Index file will
redownloaded.
Proceedto

(0]
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9.3

Data Validation Check Process

As an additional measure to ensure that all files transferred to the backup destination(s) are
received and saved correctly, both the number of 16 or 32 MB data block files and the size of
each block file are checked again after the files are transferred.

e%.,i.ﬁ
@Ly @~ o

Cloud Destination Local Drive

A4
\ O

a0 0
Start Data Data block Data Validation Running
Validation Check size check Check complete Retention Policy

o|

Lo
B (@

e i Block size Block size Statistics

Missing block(s) not identical deletion oT
Check the number of 32 or 64MB o Files in the missing block(s)
data blocks in the backup will be removed from the
destination(s) is identical to the index.db file.
number of blocks transferred.

o Statistics will be updated
=» If YES, proceedto ° according to the files removed.

=¥ IfNO, proceedto o Proceedto 0

e Check the individual sizes o Block size that are not identical
of each data block in the will be removed from the backup
backup destination(s) is destination(s).

identical to the sizes of each
block transferred.

=» If YES, proceedto o Proceedto o

=» If NO, proceedto o

Data validation check is complete.

Proceedto then

0 Retention policy will run (if enabled).
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10 Run Backup Jobs

1. Click Backup on the main interface of CloudBacko Lite.

0

L=l

2. Select the backup set that you would like to start a backup job for.

Please Select The Backup Set To Backup

Sort by
Sample Backup Set
Owner: admins-Mac-5
Last Backup: Friday, 17 December 2021 07:44

‘[Crealion Time v ‘

Close
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3. You can modify the Destinations and Migrate Data options. Once done with the settings, click
the Backup button to start the backup job.

Choose Your Backup Options

m Sample Backup Set

Backup set type

File

Destinations

ﬂ Local-1 (/Users/admin/Documents /backup)

&. GoogleDrive-1 (Google Account: B &)

Migrate Data
[ Migrate existing data to latest version

[ ] (i | [ |

NOTE

Backup job(s) for backup sets with Migrate Data enabled may take longer to finish.

4. The following screen will be displayed to indicate that the backup job is successfully completed.

You may click the button to check for the backup log.

Backup
mSample Backup Set

. Local-1 (/Users/admin/Desktop)

1

+ Backup Completed Successfully .
Estimated time left 0 sec

Backed up 113.80 MB (49 files, 59 directories, 0 link)

Elapsed time 19 sec

Transfer rate 12.04Mbit/s
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4.

Once you are done with checking the backup log, click the Close button to return to the

previous screen.

Type
1]
0
0
0
]
O
0
0
0
0
0
0
0
0
0
0
0
0
0
0

Logs per page 50 v

Log
Start [ CloudBacko Lite v5.4.3.5 |

Start Backup ... [Deduplication: enabled, Deduplication scope: All files within the same backup set, Migrate Data: disab...

Using Temporary Directory /Users/admin/.cbl/tmp/1665641772525/Local@1665642395298

Skip download index since local index “/Users/admin/.cbl/tmp /1665641772525 /Local@1665642395298/index" is I...

Start Periodic Data Integrity Check on backup set = “Sample Backup Set” destination = “Local-1"

Start data integrity check on backup set "Sample Backup Set(1665641772525)", "Local-1(1665642395298)", crc disa...

Start processing data integrity check on backup set= "Sample Backup Set" destination= "Local-1"

Skip download index since local index “/Users/admin/.cbl/tmp /1665641772525 /Local@1665642395298/index” is ...

Vacuuming index
Vacuuming index... Completed

Existing statistics of backup set= "Sample Backup Set" destination= "Local-1": Dedupe saving uncompressed dedupe si...
Recalculated statistics of backup set= "Sample Backup Set" destination= “Local-1": Dedupe saving uncompressed ded...

The statistics of backup set= "Sample Backup Set” destination= “"Local-1" is correct.
Data integrity check on backup set= “Sample Backup Set” “Local-1"is ¢

Finished data integrity check on backup set “Sample Backup Set(1665641772525)", "Local-1(1665642395298)", crc ...
Completed data integrity check on backup set “Sample Backup Set(1665641772525)", "Local-1(1665642395298)", c...

Downloading server file list...

Skip download index since local index “/Users/admin/.cbl/tmp /1665641772525 /Local@1665642395298/index" is I...

Deleting out of retention period recycled files...
Delete out of retention period recycled files result - Size: 0 B, File Count: 0

www.cloudbacko.com

Show | All

Time
17/10/2022 11:25:31
17/10/2022 11:25:33
17/10/2022 11:25:33
17/10/2022 11:25:36
17/10/2022 11:25:36
17/10/2022 11:25:36
17/10/2022 11:25:36
17/10/2022 11:25:37
17/10/2022 11:25:38
17/10/2022 11:25:38
17/10/2022 11:25:38
17/10/2022 11:25:38
17/10/2022 11:25:38
17/10/2022 11:25:39
17/10/2022 11:25:39
17/10/2022 11:25:39
17/10/2022 11:25:39
17/10/2022 11:25:39
17/10/2022 11:25:39
17/10/2022 11:25:39

v

Page 1/10 w
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11 Restore Data

11.1 Restore Data
1. Log in to the CloudBacko Lite application according to the instructions in section Chapter 6 Start

CloudBacko Lite.

2. Click the Restore icon on the main interface of CloudBacko Lite.

(2,

Restore

3. Inthe next page, you will have several options to select. On this page, you may select the
Backup Set to restore, as well as the Destination to which the data will be restored to.

You may also choose the temporary directory for restoring files by selecting a destination
beneath Temporary directory for storing restoring files.

Select From Where To Restore

Select a backup set
&) Fite-1 v

Select a destination
ﬂ Local-1 w

Tempeorary directory for storing restore files

/Users/admin/.cbl/tmp

4. Select to restore files from a specific backup job, or from all files available. Then, select the files
or folders that you would like to restore.
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Select Your Files To Be Restored

Select what to restore
Choose from files as of job % ' 01/03/2025 W | Latest v

Show filter

Folders Name Size Date modified
v B Local-1 oay
vyvoa/
» O Applications
» Ol Users

Search Items per page | 50 v Page 1/1 w

Cancel

There are two options from the Select what to restore dropdown menu:

@ Choose from files as of job — This option allows you to select a backup version from a
specific date and time to restore.

Select what to restore

Choose from files as of job W | 01/03/2025 W | Latest W

Choose from ALL files

Select what to restore

Choose from files as of job W || 01/03/2025 W | Latest W

Show filter

Select what to restore

Choose from files as of job w»  01/03/2025 W ||Latest w

Show filter

Folders 15:16

@

Choose from ALL files — This option allows you to restore all the available backup
versions for this backup set. Among all the available backup versions, you can even
select only some of the backup versions of a file to restore. Click the Show files
checkbox to select individual files for restoration.

Click Next to proceed when you are done with the selections.
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5. Select to restore the files to their Original location, or to an Alternate location. Then, click Next
to proceed.

@ Original location — the backed-up data will be restored to the computer running the
CloudBacko Lite under the same directory path as on the machine storing the backup
source.

For example, if the backup source files are stored under Users/[User’s
Name]/Downloads folder, the data will be restored to Users/[User's Name]/Downloads
as well on the computer running the CloudBacko Lite.

Choose Where The Files To Be Restored

Restore files to
#) Original location

Alternate location

Show advanced option

@ Alternate location — you can choose to restore the data to a location of your choice on
the computer where CloudBacko Lite is running.

Choose Where The Files To Be Restored

Restore file

Original v # v [0 restore 8 a

@ Recents
®) Alternal A Applicati...
Show adval [ Desktop
[ Documents

@ Downloads

& Data

&8 Cloud...
&8 Cloud...
&8 Cloud...

@ Red New Folder Cancel m ‘

@ Orange
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6. Click Show advanced option to configure other restore settings:

Restore files to
® Original location

Alternate location

Show advanced option

Choose Where The Files To Be Restored

Restore files to
®) Original location

Alternate location

Delete unmatched data in restore location
| Verify checksum of in-file delta files during restore

Hide advanced option
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@ Delete unmatched data in restore location

By enabling this option, the restore process will attempt to synchronize the selected restore
source with the restore destination, making sure the data in the restore destination is the
same as the restore source. Any data created after backup will be treated as “unmatched
data” and will be deleted from the restore source if this feature is enabled.

WARNING
Please exercise extra caution when enabling this feature. Consider what data in the restore
source has not been backed up and what impact it would cause if those data were deleted.
Prior to the data restore and synchronization, a warning message shows as the one shown
below. Only clicking Yes will the “unmatched data” be deleted. You can click Apply to all to
confirm deleting all the “unmatched data” at a time.

@ Verify checksum of in-file delta files during restore

Verify checksum of in-file delta files during restore is disabled by default. You can
enable the feature by ticking the checkbox so that the checksum of in-file delta files will
be verified. As the feature will make the restore process time longer, it is recommended
to enable the feature only if you want to verify whether the merged files were correct.

7. Click Restore to start the restore process when you are done with the settings.

8. The following screen will be displayed to indicate that the restore job is successfully completed.
You may click the button to check for the restore log.

Restore

H Sample Backup Set

Local-1 (/Users/admin/Downloads/Backup)

+ Restore Completed Successfully ﬂ
Estimated time left 0 sec

Restored 08B (0 file)

Elapsed time 3 sec

Transfer rate Obit/s
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9.

10.

Once you are done with checking the backup log, click the Close button to return to the

previous screen.

-
=
3
®

IOOO00OO0O0000000000000

Log
Start [ CloudBacko Lite v5.0.2.2 |
Same file “/Users/admin/Documents/.DS_Store” exists already.
Same file */Users/admin/Documents/MobileBackup/.DS_Store” exists already.
“/Users/admin/Documents/.DS_Store” contains the same file resource. Skip restore file resource.
“/Users/admin/Documents/MobileBackup/.DS_Store” contains the same file resource. Skip restore file resource.
Same file “/Users/admin/Documents/.localized" exists already.
“/Users/admin/Documents/.localized" contains the same file resource. Skip restore file resource.
Same file */Users/admin/Documents/Alternate /.DS_Store” exists already.
“/Users/admin/Documents/Alternate /.DS_Store" contains the same file resource. Skip restore file resource
Same file */Users/admin/Documents/Latest version/vSAN-hosts.png” exists already.
Same file */Users/admin/Documents/Latest version/vm_workstation_01.png" exists already.
“/Users/admin/Documents/Latest version/vSAN-hosts.png” contains the same file resource. Skip restore file resource.

“/Users/admin/Documents/Latest version/vm_workstation_01.png" contains the same file resource. Skip restore file res.

Same file “/Users/admin/Documents/Latest version/was_admin.png” exists already.

Same file */Users/admin/Documents/New updates/vSAN-hosts.png” exists already.

Same file “/Users/admin/Documents/New updates/vm_workstation_01.png" exists already.

same file */Users/admin/Documents/New updates/was_admin.png" exists already.

Same file “/Users/admin/Documents /testfiles/000000.png” exists already.

Same file */Users/admin/Documents/testfiles/000001.png" exists already.

“/Users/admin/Documents/Latest version/was_admin.png” contains the same file resource. Skip restore file resource.
“/Users/admin/Documents /New updates/vSAN-hosts.png” contains the same file resource. Skip restore file resource.

“/Users/admin/Documents /New updates/vm_workstation_01.png" contains the same file resource. Skip restore file res..

Logs per page ' 50 v

www.cloudbacko.com

Show | All v

Time
17/12/2021 09:51:03
17/12/2021 09:51:05 A
17/12/2021 09:51:05
17/12/2021 09:51:05
17/12/2021 09:51:05
17/12/2021 09:51:05
17/12/2021 09:51:05
17/12/2021 09:51:05
17/12/2021 09:51:05
17/12/2021 09:51:05
17/12/2021 09:51:05
17/12/2021 09:51:05
17/12/2021 09:51:05
17/12/2021 09:51:05
17/12/2021 09:51:05
17/12/2021 09:51:05
17/12/2021 09:51:05
17/12/2021 09:51:05
17/12/2021 09:51:05
17/12/2021 09:51:05
17/12/2021 09:51:05
17/12/2021 09:51:05

v

Page |1/2 w

In the Restore window, click Close to close the Restore window.
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11.2 Restore Filter
This search feature allows you to search directories, files, and folders.

To make it more flexible, the search feature offers filtering. You can add additional pattern upon
searching. Pattern includes the following criteria:

© Contains
These are Directories, Files, and Folders with the name containing the specific letter
or word.

© Exact
These are Directories, Files, and Folders with the exact or accurate name.

© Start With
These are Directories, Files, and Folders with the name starting with a specific letter or
word.

© Ends With
These are Directories, Files, and Folders with the name ending with a specific letter or
word.

It also has the Match Case function, which serves as an additional accuracy when searching for any
specific directories, files, folders, and mails.

For more detailed examples using the restore filter on CloudBacko Lite, refer to Appendix B: Example
Scenarios for Restore Filter.

1. Login to the CloudBacko Lite application according to the instructions in section Chapter 6 Start
CloudBacko Lite.

2. Click the Restore icon on the main interface of CloudBacko Lite.
3. Inthe next page, you will have several options to select. On this page, you may select the
Backup Set to restore, as well as the Destination to which the data will be restored to.

You may also choose the temporary directory for restoring files by selecting a destination beneath
Temporary directory for storing restoring files.

Select From Where To Restore

Select a backup set
& Fite-1 v

Select a destination
B ocal-1 v

Temporary directory for storing restore files
/Users/admin/.cbl/tmp Browse
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4. Click the Search link located on the lower left side of the screen.

Select Your Files To Be Restored

Select what to restore
Choose from files as of job W | 01/03/2025 W || Latest W
Show filter

Folders Name Size Date modified
v B Local-1 O&/
Oz
» [ Applications
» O users

Items per page | 50 v Page|l/1 w

5. Click the Change button to change the path of the restore items from other location.

Search
Look in
Change
V| Search subfolders
Kind Type Pattern
Files and Directories W | contains W Match case
Search
Name In Folder Size Date modified
Items per page | 50 v Page - W

Cancel
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Change Path

v 3 Backup Server
ve
v |8 Users
v @ admin
» [ Trash
» .anydesk
> .cbl
»
» |5 Desktop
¥ %) Documents
1589272418554
1589337978050
1589338028569
11 1589338028669
TestFiles
settings
Downloads
&) Library
¥ Movies
) Music

I Pirtirac

BYvvvyvyy

Fvvwyy

Search

Look in

C:\Users\Administrator\.acb\temp

\ /Users/admin/Documents/TestFiles

Change

+| Search subfolders
Kind Type

Files and Directories W | contains

Search

Items per page | 50 L

Name In Folder

Match case

Date modified

Page - w

6. Tick the Search subfolders to include available subfolders upon searching.

Search subfolders

+ Search subfolders

7. Select from the following Kind of files you want to search.

e Files and Directories
e Files only

e Directories

8. Select from the following Type of filtering you want to search.

www.cloudbacko.com
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e Contains
e Exact

e Starts With

e Ends With
9. Enter a pattern you want and tick the Match case box if you want to accurately search for a
specific file.
Fattern
Match case
Pattern
Sheet ' Match case

10. Click the Search button and the result will be displayed.

Search

11. Check all the items or check a specific item that you want and click OK to proceed and you will
return to the restore main screen.
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12 Mobile Backup and Restore to Cloud

To perform mobile backup and restore to Cloud, follow the steps below:

1. Back up photos, videos, documents and 2FA accounts from CloudBacko app to CloudBacko
Lite local destination. For more detailed information, refer to CloudBacko App User Guide for
Android and iOS.

2. Create a File backup set according to the instructions in Chapter 8 Create a Backup Set with
the following setup:

» The backup source should be the photos, videos, documents and/or 2FA account(s)
backed up in the CloudBacko Lite local destination.

Example: /Users/admin/Documents/Backup/%mobile_device%

» The backup destination should be a Cloud destination (e.g., Google Drive, OneDrive,
Wasabi, etc.).

Run a backup job according to the instructions in Chapter 10 Run Backup Jobs.

4. Restore data according to the instructions in Chapter 11.1 Restore Data. This can be from
Original or Alternate Location.

There are two (2) options to restore data from Cloud storage to the mobile device, Original
location, and Alternate location.

* QOriginal location - data will be restored on the original location which is the backup
destination for your mobile device.

Using this option, you can perform seamless restore to your mobile device as the
location is the same with the mobile backup destination.

*= Alternate location - data will be restored on an alternate location which can be setup
anywhere in the CloudBacko Lite local machine. If you choose this option, then
restoring to your mobile device will have to be manually done. There are two (2) options
available.

NOTE: Restore to alternate location is not supported on another CloudBacko Lite
machine. Options 1 and 2 must be on the original machine where the backups were
performed.

In case the original machine is no longer available, CloudBacko Lite will be able to
restore the photos, videos, documents and 2FA accounts from the Cloud destination to
the mobile backup destination folder. However, as the mobile device was not originally
paired with the new installation or machine, the mobile device will not be able to restore
the photos, videos, documents and 2FA accounts from the CloudBacko Lite.

=  Option 1: Copy the restored data from alternate location to original location
which is the backup destination for your mobile device. You can now use
the CloudBacko app to restore the photos, videos, documents and 2FA
accounts back to your mobile device.
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Example of the Alternate location: /Users/admin/Alternate Folder

[ ] @ & admin
<[> H = ERERES Q
T Name Date Modified Size  Kind ~
@ AirDrop ¥ 1 Alternate Folder Today, 9:48 PM - Folder
. v [ Users Today, 8:48 PM -~ Folder
8 AllMy Files v [ admin Today, 9:48 PM - Folder
<™ iCloud Drive v [ Documents Today, 9:48 PM -~ Folder
VA\' Applications ¥ |1 Backup Today, 9:48 PM - Folder
¥ [ Redmi Today, 8:48 PM - Folder
B Deskiop v [ 1607783467556 Today, 8:48 PM - Folder
[ Documents v [ blocks Today, 9:48 PM - Folder
° Downloads H Backup.db 12/13/20, 11:51 PM 197 KB Document
v [ 2020-12-.23-35-04  Today, 9:48 PM - Folder
Devices v o Today, 7:02 PM == Folder
[} Android F... = & 000122.avi 10/14/20, 3:56 PM 1.6MB AVl movie
= 000123.avi 114/20, 3:57 PM 1.6MB AVl movie
Shared & 000124.avi 20, 3:57 PM 1.4MB AVl movie
lenovo & 000125.avi 20, 3:59 PM 6.2M AVI movie
& 000126.avi 20, 3:59 PM 1.3MB AVl movie
Tags B 000001.heic 10/14/20, 3:43 PM 7.2M Document
® Red B 000002 heic 10/14/20, 3:44 PM 5M Document
Example of the Original location:
/Users/admin/Documents/Backup/%mobile_device%
[ ] [ ] [ Backup
< H = IENEREE Q
Favorites Mame Date Modified ~ Size Kind
@ AirDrop v [ Redmi Today, 6:14 PM = Folder
@ All My Fil ¥ || 1607783467556 Today, 6:14 PM - Folder
iles
Y ¥ [ blocks Today, 6:14 PM - Folder
Y iCloud Drive v [ 2020-12-13-23-35-04 Today, 6:14 PM - Folder
’g{ Applications v O Today, 5:23 PM - Folder
B 000133.mp4d Today, 5:05 PM 146.4 MB MPEG-4 mov
=] Desktop Y T =
B 000134.mp4d Today, 5:05 PM 18 MB MPEG-4 mov
@ Documents 000117.jpg 12/13/20, 12:40 AM 434 KB JPEG image
o Dawnloads 7| 000116.jpg 12/12/20, 11:02 PM 111 KB JPEG image
¥ 000115.jpg 12/12/20, 10:53 PM 43 KB JPEG image

You can now use the CloudBacko app to restore the photos, videos, documents
and 2FA accounts back to your mobile device.

Option 2: Copy the restored data from the alternate location to your Android or

iOS mobile device.
Instructions:

For an Android device, you need to plug your cable and transfer the

restored data from the alternate location to your mobile device storage.

Alternate location: /Users/admin/Alternate Folder

www.cloudbacko.com

0@ & admin
<[> ] = ERERNES Q
T Name Date Modified Size  Kind ~
@) AirDrop ¥ [ Alternate Folder Today, 9:48 PM --  Folder
¥ [ Users Today, 9:48 PM - Folder
All My Fil _
£ Allmy Files v [ admin Today, 9:48 PM -~ Folder
7 iCloud Drive v [ Documents Today, 9:48 PM --  Folder
?A\, Applications ¥ |9 Backup Today, 9:48 PM == Folder
¥ [0 Redmi Today, 9:48 PM -~ Folder
I Deskiop v [ 1607783467556 Today, 9:48 PM - Folder
@ Documents ¥ | ¥ blocks Today, 9:48 PM - Folder
0 Downloads H Backup.db 12/13/20, 11:51 PM 197 KB Document
v [ 2020-12-..23-35-04 Today, 9:48 PM - Folder
Devices v 0 Today, 7:02 PM — Folder
[ Android F... = & 000122.avi 10/14/20, 3:56 PM 1.6M AVI movie
& 000123.avi f 1.6 MB AVI movie
Shared & 000124.avi 0, 3:57 PM 1.4 M AVl movie
lenovo & 000125.avi 10/14/20, 3:59 PM 6.2M AVl movie
& 000126.avi 0, 3:59 PM 3MB AVI movie
L H 000001.heic 0, 3:43 PM 7.2M Document
@ Red H 000002 .heic 10/14/20, 3:44 PM 5M Document
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Mobile device internal storage and SD Card

>
>
>
>
>

e0e & Redmi Note 8
< b ter el SanDisk SD card Q
Name ~ Last Modified Size
» [ SHAREit
» W Ahsay App
» 8 Android
» B I
» [ com.facebook.orca
» [ DCIM
dctp
did
b [ Download

» [ 1] downloaded_rom

| LastPassAuthenticator

| MIUI

| Movies

| Pictures
| SHAREIt

16 items, 28.99 GB available

[ NN ] & Redmi Note 8
< Internal shared storage L1 oI 1oL ie ) Q
Name ~ Last Modified Size

» [ .android_obb
» [ .android_secure

fe_tmp
» [0 hide
» [ .RecycleBin
» [ Android
» B DCM
» [ Images
» 9 LOST.DIR
» BN RW_LIB
» [1 Test Folder
» [ Videos

12 items, 29.23 GB available

* For an iOS device, you need to transfer the restored data from the

alter

nate location to iCloud.

Alternate location: /Users/admin/Alternate Folder

[ NN ] & admin
3L = [ Q
Favoritae Name Date Modified Size  Kind -~
@ AirDrop v [ Alternate Folder Today, 9:48 PM - Folder
. ¥ [ Users Today, 9:48 PM -- Folder
% GLLLY RS ¥ W admin Today, 9:48 PM == Folder
¢ iCloud Drive ¥ [ Documents Today, 9:48 PM -- Folder
?é\. Applications ¥ |1 Backup Today, 9:48 PM - Folder
| Redmi Today, 9:48 PM - Folder
[ Desktop [ 1607783467556 Today, 8:48 PM - Folder
@ Documents ¥ [ W blocks Today, 9:48 PM - Folder
0 Dawnloads H Backup.db 12/13/20, 11:51 PM 197 KB Document
¥ [ 2020-12-..23-35-04 Today, 9:48 PM - Folder
Devices v o Today, 7:02 PM - Folder
Q Android F... = & 000122.avi 1.6 MB  AVImovie
& 000123.avi 1.6 MB AVI movie
Shared & 000124.avi 1.4 MB AVI movie
lenovo & 000125.avi , 3:59 PM 6.2MB  AVI movie
& 000126.avi , 3:69 PM 1.3 MB AVI movie
Tags M 000001.heic , 3:43 PM 7.2MB  Document
@ Red W 000002 heic , 3:44 PM 5 MB Document
Upload to iCloud using the iCloud app
o < iCloud Q
'. iCloud Drive Options...
2 % Photos Options...
B vai
=
B - h .-
‘ Contacts
Account Details
@ Calendars
Set Up Family
U Reminders
o Safari
f
; Notes
Sign Out Backup 3.46 GB Avallable Manage...

www.cloudbacko.com

210



Clouddacko.

13 Contact CloudBacko

Technical Assistance
To contact CloudBacko support representatives for technical assistance, visit the Ticket Support:

https://www.cloudbacko.com/support

Also use the CloudBacko Wiki for resource such as Hardware Compatibility List, Software
Compatibility List, and other product information:

https://wiki.cloudbacko.com/

www.cloudbacko.com 211


https://www.cloudbacko.com/support
https://wiki.cloudbacko.com/

Clouddacko.

Appendix

Appendix A: Uninstall CloudBacko Lite

Before you uninstall CloudBacko Lite it is recommended that you make a backup of your current
CloudBacko settings, using the [Utilities] -> [Ex/Import Settings] -> [Export Now] feature to get a
copy of the latest settings.sys file. For more information, please check Chapter 7.8.3 Ex/Import
Settings.

Otherwise, if you intend to re-install CloudBacko Lite either on the same machine or a new machine,
you will lose your current settings and access to any backed-up data.

1. Click Go at the top menu bar and then select Utilities.
Go Window Help

Enclosing Folder ®t

& Recents O %F
M Documents %0
[ Desktop %D
© Downloads \$8L
2t Home 0 88H

£ Computer 0 #C
@ Network 08K
% iCloud Drive {8l

A Applications 0 %A
N Utilities 08U

Recent Folders 5

Go to Folder... i3 {¢]
Connect to Server... #K

2. Double-click the Terminal.app icon.

Terminal

3. Use the command highlighted in red to enter the Applications folder.
#cd /Applications

#[user]-Mac-mini:Applications [user]$

4, Use the command highlighted in red to enter the CloudBacko Lite folder.
#[user]-Mac-mini:Applications [user]$ cd CloudBacko)\

Lite.app/bin

#[user]-Mac-mini:bin [user]S$

5. Use the command highlighted in red to execute the uninstallation. Enter the password for
logging in to your Mac when prompted.
#[user]-Mac-mini:bin [user]Ssudo sh uninstall.sh

#Password:
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6.

The following scripts show when the uninstallation is completed.

#Shutdown Scheduler for CloudBacko Lite
#Wait 5 seconds before Scheduler exits

#Kill Process by Image Name:/Applications/CloudBacko
Lite.app/jvm/bin/bJWw

#Ignore Process by Image Name:

#Kill Process by Image Name: /Applications/ CloudBacko Lite.app
/jvm/bin/bschIw

#Ignore Process by Image Name:

#Kill Process by Image Name: /Applications/ CloudBacko Lite.app
/jvm/bin/java

#Ignore Process by Image Name:

#Remove LaunchDaemons for com.CloudBackoLite.scheduler from
service

#Remove CloudBacko Lite from Your Mac 0S X

#[user]-Mac-mini:bin [user]S$S
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Appendix B: Example Scenarios for Restore Filter

Example No.1: Restore filter setting from /Users/admin/Documents/TestFiles with filter type Contains

Location: /Users/admin/Documents/TestFiles

Search subfolders: RIE

Kind: Files and Directories

Type: Contains

Pattern: Set

Match Case: True

Follow the step-by-step procedure indicated on Restore Filter.

Search
Look in
JUsers/admin/Documents/TestFiles Change
+| Search subfolders
Kind Type Pattern
Files and Directories W | contains W || Set | Match case
Search
Name In Folder Size Date modified
Items per page | 50 v Page - w
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Search

Look in
/Users/admin/Documents/TestFiles

+| Search subfolders
Kind Type

Files and Directories W || contains W ||Set

Pattern

—
Searching ... Stop

Name In Folder Size

Items per page | 50 LM

Change

+| Match case

Date modified

Page | 1/1 w

Search

Look in
/Users/admin/Documents/TestFiles

V| Search subfolders

Items per page ' 50 v

Kind Type Pattern
Files and Directories W | contains W || Set
Search
Name In Folder Size
(] BackupSet_001.txt /Users/admin/Documents/TestFiles S6KB
O BackupSet_002.txt /Users/admin/Documents/TestFiles 56KB
(0  BackupSet_003.txt /Users/admin/Documents/TestFiles 56KB
(] BackupSet_004.txt /Users/admin/Documents/TestFiles S6KB
O BackupSet_005.txt /Users/admin/Documents/TestFiles S56KB

Change

V| Match case

Date modified
11.04.2019 00:00
11.04.2019 00:00
11.04.2019 00:00
11.04.2019 00:00
11.04.2019 00:00

Page |1/1 w

Explanation:

All files and directories under /Users/admin/Documents/TestFiles that has the pattern that contains with

‘Set’ with match case set to true will be included upon performing search.

As you can see on the screen shot above, the result panel contains the Name of the file or directory,
Directory which are indicated In-Folder column, Size, and Date Modified.

The restore filter setting includes the Search subfolder and Match case set to true. This means that filter
will include all available subfolders in \TestFiles upon searching. And it will strictly search only the

specified pattern and case which starts with ‘Set’.
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Example No.2: Restore filter setting from /Users/admin/Documents/TestFiles with filter type Starts
With

Location: /Users/admin/Documents/TestFiles

Search subfolders: RIE

Kind: Files

Type: Starts With

Pattern: A

Match Case: True

Follow the step-by-step procedure indicated on Restore Filter.

Search

Look in
JUsers/admin/Documents/TestFiles Change

+| Search subfolders

Kind Type Pattern
Files only v startswith » |A + Match case
Search
Name In Folder Size Date modified
~
v
Items per page | 50 L] Page [1/1 w
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Search

Look in

| Search subfolders

Kind

Files only v
S
Searching ...

Name

Items per page | 50 L%

/Users/admin/Documents/TestFiles

Type Pattern
starts with w | A

Stop

In Folder

Size

Change

| Match case

Date modified
~
v
Page ([ 1/1 w

Search

Look in

V| Search subfolders
Kind

Files only v

Search

Name
O = AlertMessage0001.jpg
O = AlertMessage0002.jpg
O = AlertMessage0003.jpg
[0 = AlertMessage0004.jpg
O = AlertMessage0005.jpg
O  Attendance_2014.doc
[0  Attendance_2015.doc

m Aramdamen 2016 das

Items per page | 50 v

/Users/admin/Documents/TestFiles

Type Pattern

startswith v || A

In Folder
JUsers/admin/Documents /TestFiles
/Users/admin/Documents/TestFiles
/Users/admin/Documents/TestFiles
/Users/admin/Documents/TestFiles
/Users/admin/Documents/TestFiles
/Users/admin/Documents/TestFiles
/Users/admin/Documents /TestFiles

T B T e T

Size
490KB
490KB
490KB
490KB
490KB

14MB
14MB

1anm.

Change

V| Match case

Date modified
11.04.2019 00:00
11.04.2019 00:00 A
11.04.2019 00:00
11.04.2019 00:00
11.04.2019 00:00
20.08.2019 00:00
20.08.2019 00:00 v

20092010 0000

Page |1/1 w

Explanation:

All files and directories under /Users/admin/Documents/TestFiles that has the pattern that starts with
‘A’ with match case set to true will be included upon performing search.

As you can see on the screen shot above, the result panel contains the Name of the file, Directory which
are indicated In-Folder column, Size, and Date Modified.

The restore filter setting includes the Search subfolder and Match case set to true. This means that the
filter will include all available subfolders in \TestFiles upon searching. And it will strictly search only the
specified pattern and case which starts with ‘A’.
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Example No.3: Restore filter setting from /Users/admin/Documents/TestFiles with filter type Ends With

Location: /Users/admin/Documents/TestFiles

Search subfolders: RIE

Kind: Files and Directories

Type: Ends With

Pattern: g

Match Case: True

Follow the step-by-step procedure indicated on Restore Filter.

Search
Look in
/Users/admin/Documents/TestFiles Change
V| Search subfolders
Kind Type Pattern
Files and Directories v | endswith v g V| Match case
Search
Name In Folder Size Date modified
Items per page | 50 v Page |[1/1 w
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Search

Look in

+| Search subfolders
Kind
Files and Directories W

I
Searching ...

Name

Items per page | 50 v

JUsers/admin/Documents/TestFiles

Type Pattern

endswith w | g

Stop

In Folder

Size

Change

| Match case

Date modified

Page ([ 1/1 w

Search

Look in
V| Search subfolders

Kind

Files and Directories W

Items per page | 50 v

/Users/admin/Documents/TestFiles

Type Pattern

endswith v |g

Search
Name In Folder Size Date modified
O = AlertMessage0001.jpg JUsers/admin/Documents/TestFiles 490KB 11.04.2019 00:00
O = AlertMessage0002.jpg /Users/admin/Documents/TestFiles 490KB 11.04.2019 00:00
O = AlertMessage0003.jpg /Users/admin/Documents/TestFiles 490KB 11.04.2019 00:00
[ = AlertMessage0004.jpg /Users/admin/Documents/TestFiles 490KB 11.04.2019 00:00
O = AlertMessage0005.jpg /Users/admin/Documents/TestFiles 490KB 11.04.2019 00:00

Change

V| Match case

Page |1/1 w

Explanation:

All files and directories under /Users/admin/Documents/TestFiles that has the pattern that ends with ‘g’
with match case set to true will be included upon performing search.

As you can see on the screen shot above, the result panel contains the Name of the files and directories,
Directory which are indicated In-Folder column, Size, and Date Modified.

The restore filter setting includes the Search subfolder and Match case set to true. This means that filter
will include all available subfolders in \TestFiles upon searching. And it will strictly search only the
specified pattern and case which starts with ‘g’.
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Example No.4: Restore filter setting from /Users/admin/Documents/TestFiles with filter type Exact

Location: /Users/admin/Documents/TestFiles

Search subfolders: RIE

Kind: Files and Directories

Type: Exact

Pattern: SpreadSheet_05.xIsx

Match Case: True

Follow the step-by-step procedure indicated on Restore Filter.

Search
Look in
/Users/admin/Documents/TestFiles Change

| Search subfolders

Kind Type Pattern
Files and Directories W || exact v | | SpreadSheet_05.xIsx | Match case
Search
Name In Folder Size Date modified
Items per page | 50 v Page |[1/1 W

Cancal
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]

Search
Look in
JUsers/admin/Documents/TestFiles Change

| Search subfolders

Kind Type Pattern
Files and Directories W | exact w | SpreadSheet_05.xlsx +| Match case
—
Searching ... Stop
Name In Folder Size Date modified
Items per page | 50 v Page - w

Search

Look in
JUsers/admin/Documents/TestFiles Change

| Search subfolders

Kind Type Pattern
Files and Directories v | exact w || SpreadSheet_05.xlsx | Match case
Search
Name In Folder Size Date modified
O I SpreadSheet_05.xlsx JUsers/admin/Documents /TestFiles 8KB 20.08.2019 00:00
Items per page | 50 v Page ([ 1/1 w

Explanation:

All files and directories under /Users/admin/Documents/TestFiles that has the pattern that has the exact
pattern ‘SpreadSheet_05.xIsx’ with match case set to true will be included upon performing search.

As you can see on the screen shot above, the result panel contains the Name of the files and directories,
Directory which are indicated In-Folder column, Size, and Date Modified.

The restore filter setting includes the Search subfolder and Match case set to true. This means that filter
will include all available subfolders in \TestFiles upon searching. And it will strictly search only the
specified pattern and case which starts with ‘SpreadSheet_05.xIsx’.
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Appendix C:  Setting up Full Disk Access Permission

What is Full Disk Access? Full Disk Access is a new security feature in macOS 10.15 or higher that
requires some applications to be given full permission to access your protected files and have certain
administrative settings available.

Here are the steps on how to setup and grant CloudBacko Lite a Full Disk Access:

1. Open System Preferences > Security & Privacy.

# Finder File Edit View Go Window Help
About This Mac

System Preferences...

AP Jwie...
Recent Items
Force Quit...

Sleep
Restart...
Shut Down...

Lock Screen
Log Out admin...

Apple ID, iCloud

®
>
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2. Select the Privacy tab.

General  FileVault  Firewal Privacy

=¥ Location Services
Aliow the apps and services below to determine your location.

| Contacts

ﬁ Calendars
‘ Reminders
Photos

‘ 0 ! Camera

ﬁ Microphone
e Indicates an app that has used your location within the last
24 hours.

M Speech Recogpnition

@ Accessibility About Location Services & Privacy...

3.

General  FileVault  Firewall Privacy

ﬁ Calendars

‘ Reminders

Photos

H Camera

M Microphone

M Speech Recognition
@ sccessivity

- Input Monitoring

Bl Full Disk Access About Location Services & Privacy...

Allow the apps and services below to determine your location.

Indicates an app that has used your location within the last

7 24 hours.

-

4, Enter the System Administrator credentials and click the Unlock.

System Preferences is trying to unlock Security &
Privacy preferences.

Enter your password to allow this.

Username:

Password:

Unlock
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5. Click the plus icon.

e
ﬂ Calendars

General  FileVault Firewall Privacy

Allow the apps below to access data like Mail,
Messages, Safari, Home, Time Machine backups and
certain administrative settings for all users on this Mac.

m Microphone

M Speech Recognition

@ Accessibility
- Input Monitoring

ﬁ Full Disk Access

6.

) Recents
A, Applications
[72] Desktop

" Documents
£ Downloads

ud

& iCloud Drive

Tags
® Red
® Orange
® Yellow

Advanced...

EN Applications

® AnyDesk
@& App Store
# Automator
€ Backup Monitor
® Books
@ Calculator
il Calendar
& Chess
D CloudBacko Lite
} Contacts
# Dictionary
W FaceTime
® Find My
¥ Font Book CloudBacko Lite
& Home \
& Image Capture
&) Launchpad Information
B Mail
@ Maps
@ Messages
[l Mission Control

Tuesday, 12 May 2020 at 10:32 AM
Tuesday, 12 May 2020 at 11:21 AM
Yesterday, 4:07 PM

Cancel Open

This message will appear if you have the CloudBacko Lite open. Click Quit Now to

proceed.

“CloudBacko Lite” will not have full disk
access until it is quit.

You can choose to quit “"CloudBacko Lite"” now, or do
it on your own later.

Later Quit Now
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7. CloudBacko Lite has now Full Disk Access.

Speech Recognition

Accessibility

Input Monitoring

Full Disk Access

Files and Folders

Screen Recording

Automation

Advertising

i
®
=
¥
o)
m

General

FilevVault  Firewall Privacy

Allow the apps below to access data like Mail,
Messages, Safari, Home, Time Machine backups and
certain administrative settings for all users on this Mac,

b CloudBacko Lite

Advanced...

www.cloudbacko.com
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Appendix D: Exclude Filter System Files

If home for admin is selected, all files and/or folders located in /Users/admin/ is recommended to

include these folders to exclude from the backup source using the Exclude Filter.
/Users/admin/Library

/Users/admin/Download

/Users/admin/.Trash

/Users/admin/.bash_sessions

/Users/admin/.cbl

Backup Source

Select the files and folders that you want to backup
| B4 Desktop

v & admin
| 7 Documents
v B Movies
v| J3 Music

| (@l Pictures

Filter

Apply filters to the backup source
off

| would like to choose the files to backup

Name

Filter-System Files

For each of the matched files/folders under top directory
Include them
® Exclude them

v Include all unmatched files/folders

Match file/folder names by
@ Simple comparison | contains V|

Regular expression (UNIX-style)

Existing patterns to match

Downloads
Trash

.bash_sessions

X X X X X

.cbl

Delete this backup filter
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xisting patterns to match

m

Library
Downloads
.Trash

.bash_sessions

X X X X X

.cbl

Add

Apply this filter to all files/folders in
All hard disk drives
@) This folder only

/Users/admin Change

Apply to
File v Folder

Delete this backup filter
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Appendix E:

Microsoft Authenticator app

1.

Example Registration of Time-base One-time
Password (TOTP) Authenticator app in
CloudBacko app

The following are examples of how to register a TOTP authenticator app in the CloudBacko app

Download and install the Microsoft Authenticator from the Play Store for android devices or the

App Store for iOS devices.

<« Q

~ Microsoft
v Authenticator

Microsoft Corporation

4.7 % (] 10M+

347K reviews 25 MB Rated for 3+ @ Download

3. Tap Add account.

Authenticator :

=]

Let's add your first account!

For further assistance, see the Help
section in the menu.

Add account

Already have a backup?
Sign in to your recovery account.

Begin recovery
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4. Select Other account (Google, Facebook, etc.).

What kind of account are you adding?

=. Personal account ®
=. Work or school account @

Other account (Google, Faceboak, etc.) @

5. Allow permission to take pictures and record video.

Allow Authenticator
to take pictures and

record video?

DENY  ALLOW
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6. Setup the account. Select from the following methods: Scan the QR code or Enter a setup key.
Method 1: Scan the QR code
i. Scan the QR code on CloudBacko Lite.

& Add account

Your account provider will display a QR code.

OR ENTER CODE MANUALLY

ii. Account is successfully added to Microsoft Authenticator and registered the
mobile device on CloudBacko Lite.

Authenticator

CloudBacko+Lite >
MacBook-Pro+(Mac+0S+X+10.11)
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Method 2: Enter Code Manually
i. Tap OR ENTER CODE MANUALLY.

& Add account

Your account provider will display a QR code.

OR ENTER CODE MANUALLY

ii. Enter the account name and the key which is the Secret Key that is provided by
CloudBacko Lite then tap FINISH.

CloudBacko Lite

DHBNVVBEJ4Q4H652

FINISH

iii. Account is successfully added to Microsoft Authenticator.

Authenticator

CloudBacko Lite >
CloudBacko Lite
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iv. In CloudBacko Lite, enter the display name and one-time password generated by
the Microsoft Authenticator app. Click Next to proceed.

Please scan the QR code or input Secret Key to register your mobile device with your backup account for following
feature:

Two-Factor Authentication

Secret Key: UFXL MQL6 YIJ6 ZSA7

Enter a display name for user profile.
CloudBacko Userl

Enter the one-time password generated by Authenticator App.

512409 (00:00:05)

V. Mobile device is successfully registered on CloudBacko Lite.
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Appendix F: How to apply a license key to a CloudBacko Lite
installation with an expired trial license?

1. Open CloudBacko Lite and click on “Change License Key”.

Your trial period has expired. To continue using CloudBacko Lite, please buy a full
version, or import license file.

Change License Key Import the license file (activation.olr) Buy full version

2. Enter your new license key and press OK to continue.

Enter a valid License Key

|
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3. Once the new license key has been verified, press Next to continue.

Change License Key

Enter a valid License Key

+ License key verified successfully

An activation file will be sent to the email address registered during the license purchase
immediately containing the license activation file.

4. Copy the “activation.olr” file to the CloudBacko machine. Using “Browse” to locate
“activation.olr” file and press Import to continue.

Import the license file

Check "ivyr.funelas@ahsay.com” for an email titled "CloudBacko License Info" and import the attached
License File to here

| JUsers/admin/Downloads/activation.olr | -
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5. Your new license key has now been successfully imported to your CloudBacko Lite
installation and is ready to use.

Import the license file

Check "ivyr.funelas@ahsay.com” for an email titled "CloudBacko License Info" and import the attached
License File to here
/Users/admin/Downloads/activation.olr Browse

+ License key imported successfully
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Appendix G: Where to find the CloudBacko Lite purchase
license key?

1. Your CloudBacko Lite purchase license key is shown in the Settings > License page. For
security reasons the CloudBacko Lite license key is only partially displayed on the application.

License Key 0 LT Tl el i ] e # R w R aaA AR AR
Proxy
Mode Online
Email Report Version CloudBacko™ Lite v4 Full Version
Installations Item Allowed Used
(This computer)
CloudBacko Lite software 100 1
Cloud File Backup Module 50 0(0)
IBM Lotus Notes Backup Module 50 0(0)
Password Lock Microsoft Windows System Backup M... 50 0(0)
Office 365 Backup Module 50 0(0)

2. You can verify the license key displayed is our purchase key by comparing it with the details of
the license key and receipt no. in CloudBacko Lite under the Report > Purchase page. It is
recommended to print a copy of the receipt for your records (If there is no purchase record then
current license key is an evaluation key).

Re pO rt Purchase Report .

Select a purchase date
Backup 2020-06-03 16:55 v | | Go

Restore Cloudbacko.

Purchase CloudBacko Corporation

28/F, Ford Glory Plaza, No.37 Wing Hong Street, Lai Chi Kok,
Kowloon
Hong Kong

OFFICIAL RECEIPT

Thank you for your payment. Your transaction has been completed. Below are the
details of your purchase. Your order is charged in US Dollar (USS). A copy of this
receipt has been sent to your email JIllll@ahsay.onmicrosoft.com

[License Key : f8824020-d307-41f5-**+*-*++sss2sssss (Online) |

[Receipt Number : CC-97649 | Contact Person :  Akil. Sam

Paid Date : 2020-06-03 Email I @ahsay.onmic...
Payment Method : Credit Card Company Name : ABC Company
Card type : VISA Address 0123, Sakura Street,
Card number : XAXX=XXXK=X .0 Osaka, Kansai, 3210,
Japan W
456789
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3. The remaining part of the license key is email to you along with your official receipt at the time
of purchase.

Please print a copy of the receipt and keep it in a safe place along with a copy of the invoice.
In case you have to re-install CloudBacko Lite on another machine.

Clouddacko.

CloudBacko Corporation

28/F, Ford Glory Plaza, No.37 Wing Hong Street,
Lai Chi Kok, Kowloon, Hong Kong

Thank you for your payment. Your transaction has been completed. Below are the details of your purchase. Your
order is charged in US Dollar (USS). A copy of this receipt has been sent to your email -
([@ahsay.onmicrosoft.com

OFFICIAL RECEIPT

|License Key: AR S g =N SR |

Receipt Number: CC-597649 Contact Person: Akil. Sam

Paid Date: 2020-06-03 Email: &

Payment Method: Credit Card ahsay.onmicrosoft.com
Card Type: VISA Company Name: ABC Company

Card Number- HHH-OO0-000-BT 6D Address: 0123, Sakura Street, Osaka,

Kansai, 3210, Japan
VAT: 123456789
Description Unit Price  Qty Amount

1. CloudBacko™ Lite Basic Software US§25.00 1 Us525
2. CloudBacko™ Lite Cloud File Module US§9.00 1 U559
3. CloudBacko™ Lite Office 365 Module US§9.00 1 U559

Total - US$43
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Appendix H: Different Date, Time, and Time zone with
CloudBacko Lite machine and mobile device

1. Check the date, time, and time zone in mobile device.

Example: Time zone settings of a mobile device used in the Philippines (time zone

GMT+08:00).

“«—

Date & time

Use network-provided time

Date
April 8, 2021

Time
10:35 AM

Use network-provided time zone
Use the time provided by the carrier
network

Select time zone
Philippine Standard Time

2. Check the date, time, and time zone in CloudBacko Lite machine.

Example: Time zone settings of a macOS machine used in the Philippines (time zone Asia).

However, the set time zone in the CloudBacko Lite machine is set incorrectly in America/USA.

Date & Time  Time Zone  Clock

Set date and time automatically:

4/ 72021 10:35: 41 PM
Apr 2021 48>
_— 112
1 2 3
10 2
a5 sfff 8 910

1 12 13 14 15 16 17

18 19 20 21 22 23 24 4
25 26 27 28 28 30 \Ey

To set date and time formats, use Language & Region preferences. = Open Language & Region...

3. Stop the scheduler service.

MacBook-Pro:bin admin$ sudo sh StopScheduler.sh

MacBook-Pro:bin admin$ ps -ef|grep java

504 2950 2938 0 10:44PM ttys000 0:00.01 grep java
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4. Change the time zone in CloudBacko Lite machine, follow the command in red.

[MacBook-Pro:~ admin$ sudo systemsetup -settimezone Asia/Manila

Set Timezone: Asia/Manila

5. Check the changed time zone in CloudBacko Lite machine.

W Time Zone  Clock

/| Set date and time automatically:

4/ 8/2021 10:54: 1T AM C
Apr 2021 <0
\ 2
152 & A
456 70 910
1 12 13 14 15 16 17 g 2

18 19 20 21 22 23 24 8 4
25 26 27 28 29 30 7 ¢ S

To set date and time formats, use Language & Region preferences. = Open Language & Region...

6. Start the scheduler service.

MacBook-Pro:bin admin$ sudo sh Scheduler.sh

MacBook-Pro:bin admin$ ps -ef|grep java

0 2961 1 0 10:44PM ttys000 0:00.24 /Applications/CloudBacko
Lite.app/jvm/bin/java -Xmsl28m -Xmx768m -Djava.library.path=.:./MacX84
-cp .:./cbs.jar cbs /Applications/CloudBacko Lite.app

504 2964 2938 0 10:44PM ttys000 0:00.00 grep java
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