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1 Overview

1.1 What is this software?

CloudBacko brings you specialized client backup software, namely CloudBacko Pro, to provide

a comprehensive backup solution for protecting the following applications and databases:

© 0 0 ¢ 0 © o

File

Cloud File
Microsoft 365
MariaDB

MySQL

Oracle Database
VMware

Tibero Database Server

It also supports a wide variety of backup destinations, which are the following:

©

]

Local hard drive / USB drive / Network share

1&1 IONOS

Alibaba Cloud (Aliyun)
Amazon S3

S3-Compatible Cloud Storage
BackBlaze B2

CenturyLink

CTYun

DreamHost’'s DreamObijects
Dropbox

IBM Cloud Obiject Storage

Google Cloud Storage

www.cloudbacko.com

©

]

[}

Google Drive
Microsoft Azure
Microsoft OneDrive
Microsoft OneDrive for Business
OpenStack
Rackspace Cloud File
S3ForMe

Scality

Wasabi

Zadara

FTP

SFTP
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1.2 System Architecture
Below is the system architecture diagram illustrating the major elements involved in the backup
process among the backup machine CloudBacko Pro and CloudBacko app (mobile client).

@
@ awseg eag%mm
@Lyd oy

Cloud Destination

I

Internet

Data are compressed, encrypted, and divided into
| individual data block size of 32 or 64MB

Backupand Restore from CloudBacko Pro to Cloud Destination

D E =

G :
2%°

Photos, videos,
documents and/or 2FA
accounts are stored in

their ORIGINAL CloudBacko Pro Machine

| & unencrypted format

a8

Con)
-~

Backup and Restore
from CloudBacko app
& to CloudBacko Pro

CloudBacko app
(Backup Source)
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1.3 Mobile Backup Server (MBS)

The Mobile Backup Server (MBS) will be utilized to handle mobile backup and restore of
CloudBacko app. It is an integral part of CloudBacko Pro, which is located in the “mbs” folder
inside the CloudBacko Pro folder.

System Diagram

The Mobile Backup Server (MBS) will be activated automatically when a mobile device installed
with the CloudBacko app is successfully registered for mobile backup with CloudBacko Pro.
Afterwards, it will be automatically restarted whenever the CloudBacko pro services is restarted
or when the CloudBacko Pro machine is rebooted or powered on. The MBS will be deactivated
when all mobile devices have deregistered from the mobile backup settings and the CloudBacko
Pro services is restarted.

The MBS will use the following port ranges for the request of CloudBacko app:

© TCP Port: 50000 to 50099
© UDP Port: 50200 to 50299
© Protocol: Http

The default TCP and UDP ports are 50000 and 50200, if these ports are already in use by other
applications or services, then the MBS will automatically acquire another port.

The actual TCP and UDP port can be seen on the CloudBacko Pro when pairing a mobile device
for mobile backup.

Please scan the QR code to get the below Mobile App from App Store. Once installed the Mobile App, launch it and
scan the same QR code to complete the device registration.

|1| Mobile Backup (Add new device for backup without migration)

# Download on the GETITON
@& App Store » Google Play

Prerequisites

- Please use the latest Mobile App version

- Please make sure below 2 ports are not blocked by any Firewall settings
TCP Port: 50000
UDP Port: 50200

www.cloudbacko.com 3
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Photos, videos, documents and 2FA accounts are stored either in the mobile device’s internal
memory or SD Card. These are selected as backup source using the CloudBacko app and will
be backed up to the local destination of a CloudBacko machine, that can be a Hard Drive, Flash
Drive, and/or Network Drive in their ORIGINAL format unencrypted. For Android, photos and
videos will retain all EXIF. While for iOS, photos and videos will retain most of the EXIF including
capture date, location, and lens.

Linux/ @
%

Mobile Backup Server Local
Destination

Local Destination on CloudBacko Pro

YYYY-MM-DD-hh-mm-ss\0

l %backup_destination%\%device_name%\%backupset_id%\blocks\

< Local Disk ( EXAMPLE:
53“ o D:\Backup\Redmi\1601369369222\blocks\2020-09-29-16-50-24\0
Reami Mame Type

1601369369222
————— (3] 000000jpg

1) 000002,jpg
=) 00000bjpg  29/09/202
5] 00000c jpg

CloudBacko Pro Machine

blocks
2020-09-29-16-50-24
0

HTTP Port: 50000 to 50099
UDP Port: 50200 to 50299
Protocol: Http

Q nal shared storage > DCIM > Test Images

AleriMessage0001 jpg

]

Internal shared storage
—_— !
— iE—» =
~ ﬂ AlertMessage0002.jpg
Internal Memory Sereenshots
ﬂ AlertMessage0003.jpg
Test Images
= ¢ G ard > DCIM > Camer
— ——— . -~ AlertMessage0001
5D card » DCIM irg
CloudBacko app E E!
(Backup Source) SD Card Camera ) e
a AlertMessage0003 jpg
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If storage of photos, videos, documents and 2FA accounts to a cloud destination is required,
then this can be done using CloudBacko Pro to perform a secondary backup and restore of the
photos, videos, documents and 2FA accounts on the local drive to the cloud.

To backup and restore photos, videos, documents and 2FA accounts from CloudBacko app to
CloudBacko Pro and cloud, is a two-step process.

1st; Backup of photos, videos, documents and/or 2FA accounts from CloudBacko app to
CloudBacko Pro local destination.

2"d: Create a File backup set using CloudBacko Pro, using the local backup destination as the
backup source, and then backup this backup set to the cloud destination.

@ &4 @7 oy

for Business

Cloud Destination

@

Internet

Data are compressed, encrypted, and divided into individual data block size of 32 or 64MB

Backup and Restore from CloudBacko Pro to Cloud Destination
EROR B

[0l g

T

Mobile Backup Server Local
(MBS) Destination

Local Destination on CloudBacko Pro

%backup_destination%\%device_name%\%backupset_id%\blocks\
YYYY-MM-DD-hh-mm-ss\0

EXAMPLE:
D:\Backup\Redmi\1601369369222\blocks\2020-09-29-16-50-24\0

ASUS X00ID
Reom Type
1601369369222

a =" (=] 000000jpg

o —

5 %) 000002jpg

4] 000000pg

%) 00000cpg

CloudBacko Pro Machine

HTTP Port: 50000 to 50099
UDP Port: 50200 to 50299
Protocol: Http

= ®© Q mal shared storage > DCIM > Test Images
Internal shared storage ~ DCIM AlertMessage0001 jpg
— | 8 % [— = o me =
L 5 ﬁ AlertMessage0002 jpg
Internal Memory Screenshots
° ) e AlertMessage0003 jpg
Test images
= «:, Q D card * DCIM > Came
—
— L ammmme | D card » DCIM AlertMessage0001 jpg
CloudBacko app ﬂ al ;)
(Backup Source) SD Card Camers E AlertMessagedo02ipg
B AlertMessage0003.jpg
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1.4 Two-Factor Authentication

The two-factor authentication implemented on CloudBacko Pro include support for TOTP (Time-
based One-time Password) and Push natification authentication using the CloudBacko app to

provide additional security for the user login process.

Upon initial login, you will have an option to setup your two-factor authentication feature. You
may skip the setup and do it later. If you continue the setup of two-factor authentication, it will be
automatically enabled for future CloudBacko sign in process. If you like, you may register your

CloudBacko Pro with multiple mobile devices for two-factor authentication.

For log ins with two-factor authentication enabled CloudBacko Pro, the 2FA method will depend
on the authenticator app registered. You will either accept the login request via push notification
in the CloudBacko app or enter a one-time password generated in the third-party authenticator
app such as Authy, Duo, Google Authenticator, Microsoft Authenticator, LastPass etc.

www.cloudbacko.com

>

CloudBacko Pro

|

CloudBacko Pro- Password Lock

Alternatively, input t passcode generated in your Authenticatcr ABp
oooogg--
CloudBacko Pro - Two-Factor Authentication (2FA)
(pns )
CloudBacko
Send Push Notification ‘

— .

i ’ =

5 S

o (B8
CloudBacko app Third-party TOTP
AuthenticatorApp

Accept Authorization Request Inputone-time password

Allinstructions are there
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This illustrates the registration of mobile devices for Two-Factor Authentication.

D

CloudBacko app
CloudBacko Pro

|

loudBacko Pro

Lenovo (Windows 10) a

798 508 =

Cloudibacko Pro 5

o

=l

2FA
Enter recovery phone number
Register mobile device(s)
Go to Setting > Authentication Choose a country code and enter phone number

Enter verification code sent to phone number
Require Authenticator App 10 SI8N IN your account during startup

on e | <

Registered Mobile Devices)

Lenovo (Windows 10)
E] Galay AT0 W Enter a vaiid phone number, you will need
this for account recovery.
Add
+63 v _
Two-Factor Authentication

Verfication code

YXNR - L (04:33)
CloudBacko app Third-party TOTP
| AuthenticatorApp
]
Click “Not able to scan QR code? Click

Scan QR code l here to pair with TOTP secret key”

Prerequisites Lenovo (Windows 10)

[N — 264901

Require Authenticator AP t SIgn in your aCCOUNt AUNINg Startup

on = |

Registered Mabile Device(s)
EI Galaxy A70 5
m CloudBacko W
m Microsoft Authenticator

Add
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2 Requirements for CloudBacko app

2.1 Backup Software Version Requirement

© Download and install the latest version of CloudBacko Pro.
© Download and install the latest version of CloudBacko app on the Play Store for Android

mobile devices and on the App Store for iOS mobile devices.

2.2 Network Connection

Ensure that CloudBacko app is connected to the same local WiFi network with CloudBacko Pro.
Failure to do so will prevent the CloudBacko app from performing backup/restore.

2.3 Android and iOS Version Requirement

© For Android device, Android version must be Android 8 or above.

© For Apple device, iOS version must be 12.0 or above.

www.cloudbacko.com 8
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3 System Requirements

3.1

3.2

3.3

3.4

3.5

3.6

3.7

3.8

3.9

3.10

3.11

Hardware Requirements

Refer to the link below for details of the minimum and recommended requirements for
installing CloudBacko Pro.

CloudBacko Pro: Hardware Requirement

Supported Platforms
Refer to the following link for details of the operating systems supported by CloudBacko Pro.

CloudBacko Pro: Supported Operating Systems

Internet Connection

CloudBacko machine must have a fixed internet connection

SMTP Server
CloudBacko Pro supports SMTP server using TLS v1.0, v1.1 or v1.2.
CloudBacko Pro supports SMTP server with or without authentication.
Supported Applications
Refer to the link below for the details of the applications supported by CloudBacko Pro.

CloudBacko Pro: Supported Applications

Supported Microsoft 365 Services and Items

Refer to the link below for the details of the supported Microsoft 365 Services and Items for
CloudBacko Pro.

CloudBacko Pro: Supported Microsoft 365 Services and ltems Microsoft 365 Backup

Java Heap Size

The default maximum Java heap size setting is 2048M. This value is usually sufficient for
most types backups, however for backup sets with large number of files and or very large files
the value may need to be increased.

Refer to the link below for the details on how to increase Java Heap Size for CloudBacko Pro.

CloudBacko Pro: How to increase Java Heap Size

Two-Factor Authentication Requirements

Please refer to the CloudBacko App v1 User Guide for Android and iOS — Chapter 2.4 for
details of the minimum and recommended requirements for using Two-Factor Authentication
on CloudBacko app.

Mobile Device Requirements

Refer to the CloudBacko App v1 User Guide for Android and iOS — Chapter 2.5 for details of
the minimum and recommended requirements for installing the CloudBacko app.

GUI Desktop Environment

The Linux machine must be installed with a GUI desktop environment, i.e. GNOME, KDE,
Cinnamon etc.

Date, Time, and Timezone for 2FA (TOTP only)

Make sure to check the date, time, and time zone are synced between the CloudBacko Pro
machine and mobile device installed with CloudBacko app before pairing the device for 2FA

www.cloudbacko.com 9
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(TOTP only) to avoid unsuccessful pairing of devices and/or TOTP authentication failures.
This also applies to third-party TOTP Authenticators.

To check the date, time, and time zone, follow the instructions below. For a different date,
time, and time zone and how to change it, refer to Appendix K: Different Date, Time, and Time
zone with CloudBacko Pro machine and mobile device

Same Date, Time, and Time zone with CloudBacko Pro machine and
mobile device

1. Check the date, time and timezone in CloudBacko app.

Example: Time zone settings of a mobile device used in the Philippines (time zone
GMT+08:00).

«—

Date & time

Use network-provided time

Date
April 7, 2021

Time
11:08 AM

Use network-provided time zone

Use the time provided by the carrier
network

Select time zone
Philippine Standard Time

2. Check the date, time, and timezone in CloudBacko Pro machine.

Example: Time zone setting of a Linux machine used in the Philippines (time zone
GMT+08:00).
[root@centos73 ~]# timedatectl
Local time: Wed 2021-04-07 11:10:15 +08
Universal time: Wed 2021-04-07 03:10:15 UTC
RTC time: Wed 2021-04-07 03:10:28
Time zone: Asia/Manila (+08, +0800)
NTP enabled: no

NTP synchronized: no RTC in local TZ: no

DST active: n/a

www.cloudbacko.com 10
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3.12 Limitations

3.12.1 OpenDirect

OpenDirect is only supported on Windows platform.

3.12.2 Continuous Backup

Continuous Backup is only supported on Windows platform.

3.12.3 File Permissions

Backup of file permissions is enabled by default and the setting cannot be changed.

3.12.4 Follow Link

Follow Link is enabled by default and the setting cannot be changed.

3.13 Best Practices and Recommendations
Periodic Backup Schedule

The periodic backup schedule should be reviewed regularly to ensure the interval is sufficient
to handle the data volume on the machine. Over the time, data usage pattern may change on
a production server, i.e. the number of new files created, the number of files which are
updated/delete, new users may be added etc.

When using periodic backup schedules with small backup intervals such as backup every 1
minute, 2 minutes, 3 minutes etc. although the increased backup frequently does ensure that
changes to files are captured regularly which allows greater flexibility in recovery to a point in
time.

Consider the following key points to efficiently handle backup sets with periodic backup
schedule.

@ Hardware — to achieve optimal performance, compatible hardware requirements is a
must. Ensure you have the backup machine’s appropriate hardware specifications to
accommodate frequency of backups,

o so that the data is always backed up within the periodic backup interval

o sothatthe backup frequency does not affect the performance of the production
server

@ Network — make sure to have enough network bandwidth to accommodate the volume
of data within the backup interval.

@ Storage — ensure you have enough storage quota allocated based on the amount of new
data and changed data you will backup.

@ Retention Policy — also make sure to take into account the retention policy settings and
retention area storage management which can grow because of the changes in the
backup data for each backup job.

www.cloudbacko.com 11
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3.14 Linux Packages

The following packages have to be present on the Linux machine in order for CloudBacko Pro
be installed.

©

tar https://www.gnu.org/software/tar

The ‘tar command is used by both the CloudBacko Pro sh script, gz, and rpm installer to
un-compress and extract installation files or components downloaded onto the Linux
machine.

rpm http://rpm.org

The ‘rpm’ package must be installed to use the CloudBacko Pro rpm installation
method.

dpkg https://packages.ubuntu.com/bionic/dpkg-dev

The ‘dpkg’ package must be installed to use the CloudBacko Pro deb installation method
on supported Ubuntu Linux platforms.

psmisc http://psmisc.sourceforge.net/

The ‘psmisc’ package which contains the ‘fuser’ components must be installed for
CloudBacko Pro on Linux, for the software update to work properly.

GNU LIBC 2.14 https://www.gnu.org/software/libc/

GNU LIBC version must at least be 2.14 to support OpenJDK 8 which is used by
CloudBacko Pro.

www.cloudbacko.com 12
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4 Getting Started

This quick start guide will walk you through the following six (6) major parts to get you started with using
CloudBacko Pro.

Download and Install
Download and Install CloudBacko
Pro on your Linux machine

Launch CloudBacko Pro
Launch CloudBacko Pro

Setup 2FA and/or Mobile Backup
Register mobile device for 2FA and/or
mobile backup (optional)

Create File Backup Set
Create backup set according to
your preferences

Run Backup Jobs
Run the backup job to back up
data

Restore Data
Restore backed up data to your
system

www.cloudbacko.com 13
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5 Download and Install CloudBacko Pro

5.1 Download CloudBacko Pro

1. Inaweb browser, go to the CloudBacko website and click Download.

7 Contact Us

C|oudbacko Solutions.  Features . Recognitions + Pricing~  Support. _

NOTE
Screenshot was taken as of 2023-September-12, it may be different in the future.

2. Click CloudBacko Pro/Lite (One time fee). You can choose the CloudBacko Pro installer by
operating system and click the corresponding link to start downloading.

CIOUdbGCkO,A Solutions.  Features. Recognitions. Pricing. Support. _
CloudBacko Go (Pay as you go) CloudBacko Pro/Lite (One time fee) CloudBacko Home/App (Free)
CloudBacko Pro Cloudbacko Lite

Version: 5.7.2.20 5.7.2.20
CloudBacko Pro is a backup software designed for CloudBacko Lite is a backup software designed for
backing up business servers, applications, virtual backing up Windows / Mac PCs and notebooks
machines, cloud data. It is applicable to all add-on Note: CloudBacko does NOT provide any cloud storage space. You

D it modules need to use your own public cloud storage account for storing your
escription:

P Note: CloudBacko does NOT provide any cloud storage space. Youneed 10 backup data if you need to backup to cloud
use your own public cloud storage account for storing your backup data if

you need to backup to cloud

Windows (.exe)
macOS (.dmg)

Free Download:

www.cloudbacko.com 14
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5.2 Install CloudBacko Pro
CloudBacko Pro on Linux GUI supports three (3) types of installation methods:

© Red Hat Package Manager (rpm)

© Linux Script (sh)

© Debian Software Package (deb)

5.2.1 Red Hat Package Manager (rpm)

1. Login as root on the Linux machine using the GUI.

Username:

Cancel

2. Download the CloudBacko Pro

For instructions please refer to Chapter 5.1 Download CloudBacko Pro.

There are two (2) types of rpm installer, Linux 32-Bit(.rpm) and Linux 64-Bit(.rpm). Choose
the appropriate installer for your machine.

3. Double-click the installation package you have downloaded.

|-
cbp-linux-x86_64.
rpm

4. When the notification message “Application Installer” appears, click the Software tab to
proceed.

a* Applications ¥ Places ¥ Cf;\pplication Installer ~

www.cloudbacko.com 15
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5. Click Install to start the installation.

cbp

v CloudBacko Pro

CloudBacko Pro

Website

Details

5.0.0.0-0

Never

cbp-linux-x86_64.rpm
195.8 MB
0 bytes

6. Upon successful installation, the CloudBacko Pro icon will be added to the desktop as a
shortcut.

>

CloudBacko Pro

Alternatively, you can also click the Applications menu bar and then select Other to see the
CloudBacko Pro.

% Applications [EYERELS

Favorites @ CloudBacko Pro

Accessories
Internet
Programming

Sound & Video

System Tools

Utilities

Other

www.cloudbacko.com 16
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5.2.2 Linux script (sh)

1. Login as root on the Linux machine using the GUI.

Username:

2. Right-click on the desktop and select Open in Terminal.

New Folder

Show Desktop in Files

Open in Terminal

Change Background..

Display Settings

Settings

www.cloudbacko.com
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Alternatively go to Applications > System Tools > Terminal to launch the application.
% Applications [YEN=S

Favorites e
Accessories )

Internet / Settings
Programming ® Software
ouna ke |!J Terminal
System Tools

Utilities

Other

3. Create a new directory ESILCFISSINCEIFRTITIVESTE for the installation of CloudBacko
Pro. Then, go to the new directory kaeuAEINETIEIYESIE

# mkdir -p /usr/local/cbp
# cd /usr/local/cbp

4. Download the CloudBacko Pro.

For instructions, please refer to Chapter 5.1 Download CloudBacko Pro.

There are two (2) types of tar installer packages, Linux 32-Bit(.tar.gz) and Linux 64-Bit(.tar.gz).
Choose the appropriate installer for your machine and save it in the new directory you just
created.

5. Untar the gz file # tar xvfz cbp-linux-xB6 64.tar.gz |

NOTE
The following example is for CloudBacko Pro installation on 64-bit Linux machine.

# tar xvfz cbp-linux-x86 64.tar.gz

app.pkg/jre-std-linux-amd6d.tar.gz
app.pkg/util-nix-cbp.tar.gz
app.pkg/app-common.tar.gz
app.pkg/app-inst-nix-cbp.tar.gz
app.pkg/util-common.tar.gz
app.pkg/auva-inst-nix-cbp.tar.gz
app.pkg/app-nix-cbp.tar.gz
app.pkg/aua-nix-cbp.tar.gz
app.pkg/properties-common.tar.gz
installer.sh
app.pkg/app-native-nix-x64.tar.gz
app.pkg/aua-common.tar.gz

www.cloudbacko.com 18
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|app.pkg/aua—native—nix—x64.tar.gz

6. Execute the CloudBacko Pro install script ESEUNSUENCISCIRENY

|# sh installer.sh

7. The installation is completed when Done shows at the end of the script.

# sh installer.sh

Log Time: Thu Dec 9 10:06:20 HKT 2021

Untar jre-std-linux-amdé64.tar.gz to

/tmp/ cbp.200518115551/jvm

Untar app-common.tar.gz to /tmp/ cbp.200518115551

Untar app-native-nix-x64.tar.gz to /tmp/ cbp.200518115551

Untar app-nix-cbp.tar.gz to /tmp/ cbp.200518115551

Untar aua-common.tar.gz to /tmp/ cbp.200518115551

Untar aua-native-nix-x64.tar.gz to /tmp/ cbp.200518115551

Untar aua-nix-cbp.tar.gz to /tmp/ cbp.200518115551

Untar util-common.tar.gz to /tmp/ cbp.200518115551

Untar util-nix-cbp.tar.gz to /tmp/ cbp.200518115551

Untar properties-common.tar.gz to /tmp/ cbp.200518115551

Untar app-inst-nix-cbp.tar.gz to /tmp/ cbp.200518115551

Untar aua-inst-nix-cbp.tar.gz to /tmp/ cbp.200518115551
No old application found, begin fresh install

Install Application Path: /usr/local/cbp

Done

8. Upon successful installation, the CloudBacko Pro icon will be added in the desktop.

>

CloudBacko Pro

Alternatively, it can also be accessed from Applications > Other.

% Applications [EgFI=S

Favorites
Accessories
Internet
Programming
Sound & Video
System Tools
Utilities

Other

www.cloudbacko.com 19
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5.2.3 Debian Software Package (deb)

1. Login as root to the Ubuntu Linux machine using the GUI.

2. Download the CloudBacko Pro.

For instructions please refer to Chapter 5.1 Download CloudBacko Pro.

There are two (2) types of deb installer packages, Ubuntu 32-Bit(.deb) and Ubuntu 64-
Bit(.deb). Choose the appropriate installer for your machine.

3. Go to Downloads folder and double click on the file you just downloaded.

Option: If there are problem with the installation, it is advisable to do the Pre-installation Check
to verify there is a pre-existing version of CloudBacko Pro or if a previous version was not

cleanly uninstalled.

Downloads

dit View Go Bookmarks

Places v R

N

Computer fre—yr—y

siroot H

cbp-debian-amdé4.
Bl Desktop p Jah

_iFile System
i 1Documents

4« | @root | Downloads| »

4. Click Install Package to start the installation.

e PackageInstaller - cbp

File Edit Help

Package: cbp

Status:  All
dependencies
are satisfied

Description Details Included files Lintianoutput

CloudBacko Pro
CloudBacko Pro

Install Package

www.cloudbacko.com
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e PackageInstaller - cbp

Installing cbp

—
Installing 'cbp-debian-amd64.deb...
» Terminal

Automatically close after the changes have been successfully applied

5. After installation is done Installation finished message will be shown.

e PackageInstaller-cbp

Installation Finished

Package 'cbp-debian-amd64.deb’ was installed
» Terminal
Automatically close after the changes have been successfully applied

% Close

6. Upon successful installation, CloudBacko Pro will be added to the menu under Other.

@® venu 2)

X
All D cloudBacko Pro
Favourites
Accessories

Administration

Graphics

Internet

Office

www.cloudbacko.com
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6 Start CloudBacko Pro

Several scenarios will be encountered during log in. Log in steps for the different scenarios will
be discussed in this chapter.

© Launch CloudBacko Pro without 2FA

© Launch CloudBacko Pro with 2FA

6.1 Launch CloudBacko Pro without 2FA

To launch to CloudBacko Pro without two-factor authentication follow the steps below:

@ Initial launch skipping two-factor authentication and mobile backup features setup

=

)} Subsequent logins without 2FA but with password lock

®

Subsequent login without 2FA and password lock

6.1.1 Initial launch skipping two-factor authentication and mobile backup
features setup

When launching the CloudBacko Pro for the first time and skipping the two-factor authentication
and mobile backup features setup, please follow the steps below:

1. A shortcut icon of CloudBacko Pro will be available on your desktop after installation.
Double-click the icon to launch the application.

2. The following screen will be displayed. Click Skip Feature Setup.

New CloudBacko Mobile App, Free of
Charge!

-~
f ?
Keep Hackers Off &

All hackers delete backup data after \'
compromising a machine. Use
Two-Factor Authentication (2FA) to keep
hackers off your backup data and turn
ransomware harmless.

Skip Feature Setup

3. Click Yes in the pop-up message that will be displayed.

9 Areyou sure you want to skip the setup for Mobile feature for now?
You can go to Settings to configure Mobile feature at anytime.

I 06 not show this message again

www.cloudbacko.com 22
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4. CloudBacko Pro main screen will appear.

Clouddacko Pro [5] Trial Version root | X

A 3 O

Backup Backup Sets Report About

O S =

Restore Utilities

www.cloudbacko.com
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6.1.2 Subsequent logins without 2FA but with password lock

For succeeding logins to CloudBacko Pro without two-factor authentication, please follow the
steps below:

1. A shortcut icon of CloudBacko Pro will be available on your desktop after installation.
Double click the icon to launch the application.

2. Enter password.

Please enter your password

3. CloudBacko Pro main screen will appear.

Clouddacko Pro[5] Trial Version

A B

Backup Sets Report

(2 /’

Restore Utilities

www.cloudbacko.com 24
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6.1.3 Subsequent logins without 2FA and password lock

For succeeding logins to CloudBacko Pro without two-factor authentication and password lock,
please follow the steps below:

1. A shortcut icon of CloudBacko Pro will be available on your desktop after installation.
Double click the icon to launch the application.

2. CloudBacko Pro main screen will appear.

Clouddacko Pro[5] Trial Version roct [ EEENEE

A 2 O

Backup Sets Report About

O [ S =

Restore Settings Utilities

www.cloudbacko.com 25
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6.2 Launch CloudBacko Pro with 2FA using Android or iOS
mobile device

There are two types of authenticator that can be used for 2FA:

© CloudBacko app Authenticator
@  Supports two types of authentication:
* Push Notification
* TOTP
@ Can be configured to support two 2FA modes:
* Push Notification and TOTP (default mode) or,
* TOTP only
© Third-party TOTP Authenticator

(e.g. Authy, Duo, Google Authenticator)

To launch to CloudBacko Pro with two-factor authentication follow the steps below:

@ Initial launch setting up two-factor authentication and mobile backup features

Subsequent logins with 2FA

Subsequent logins with 2FA and password lock

6.2.1 Initial launch setting up two-factor authentication and mobile backup
features

When launching the CloudBacko Pro for the first time and setting up the two-factor
authentication feature, please follow the steps below:

1. A shortcut icon of CloudBacko Pro will be available on your desktop after installation.
Double click the icon to launch the application.

www.cloudbacko.com 26
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2. You will have the option to set up your mobile backup. Click Setup Now.

New CloudBacko Mobile App, Free of g
Charge!

Backup Your Mobile

Easily backup photos and videos to your
PC or Mac through Wi-Fi. Stop paying for
public cloud storage when local storage is ‘
free and MORE secured. .'

Keep Hackers Off

All hackers delete backup data after

compromising a machine. Use

Two-Factor Authentication (2FA) to keep *i
hackers off your backup data and turn -
ransomware harmless.

Skip Feature Setup

If you do not want to set up the mobile feature, click the Skip Feature Setup link. Click Yes
in the pop-up message that will be displayed. Otherwise, click No to continue with the set-
up of mobile feature.

9 Areyou sure you want to skip the setup for Mobile feature for now?
®  You can go to Settings to configure Mobile feature at anytime.

I 0o not show this message again

3. Download the CloudBacko app from Google Play for an Android device and from App
Store for an iOS device.

App Download and Device Pairing

Please scan the QR code to get the below Mobile App from App Store. Once installed the Mobile App, launch it and scan
the same QR code to complete the device registration.

CIoudEacko Mobile

# Download on the GETITON
@& App Store | P® Google Play

Prerequisites

- Please use the latest Mobile App version

Not able to scan QR code? Click here to pair with TOTP secret key

Skip Device Pairing

4. CloudBacko app supports two types of authentication method:

» Push Notification
* TOTP

CloudBacko app can be configured to support two 2FA modes:
» Push Notification and TOTP (default mode) or,
* TOTP only

www.cloudbacko.com 27
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Push Notification and TOTP

a. Scan the QR code to complete the device registration for two-factor authentication
(Push Notification and TOTP) feature.

App Download and Device Pairing

Please scan the QR code to get the below Mobile App from App Store. Once installed the Mobile App, launch it and scan
the same QR code to complete the device registration.

CloudBacko Mobile

2 Download on the GETITON
& App Store *® Google Play

Prerequisites

- Please use the latest Mobile App version

- Please make sure below 2 ports are not blocked by any Firewall settings
TCP Port: 50000
UDP Port: 50200

Not able to scan QR code? Click here to pair with TOTP secret key

Skip Device Pairing

b. Inthe CloudBacko app, go to 2FA. Tap the SIeIiKO)sdelole ERIg R I0 g o o] [le=1ile]q] link

to scan the QR Code on the CloudBacko Pro.

@ CloudBacko

@ CloudBacko

Scan the QR code displayed in your application
(supports two-factor authentication, mobile
device backup etc.)

You have not connected to any
account yet,

Launch your CloudBacko application
on local PC or Mac, go to User
Settings -> Authentication to configure
the two-factor authentication for your
backup account.

Scan QR code in your application

oty —
-3 Pl & =

Home Backup 2FA More Not able to scan QR code?

www.cloudbacko.com 28
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c. QR Code is detected, tap OK to proceed.

Device paired successfully.

www.cloudbacko.com

QR Code detected!
Register Galaxy A70 with

localhost.localdomain (Linux CentOS
8.3.2011)?

CANCEL 0K

Device paired successfully

You may now configure the device
content e.g Photos, Video, 2FA

Accounts(if registered) to be
included for backup

For first time activation of 2FA,
device needs to pair with a verified
phone number for account recovery.

Click OK to setup now.

LATER 0K

29
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d. Once the registration is successful, the following screen will be displayed. You have
now registered your device for two-factor authentication then click OK.

Mobile Setup

You have registered John's A71 for the following feature:
Two-Factor Authentication

Mobile Backup feature failed to be configured.

You can go to Settings to configure Mobile Backup feature again.

e. Inthe CloudBacko app, go to 2FA to enter the phone number for account recovery.

ETENter recovery phone number}

NOTE
Although push notification and TOTP will still work if the recovery phone number
registration is not completed, it is still strongly recommended to complete step e as
you will not be able to access the CloudBacko Pro if you lose your mobile device
which also means loss of access to backup data.

@ CloudBacko @ CloudBacko

CloudBacko Pro CloudBacko Pro
localhost.localdomain (Linux localhost.localdomain (Linux
Cent0S 8.3.2011) Cent0S 8.3.2011)

234 810 zos

Enter recovery phone number

= R R 0

- & o @ =
2FA Mo

E3
e
(E20]

kup 2FA More Home ackup
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Cloudbdacko.

Select your country code and enter your phone number then click SIIileBESIVIS

verification codef

CloudBacko Pro
localhost.localdomain (Linux Cent0S
8.3.2011)

Enter a valid phone number, you will need
this for account recovery.

+63 v rEeTE

Send SMS verification code

Done
Paraguay (+595)
Peru (+51)
Philippines (+63)
Pitcairn Islands (+64)
Poland (+48)

Enter the verification code sent to your mobile device.

<

CloudBacko Pro
localhost.localdomain (Linux CentOS
8.3.2011)

Enter a valid phone number, you will need
this for account recovery.

+63 ~ HiblEEIT

Verification code

Verification success

VPKZ - 142858 (04:39)

Sample verification code.

Verification Code: VPKZ-142858

www.cloudbacko.com 31
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Successfully verified the phone number for account recovery.

® cloudBacko ® cloudBacko

CloudBacko Pro CloudBacko Pro
localhost.localdomain (Linux localhost.localdomain (Linux
CentOS 8.3.2011) Cent0S 8.3.2011)

436 717 s

o [l o [l

e = [lol =
-3 i & = 13 L & =
Home Backup 2FA More Home Backup 2FA More

TOTP only

a. Click Not able to scan QR code? Click here to pair with TOTP secret key link to
complete the device registration for two-factor authentication (TOTP only) feature.

App Download and Device Pairing

Please scan the QR code to get the below Mobile App from App Store. Once installed the Mobile App. launch it and scan
the same QR code to complete the device registration.

CloudBacko Mobile

2 Download on the ) GETITON
®& App Store | P Google Play

Prerequisites

- Please use the latest Mobile App version

- Please make sure below 2 ports are not blocked by any Firewall settings
TCP Port: 50000
UDP Port: 50200

Not able to scan QR code? Click here to pair with TOTP secret key

Skip Device Pairing
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b. Inthe CloudBacko app, go to 2FA. Tap the [\leigrlelERlelsle1i O gdeele (=] link.

@ CloudBacko

X Connect using Secret Key
Scan the QR code displayed in your application Key Inthe Secret Key provided by the app
(supports two-factor authentication, mobile
device backup etc.) Username

Secret Key

Cancel

Not able to scan QR code? Scan QR Code

To see the secret key, click the Show Secret Key link to display the 16-digit secret
key. And enter the display name.

App Download and Device Pairing

Please scan the QR code to get the below Mobile App from App Store. Once installed the Mobile App. launch it and
scan the same QR code to complete the device registration.

CloudBacko
GETITON

& App Store * Google Play

Show Secret Key

Enter one-time passcode generated from authenticator app

Display name: | CloudBacko

Skip Device Pairing

Once Show Secret Key is clicked, it will be displayed.

Secret Key: 4MRA HJNW PMTB TKVC I

Enter one-time passcode generated from authenticator app

(00:00:06)

Display name: | CloudBacko
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Enter the Username and Secret Key from CloudBacko Pro then tap Connect then

C.

OK.

X Connect using Secret Key

Key in the Secret Key provided by the app

CloudBacko

trrrrasererrene

Connect

> CloudBacko 4

® cloudBacko

CloudBacko Pro
Lenovo (Windows 10)

TOTP (Manual input)
CloudBacko

483 231 2

f— ('l

mE =
-} o & =

Home Backup 2FA More

www.cloudbacko.com

Device paired successfully
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Enter the one-time passcode from the CloudBacko app.

App Download and Device Pairing

Please scan the QR code to get the below Mobile App from App Store. Once installed the Mobile App, launch itand
scan the same QR code to complete the device registration.

CloudBacko

'l vad on the \ GETITON

pp Store Google Play

Secret Key: 4MRA HJNW PMTB 7KVC

Enter one-time passcode generated from authenticator app

Display name: | CloudBacko

Skip Device Pairing

d. Once the registration is successful, the following screen will be displayed. You have
now registered your device for two-factor authentication then click OK.

Two-Factor Authentication Setup
You have registered CloudBacko Mobile for the following feature:

3’?. Two-Factor Authentication

The device will now be available under Settings > Authentication > Two-Factor
Authentication.

Require password to unlock CloudBacko Pro during startup

Proxy off [}

Email Report

Software Update Require Authenticator App to sign in your account during startup
License on |

Registered Mobile Device(s)

m CloudBacko Wi

Mobile Backup Add

Time: 09/12/2021 17:34 (HKT)

Mobile Device: CloudBacko

www.cloudbacko.com 35
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5. After successful login, the following screen will appear.

Cloudbacko Pro[E]

1

[ B |

s =

Utlites By

NOTE
> Please refer to the CloudBacko App v1 User Guide for Android and iOS — Appendix A:

Troubleshooting Login if you are experiencing problems logging into CloudBacko Pro
with Two-Factor Authentication with CloudBacko app.

» For instructions on how to register a device using third-party TOTP authenticator
please refer to Appendix L.

www.cloudbacko.com
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6.2.2 Subsequent logins with 2FA

For subsequent logins to CloudBacko Pro with two-factor authentication, please follow the steps
below:

1. A shortcut icon of CloudBacko Pro will be available on your desktop after installation.
Double click the icon to launch the application.

2. One of the two authentication methods will be displayed to continue with the login:
» Push Notification and TOTP when using CloudBacko app or,
# TOTP only

* |f CloudBacko app was configured to use Push Notification and TOTP then there
are two 2FA modes that can be used:

= Push Notification (default)

Push notification is default 2FA mode. Accept the login request on
CloudBacko app to complete the login.

Two-Factor Authentication
Please approve notification request in one of registered Authenticator App.
"+ Waiting for response (00:04:57)

Authenticate with one-time password

Example of the login request sent to CloudBacko app.

Authorization Request

Proceed authorization request for
localhost.localdomain (Linux Cent0S
8.3.2011)

REJECT  ACCEPT
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= TOTP

However, if push notification is not working or you prefer to use one-time
password, click the Authenticate with one-time password link, then input the

one-time password generated from CloudBacko app to complete the login.

Two-Factor Authentication

Waiting for response (00:04:38)

9 9 7 1 0

1

Please approve notification request in one of registered Authenticator App.

Alternatively, input the one-time passcode generated in your Authenticator App.

(00:00:15)

Example of the one-time password generated from CloudBacko app to

complete the login.

CloudBacko

CloudBacko Pro

localhost.localdomain (Linux
CentOS 8.3.2011)

997 101

» TOTP only

Enter the one-time password that is generated by the Authenticator App to proceed

with login.

Two-Factor Authentication

7 7 7 3 3

9

Enter one-time passcode generated from authenticator app

(00:00:20)

Example of the one-time password that is generated in the third-party Authenticator

App, Microsoft Authenticator.

e

CloudBacko+Pro

localhost.localdomain+(Linux+Cent0S+8.3.2011)

One-time passwords enabled

1 You can use the one-time password codes
generated by this app to verify your sign-ins

One-time password code

© 777 339

www.cloudbacko.com
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3. After successful login, the following screen will appear.

Cloudbacko Pro [E

1

—

Utilites

$ V|
All instructions are there

NOTE
Please refer to the CloudBacko App vl User Guide for Android and iOS — Appendix A:

Troubleshooting Login if you are experiencing problems logging into CloudBacko Pro with
Two-Factor Authentication with CloudBacko app.

www.cloudbacko.com
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6.2.3 Subsequent logins with 2FA and password lock

For subsequent logins to CloudBacko Pro with two-factor authentication and enabled password
lock, please follow the steps below:

1. A shortcut icon of CloudBacko Pro will be available on your desktop after installation.
Double click the icon to launch the application.

2. Enter password.

Please enter your password

3. Follow the instructions in Chapter 6.2.2 to finish logging in with 2FA.
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6.3 Trial Mode

ClOUdb(_‘leo Pro Trial Version

A B

Backup Sets Report

O T S =

Restore Settings Utilities Buy

Just click

CloudBacko Pro will start in trial mode. Trial mode will expire after 30 days.

If you want to purchase a license key, please see these chapters:
1. Ch.7.9 Buy
2. Ch. 7.9.1 Credit Card
3. Ch.7.9.2TT (Telegraphic Transfer)

An existing license key may be applied even if CloudBacko Pro is still in trial. Please see this
chapter, Ch. 7.7.4 License.
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© Expired Trial Mode

0 Your trial period has expired. To continue using CloudBacko Pro, please buy a full

version, or import license file.

Change License Key Import the license file (activation.olr) Buy full version

If you want to apply license key after Trial mode has expired, please check Appendix I:
How to apply a license key to a CloudBacko Pro installation with an expired trial license?

© CloudBacko License Key

If you want to find your purchased CloudBacko Pro license key, please check Appendix
J: Where to find the CloudBacko Pro purchase license key?
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7 CloudBacko Pro Overview

Language

Clouddacko Pro

0

B

2 0 O

Backup Sets Report About

O [ S =

&
Restore Settings Utilities Buy

All instructions are there

CloudBacko Pro main interface has 11 icons that can be accessed by the user, namely:

Language
About
Backup
Backup Sets
Report
Restore
Settings
Utilities

Buy

Social Media Icons

Online Help
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7.1 Language

This option is used to change the language of the CloudBacko Pro interface. The list of the
available languages depends on the backup service provider.

DUC D Pro 00 English v
English
sl 5

Euskara

Catala

Cesky

£ o -
Nederlands

Ba » Ba p Se Repo Suomi

Once the language is set, it will reflect on the CloudBacko Pro interface right away.

7.2 About

The About module displays the product version and system information of the machine where
the CloudBacko Pro is installed.

© CloudBacko Pro
Version 5.9.14.0
~
Virtual Machine Open)DK 64-Bit Server VM Version 25.181-b13
Vendor Oracle Corporation
Live Threads 12 (Current) / 16 (Peak)
Daemon Threads 8
Total Threads Started 26
Heap Size 54,159 kbytes (Current) / 2,027,264 kbytes (Maximum)
Operating System Linux Version 5.4.0-181-generic
Architecture amd64
Number of Processors 1
Committed Virtual Memory 4,096,108 kbytes
Physical Memory 704,848 kbytes (Free) / 4,014,240 kbytes (Total)
Swap Space 4,030,460 kbytes (Free) / 4,030,460 kbytes (Total)
VM Arguments -Xrs -Xms128m -Xmx2048m -XX:MaxDirectMemorySize=512m
-Dsun.nio.PageAlignDirectMemory=true -Djava.library.path=.:./LinX64
Class Path ./cb.jar v
Librarv Path ../LinX64
© 2024 Ahsay Systems Corporation. All Rights Reserved.

Close
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7.3 Backup

This feature is used to run your backup set(s).

o

Backup

When using CloudBacko Pro for the first time, you will be asked to create a new backup set
first.

A Backup has not been set up.

For instructions on how to start a backup, refer to Chapter 10 Run Backup Jobs.

www.cloudbacko.com 45



Cloudbdacko.

7.4 Backup Sets

The backup set is where you will select files and/or folders to be backed up as well as configure
other settings related to it. This feature allows the user to select files individually or an entire
folder to backup. It is also used to delete backup set(s.

Backup Sets

For instructions on how to create a backup set, refer to Chapter 8 Create a Backup Set.

To delete a backup set, follow the instructions below:

1. Click on the delete icon on the right side of the backup set that you want to delete.

Backup Sets

Sort by

Creation Time w

File-1

Owner: ahsay

Newly created on Monday, 18 September 2023 13:40 I'
File

Sample Backup Set

Owner: ahsay

Newly created on Monday, 18 September 2023 13:48 i

2. If the account is registered for 2FA, accept the push notification or enter the one-time
password. Otherwise, skip to the next step.

Two-Factor Authentication
Please approve notification request in one of registered Authenticator App.
' Waiting for response (00:04:09)

Alternatively, input the one-time passcode generated in your Authenticator App.

4 2 7 8 6 8 (00:00:04)
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3. Click the Yes button to delete the backup set or click the No button to abort the deletion.

) Areyou sure you want to delete the backup set "Sample Backup Set"?

4. |If Yes is selected, it will also display another alert message confirming the deletion of all
backup files in the destination. Click Yes to proceed. Otherwise, click No to abort the
deletion.

9 Also delete all backup files in this destination "Local-1"? (WARNING: This is an
® irreversible process)

5. The backup set is successfully deleted as well as the files from the directory.

i Removed files in directory "1695016129427", destination "Local-1"

7.4.1 Backup Set Settings
Below is the list of configurable settings under a Backup Set:

© General
© Source

© Backup Schedule

O Destination
Show advanced settings

© Deduplication

Retention Policy

Command Line Tool

Bandwidth Control

Others
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7.4.1.1 General

This feature allows the user to modify the current name of the backup set.

E Sample Backup Set

General

Source
Backup Schedule

Destination

Show advanced settings

General

Name

Sample Backup Set

Owner
localhost.localdomain

To modify the name of a backup set, follow the steps below:

1. Inthe Name field, enter a new backup set name.

General

Name

Owner
localhost.localdomain

2. Click the Save button to save the updated backup set name.

NOTE

In assigning a backup set name, make sure that it does not have an identical name.

www.cloudbacko.com
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7.4.1.2 Source

This allows the user to select from the available options when selecting a backup source.

E Sample Backup Set

General
Backup Schedule

Destination

Show advanced settings

Backup Source

Select the files and folders that you want to backup .
uick
["] £ root . .
: Selection

Filter

Apply filters to the backup source r— Filter

off [ |

Advanced
Backup

Source

There are three (3) ways to select files and/or folders to back up:

Option

Quick Selection

Description

This allows the user to back up files and/or folders in the
selected backup source entirely.

Filter

This allows the user to select or exclude files and/or folders from
the backup job.

Advanced Backup Source

This allows the user to select files and/or folders individually to
back up.
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Option 1: Quick Selection

This option allows the user to quickly select a backup source to be backed up.

Backup Source
select the files and folders that you want to backup

| g root

To know the locations of the folder(s) that will be backed up for each selected backup source, refer to
the following table:

Backup Source Description

If root is selected, all files and/or folders located in the following location
/root will be backed up this includes:

/root/Desktop
/root/Documents
/root/Downloads
/root/Music
/root/Pictures
/root/Public
/root/Templates

root ‘

[root/Videos

This selection also includes some Linux system level folders and
CloudBacko system folders which are hidden. It is recommended these
folders are excluded from the backup source using the Exclude Filter.

[root/.cache
/root/.bash_history
[root/.bashrc

/root/.cbp

To select files and/or folders to back up using the Quick Selection option, follow the steps below:

1. Select a backup source.

Backup Source
Select the files and folders that you want to backup

] g root

2. Click the Save button to save the selected backup source.
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Option 2: Filter

The Filter Backup Source is an alternative way to select a backup source which does not require
Windows User Authentication login password even if the backup schedule is enabled unless the filter

backup source is located on a network drive.

Filter

Apply filters to the backup source

off l

To select files and/or folders to back up using the Filter Backup Source, follow the steps below:

1.  Swipe the lever to the right to turn on the filter setting.

Filter
Apply filters to the backup source
Off [ |

2. Click the Add button to create filter.

Existing filters
+ Add new filter

3. Assign a desired name to the backup filter.

ew Backup Filter

Name

Filter-1

4. Select from the options below.

For each of the matched filesffolders under top directory

®! Include them
Exclude them

Exclude all unmatched files/folders

Match file/folder names by

®) Simple comparison | ends with

Regular expression (UNIX-style)

5. Inthis example, all files and/or folders that end with the letter X’ will be included in the backup
job. You can add multiple patterns here.

Existing patterns to match

.'t: ¥

Add
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6. Select whether you would like to apply the filter to all files and/or folders in all hard disk drives
or to a specific folder only. If ‘This folder only’ is selected, click the Change button to select the
specific folder that you would like to apply the filter to.

Apply this filter to all files/folders in
All hard disk drives
@ This folder only

[root/Documents Change
Apply to
| File Folder

7. Click the OK button to save the created filter, then click the Save button to save the settings.
Once you run a backup, all files and/or folders that match the applied filter will be backed up.

8. Multiple backup filters can be created.

Existing filters

Filter-1
? jrootyDocuments

Filter-2
ﬂ All hard disk drives

Add
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Option 3: Advanced Backup Source

This option allows the user to display the locations in the backup source to select files and/or folders to
back up.

Advanced Backup Source

Folders
v O/
O bin
o [ 3 boot
o O3 dev
o O etc
o 3 home
[ ]m])
O3 lib64
o [J ) media
o O mnt
e O3 opt
o O3 proc
o (J 3 root
o JE3run
O3 sbin
o O srv
- 0O sys
- Otmp
o Y usr
o 3 var

Show files

Cancel

To select files and/or folders using the Advanced Backup Source, follow the steps below:

1. Inthe Source window, select ‘I would like to choose the files to backup’.

would like to choose the files to backup

2. Inthe Advanced Backup Source window, select ‘Show files’ to display the files inside each
folder, then select the files and/or folders that you would like to back up.

Advanced Backup Source
Folders Name Size Date modified
¢ @3 root & [) sample1.pdf S67KB  09/12/2021 18:28
o (3 .cache ~ 891K8 /12/2021 18:29
o 03 .cop 102x8 2021 18:31
o ()7 .config 6078 12/2021 18:24
& O .dbus 16KB  09/12/2021 18:30
«~ 0 ava 64KB  09/12/2021 18:29
o 0 Jocal 0 [) sample2.ppt 518KB  09/12/2021 18:29
o (07 .mozilla 0 [ sample2.rtf 1KB  09/12/2021 18:31
o ()9 .0bm sample2.txt 2KB  09/12/2021 18:25
- 0 .pki sample2.xls 7KB  09/12/2021 18:30
o [ CloudBacko PY sample3.txt KB 09/12/2021 18:25
& ] Desktop ) [) sample3.xis 13KB  09/12/2021 18:30
@3 Documents [} sample_640x360.avi S69KB  09/12/2021 18:26
o ()3 Downloads sample_960x540.mkv 1.26M8  09/12/2021 18:27
o ()5 Music [) sample_960x540.mpg 7338 09/12/2021 18:27
o (J & Pictures
o (J ] Public
o (3 Templates
o O vdeos v
o (]9 temp
 Show files Items per page | 50 V| Page 1/1 w

3. Click the OK button to save the selection, then click the Save button to save the settings.
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In selecting files and/or folders to back up, the three (3) options are combinable and can be used
simultaneously. Please refer to the example scenarios below for details:

Scenario 1 (Quick Selection + Filter)

You can use the quick selection option and apply filter to the selected backup source at the same time.
To use this type of combination, follow the steps below:

1. Choose a backup source.

Backup Source
select the files and folders that you want to backup

] g root

2. Create a filter which will be applied to the backup source.

Existing filters

“b Add new filter

A

New Backup Filter

Name

contains a

For each of the matched files/folders under top directory
@) Include them
Exclude them

Exclude all unmatched files/folders

Match file/folder names by
@) Simple comparison  ends with W

Regular expression (UNIX-style)
Existing patterns to match

|

A

Apply this filter to all files/folders in
®) All hard disk drives
This folder only 9

3. Click the OK button to save the created filter, then click the Save button to save the settings.
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Scenario 2 (Quick Selection + Advanced Backup Source)

You can use the quick selection option and select files and/or folders in the advanced backup source
at the same time. To use this type of combination, follow the steps below:

1. Choose a backup source.

Backup Source
Select the files and folders that you want to backup

| g root

2. Inthe source window, click ‘| would like to choose the files to backup’ and select the files and/or
folders that you would like to back up

would like 1o ch I.-.—"-—[ es to backur
Advanced Backup Source
Folders Name Size Date modified
¢ DI root @ [ samplel.pdf S67KB  09/12/2021 18:28
o O .cache A @) samplel.ppt 891KB  09/12/2021 18:29
o O .cbp @ [) samplel.rtf 1028 09/12/2021 18:31
o (3 .config @ [) samplel.txt 6078  09/12/2021 18:24
o O .dbus @ [ samplel.xis 16KB  09/12/2021 18:30
o 0 Java 0 [ sample2.pdf 64KB  09/12/2021 18:29
o O3 .local 0 [) sample2.ppt 518KB  09/12/2021 18:29
o 0 CY.mozilla O [) sample2.rtf 1IKB  09/12/2021 18:31
o O3 .0bm O [) sample2.txt 2k 09/12/2021 18:25
- 03 .pki 0 [ sample2.xis 78 09/12/2021 18:30
o O CloudBacko P O [) sample3.txt IKB  09/12/2021 18:25
o (] Desktop 0 [ sample3.xis 13KB  09/12/2021 18:30
@ 3 Documents @ [) sample_640x360.avi S69KB  09/12/2021 18:26
o (J 3 Downloads @ [) sample_960x540.mkv 1.26MB  09/12/2021 18:27
o (&3 Music 2D sample_960x540.mpg 733KB  09/12/2021 18:27
o (O3 Pictures
o (O3 Public
o (O Templates
o (03 videos v
o () temp
<
| Show files Items per page | 50 V| Page|l/1 w

3. Click the OK button to save the selection, then click the Save button to save the settings.
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Scenario 3 (Filter + Advanced Backup Source)

You can use the filter backup source and choose files and/or folders in the advanced backup source at
the same time. To use this type of combination, follow the steps below:

1. Create a filter.

Filter

Apply filters to the backup source
on |

Existing filters

contains a
Y All hard disk drives

Add

2. In the source window, select ‘| would like to choose the files to backup’ to choose files and/or
folders that you would like to back up.

would like to choose the files to backug
Advanced Backup Source
Folders Name Size Date modified
¢ D root @ [) samplel.pdf 567KB  09/12/2021 18:28
o 0 .cache A @) samplel.ppt 891KB  09/12/2021 18:29
o O .cbp @ ) samplel.ntf 102kB  09/12/2021 18:31
o D .config @ [) samplel.txt 6078  09/12/2021 18:24
o O .dbus @ [ samplel.xis 16KB  09/12/2021 18:30
o 0 Java 0 [) sample2.pdf 64KB  09/12/2021 18:29
o O3 . local O [) sample2.ppt S518KB  09/12/2021 18:29
o 3 .mozilla 0 [) sample2.rtf 1KB  09/12/2021 18:31
o (03 .0bm O [) sample2.txt 2KB  09/12/2021 18:25
-0 .pki 0 [ sample2.xis 7K8  09/12/2021 18:30
o (J 3 CloudBacko P O [) sample3.txt IKB  09/12/2021 18:25
o (O ] Desktop 0O [ sample3.xis 13KB  09/12/2021 18:30
@3 Documents @ [) sample_640x360.avi S69KB  09/12/2021 18:26
o (0 Downloads @ ) sample_960x540.mkv 1.26M8  09/12/2021 18:27
o (& Music (%] D sample_960x540.mpg 733kB  09/12/2021 18:27
o (O Pictures
o (03 Public
o (0] Templates
o O3 Videos v
o (]9 temp
| Show files Iltems per page | 50 V| Page 1/1 w

3. Click the OK button to save the selection, then click the Save button to save settings.
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7.4.1.3 Backup Schedule

This feature allows the user to assign a backup schedule for the backup job to run automatically.

m Sample Backup Set Schedule
Run scheduled backup for this backup set
General on =
Existing schedules
Source Backup Schedule
Daily (Everyday at 20:00)

Backup Schedule ad

Destination

Show advanced settings

To configure a backup schedule, follow the steps below:

1. Swipe the lever to the right to turn on the backup schedule setting. The backup schedule is
configured as “Daily at 20:00” by default.

Schedule

Run scheduled backup for this backup set
on T

Existing schedules
Backup Schedule
Daily (Everyday at 20:00)

2. Select an existing backup schedule to modify or click the Add button to create a new one.

Existing schedules
Backup Schedule
Daily (Everyday at 20:00)

3. Inthe New Backup Schedule window, configure the following backup schedule settings.
© Name - the name of the backup schedule.

© Type - the type of the backup schedule. There are four (4) different types of backup
schedule: Daily, Weekly, Monthly and Custom.
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@  Daily — the time of the day or interval in minutes/hours when the backup job will
run.

New Backup Schedule
Mame

Daily-1

Type
Daily Lo

atart backup

at (¥ 10 O W
Stop

until full backup completed w

®

Weekly — the day of the week and the time of the day or interval in minutes/hours
when the backup job will run.

i 03 = = Leii C~khaA
Mew Backup Schedule
Barmie

WWeekly-1

Type

Weakly W

Backup on these days of the week

Sun Man Tue Wed Thu Fri o+ Sat
Start backup
at L 19 w 00 w
Stop
wntil full backup completed w

&  Monthly — the day of the month and the time of the day when the backup job will
run.

New Backup Schedule
Hame

Manthly-1

Type
Monthly w
Backup on the following day every month

®) Day |1 L

Start backup at
20w 00 w | on the selected days
2lop

until full backup completed W
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@  Custom - a specific date and the time when the backup job will run.

New Backup Schedule
Mame

Custom-1

Type
Custom w
Backup on the following day ence

2021 || Deceamber W 31

Start backup at
21 w00 w
Stop

unitil full backup completed w

© Start backup — the start time of the backup job.

@  at — this option will start a backup job at a specific time.

@  every — this option will start a backup job in intervals of minutes or hours.

o minute interval, 1, 2, 3, 4, 5, 6, 10, 12, 15, 20, or 30 minutes

o hourly interval, 1, 2, 3, 4, 6, 8, 10, or 12 hours

Start backup Start backup
every w || 1 minute L") every w || 1 minute L¥
Stop 1 minute | * Stop 30 minutes |~
2 minutes 1 hour
3 minutes B 2 hours
4 minutes  — 3 hours
5 minutes 4 hours "
6 minutes 6 hours
10 minutes 8 hours B
12 minutes || 12 hours -

Here is an example of backup set that has a daily and weekly backup schedule.

New Backuj

neauile

Backup on these days of the week

New Backu

hedule

Name Name
Periodic Weekly-1
Type Type
Weekly w Weekly w

Backup on these days of the week

sun o Mon | Tue |¥/ Wed |« Thu |« Fri Sat ' 5un Mon Tue Wed Thu Fri |« Sat
Start backup Start backup
every w ||4 hours w at W21 w00 W
Stop Stop
until full backup completed w until full backup completed w
Figure 1.1 Figure 1.2
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Figure 1.1 — Periodic schedule every 4 hours Monday - Friday during business hours

Figure 1.2 — Normal schedule run at 21:00 or 9:00 PM daily on Saturday & Sunday
during weekend non-business hours

© Stop - the stop time of the backup job. This only applies to schedules with start backup
“at” and is not supported for periodic backup schedule (start backup “every”)

= until full backup completed — this option will stop a backup job once it is complete.
This is the configured stop time of the backup job by default.

@ after (defined no. of hrs.) — this option will stop a backup job after a certain
number of hours regardless of whether the backup job has completed or not. This
can range from 1 to 24 hrs.

The number of hours must be enough to complete a backup of all files in the backup
set. For small files in a backup, if the number of hours is not enough to back up all
files, then the outstanding files will be backed up in the next backup job. However,
if the backup set contains large files, this may result in partially backed up files.

For example, if a backup has 100GB file size which will take approximately 15
hours to complete on your environment, but you set the “stop” after 10 hours, the
file will be partially backed up and cannot be restored. The next backup will upload
the files from scratch again.

The partially backed up data will have to be removed by running the data integrity
check.

As a general rule, it is recommended to review this setting regularly as the data
size on the backup machine may grow over time.

4. Click the OK button to save the configured backup schedule settings.
5. Click the Save button to save the settings.

Multiple backup schedules can be created.

Schedule
Run scheduled backup for this backup set
Oon q
Existing schedules
Daily-1
Daily (Everyday at 18:00)

Weekly-1
E Weekly - Saturday (Every week at 19:00)

Monthly-1

Monthly - Day 1 (Every month at 20:00)
Custom-1

Custom (31/12/2021 at 21:00)

Add
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7.4.1.4 Destination

This feature allows the user to select a backup mode and add an additional storage destination.

Backup mode
General ISequential v ‘
Source Existing storage destinations

Local-1
. fusr/local/backup

Backup Schedule

o

Show advanced settings

There are two (2) different types of backup mode in performing a backup:

Destination

Backup mod

Backup mode Description

. This is the configured backup mode by default. This backup mode will run a
Sequential . S
backup job to each backup destination one by one.
This backup mode will run a backup job to all backup destinations
Concurrent .
simultaneously.
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Comparison between Sequential and Concurrent Backup mode

Backup mode Pros Cons

. Backup job is slower than in
Takes less resources in the local .
machine (e.g. memory, CPU concurrent mode since the
Sequential '© (&.0. v, ' backup job will upload the backup
bandwidth, etc.) to complete a
. data to the selected backup
backup job. L .
destinations one at a time.
Backup job is faster than in _ _
Sequential mode. Requires more resources in the
c " local machine (e.g. memory, CPU,
oncurren Maximum number of concurrent bandwidth, etc.) to complete a
backup destinations can be backup job.
configured.

To modify the Backup Mode, follow the steps below:
1. Go to Backup Sets, then choose a backup set.
2. Select the Destination tab in the backup set settings.

3. Click the drop-down button to select a backup mode.

Destination

Backup mode

Sequential w

4. If “Concurrent” is selected, click the drop-down button to select the no. of maximum
concurrent backup destinations.

Maximum concurrent backup destinations

Unlimited w

5. Click the Save button to save the selected backup mode.

Starting with version 5.7, a new type of destination is introduced, in the form of immutable storage
destination. This prevents backup data that is saved in immutable destination from being deleted or
overwritten.

Only the following destinations supports immutable storage:
Amazon S3

AWS S3 Compatible Cloud Storage

Backblaze

Google Cloud Storage

Microsoft Azure

© © © 0 © O

Wasabi
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An “Immutable” checkbox is provided to be able to create an immutable storage destination.
These are the requirements to be able to setup an immutable storage destination:

© The user account must have a device registered for 2FA.

© The user account of the storage destination must not be setup with delete permission.

To add a new storage destination, follow the steps below:
1. Click the Add button.

Destination

Backup mode

Sequential w

Existing storage destinations

Local-1
Jjusrflocal/backup

Add

2. Click the drop-down button to select a backup destination.

New Storage Destination / Destination

Name
Local-1
Type

®) Single storage destination
Destination pool

Destination storage

E Local / Mapped Drive / Removable Drive w

Y

E Local / Mapped Drive / Removable Drive
Amazon 53 Change

aws AWS S3 Compatible Cloud Storage 3

& wasabi

@ Backblaze

F} Google Cloud Storage

&, Google Drive

2R Microsoft Azure

|4
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3. If the Local / Mapped Drive / Removable Drive is selected, click the Change button to
select a new storage destination, then click the Test button to validate access to it.

Name
Local-2
Type

®) Single storage destination
Destination pool

Destination storage

ﬂ Local / Mapped Drive / Removable Drive w

Local path

froot/NewFolder Change

Test

If you want to create an immutable storage destination, select one of the supported
destinations then provide the needed information. Check ‘Immutable’ then click the Test
button to validate access to it.

Name

Amazon53-1

Type
@) Single storage destination
Destination pool

Destination storage

Amazon S3 v

Access Key ID
AKIAAHMMPESNDAVR|OUC

Secret Access Key

Location

Asia Pacific (Tokyo) v

Storage Class

Standard Storage v

(optional) Bucket Name

testimmaon

Access the Internet through proxy

 Immutable

Test
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4. Click the OK button to save the added storage destination.

New Storage Destination / Destination Pool

Name
Local-2
Type

@) Single storage destination
Destination pool

Destination storage

Local / Mapped Drive / Removable Drive w

Local path

Jroot/Documents Change

v Test completed successfully

5. Click the Save button to store the updated backup mode and the added storage
destination.

E Sample Backup Set Destination
Backup mode
Genera
Source Existing storage destinations
Local-1
Backup Schedule fusr/local/backup
Local-2
Destination /root/NewFolder
AmazonSs3-1
Show advanced settings Access Key ID: AKIA4*** Bucket: fa & ¢, Immutable: Yes
Add
NOTE

The immutable status of a destination is included in the details, it indicates whether Yes or No if
the particular destination is setup as an immutable storage destination or not.
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7.4.1.5 Deduplication

Starting with CloudBacko Pro v5.0.0.0 or above, the In-File Delta feature (i.e., Incremental, Differential
and Full) will be replaced with Deduplication. This feature is On (enabled) by default.

When this feature is On (enabled) for the backup set, a checksum verification of each backup file which
was split into several blocks of varying size will be performed to compare its content and identify which
block is duplicated, thus will perform deduplication of data.

When this feature is Off (disabled) for the backup set, a checksum verification of each backup file will
not be performed, thus the duplicated data will NOT be removed or deduplicated during a backup job.

Sample Backup Set Deduplication
Enable Deduplication
General on 1

Deduplication scope

Source
Same file path within the same backup set
Backup Schedule ®) All files within the same backup set
inati Block
Destination ock size

128 k - 512 k (optimal settings - small files) w | Bytes
Deduplication

Retention Policy Migrate existing data to latest version
Command Line Tool

Bandwidth Control

Others

Hide advanced settings

There are two (2) types of Deduplication scope:

Deduplication Description

Same file path within This type of Deduplication will deduplicate data under the same
the same backup set path during a backup job.

This type of Deduplication will deduplicate data under the same
backup set during a backup job. This option is only applicable
for Meter Licenseand will be charged per storage size used.

All files within the
same backup set
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Migrate Data
When this option is enabled, the existing data will be migrated to the latest version during a backup job.

This option is disabled by default.

Migrate Data
Migrate existing data to latest version

To configure the deduplication settings, follow the instructions below:

1. Select the Deduplication scope.

Deduplication

Enable Deduplication
on |
Deduplication scope

Same file path within the same backup set
#) All files within the same backup set

2. Click the drop-down button to select the block size that will be used for the deduplication data
block.
The optimal setting is good for frequently changed source data, as this is the smallest block
deduplication will use to compare and determine if the data is new and should be uploaded or
discarded as duplicate. The larger the deduplication block size, the less efficient it would be but
faster as there are less blocks of data to create. Frequent changes to this setting is not
advisable since all data may need to be reuploaded because the previous block size and new
block size are now different.

Block size

128 k- 512 k (optimal settings - small files) w | Bytes

64 k- 256 k

128 k - 512 k (optimal settings - small files)
256 k-1M

512 k- 2 M (optimal settings - large files)

1M -4 M (save less space but faster)

3. Tick the checkbox if you want the existing data to be migrated to the latest version during a
backup job.

Migrate existing data to latest version

4. Click the Save button to store the modified Deduplication settings.

NOTE
In case the Deduplication setting is Off (disabled) for the backup set, the Migrate Data option will not be
displayed.
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Run Backup Job

When the Deduplication feature is enabled for the backup set, a Migrate Data option will be available
which can be configured before starting a backup job.

Below is an example of a backup set with Deduplication setting enabled.

Choose Your Backup Options

E Sample Backup Set

Backup set type
File

Destinations
v ﬂ Local-1 (/froot/backup)

Migrate Data
|| Migrate existing data to latest version

Below is an example of a backup set with Deduplication setting disabled.

Choose Your Backup Options

E Sample Backup Set

Backup set type
File

Destinations
v ﬂ Local-1 (/root/backup)

Previous Backup Cancel
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7.4.1.6 Retention Policy

When CloudBacko Pro identifies files and/or folders that are deleted, updated, or with updated

permission/attributes during a backup job, these files and/or folders will then be moved from the Data

Area to the Retention Area.

Data Area is the place where backed up files and/or folders are stored.

While the Retention Area is the place used as a temporary destination to store these files (deleted,
updated, or with updated permission/attributes during a backup job). Files and/or folders in the

Retention Area can still be restored.

The Retention Policy is used to control how long these files remain in the Retention Area when they

are removed which can be specified in the number of days, weeks, months, or backup jobs. Retained
data within all backup destinations (e.g. local drive, SFTP/FTP, and cloud storage) are cleared by the

retention policy job.

The Retention Policy job will be run whenever a backup job is performed as long as this is enabled for
the backup set. It will also be run when Space Freeing Up is performed. For further information on
Space Freeing Up, refer to Ch. 7.8.2 Space Freeing Up

The default Retention Policy setting for a File Backup Set is 30 days.

Sample Backup Set

General

Source

Backup Schedule
Destination
Deduplication
Command Line Tool
Bandwidth Control

Others

Hide advanced settings

Retention Policy

Enable Retention Policy
on e |

How to retain the files in the backup set, which have been deleted in the backup
source

@) Simple
Advanced
Keep the deleted files for

30 w | Dayls) w

NOTE

There is a trade-off between the retention policy and backup destination storage usage. The higher the
retention policy setting, the more storage is used, which translates into higher storage costs.
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There are two (2) different types of Retention Policy:

Type

Description

A simple retention policy is a basic policy where the retained files (in the

Simple Retention Area) are removed automatically after the user specifies the
number of days or backup jobs.
An advanced retention policy defines a more advanced and flexible
Advanced policy where the retained files (in the Retention Area) are removed

automatically after a combination of user defined policy.

Comparison between Simple and Advanced Retention Policy

Control Simple Advanced
i N licabl
ez | |
Days Can !(feep the deleted files for Can .kfeep the deleted files for
specified number of day(s) specified number of day(s)
Not applicable > Daily
» Weekly
» Monthl
Type > Quarte)rlly
» Yearly
» Custom
Not applicable Applicable
User-defined name

WARNING

When files and/or folders in the retention area exceed the Retention Policy setting, they are permanently
removed from the backup set and cannot be restored

To configure a Simple Retention Policy, follow the steps below:

1. Slide the switch to the right to turn on Enable Retention Policy.

Retent

Oon

~—
L

M

Enable Retention Policy

BraNiTaVi
OIHCY

o

2. Select “Simple” from how to retain the files.

source
® Simple
Advanced

How to retain the files in the backup set. which have been deleted in the backup
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3. Click the drop-down button to define the number of day(s) or job(s) that the deleted files will
be retained. This is configured as thirty (30) days by default.

Keep the deleted files for

30 w | Dayls) w

4. Click the Save button to store the configured retention policy.
To configure an Advanced Retention Policy, follow the steps below:

1. Slide the switch to the right to turn on Enable Retention Policy.

Enable Retention Policy

On q

2. Select “Advanced” from how to retain the files, then click “+” to add a retention policy.

How to retain the files in the backup set, which have been deleted in the backup
source

Simple
®) Advanced

Existing advanced retention policies

+ Add new advanced retention policy

3. Enter a name for the Retention Policy.

New Retention Policy

Name

Daily-1

4. Select atype.

Type
Daily W

Daily :
Weekly
Monthly
Quarterly
Yearly

Custom
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5. Select the number of days the deleted files will be kept in retention.

The past number of days on which different versions of your files are retained
1 w

1 -

2

3 =

4

5

6

7

8 ]

6. Click OK to save the advanced Retention Policy, then click Save to store the settings.

For further details about how to configure an advanced Retention Policy for each type (i.e., Dalily,
Weekly, Monthly, Quarterly, Yearly), refer to the examples below:

o Example no. 1: To keep the retention files for the last seven (7) days:

Name

Daily-1

Type

Daily ~

The past number of days on which different versions of your files are retained

7 v

e Example no. 2: To keep the retention files for the last four (4) Saturdays:

Name

Weeky-1

Type
Weekly w
The days within a week on which different versions of your files are retained
Sun Mon Tue Wed Thu Fri |+ Sat
The number of weeks to repeat the above selection

4 v

e Example no. 3: To keep the retention files for the 1st day of each month for the last three (3)
months:

Name

Monthly-1

Type
Monthly wr

The day within a month on which different versions of your files are retained
o Day 1 w

The number of months to repeat the above selection

3 W
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e Example no. 4: To keep the retention files for the 15t day of each quarter for the last four (4)
quarters:

Name

Quarterly-1
Type
Quarterly w

The day within a quarter on which different versions of your files are retained

® Day 1 w

Maonths of quarter

January, April, july, October w

The number of quarters to repeat the above selection

4 v

o Example no. 5: To keep the retention files for the 15t day of each year for the last seven (7)
years:

Name

Yearly-1

Type

Yearly -

The day within a year on which different versions of your files are retained
e | January L

o Day 1 W

The number of years to repeat the above selection

7 v

Multiple Advanced Retention Policy can be created.

Retention Policy

How to retain the files in the backup set. which have been deleted in the backup
source

Simple
o Advanced

Existing advanced retention policies

Daily-1
Daily
=J Weeky-1
Weekly
Monthly-1
Monthly

= Quarterly-1
Quarterly

Yearly-1
Yearly

Add
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7.4.1.7 Command Line Tool

This feature allows the user to configure a pre-backup or post backup command which can be; an
operating system level command, a script or batch file, or third-party utilities to run before and/or after
a backup job.

e.g. Connecting to a network drive and disconnecting a network drive, stopping a third-party database
(not officially supported by CloudBacko Pro) to perform a cold backup, and restarting a third-party
database after a backup.

E Sample Backup Set Pre-Backup Command Line Tool
Existing custom commands to run before backup
General 28] Add new pre-backup command line tool
Source

Post-Backup Command Line Tool
Backup Schedule

Existing custom commands to run after backup
Destination Bl Add new post-backup command line tool
Deduplication

Retention Policy

Bandwidth Control

Others

Hide advanced settings

Requirements and Best Practices
© Error and Exception Handling

Each pre-backup command or batch file should have an error and exception handling. If a pre-
backup command contains an error, although an unhandled error may not hinder the backup job
process, and the backup job is successful, it will result to a status indicating completed backup with
warning(s).

For more details about backup report status, please refer to Backup Reports in Chapter 7.5
CloudBacko Pro Overview.

© Command or Batch File Compatibility

Make sure that each command (pre-backup and post-backup) are tested thoroughly before
including them to the backup job.

© Scheduled Backup

If the scheduled backup job is set to stop after x no. of hours, make sure that the duration of the
running backup job will not be affected. You may need to adjust the number of hours in the backup
schedule configuration. Please refer to Backup Schedule for more details.
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© Pre-backup Command Limitation

A reboot or shutdown must not be used in the pre-backup command. Otherwise, the machine will
shut down immediately that will result to a status indicating “Backup not yet finished”.

© Post-backup Command Recommendation

Itis recommended to include a timeout for a post-backup command to shut down the machine. This
is to ensure that the CloudBacko Pro has enough time to complete the backup process.

There are three (3) fields in the command line tool:

Field Description

The user-defined name of the pre-backup or post-backup

Name
command.

The location in the local machine which the pre-backup or post-
Working Directory backup command will run at, or the location of the command or
created batch file.

The pre-backup or post-backup command which can be

Command defined as a native command or batch file.

Pre-backup Command Line Tool

A pre-backup command is used to execute an action or process before the start of a backup job. To
create a pre-backup command, follow the steps below:

1. Click the add + button to add a new pre-backup command line too.

Pre-Backup Command Line Tool

Existing custom commands to run before backup

+ Add new pre-backup command line tool

2. Complete the following details:
® Name
Assign a desired name to the pre-backup command.
® Working Directory
Click the Change button to locate the working directory of the command.
® Command

Input a command to be run before a backup job. In this example, the pre-backup
command will display the list of the directories.

New Pre-Backup Command Line Tool

Name

Pre-Backup-1
Working Directory

jroot/Documents Change
Command

Is -la
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3. Click the OK button to save the created pre-backup command.

New Pre-Backup Command Line Tool
Name

Pre-Backup-1

Working Directory

[root/Documents

Command

Is-la

4. Click the Save button to save the settings.
E Sample Backup Set Pre-Backup Command Line Tool
Existing custom commands to run before backup
General Pre-Backup-1

Working Directory: /root/Documents, Command: Is -la

Source Add

Backup Schedule _
Post-Backup Command Line Tool

Destlnatlon Existing custom commands to run after backup
Deduplication + | Add new post-backup command line tool
Retention Policy

Command Line T...

Bandwidth Control
Others

de advanced settings
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5. Once the backup job is complete, click the [& button to display the backup report log where
you can check if the pre-backup command is successful.

Show | All w

Type Log Time
) start [ CloudBacko Pro v5.0.2.2 1 14/12/2021 17:46:42
) start Backup ... [Migrate Delta: disabled] 14/12/2021 17:46:48 N
0 Using Temparary Directory tmp/CloudBacko Pro/1639462852283/Local@1639463929560 14/12/2021 17:46:
) start Periodic Data Integrity Check on backup set = "Sample Backup Set" destination = "Local-1* 14/12/2021 17:46:
© start data integrity check on backup set “Sample Backup Set(1639462852283)", “Local-1(1639463920560)", c...  14/12/2021 17:46:
0 Start processing data integrity check on backup set= "Sample Backup Set” destination= "Local-1* 14/12/2021 17:46:
© skipped to run Data Integrity Check for backup set “Sample Backup Set” in destination “Local-1" because no dat...  14/12/2021 17:46:
) Data integrity check on backup set= "Sample Backup Set” destination= "Local-1” is completed 14/12/2021 17:46%
) Finished data integrity check on backup set "Sample Backup Set(1639462852283)", "Local-1(1639463929560)... 14/12/2021 17:46:49

g ackup Backup Set(1639462852283)", "Local-1{163946392956... 14/12/2021 17:46:49
© start running pre-commands
o [Pre-Backup-1] Is -la
© (Pre-Backup-11 total 4816
) [PreBackup-11 drwxr-xr-x. 4 root root 4096 Dec 14 17:39 .
@ [PreBackup-1] dr-xrx—. 21 root root 4096 Dec 14 12:38 ..
0 [Pre-Backup-1] drwxr-xr-x. 2 root root 6 Dec 14 16:14 1639462852283
© [Pre-Backup-1] -rw-r-r— 1 root root 581407 Dec 9 18:28 samplel.pdf
© (PreBackup-1] -rw-r-r—-. 1 root root 912384 Dec 9 18:29 samplel.ppt
0 [Pre-Backup-1] -rw-r—r—. 1 root root 105344 Dec 9 18:31 samplel.rtf
@) [Pre-Backup-11rw-r—r— 1rootroot 607 Dec 9 18:24 samplel txt 4
) [PreBackup-1] -rw-r-r— 1 root root 16384 Dec 9 18:30 samplel.xls 14/12/2021 17:46:49 ¥
- T p—— b AT - A An AR o ion 2amnmnnr AT

Logs per page |50 L] Page
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Post-backup Command

A post-backup command is used to execute an action or process after a backup job. To create a post-
backup command, follow the steps below:

1. Click the add + button to add a new post-backup command line too.

Post-Backup Command Line Tool

Existing custom commands to run after backup
+ Add new post-backup command line tool

2. Complete the following details:
® Name

Assign a desired name to the post-backup command.

® Working Directory

Click the Change button to locate the working directory of the command.

= Command

Input a command to be run after a backup job. In this example, the post-backup
command will display the list of the directories.

New Post-Backup Command Line Tool

Name

Post-Backup-1

Working Directory
froot/Documents Change

Command

| shutdown +5 l

3. Click the OK button to save the created post-backup command.

New Post-Backup Command Line Tool

Name

Post-Backup-1

Working Directory

/root/Documents Change
Command

shutdown +5
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4. Click the Save button to save the settings.

E Sample Backup Set

General

Pre-Backup Command Line Tool

Existing custom commands to run before backup

Pre-Backup-1
Working Directory: /root/Documents, Command: Is -la

Source

Backup Schedule )
Post-Backup Command Line Tool

Retention Policy

Command Line T...

Bandwidth Control

Others

e advanced settings

Destination
Existing custom commands to run after backup
s o Post-Backup-1
DEdUpllcatlon Working Directory: /root/Documents, Command: shutdown +5

5. Once the backup job is complete, click the [Q
you can check if the post-backup command is successful.

=
o
H
1
&

e
Total Attributes Changed Files = 0

Total Deleted Files = 0

Total Deleted Directories = 0

Total Deleted Links = 0

Total Moved Files = 0

Total Dedupe Saving for this job = 08

Total Backup Data Size for this job = 4.67MB
Total Dedupe Saving for destination = 0B

Total Backup Data Size for destination = 4,67MB
Start running retention policy on backup set "Sample Backup Set{1639462852283)", "Local- 1{1639463929560)"
Start processing space freeing up on backup set= "Sample Backup Set (1639462852283)" destination= *Local-...
Space freeing up on backup set= "Sample Backup Set {1639462852283)" destination= “Local-1 (1639463929

Saving server information to destination.
Saving encrypted hackup file indey to 1639462852283 thlocke/2021-12.14-17- 4675 at dectination Local1. ..
Start running post-commands

[Post-Backup-1] shutdown +5

[Post-Backup-1] Shutdown scheduled for Tue 2021-12-14 17:51:53 HKT, use ‘shutdown -¢' to cancel.
Finished running post-commands

DTty TIPSy e TP O e ST KT FTOTT

Backup completed with warning(s)

FLPIrLplims sl Bab il bl ra iy

ol - 1R ~-1—-1 ~I—I—-I—-I---]-T-[—-]--]--I-—-I-T}

Logs per page | 50 L

Finished running retention policy on backup set “Sample Backup Set(1639462852283)", "Local-1{16394639295...

Show | All

14/12/2021 17:46:52
14/12/2021 17:46:52
14/12/2021 17:46:52
14/12/2021 17:46:52
14/12/2021 17:46:52
14/12/2021 17:46:52
14/12/2021 17:46:52
14/12/2021 17:46:52
14/12/2021 17:46:52
14/12/2021 17:46:52
14/12/2021 17:46:52
14/12/2021 17:46:52
14/12/2021 17:46:52
14/12/2021 17:46:52
14/12/2021 17:46:53
14/12/2021 17:46:53
14/12/2021 17:46:53
14/12/2021 17:46:53
14/12/2021 17:46:53
14/12/2021 17:46:56
14/12/2021 17:46:56

Page (3/3 w

L
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7.4.1.8 Bandwidth Control

This feature allows the user to limit the amount of bandwidth used by backup traffic between specified
times. This bandwidth control is configured as disabled by default.

E Sample Backup Set Bandwidth Control
Limit the transfer rate when performing backup and restore tasks
General on | .
Source

Backup Schedule
Destination
Deduplication

Retention Policy

Command Line T...

Bandwidth Control

Others

Hide advanced settings

There are two (2) types of bandwidth control:

Bandwidth Control L
Description

Type

Independent Each backup and restore has its assigned bandwidth.

All backup and restore operations are sharing the same assigned

SENS bandwidth.

NOTE
Share mode does not support performing backup job on multiple destinations concurrently.
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To enable the bandwidth control setting, follow the steps below:

1. Slide the lever to the right to turn on the bandwidth control.

Bandwidth Control

Limit the transfer rate when performing backup and restore tasks

Oon q

2. Select a bandwidth control mode.

Mode
# Independent
Share

3. Click the Add button to create a modified bandwidth control.

Existing bandwidth controls

Add new bandwidth control
+

4, Complete the following fields then click the OK button to save the new bandwidth control.
® Name
= Type

= Maximum transfer rate

Field Description

Name The name of the bandwidth control set.

Type The type of enforced bandwidth control period.

Maximum transfer
rate

New Bandwidth Control

The maximum bandwidth used.

Name
Bandwidth Control-1

Type
o Always
Only within this period

Maximum transfer rate
100 v Kbit)s w
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5. Click the Save button to store the settings.

E Sample Backup Set

General

Source

Backup Schedule
Destination
Deduplication

Retention Policy

Command Line T...

Bandwidth Control

Others

Hide advanced settings

www.cloudbacko.com

Bandwidth Control

Limit the transfer rate when performing backup and restore tasks

on |

Mode
(e) Independent
() Share

Existing bandwidth controls
Bandwidth Control-1
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7.4.1.9 Others

Below is the list of other configurable options under the backup set settings:

Temporary Directory

Follow Link

File Permissions

Compressions
Encryption
Recycle Bin

Restore Drill

Temporary Directory

The CloudBacko Pro uses the temporary directory for both backup and restore operations.

Source

Backup Schedule
Destination
Deduplication
Retention Policy
Command Line Tool

Bandwidth Control

Hide advanced settings

Temporary Directory
Temporary directory for storing backup files
ftmp/CloudBacko Pro Change

1.57GB free out of total 27.38GB space in /tmp/CloudBacko Pro
| Remove temporary files after backup

Follow Link

Follow link of the backup files
on L |
File Permissions

Backup files' permissions

on L |

Com P ressions
Select compression type

Fast with optimization for local v

For a backup job, it is used to temporarily store backup set index files. An updated set of index files is
generated after each backup. The index files are synchronized to each individual backup destination at

the end of each backup job.

For arestore job, it is used to temporarily store temporary restore files.
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NOTE

For best practice, the temporary directory should be located on a local drive for optimal backup and restore
performance.
And should not be located on:
e System drive, as the System drive is used by Windows and other applications. There will be
frequent disk I/O activity which may affect both backup and restore performance.
e A network drive, as it could affect both backup and restore performance.

It is recommended to select the ‘Remove temporary files after backup’ option on the backup set to keep the
temporary drive clear.

To change the temporary directory, follow the steps below:

1. Click the Change button to select a directory path for storing temporary data.

Temporary directory for storing backup files

Jjtmp/CloudBacko Pro Change
38.27GB free out of total 49.98GE space in /tmp/CloudBacko Pro

| Remove temporary files after backup

2. Click the Save button to store settings.

Follow Link

This feature allows the user to enable or disable the follow link which defines the NTFS junction or
symbolic link during a backup job. This feature is configured as enabled by default.

~
m File-1 Temporary Directory

Temporary directory for storing backup files
General /tmp/CloudBacko Pro Change

1.57GB free out of total 27.38GB space in /tmp/CloudBacko Pro

Source | Remove temporary files after backup
Backup Schedule ol :
rOHOW LINK
Destination

Follow link of the backup files

On q

Deduplication

Retention Policy File Permissions

Backup files' permissions

on . |

Command Line Tool

Bandwidth Control

Compressions
Others
Select compression type

Hide advanced settings

Fast with optimization for local v

NOTE
The Follow Link feature is only applicable for File Backup Sets.
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File Permissions

This allows the user to enable or disable the backup file permission which backups the operating system
file permission of the data selected as backup source. This option is enabled by default.

m
P
>

Temporary Directory

Temporary directory for storing backup files

General |ftmprIoudBacko Pro |-

1.57GB free out of total 27.38GB space in /tmp/CloudBacko Pro

Source Remove temporary files after backup
Backup Schedule ‘
Follow Link
Destination Follow link of the backup files
. . 0

Deduplication " =1
Retention Policy File Permissions

: Backup files' permissions
Command Line Tool on ="
Bandwidth Control

Com pressions
Others
Select compression type

Hide advanced settings

| Fast with optimization for local v |

v

1. Slide the lever to the right to turn on the File Permissions option. Otherwise, slide to the left to
turn it off.

2. Click the Save button to save the settings.

NOTE
Applicable for File Backup Sets only

www.cloudbacko.com 85



Cloudbdacko.

Compressions

This feature is used to enable compression of data during a backup job. When the compression is
enabled, the CloudBacko Pro will compress all the files before it is backed up to the backup
destination(s). Newly create backup sets are configured to use Fast with optimization for local.

These are the four (4) compression types:

No Compression - No compression of file will be made

the lowest CPU usage

Normal - Compressed file size is the smallest but with high CPU usage

Fast - Compressed file size is larger than Normal Compression but with lower CPU usage

H

General

Source

Backup Schedule
Destination
Deduplication
Retention Policy
Command Line Tool

Bandwidth Control

Hide advanced settings

Compressions
Select compression type

Fast with optimization for local v

Encryption

Do not use encryption

Ynmvela Rir
rRecycle bin

Move the file to the Recycle Bin when remove file from Retention Policy...

on ]

Keep the deleted files for

7 w | day(s)

Restore Dril

Run trial restore to ensure data healthiness and update corrupted files.

off [ |

Fast with optimization for local - Compressed file size is larger than Fast Compression but with

NOTE

The compression type can be changed anytime even after a backup job. The modified compression type
will be applied on the next run of a backup.

www.cloudbacko.com
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Encryption

This feature allows the user to view the encryption settings.

E File-1 Compressions

Select compression type

General

Fast with optimization for local v
Source

Encryption
Backup Schedule

Do not use encrypt\on
Destination

o Recycle Bin
Deduplication :

Move the file to the Recycle Bin when remove file from Retention Policy...
Retention Policy on B |

Keep the deleted files for

Command Line Tool
7 w | day(s)

Bandwidth Control

Restore Dril
Others

) z Run trial restore to ensure data healthiness and update corrupted files.
Hide advanced settings
off [ |

save | [conce

To view the encryption key of the backup set, follow the steps below:

1. Click Unmask encryption key to display the encryption key of the backup set.

Encryption

Encryption key

Copy to clipboard Unmask encryption key
Algorithm AES

Method CBC

Key length 256 bits
Encryption

Encryption key I NjSvnl214SnbVMBZ 9VAEGTNdkQIsVKFoDUALQOMERDA= I
Copy to clipboard ask encrypuon Key
Algorithm AES

Method CBC

Key length 256 bits

2. Click Copy to clipboard to copy the encryption key of the backup set.

Encryption
C i Njsvnl2l4snbvMBZ9VAEGTNdkQISVKFoDUALQ9MERDA=
Copy to clipboard Mask encryption key
Algorithm AES
Method CBC
Key length 256 bits
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Recycle Bin

The Recycle Bin is for protection of the BAK (block) files stored in the Backup Set's destination. It allows
the user to set the number of days BAK files that were deleted due to Retention Policy or Data Integrity
Check will be kept in the Recycle Bin as added protection.

This is how the Recycle Bin will treat deleted data:

Data in the Recycle Bin will consume Quota.

It does not move the data in another location within the storage, instead the index tracks
xxxxxx.bak files and its remaining time in the Recycle Bin.

If the index is reverted to a previous timestamp, the settings of the Recycle Bin in the
reverted index will be followed.

Recoverability of data is not affected when the Recycle Bin is alternately enabled or
disabled.

o When enabled, it will only check if the data inside the Recycle Bin is still within
the set number of days. Once it is beyond the set number of days it will only
be deleted when the following operations are run: Backup, Space Freeing Up,
Data Integrity Check and Delete Backup Data.

o When disabled, if there are already deleted files it will not automatically delete
the data inside the Recycle Bin. It will remain in the Recycle Bin even if it is
beyond the set number of days. It will only be deleted when the following
operations are run: Backup, Space Freeing Up, Data Integrity Check and
Delete Backup Data.

Once the Recycle Bin is disabled, deleted files will be removed immediately and will
not be moved in the Recycle Bin.

The setting applies to all destinations for the backup set.
Viewing Recycle Bin contents is not available.
Recycle Bin cleanup is done at the start of the backup job process.

Recovering from Recycle Bin requires reverting the index. For instructions on how to
revert the index please refer to this article: FAQ: How to un-delete backup data moved
to Retention, or revert indexes to a healthy state from an earlier successful backup.

WARNING
When reverting index, new data will be lost.

This is enabled by default set with 7 days.

on

7

Move the file to the Recycle Bin when remove file from Retention Policy or DIC

Keep the deleted files for

ol

v | day(s)
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To set the number of days, follow the steps below:

1. Go to Backup Sets, then select a backup set.
2. Click the Others tab in the backup set settings.

3. Under Recycle Bin, select the number of days or you can enter it manually.

Keep the deleted files for

7 w | day(s)

www.cloudbacko.com
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Restore Drill

This feature is used to run a trial restore to detect corrupted data. It helps to ensure that backup data is
always restorable since it will alert users regarding the corrupted data, which requires running the
backup job either manually or via schedule to fix.

Run trial restore to ensure data healthiness and update corrupted files.

off |

To configure the restore drill, follow the instructions below:
1. Go to Backup Sets, then select a backup set.
2. Click the Others tab in the backup set settings.
3. Enable the Restore Dirill by sliding the lever to the right.
4

Select the interval in months when the restore drill will run.

Run restore drill every

6 w | Months

5. Click Save to apply the settings.

In order to receive an email report after a restore drill job was run, ensure that you have set up your
email in Settings > Email Report. For more information on how to do this please refer to Ch. 7.7.2
Email Report. The report received will depend on this setting.

www.cloudbacko.com 90



Cloudbdacko.

7.5 Report

This feature allows user to run and view backup, restore reports, and usage.

There are four (4) options available for this feature, namely:

Backup
© Restore
O Usage
© Purchase

Re pO rt Backup Report

From To
0 v|[oec v ][z01 v [16 v|[o v ][ | B

Restore Backup set &  Destination w | Completion Status ]

m Sample Backu... ﬂ Local-1 15/12/2021 17:41 Completed
Usage m Sample Backu... ﬂ Lacal-1 15/12/2021 17:35 Completed
Purchase E Sample Backu... ﬂ Local-1 15/12/2021 17:22 Completed

m sample Backu... [{ Local-1 15/12/2021 17:13

E Sample Backu... ﬂ Local-1 15/12/2021 14:25 Completed

m sample Backu... [f Local-1 15/12/2021 14:22

m Sample Backu... ﬂ Local-1 15/12/2021 12:02 Completed

m Sample Backu... ﬂ Local-1 15/12/2021 12:00 Completed

E Sample Backu... ‘, GoogleDrive-1 15/12/2021 11:51 Completed

m Sample Backu... ﬂ Local-1 15/12/2021 11:50 Completed

No. of records per page | 50 ~ Page |1/1 w
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7.5.1 Backup

This option is used to run and view backup reports. There are four (4) filters that can be applied
on this feature, namely:

®  Date range

®  Backup set

@  Destination

®  Status

Re port Backup Report

From To

Backup 09 v |Dec w||2021 w| |16 w |/ Dec w ||2021 w Go
Restore Backup set w | Destinati... w | Completion Status (¥

m sample Backup Set | Local-1 15/12/2021 17:41 Completed
Usage 8] sample Backupset [ Local-1 15/12/2021 17:35 Completed
Purchase m sample Backup Set B Local-1 15/12/2021 17:22 Completed

m sample Backup Set 02 E Local-1 15/12/2021 17:13

m sample Backup Set02 [f Local-1 15/12/2021 14:25 Completed

8] sample Backup seto1 [ Local-1 15/12/2021 14:22

E Sample Backup Set 01 E Local-1 15/12j2021 12:02 Completed

8] sample Backup seto1 g Locall 15/12/2021 12:00 Completed

m Sample Backup Set & GoogleDriv... 15/12/2021 11:51 Completed

B sample Backupset [ Local-l 15/12/2021 11:50 Completed

No, of records per page | 50 L Page |1/1 w

By setting the Date range, you will see the list of all backup report(s) within that period.

Backup Report

From Tao

09 w | |Dec w || 2021 w 16 w |[Dec w2021 w Go

Backup set w | Destinati... w | Completion Status "
m Sample Backup Set ﬂ Local-1 15/12/2021 17:41 Completed

m sample Backup Set E Local-1 15/12/2021 17:35 Completed

E Sample Backup Set ﬂ Local-1 1571272021 17:22 Completed

E Sample Backup Set 02 E Local-1 15/12/2021 17:13

E Sample Backup Set 02 E Local-1 157122021 14:25 Completed

E Sample Backup Set 01 E Local-1 15/12/2021 14:22

m Sample Backup Set 01 E Local-1 15/12§2021 12:02 Completed

m Sample Backup Set 01 E Local-1 15/12/2021 12:00 Completed

m Sample Backup Set L GoogleDriv... 15/12/2021 11:51 Completed

E sample Backup Set [l Local-1 15/12/2021 11:50 Completed
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You can view the backup report(s) of a specific backup set by using the Backup set filter.

Backup Report

From To

09 w | Dec w | 2021 w 16 w ||Dec w | 2021 w Go

Backup set w | Destinati... w  Completion Status W
Backup set ﬂ Local-1 15/12/2021 17:41 Completed
Sample Backup Set B Locala 15/12/2021 17:35 Completed

Sample Backup Set 02 Local-1 15/12/2021 17:22 Completed

Sample Backup Set 01

m Sample Backup Set 02

Local-1 1571272021 17:13

Local-1 15/12j2021 14:25 Completed
&) sample Backup seto1 [ Local 15/12/2021 14:22
m Sample Backup Set 01 Local-1 15/12j2021 12:02 Completed

Local-1 15/12/2021 12:00 Completed

m Sample Backup Set 01
sample Backup Set ¢ GoogleDriv... 15/12/2021 11:51 Completed

8] sampie Backup set [ Local 15/12/2021 11:50 Completed

If you want to see the backup report(s) in your selected storage location, use the Destination
filter.

Backup Report

From To

09 w | Dec w | 2021 w 16 w ||Dec w | 2021 w Go

Backup set w | Destinati.. w | Completion Status L

m Sample Backup Set Destination 15/12/2021 17:41 Completed

sample Backup Set | Local-1 15/12/2021 17:35 Completed
m sample Backup set | Local-1 15/12/2021 17:22 Completed
&) sample Backup set 02 L 15/12/2021 17:13
GoogleDrive-1
m Sample Backup Set 02 Ly ————— ~ 115/12/2021 14:25 Completed
8] sample Backup seto1 [ Local 15/12/2021 14:22
m Sample Backup Set 01 E Local-1 151272021 12:02 Completed
&) sample Backup seto1 [§ Local 15/12/2021 12:00 Completed

sample Backup Set ¢ GoogleDriv... 15/12/2021 11:51 Completed

&) sample Backup set [ Local 15/12/2021 11:50 Completed
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By applying this filter, all backup reports with the same Status will be shown.

Backup Report

From To

09 w || Dec w | 2021 w

Backup set w | Destinati... w | Completion

ﬂ Local-1
sample Backup set [ Locall

m Sample Backup Set ﬂ Local-1
m sample Backup set02 @ Locall

m Sample Backup Set
15/12/2021 17:
15/12/2021 17:
153/12/2021 17:
m Sample Backup Set 02 E Local-1 15/12j2021 14:
m Sample Backup Set 01 E Local-1 15/12/2021 14:
m Sample Backup Set 01 E Local-1 15/12/2021 12:
m Sample Backup Set 01 ﬂ Local-1 15/12/2021 12:
Sample Backup Set & GoogleDriv... 15/12/2021 11:

&) sample Backup set [ Local 15/12/2021 11:

16 w || Dec w || 2021 w Go

Status

15/12/2021 17:4] Status

35 Completed

in

34 Warning

| %1

13 Interrupted

25 Completed
22

02 Completed
00 Completed
51 Completed

50 Completed

In order to see a backup report in detail, select a backup set.

Backup Report

From To

Sample Backup Set
8] sample Backupset [ Local

09 w | Dec w || 2021 w 16 w || Dec w || 2021 w Go

Backup set w  Destinati... w Completion Status
m Sample Backup Set ﬂ Local-1 15/12/2021 17:4]1 Completed
Sample Backup Set E Local-1 15/12§2021 17:35 Completed
m Sample Backup Set ﬂ Local-1 1571272021 17:22 Completed
m Sample Backup Set 02 E Local-1 15/12j2021 17:13

m Sample Backup Set 02 ﬂ Local-1 151272021 14:25 Completed
m Sample Backup Set 01 ﬂ Local-1 15/12j2021 14:22

m Sample Backup Set 01 E Local-1 15/1272021 12:02 Completed
m Ssample Backup Set 01 ﬂ Local-1 15/12/2021 12:00 Completed

L GoogleDriv... 157122021 11:51 Complsted

15/12/2021 11:50 Completed

www.cloudbacko.com
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Click View log to see the event log during a backup.

Backup Report

From To

09 w | Dec w | 2021 w 16 w || Dec w | 2021 w Go
Backup set w | Destinati... » | Completion Status (¥
m Sample Backup Set ﬂ Local-1 15/12/2021 17:41 Completed

m Sample Backup Set E Local-1 15/12/2021 17:35 Completed
Backup set m Sample Backup Set X
Destination E Local-1

Jobh 15/12/2021 17:22

Time 15/12/2021 17:22 - 17:22 {HKT)

Status + Completed successfully

MNew files * 31 [B.7MB/9.AMBE (7%)]

updated files * 0

Attributes Changed Files * 0

Moved files * 0

Deleted files * 0

Dedupe Saving 4. 7M/9.4M [49.8%]

* Unit = Mo of files [Total zipped size { Total unzipped size (compression ratio)]

View log

Mo. of records per page | 50 L Fage |[1/1 w

Backup set, time, destination, and status can be filtered here. You can also choose to view
the number of logs per page.

Backup set | Sample Backup Set w Destination | Local-1 w
Log | 15/12/202117:22 w Show | All v
Type Log Time

Start [ CloudBacko Pro v5.0.2.2 ] 15/12/2021 17:22:37
Start Backup ... [Migrate Delta: disabled] 15/12/2021 17:22:39 "™
Using Temporary Directory ftmp/CloudBacko Pro/1639540037282/Local®1639540110216 15/12/2021 17:22:39
Start Periedic Data Integrity Check on backup set - "Sample Backup Set” destination - "Local-1* 15/12/2021 17:22:41
Start data integrity check en backup set "Sample Backup Set{1639540037282)", "Local-1{1639540110216)", c... 15/12/2021 17:22:41
Start processing data intagrity check on backup set= "Sample Backup Set” destination= "Local-1" 15/12/2021 17:22:41
Skipped to run Data Integrity Check for backup set “Sample Backup Set® in destination “Local-1" because no dat...  15/12/2021 17:22:43
Data integrity check on backup set= "Sample Backup Set” destination= "Local-1* is completed 15/12/2021 17:22:44

Finished data integrity check on backup set “Sample Backup 5et(1639540037282)", "Local-1(1639540110216)...  15/12/2021 17:22:44
Completed data integrity check on backup set "Sample Backup Set{1639540037282)", "Local-1{163954011021... 15/12/2021 17:22:44

SO0 0000R0003

Start running pre-commands 15/12/2021 17:22:44
Finished running pre-commands 15/12/2021 17:22:44
Downloading server file list... 15/12/2021 17:22:44
Downloading server file list... Complated 15/12/2021 17:22:44
Reading backup seurce from hard disk... 15/12/2021 17:22:45
Reading backup source from hard disk... Completed 15/12/2021 17:22:45
[Mew Directory]... / 15/12/2021 17:22:46
[Mew Directoryl... jroot 15/12/2021 17:22:46
[Mew Directory]... /root/Documents : hd
Logs per page |50 (¥ Page |1/5 w

www.cloudbacko.com 95



Cloudbdacko.

7.5.2 Restore

This feature is used for viewing restore report(s). You can also apply filter on Date range,
Backup set, Destination, and Status here.

Report

Backup

Usage

Purchase

www.cloudbacko.com

Restore Report

From

09 w [ Dec w

Backup set
m Sample Backup Set
m Sample Backup Set
m Sample Backup Set
m sample Backup Set

No. of records per page

2021 w

To
16 w

w | Destination w | Job

ﬂ Local-1
E Local-1
ﬂ Local-1
B Local1

50 L4

Dec W | 2021 w Go

Stalus W
15/12/2021 18:06 Completed
15/12/2021 18:04 Completed
15/12/2021 17:59 Completed

15/12/2021 17:58 Failed

Page

1/1 w
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7.5.3 Usage

This allows the user to view the storage and usage information in a graphical view for each
backup set and backup destination by date.

Re p 0] rt Usage
select a destination

Backup E Jusrflocal/backup v
select a backup set

Restore

E Sample Backup Set w

Usage From To

09 w [ Dec w | 2021 w 16 w ||[Dec w2021 w Go
Purchase

Size (KB}

11122021
12/12/2021

15/12/2021
6122021

Date

Sample Backup Set

Show total capacity and used space

© Storage Statistics
Total Size: Displays the total amount of backed up data on the backup destination.

The storage statistics of a backup set is updated every time the following functions are

run:
1. Backup job
2. Periodic Data Integrity Check (PDIC)
3. Data Integrity Check (DIC)
4. Space Freeing Up
5. Delete Backup Data
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Example: The data transfer statistics will pop up when mouse pointer moves over a specific

date.
Report Usage
Select a destination
Backup E Jusr/localjbackup v
R t Select a backup set
estore
m Sample Backup Set w
Usage From To
09 & Dec w 2021 w 16 W || Dec W ||2021 w Go
Purchase
000
o
. £ -
= Date 15/12/2021
4 Destination Local-1
] G Backup set Sample Backup Set
& Total Size 8.7MB
2,500 Data transfer
Backup 21.7MB
Restore 8.7MB
u X L L T utiities 08
g 2 2 g 8 =4 ? =
<l o o [< & o o o
Date
Sample Backup Set
Show total capacity and used space

© Data Transfer Statistics

@ Backup: displays the amount of data transferred to the backup destination for
backups.

@ Restore: displays the amount of data transferred from the backup destination for
restores.

@ Utilities: displays the amount of data transferred from the backup destination, when
a Data Integrity Check (DIC) is run with the “Run Cyclic Redundancy Check (CRC)
during data integrity check" option selected.

To check the total capacity and used space, tick the checkbox.

| Show total capacity and used space |

Re pO rt Usage
selecta destination
Backup B Jusrilocal/backup v

selecta backup set

Restore [8] sample Backup set v

Usage From To

09 w || Dec w | 2021 w 16 w ||Dec w | 2021 w Go
Purchase

w & ow

Size (GB)

0
0
121202
13/12/202
1471202021
2

Date

Total Used Sample Backup Set

~f| Show total capacity and used space
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7.5.4 Purchase

This feature is used for viewing purchase report(s) for license key and/or modules purchased
based on the license key which is currently applied on CloudBacko Pro.

You can select a purchase date and search for a specific report.

Re pOI't Purchase Report

Select a purchase date

Ba_ckup 2021-12-02 16:58 w Go
Restore Clouddacko.
Usage CloudBacke Corporation

28/F, Ford Glory Plaza, No.37 Wing Hong Street, Lai Chi Kok,
Kowloon
Purchase Hong Kong
OFFICIAL RECEIPT

Thank you for your payment. Your transaction has been completed. Below are the
details of your purchase. Your order is charged in US Dollar (USS$). A copy of this
receipt has been sent to your email & sd@gmail.com

License Key : bciaam03-Tg M-4 R+ _rrsrirerstss (Online)

Receipt Number: CC-97832 Contact Person : B.anig s

Paid Date : 2021-12-02 Email : =il == @gmail.com

Payment Method : DIS Address : Valero Street, Makati

City, Philippines

Description Unit Price Qty. Amount

1. CloudBacko™ Pro Basic US$99.00 1 Us§99
Software

2. Fully covered coupon Less US$99

Total : USS0
Print
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7.6 Restore

This feature is used to copy the backed-up file(s) from the backup set and restoring it to its
original location or new location.

(2,

Restore

If using CloudBacko Pro for the first time, you will be asked to create a backup set and run a
backup first. A restore cannot be performed unless you already run a backup.

Q You have not performed any backup or created any backup set.

Create Backup Set

For instructions on how to do a restore, refer to Chapter 11 Restore Data.
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7.7 Settings

Settings consist of six (6) sub modules:

Proxy

Email Report
Software Update

License

Authentication

Mobile Backup

Settings

Email Report

Software Update
License
Authentication
Mobile Backup

www.cloudbacko.com

Proxy (HTTP)

Use proxy to access the Internet

off | .

101



Cloudbdacko.

7.7.1 Proxy
To enable the Proxy Settings, follow the instructions below.

Settlngs Proxy (HTTP)
Use proxy to access the Internet
-
Email Report
Software Update
License
Authentication
Mobile Backup
Settlngs Proxy (HTTP)
Use proxy to access the Internet
-

. IP address Port
Email Report | (.
Software Update Login ID
U | |

Icense Password
Authentication | ]
Mobile Backup  Test connection
1. Complete the following fields:
& |P address
&  Port
@ Login ID
&  Password
2. Click Test Connection to validate the connection.
3. Click Save to store the settings.

www.cloudbacko.com
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7.7.2 Email Report

The email report will send notifications for backup errors or warnings, missed backup reports,
storage alert and restore drill report.

Settings Email Report
Send backup related report to me through email
Proxy off | .

Email Report

Software Update
License
Authentication

Mobile Backup

To enable the Email Report feature, follow the instructions below:

1. Complete the following fields then click Connect to validate the connection.

®  Host
@  Protocol
@  Port
@  Login name
@  Password
@  Report sender email
SEttlngS Email Report
Send backup related report to me through email
Proxy on

Email Report Outgoing SMTP Server

Software Update Host

‘ smtp.gmail.com

Llcense Protocol Port
Authentication 247
Login name
Mobile Backup \__ “@gmail.com J
Password
Report sender email
| report@gmail.com |
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If succesfully connected, the email address where the report will be sent should be
displayed as well as the list of reports to be received. Enter a valid email then click
Send test email.

@gmail.com ~
« Successfully connected
Proxy
Send reports to these emails
@gmail
Software Update camartem
. Send test email
License
Authentication
Mobile BaCkup +| Backup Error/Warning Report | at 23:59 on the day when there ... W
+| Missed Backup Report when backup missed for | 1w | days
| Storage Alert Report | when available space is under 50% w*
+| Restore Drill Report | for every restore drill job v
v
Below is the sample screenshot of the test email.
CloudBacko Testing Email from ahsay nbex = 2 B
@gmail.com - @gmail.coms 15:06 (D minutez ago) ¢ &
Hi root,
Congratulations! This is to confirm that CloudBacko Pro on your computer "ahsay ( J" is able to send email to you.

Have a nice day!
- CloudBacko Team

Flease don't reply to this auto-generated email report. If you prefer not to receive this report anymore, you can turn it off in the
Settings = Email Report section of your CloudBacko Pro software.

2. Select the reports you want to receive by ticking the checkboxes then click the Save
button to store the settings.

@  Backup Error/Warning Report

= at 23.59 on the day when there are error or warning
" at 23:59 everyday, when there are no error or warning
@  Missed Backup Report when backup missed for a specific number of days
" Number of days: from 1 to 30
@  Storage Alert Report
" when available space is under 50%
" when available space is under 40%
" when available space is under 30%
" when available space is under 20%
" when available space is under 10%
@  Restore Drill Report
" for every restore drill job
" for every restore drill job with corrupted data found
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These are sample reports:

@

www.cloudbacko.com

Backup Error/Warning Report

CloudBacko Error/Warning of localhost.localdomain (2021-12-15) ® 2

Inbox x

g @gmail.com < @gmail.com> Wed, 15 Dec, 17:01 (1 day ago) ';‘:( .
to v

Hi root,

CloudBacko Pro experienced 0 errors and 1 warnings when backing up your computer "localhost localdomain (10.3.121.5)"
during 2021-12-15

Please check the details in the Report = Backup section of the CloudBacko Pro software for that machine and fix all the related
problems as soon as possible.

Have a nice dayl

- CloudBacko Team

Please don't reply to this auto-generated email report. If you prefer not to receive this report anymore, you can turn it off in the
Settings = Email Report section of your CloudBacko Pro software

Missed Backup Report when backup missed for a specific number of days

CloudBacko Missed Backup of localhost.localdomain (2021-12-15) & &

Inbox x

—-J—I@gmail,com < @gmail.com> Wed, 15 Dec, 17:01 (1 day ago) {‘3 -
to -

Hi root,

The following backup sets of your computer "localhost.localdomain (10.3.121.5)" were missed:
Sample Backup Set: Missed for 3 days

Possible reasons for missed backup:

1. Failed network connection

2. Machine was shut down at scheduled backup time

3. CloudBacko Pro's Windows service was not running

Check and fix the above problems to prevent missed backup from happening again. Fire backups manually as soon as
possible to keep the recent changes backed up.

Have a nice day!

- CloudBacko Team

Please don't reply to this auto-generated email report. If you prefer not to receive this report anymore, you can turn it off in the
Settings = Email Report section of your CloudBacko Pro software

Storage Alert Report

CloudBacko Storage Alert of localhost.localdomain (2021-12-15) & @

Inbox x

g @gmail.com < @gmail.com> Wed, 15 Dec, 17:01 (1 day ago)  * g -
to -

Hi root,
The following storages of your computer "localhost.localdomain (10.3.121.5)" are running out of space (under 50%):
/root / Documents

Please consider freeing up more space or upping the belt size by adding extra storage to ensure the system has enough free
space to hold future backups

Have a nice day!

- CloudBacko Team

Please don't reply to this auto-generated email report. If you prefer not to receive this report anymore, you can turn it off in the
Settings = Email Report section of your CloudBacke Pro software
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@  Restore Drill Report

www.cloudbacko.com

Restore Drill Report of ahsay (2023-09-13 10:25 AM) Inbex =

Slmm@gmail.com < @gmail.coms

0 - -

Hi root,

Here is the summary of your restore drill job "2023-09-13-10-19-30".

Backup Set: Sample Backup Set

Destination: Local-1

Backup Job: 2023-09-12-21-27-35

Job Status: OK

Restore Drill Duration: 09/13/2023 10:19:30 IRKT - 09/13/2023 10:19:38 IRKT
Total Data Size: 4.74 M (16)

Restored Data Size: 4.74 M (16)

Invalid Data: 0

Unverifiable Data: 0

Have a nice dayl
- CloudBacko Team
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7.7.3 Software Update

The Software Update module allows the user to enable the notifications when an update is
available and check if there is an available update. By default, the notification is enabled.

SetU ﬂgS Notification

Notify me when an update is available
Proxy on =
HEll Fepert Available Update
Software Update _
License
Authentication

Mobile Backup

To check for the available Update, follow the instructions below:

1. Click the Check update button.
2. If there is no available update, it will display this message, “Your CloudBacko Pro is
up-to-date”.
Sett| ﬂgS Notification
Notify me when an update is available
Proxy on (=1
Ermail et Available Update

Software Update Your CloudBacko Pro is up-to-date

License
Authentication

Mobile Backup
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3. However, if there is an available update, upon launching the CloudBacko Pro, an alert

message will prompt that there is an available version for update. Click Details to
proceed.

4. Upon clicking the Details button, it redirects the users to the Software Update module
under Settings. It shows the details of the update. Click Update to proceed

Proxy

Email Report

License
Authentication

Mobile Backup

Notify me when an update is available

On I

CloudBacko Pro version 5.1.4.0 (105.95M)
Details of this update:

» v5.1.4.0 (09-May-2022)

Support Hyper-V Server 2022

Support Hyper-V Backup / Restore with v4 Full Backup + v5 Deduplicated Data
Support VMware Backup / Restore with v4 Full Backup + v5 Deduplicated Data
Support root folder selection for Cloud File backup set

Performance Tuning for Microsoft 365 SharePoint Restore

Bug fixes

v

yv¥vwvvww

Update

Check the Release Note in wiki.cloudbacko.com for all the details of this release.

www.cloudbacko.com
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5. It will show the download progress of the latest patch.

Downloading patch "cbp5140-nix.zip" from server.
8.17M/105.95M (7%), 1/1 ...

6. Once download is completed, it will prompt an alert message that the CloudBacko Pro
needs to restart to update the software. Click Restart now to proceed. Otherwise click
Cancel to abort restarting.

www.cloudbacko.com 109



Cloudbdacko.

7. The CloudBacko Pro should launch automatically. To check if the update is successful,

Go to the About module

© CloudBacko Pro
Version 5.9.0.0
A
Virtual Machine Open)DK 64-Bit Server VM Version 25.181-b13
Vendor Oracle Corporation
Live Threads 16 (Current) / 17 (Peak)
Daemon Threads 12
Total Threads Started 26
Heap Size 30,485 kbytes (Current) / 2,027,264 kbytes (Maximum)
Operating System Linux Version 5.4.0-181-generic
Architecture amd64
Number of Processors 1
Committed Virtual Memory 4,097,208 kbytes
Physical Memory 283,208 kbytes (Free) / 4,014,240 kbytes (Total)
Swap Space 4,029,936 kbytes (Free) / 4,030,460 kbytes (Total)
VM Arguments -Xrs -Xms128m -Xmx2048m -XX:MaxDirectMemorySize=512m
-Dsun.nio.PageAlignDirectMemory=true -Djava.library.path=.../LinX64
Class Path ../cb.jar W
Librarv Path ./LinX64
© 2024 CloudBacko. All Rights Reserved.

OR

Go to Settings > Software Update, click Check update.

Sett| ﬂgS Notification
Notify me when an update is available

Proxy on
Euiz ] Reforat Available Update
Software Update Your CloudBacko Pro is up-to-date
License
Authentication

Mobile Backup
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7.7.4 License

The License module shows the current license key applied along with the licenses and module
usage. Also, it allows the customer to apply full license key to a trial version of CloudBacko Pro.

© License Key

Displays the current license key. It could be a trial or full license key.
© Change License Key

This feature allows the customer to apply a full license key.
© Mode

Displays the mode of the license key either Online or Offline license. Online license
key requires a fixed internet connection.

© Version

Displays the version of the installed CloudBacko whether it is trial or full version. For
trial license, it will indicate the number of days before the trial expires.

© Buy full version (Displays in trial version only)
This feature allows the customer to buy the full version of the CloudBacko Pro.
© Modules (Displays in trial version only)

This are the following modules enabled for CloudBacko Pro.

= CloudBacko Pro software = Microsoft Hyper-V Backup Module
= Cloud File Backup Module = Microsoft Windows System Backup
* |BM Lotus Domino Backup Module Module
= IBM Notes Backup Module = MySQL / MariaDB Backup Module
= Microsoft Exchange Server Backup * Microsoft 365 Backup Module
Module = Oracle Database Server Backup Module

= Microsoft SQL Server Backup Module = VMware Backup Module
= Tibero Database Server

© Installations (Displays in full version only)

® Jtem - these are the software and modules allowed for CloudBacko Pro.

= CloudBacko Pro software = Microsoft Hyper-V Backup Module
= Cloud File Backup Module = Microsoft Windows System Backup
Module

= IBM Lotus Domino Backup Module

- IBM Notes Backup Module = MySQL / MariaDB Backup Module

= Microsoft Exchange Server Backup Microsoft 365 Backup Module

Module = QOracle Database Server Backup Module
=  Microsoft SQL Server Backup = VMware Backup Module
Module

» Linux Bare Metal Backup Module

= Tibero Database Server - PostgreSQL Backup Module

@ Allowed - displays the allowed number for each module for CloudBacko Pro.
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@ Used (This computer) — displays the total number of used software or add on
modules on all computers. The number in brackets refers to the used software or add
on modules on the current computer.

This is a sample screenshot for a trial version of CloudBacko Pro.

Sett| I’]gS License

License Key f489599a-332f-407 1 -*H#*srnminiiion

Proxy Change License Key

Mode Online
Email Report Version CloudBacko™ Pro v5 Trial Version (Expires in 25 days)
Software Update Modules CloudBacko Pro software Enabled

Cloud File Backup Module Enabled
L- IBM Lotus Domino Backup Module Enabled
Icense IBM Lotus Notes Backup Module Enabled

Microsoft Exchange Server Backup Module Enabled

: : Microsoft SQL Server Backup Module Enabled
Authentication Microsoft Hyper-V Backup Module Enabled
Microsoft Windows System Backup Module Enabled

H MySQL / MariaDB Backup Module Enabled
MObIIe BECkup Office 365 Backup Module Enabled
Oracle Database Server Backup Module Enabled

VMware Backup Module Enabled

This is a sample screenshot for a full version of CloudBacko Pro.

Sett| ngS License

License Key 8fle74de-dc90-432 3- vk st

Proxy Change License Key
Mode Online
Email Report Version CloudBacko™ Pro v5 Full Version
Installations Item Allowed Used
(This computer)
SOftwa re Update CloudBacko Pro software 200 28 (1)
Cloud File Backup Module 100 1(0)
H IBM Lotus Domino Backup ... 100 0(0)
Llcense IBM Lotus Notes Backup M... 100 0(0)
Microsoft Exchange Server... 100 0(0)
Authentication Microsoft SQL Server Back... 100 1(0)
Microsoft Hyper-V Backup ... 100 6(0)
. Microsoft Windows System... 100 0(0)
Mobile Backup MySQL / MariaDB Backup ... 100 0(0)
Office 365 Backup Module 100 0(0)
Oracle Database Server B... 100 0(0)
VMware Backup Module 300 2(0)
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To apply a license key, follow the instructions below:

1. Click Change License Key.

Settings License

License Key

Proxy

Mode
Email Report Version
Software Update Modules

License

Authentication

Mobile Backup

489599a-332f-407 1 -+t kxrrtrtates
Online
CloudBacko™ Pro v5 Trial Version (Expires in 25 days)

CloudBacko Pro software Enabled
Cloud File Backup Module Enabled
IBM Lotus Domino Backup Module Enabled
IBM Lotus Notes Backup Module Enabled
Microsoft Exchange Server Backup Module Enabled
Microsoft SQL Server Backup Module Enabled
Microsoft Hyper-V Backup Module Enabled
Microsoft Windows System Backup Module Enabled
MySQL / MariaDB Backup Module Enabled
Office 365 Backup Module Enabled
Oracle Database Server Backup Module Enabled
VMware Backup Module Enabled

2. Enter a valid license key then click OK.

Change License Key

Enter a valid License Key

[0 e mm il o o

www.cloudbacko.com
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3. Once license key is verified click Next.

Enter a valid License Key

v License key verified successfully

4. Enter a valid email address.

Enter your email address

@ com
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5. Click Browse to search for the activation.olr sent thru email. Click Import to process
the activation.

Import the license file

Check "= mew@piad.com” for an email titled "CloudBacko License Info" and import the
attached License File to here

/root/Downloads/activation.olr

An example of the email with activation.olr attached.

CloudBacko License Info (F*****x*_skak_sxrk |2l EEpdl | AN T88) for the s 2
computer "localhost.localdomain” nbex x

CloudBacko License Center (Developer Build) <no-reply-testing@cloudbacko.com> @& 1207 (0 minutes ago) Yy 4
tome -

Dear customer,

Please use the attached License File to proceed with the Import License File procedure for the computer "localhost localdomain”
Regards,

Customer Service

CloudBacko Corporation

B activation.olr

&
os
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6. Click Close to return to the main screen.

Import the license file

Check "I" i B0 H@w= &=dl.com" for an email titled "CloudBacko License Info" and import the
attached License File to here

v License key imported successfully

7.  Click Save to store the settings.

SettlngS License

Proxy Srres e
Mode Online
Email Report Version CloudBacko™ Pro v5 Full Version
Installations Item Allowed Used
(This computer)
SOftwa re Update CloudBacko Pro software 200 28 (1)
Cloud File Backup Module 100 1(0)
H IBM Lotus Domino Backup ... 100 0(0)
L'Cense IBM Lotus Notes Backup M... 100 0(0)
Microsoft Exchange Server... 100 0(0)
Authentication Microsoft SQL Server Back... 100 1(0)
Microsoft Hyper-vV Backup ... 100 6 (0)
. Microsoft Windows System... 100 0(0)
Mobile Backup MySQL / MariaDB Backup ... 100 0 (0)
Office 365 Backup Module 100 0(0)
Oracle Database Server B... 100 0(0)
VMware Backup Module 300 2 (0}

License Key 8fle74de-dc90-432 3w wrrkrmirk

www.cloudbacko.com
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7.7.5 Authentication

You can use the Authentication function to:

= Enable or disable the “Password Lock”. Change the password of the “Password Lock”.

= Enable or disable the “Two-Factor Authentication”.

= Add one or more device(s) registered for Two-Factor Authentication (2FA).

NOTE

Please refer to the CloudBacko App vl User Guide for Android and iOS for the detailed
step-by-step procedure.

= Re-pair with authenticator.

This is used once migration is completed to re-pair withauthenticator to enable the sign-
in using push notification feature and disable the one in the original device.

@ Remove one or more device(s) registered for Two-Factor Authentication (2FA).

= View details of the “Last Successful Login” for Password Lock and Two-Factor
Authentication (2FA).

NOTE
* |f both the "Password Lock" and Two-Factor Authentication are enabled, users will be
prompted to enter the "Password Lock" first before the Two-Factor Authentication (2FA).
*  For Two-Factor Authentication (2FA), you can register your mobile device on both CloudBacko
app and a third-party TOTP Authenticator (e.g. Google Authenticator, Microsoft Authenticator,
and LastPass Authenticator).

Require password to unlock CloudBacko Pro during startup

Proxy off |

Email Report

Software Update Require Authenticator App to sign in your account during startup
License off |

No login record

Mobile Backup
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Password Lock

To enable the Password Lock feature, follow the instructions below:
1. Swipe the lever to the right to turn it on.

2. Enter the new password and re-enter it for authentication purposes.

New Password

Re-enter password

3. Click OK then click Save button to store the settings.

4. Upon launching the CloudBacko Pro, it is required to enter the password to login.

Please enter your password

Forgot password
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To change the password, follow the instructions below:

1. Click the Change Password.

SEttlﬂgS Password Lock

Require password to unlock CloudBacko Pro during startup
Proxy on = |
Email Report

ol LA Two-Factor Authentication

License Require Authenticator App to sign in your account during startup

Authentication off |

Mobile Backup Last Successful Login

No login record

2. Enter the current password then click Next.

Change Password
Please confirm current password

www.cloudbacko.com 119



Cloudbdacko.

3. Enter the new password and re-enter it for authentication purposes. Click OK to return
to main screen.

Change Password

New Password

! \
Re-enter password

4. Click Save to store the settings.

SEttIngS Password Lock
Require password to unlock CloudBacko Pro during startup

Proxy on I |
Email Report l

Software Update

Two-Factor Authentication

License Require Authenticator App to sign in your account during startup
Authentication off | .
Mobile Backup Last Successful Login

No login record
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To disable the Password Lock feature, follow the instructions below:

1. Swipe the lever to the left to turn it off.

SettlngS Password Lock

Require password to unlock CloudBacko Pro during startup

Proxy

Email Report

Software Update

Two-Factor Authentication

License Require Authenticator App to sign in your account during startup

Authentication off | .

Mobile Backup Last Successful Login

No login record

2. Enter the current password for authentication purposes and click OK.

Disable password lock

Please confirm current password

3. Click the Save button to store the settings.
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Two-Factor Authentication

To enable the two-factor authentication feature and add a mobile device, follow the instructions
below:

NOTE
The CloudBacko app or a third-party TOTP Authenticator is needed for 2FA.

1. Goto Settings > Authentication > Two-Factor Authentication.

SEttlngS Password Lock
Require p: d to unlock CloudBacko Pro during startup
Proxy off I
Email Report  _
P Two-Factor Authentication
Software U pdate Require Authenticator App to sign in your account during startup
License ot | .

Authentication Last Successful Login

o No login record
Mobile Backup

2. Swipe lever to the right to turn it on. Click Add.

For the detailed step-by-step procedure on how to add a mobile device, please refer to
CloudBacko App v1 User Guide for Android and iOS.

SEttlngS Password Lock
Require password to unlock CloudBacko Pro during startup
Proxy oft I
Email Report s o
P Two-Factor Authentication
Software Update Require Authenticator App to sign in your account during startup
License on

_ o
Authentication -

Mobile Backup
Last Successful Login

No login record
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To re-pair the authenticator, follow the instructions below:

1. Go to Settings > Authentication > Two-Factor Authentication. Click Re-pair with
authenticator.

SettlﬂgS Password Lock
Require password to unlock CloudBacko Pro during startup
Proxy off |
Email Report . .
P Two-Factor Authentication
Software Update Require Authenticator App to sign in your account during startup
License on ==l

Registered Mobile Device(s)

Authentication a CloudBacko -

Mobile Backup ] Golexy AT0 5

Re-pair with authenticator
Add
Last Successful Login
Time: 16/12/2021 15:49 (HKT)
Mobile Device: Galaxy A70

[ ]
2. In the CloudBacko app, go to 2FA then tap [REREURVI{aNFTo (V] RVETIgr-Te{efe ¥ 311,

® CloudBacko

CloudBacko Pro

localhost.localdomain -
(Linux CentOS 8.3.2011)

510 866 =

Re-pair with backup user
account

5

o) =
-3 & & =

Home Backup 2FA More
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3. Scan the QR Code to re-pair with authenticator.

4. QR Code is detected, tap OK to proceed.

QR Code detected!
Register Sweet A32 with

localhost.localdomain (Linux
Cent0S 8.3.2011) ?

CANCEL OK

5. The migrated 2FA account has been successfully re-paired.

CloudBacko

@ localhost.localdomain
(Linux CentOS 8.3.2011)

630 632 23
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6. The original device will be changed by the replacement device.

Settings

Proxy

Email Report
Software Update
License

Authentication

Mobile Backup

Password Lock

Require password to unlock CloudBacko Pro during startup

off |

Two-Factor Authentication

Require Authenticator App to sign in your account during startup

on = |
Registered Mobile Device(s)
CloudBacko .
E Sweet A32 .
Re-pair with authenticator

Last Successful Login

Time: 16/12/2021 15:49 (HKT)
Mobile Device: Galaxy A70

To remove a mobile device, follow the instructions below:

1. Click the . button on the right side of the registered mobile device.

Settings

Proxy

Email Report
Software Update
License

Authentication

Mobile Backup

www.cloudbacko.com

Password Lock

Require password to unlock CloudBacko Pro during startup

off |

Two-Factor Authentication

Require Authenticator App to sign in your account during startup

on
Registered Mobile Device(s)
¥ CloudBacko .
E g:laxy Afr? thenticat .
pair wil authenticator
Add

Last Successful Login

No login record
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2. A confirmation message will appear, click Yes to proceed. Otherwise, click No.

3. Mobile device is successfully removed.

Proxy
Email Report
Software Update

License

Mobile Backup

Require password to unlock CloudBacko Pro during startup

off | |

Require Authenticator App to sign in your account during startup

on | |

Registered Mobile Device(s)

lil Galaxy A70

Add

www.cloudbacko.com
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To disable the two-factor authentication feature, follow the instructions below:

NOTE

Sliding the switch to right hand side will only turn off the two-factor authentication but it will
not automatically delete the registered mobile device(s) for Two-Factor Authentication. If you
need to delete the registered mobile device(s), this must be done manually first before
disabling Two-Factor Authentication

1. Swipe the lever to the left to turn it off.

Settings

Proxy

Email Report
Software Update
License

Authentication

Mobile Backup

Password Lock

Require password to unlock CloudBacke Pro during startup

on I

Two-Factor Authentication

Require Authenticator App to sign in your account during startup

on

Registered Mobile Device(s)

E Galaxy AT0 .
Re-pair with authenticator

Add

Last Successful Login

No login record

2. Click Save to save the settings.

Settings

Proxy

Email Report
Software Update
License

Authentication

Mobile Backup

www.cloudbacko.com

Password Lock

Require password to unlock CloudBacko Pro during startup

off |

Two-Factor Authentication

Require Authenticator App to sign in your account during startup
off |

Last Successful Login

No login record
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Last Successful Login

Displays the Date, Time, Timezone the user last logged in and the registered mobile device.

Settings

Proxy

Email Report
Software Update
License

Authentication

Mobile Backup

Password Lock

Require password to unlock CloudBacko Pro during startup

off | .

Two-Factor Authentication

Require Authenticator App to sign in your account during startup

on =

Registered Mobile Device(s)

E Galaxy A70 .
Re-pair with authenticator

Last Successful Login

Time: 15/12/2021 10:47 (HKT)
Mobile Device: Galaxy A70

Below is the screenshot if there is no login record yet.

Settings

Proxy

Email Report
Software Update
License

Authentication

Mobile Backup

www.cloudbacko.com

Password Lock
Require password to unlock CloudBacko Pro during startup

ot (.

Two-Factor Authentication

Require Authenticator App to sign in your account during startup

on =

Registered Mobile Device(s)
E Galaxy A70 .
Re-pair with authenticator

Add

Last Successful Login

No legin record
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7.7.6 Mobile Backup
You can use the Mobile Backup function to:

® Add one or more device(s) registered for Mobile Backup.

= View backed up photos, videos and documents saved in the mobile backup destination.

@

Change your mobile backup destination to:

#* pew location in the same local machine

* new machine

@ Remove one or more device(s) reqistered for Mobile Backup.

NOTE
For the restore of photos, videos, documents and 2FA accounts to an alternate mobile device, the
other mobile device must be registered first for mobile backup on CloudBacko Pro.
* Restore to a different mobile device on the same operating system.

* Restore to a different mobile device on another operating system, i.e., Android to iOS or iOS
to Android.

Settings Mobile Backup

Registered Mobile Devicels)

Proxy Add

Email Report
Software Update
License

Authentication

Mobile Backup
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Add one or more device(s) registered for Mobile Backup
To add a mobile device, follow the instructions below:

1. Go to Settings > Mobile Backup and click Add.

Registered Mobile Devicels)

Proxy Add
Email Report

Software Update

License

Authentication

2. Download the CloudBacko app from Google Play Store for an Android device and from
App Store for an iOS device, then scan the QR code.

Please scan the QR code to get the below Mobile App from App Store. Once installed the Mobile App. launch itand
scan the same QR code to complete the device registration.

Iil Mobile Backup (Add new device for backup without migration)

GETITON

# Download on the

@& App Store Google Play

Prerequisites
- Please use the latest Mobile App version

- Please make sure below 2 ports are not blocked by any Firewall settings
TCP Port: 50000
UDF POrt: 50200
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3. In the CloudBacko app, go to BACKUP. Tap the Activate and start backup link to
scan the QR Code on the CloudBacko Pro.

o

HOME

i
BACKUP

fela)
e
2FA

MORE

@ CloudBacko

-2

HOME

You have not activated
the mobile backup
function

A TP
= Ey
BACKUP 2FA

Activate and start backup

MORE

4. Scan the QR Code which can be found in CloudBacko Pro. Otherwise, tap Cancel to
return to previous screen.

Scan the QR code displayed in your application

Cancel

P
BACKUP

i)
(G20}

2FA

MORE

www.cloudbacko.com
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5. QR Code is detected, tap OK to proceed. Otherwise, tap Cancel.

QR Code detected!
Register Galaxy A70 with AMO17L

(Windows 10) ?

CANCEL 0K

6. Mobile backup registration is successful. Tap OK to proceed.

Device paired successfully

You may now configure the device
content e.g Photos, Video, 2FA

Accounts(if registered) to be included
for backup

0K
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7. The Mobile backup registration is successful in CloudBacko Pro. In this example, the
registered mobile device is “Galaxy A70”. Click OK to return to previous screen.

Mobile Backup Setup
You have registered Galaxy AT0 for the following feature:
I:I Mobile Backup {(Add new device for backup without migration)

You can go to the backup page in Mobile App "CloudBacko® to start Mobile Backup.

The registered mobile device will now be displayed in the Mobile Backup page.

SettlngS Mobile Backup
Registered Mobile Device(s)
Galaxy A70
Proxy D _'rc-aLK.yaJdE:n:ko ProfGalaxy A70/1639635769064 . . .
Email Report Add or migrate device

Software Update
License

Authentication

Mobile Backup
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View backed up photos and videos saved in the mobile backup destination

To view backed up photos, videos and documents saved in the mobile backup destination,
follow the instructions below:

1. Click the link or the Browse . icon on the right side of the registered mobile device.

SEttlngS Mobile Backup
Registered Mobile Device(s)
Galaxy ATO
Proxy D froot/CloudBacko Pro/Galaxy A70/1639635769064 . . .
Email Report Add

Software Update
License

Authentication

Mobile Backup

2. A new window will be displayed. Double-click the blocks folder, then double-click the
folder named with the “YYYY-MM-DD-hh-mm-ss” format which is the date and time of
the backup. This contains the folders where the photos, videos and documents are

saved.
| <| > 4 fr Home CloudBackoPro  Galaxy A70 | 1639635769064 | » Q H = x
© Recent o Hldm i Size  Modified o o
* Starred
4t Home
] <> 4 frHome CloudBackoPro  Galaxy A70 | 1639635769064 | blocks » Q = = x
(o) Re; Name ~ Size Modified o o
% Starred i 2021-12-16-14-28-23 1itemn
ar Home Backup.db 20MB 15:01
| | £ | > 4 | CloudBackoPro  Galaxy A70 1639635769064 = blocks = 2021-12-16-14-28-23 | » Q H = x
o) Re; . [ MName v Size P‘udlf‘:ed o o
* Starred
4r Home
d < > | 4 CloudBackoPro Galaxy A70 1639635769064 | blocks | 2021-12-16-14-28-23 | 0 | » Q = = x
(] Re; . Name ~ Size Modified . o o
* Starred ! 000000, G 168.6 kB 2 Aug 2018
& Home g, 00000a.jpg 2710 kB 10 Sep
[0 Documents _JJ 0000a0.mp3 4.4M8 10Sep

3. Once done, click the X button to exit.
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Change mobile backup destination location to new location in the same
machine

These are scenarios upon changing the mobile backup destination to a new location in the
same local machine:

@ Move to a new location in the same machine with enabled Free up space.

If Free up space is enabled on the CloudBacko Mobile app, it is required to copy the
previously backed-up photos, videos, documents and 2FA accounts to the new location
to prevent missing data upon restore.

In case the previously backed-up photos, videos, documents and 2FA accounts were
not copied to the new location, even though the backup will re-upload all the photos,
videos, documents and 2FA accounts again from the mobile device, this will not include
the photos, videos, documents and 2FA accounts removed by the Free up space feature.

@ Move to a new location in the same machine with disabled Free up space.

If Free up space is disabled on the CloudBacko Mobile app, there are two (2) options
available, copy the previously backed-up photos, videos, documents and 2FA accounts
to the new location or continue to back up in the new location.

In case the previously backed-up photos, videos, documents and 2FA accounts were
not copied to the new location, the backup will re-upload all the photos, videos,
documents and 2FA accounts again from the mobile device.

To change the mobile backup destination to another drive or folder on the CloudBacko machine,
follow the instructions below:

1. From the old location, secure a copy of the previously backed-up photos, videos,
documents and 2FA accounts. Skip this step if Free up space is disabled and proceed to
Step 2.

2. Launch CloudBacko Pro.

)

CloudBacko Pro
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3. Go to Settings > Mobile Backup. Click the Edit . icon on the right side of the
registered mobile device.

Sett]ngs Mobile Backup
Registered Mobile Device(s)
Gal ATO
ProxY E _"roo?c‘,‘loudﬂa(ko ProfGalaxy AT0/1639635769064 ...
Email Report Add or migrate device
Software Update
License

Authentication

Mobile Backup

4. Change path for Backup Destination screen will be displayed. Select a new mobile
backup destination then click OK.

In this example, the new mobile backup destination will be /root/Mobile Backup.

SEttIngS Mobile Backup
Registered Mobile Device(s)
Galaxy ATO0 P o
Proxy B8 jrooyCloudBacko Pro/Galaxy A70/1639635769064 @ Z
Email Report Change path for Backup Destination »
Software Update Lock 1+ [ root [+] (=] [&] =] B8]
. 3 CloudBacko ProJ temp
License 1 Desktop ] Templates
=] Documents ] videos
A F 7] Downloads
Authentication ot e aaier
: =1 Music
Mobile Backup = pictures
=] Public
Folder name : [froot/Mobile Backup |
Files of type: [All Files |~
(o ]

www.cloudbacko.com 136



Cloudbdacko.

5. Click Save to store the change made. Otherwise, click Cancel.

Mobile backup destination is successfully changed to /root/Mobile Backup.

Settlngs Mobile Backup
Registered Mobile Device(s)
Galaxy A70
Proxy D _"I'OOUI':IZ\ICI e Backup/Galaxy AT0/1639635769064 . . .
Email Report  Add or migrate device

Software Update
License

Authentication

Mobile Backup

NOTE

The registered mobile device and backup set ID will be appended automatically to the
new mobile backup destination.

6. Copy the previously backed-up photos, videos, documents and 2FA accounts from the
original location to the new mobile backup destination.

www.cloudbacko.com 137



Cloudbdacko.

Change mobile backup destination location to new machine
Move to a new machine with enabled or disabled Free up space due to upgrade.

If the machine needs upgrading, the previously backed-up photos, videos, documents and 2FA
accounts are still available. Also note that if Free up space is enabled on the CloudBacko Mobile
app, it is required to copy the previously backed-up photos, videos, documents and 2FA
accounts to the new machine to prevent missing data upon restore.

Even if Free up space is disabled, it is recommended to copy the previously backed-up photos,
videos, documents and 2FA accounts to the new machine otherwise the photos, videos,
documents and 2FA accounts on the mobile device will be backed-up again from scratch.

NOTE
If the machine is lost/stolen, changing the mobile destination is not supported as it is required to re-
register your mobile devices on CloudBacko Pro and perform backup of photos, videos, documents
and 2FA accounts again.

To change the mobile backup destination to a new machine, follow the instructions below:
1. From the old machine,

* secure a copy of the previously backed-up photos, videos, documents and 2FA
accounts.

* save a copy of the configuration file by going to Utilities > Ex/Import Setting then
click Export Now. Select the destination where the file will be saved.

UtI|ItIES Export CloudBacko Pro Settings

Export all CloudBacko Pro settings to a configuration file (settings.sys) so that you
do not have to configure them again after reinstallation of the software.

Data Integrity Ch...

Export Now

Space Freeing Up

Ex/Import Settings Import CloudBacko Pro Settings

Import selected CloudBacko Pro settings from a configuration file (settings.sys /
Delete BaCkUp Data +.xml.cgz) to restore your previous configured settings.

Import Now

Decrypt Backup D...

2. On the new machine, install CloudBacko Pro.
3. Apply the CloudBacko license to the new installation.

4. Copy the configuration file (settings.sys) from the old machine to the new machine. Import
it by going to Utilities > Ex/Import Setting then click Import Now. Select the destination
where the configuration file was saved.

UtI|ItIES Export CloudBacko Pro Settings

Export all CloudBacko Pro settings to a configuration file (settings.sys) so that you
do not have to configure them again after reinstallation of the software.

Data Integrity Ch...
Export Now

Space Freeing Up

Ex/Import Settings Import CloudBacko Pro Settings

Import selected CloudBacke Pro settings from a configuration file (settings.sys /
De|ete Backup Data *xml.cgz) to restore your previeus configured settings.

Import Now

Decrypt Backup D...

5. If the mobile backup destination needs to be updated, please follow the steps on how to
change mobile backup destination to a new location in the same local machine. Otherwise,
skip this step and proceed to step 6.

6. Copy the previously backed-up photos, videos, documents and 2FA accounts from the old
machine to the new mobile destination.
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7. Restart the CloudBacko Pro Services on the newly installed CloudBacko Pro to restart
the MBS.

8. Start backup of photos, videos, documents and 2FA accounts.

@ CloudBacko o

Galaxy A70

Last Backup 2 hours ago

a & &

Home Backup 2FA
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Remove one or more device(s) registered for Mobile Backup.
To remove a mobile device, follow the instructions below:

1. Click Delete "M jcon on the right side of the registered mobile device.

Registered Mobile Devicels)

s | 7] Jrov e p—— @7

Email Report Add or migrate device
Software Update
License

Authentication

2. A confirmation message will appear, click Yes to proceed. Otherwise, click No.
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3. Mobile device is successfully removed along with any photos, videos, documents and
2FA accounts backed up in the mobile backup destination.

SEttlngS Mobile Backup

Registered Mobile Device(s)
Proxy Add or migrate device
Email Report

Software Update
License

Authentication

Maobile Backup
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7.8 Utilities

This feature allows user to perform quality check of the index file and backed-up data, free up
storage space, delete, and decrypt backed-up data.

,

Utilities

There are five (5) options available for this feature:

Data Integrity Check

Space Freeing Up

Ex/Import Settings

Delete Backup Data

Decrypt Backup Data
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7.8.1 Data Integrity Check

The Data Integrity Check (DIC) is used to identify the data in the backup set that has index-
related issues, remove any corrupted file(s) from the backup destination(s) to ensure the
integrity of the backup data and its restorability, and update the storage statistics.

For an efficient management of overall storage size of the backup destination(s), the data
integrity check job will perform check for the backup destination(s) to remove old index files that
are more than ninety (90) days old in the backup job folder(s).

UU | itieS Data Integrity Check

Perform health check for your backed up data to ensure the data integrity and
Data Integrity Check restorability

Select a backup set

Space Freeing Up Al v

Ex/Im port Settings Run Cyclic Redundancy Check (CRC) during data integrity check

Rebuild index

Delete Backup Data

Empty all files in recycle bin

Decrypt Backup Data —

NOTE
Data Integrity Check CANNOT fix or repair files that are already corrupted.

2. Data Integrity Check can only be started if there is NO active backup or restore job(s) running
on the backup set selected for the DIC job. As the backup, restore and data Integrity check
are using the same index for read and write operations. Otherwise, an error message will be
displayed in the post-DIC to indicate the data integrity check is completed with error(s) and
that the data integrity check had skipped a backup set with an active backup job.
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Run Cyclic Redundancy Check (CRC)

When this option is enabled, the DIC will perform check on the integrity of the files on the backup
destination(s) against the checksum file generated at the time of the backup job. If there is a discrepancy,
this indicates that the files on the backup destination(s) are corrupted.

These corrupted files will be removed from the backup destination(s). If these files still exist on the client
machine on the next backup job, the CloudBacko Pro will upload the latest copy. However, if the
corrupted files are in retention area, they will not be backed up again as the source file has already
been deleted from the client machine.

The time required to complete a data integrity check depends on the number of factors such as:
®  number of files and/or folders in the backup set(s)
i  bandwidth available on the client computer
=  hardware specifications of the client computer such as, the disk 1/0 and CPU performance

NOTE
1.  For user(s) with metered internet connection, additional data charges may be incurred
if the Cyclic Redundancy Check (CRC) is enabled. As CRC data involves downloading
the data from the backup destination(s) to the client machine in order to perform this
check.
2. Tofind out how much data is downloaded from the backup destination(s) for the CRC
check, please refer the value for Utilities in the Data Transfer Statistics on Ch. 7.5.3.

Rebuild Index

When this option is enabled, the data integrity check will start rebuilding corrupted index and/or broken
data blocks if there are any.

Empty all files in recycle bin

When this option is enabled, all the files in the Recycle Bin will be deleted.
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There are four (4) options in performing the Data Integrity Check:

Option 1 For checking of index and data.

Run Cyclic Redundancy Check (CRC) during data integrity check
Rebuild index

Empty all files in recycle bin

Start

Option 2 For checking of index and integrity of files
against the checksum file generated at the
time of the backup job.

+| Run Cyclic Redundancy Check (CRC) during data integrity check
Rebuild index

Empty all files in recycle bin

Start

Option 3 For checking and rebuilding of index.

Run Cyclic Redundancy Check (CRC) during data integrity check
| Rebuild index

Empty all files in recycle bin

Start

Option 4 For checking of index, integrity of files
against the checksum file generated at the
time of the backup job, and rebuilding of
index.

| Run Cyclic Redundancy Check (CRC) during data integrity check
+| Rebuild index

Empty all files in recycle bin

Start

The following diagrams show the detailed process of the Data Integrity Check (DIC) in four (4)

modes:
@ Option1
Disabled Run Cyclic Redundancy Check (CRC) and Rebuild index (Default mode)
@ Option 2
Enabled Run Cyclic Redundancy Check (CRC) and Disabled Rebuild index
@ Option 3
Disabled Run Cyclic Redundancy Check (CRC) and Enabled Rebuild index
® Option 4

Enabled Run Cyclic Redundancy Check (CRC) and Rebuild index
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Option 1: Disabled Data Integrity Check (DIC) Process with Run Cyclic Redundancy
Check (CRC) and Rebuild Index (Default mode)

[Jo.jto o
n

°Checkthe data blocks (.bak
°Checkthe index files in the
°Check the outdated entries in

ostorage Statistics for Data

2 ) 2 2 )

Start Data Checking data Checking indexfiles Checking outdated
Integrity Check blocks inthe which are more than entries in the index
backup 90 days old in the files if they physically

existin the backup
destination(s)

o
A

destination(s)

Removing data
blocks that do not
existin the index

backup destination(s)

2

Removingindexfiles
from the backup
destination(s) which
aremorethan 90
days old

vy

entriesin the index
files which do not
physically existin

Removing outdated

backup destination(s)

—_—)

No index-related
issuesfound

E#

/\/
Al »> o
Storage Statistics Data Integrity

recalculated

I

0od
o!

v

Data Integrity Check
(TESTMODE) user
prompt

°Index files with no issues
will be uploaded to the
current backup destination(s).

files) located in the backup
destination(s) if they exist in
the index.

=i YES, proceed to o ° Data blocks (.bak files) that do
not exist in the index and
¥ IfNO. proceed to ° partially uploaded orphan files
will be automatically removed
from the backup destination(s).
backup destination(s) to
determine if they were more
than 90 days old.

=» If YES, proceed to o

=» If NO, proceed to o )
P o °Outdated entries in the index

files for files and/or folders
which do not physically existin
the backup destination(s) will
be removed.

=? If the backup data
matches either of the
criteria, proceed to e

> IfNOT, proceedto ()

o Index files which are more than
90 days old will be removed
from the backup destination(s).

the index files for files and/or
folders if they physically exist
in the backup destination(s).

=» If YES, proceed to
=» If NO, proceed to o

area and Retention area
usage will be recalculated.

o Data integrity check is

completed.

o (TEST MODE) confirmation

screen will prompt user to
proceed with the corrective
actions (recommended).

=¥ If the user selects YES, then
the changes will be applied

=¥ If the user selects NO, then
the deletion of data will be
discarded

| By default, (TEST MODE)
~ confirmation screen will only
prompt if either of the
criteria below matches the
backup data:
» deleted number of
backup files is over 1,000
» deleted number of
backup files size is over
512 MB (in total)
+ deleted number of
backup files is over 10%
of the total backup files

Check completed

Uploadingindex files
with no issuesto the
currentbackup
destination(s)
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Option 2: Enabled Data Integrity Check (DIC) Process with Run Cyclic Redundancy
Check (CRC) and Disabled Rebuild Index

o|

destination(s)

o, o

[N h
" A
g data ingil files i
blocks that do not from the backup entriesin the index
existin the index destination(s) which files which do not
are more than 90 physically existin
days old backup destination(s)

echeck the data blocks (.bak
files) located in the backup
destination(s) if they exist in
the index.
< If YES, proceed to o

=¥ If NO, proceed to o

ocheck the index files in the
backup destination(s) to
determine if they were more
than 90 days old.
=% If YES, proceed to o

=¥ If NO, proceed to e

eCheck the outdated entries in
the index files for files and/or
folders if they physically exist
in the backup destination(s)

-»If YES, proceed to
=» If NO, proceed to o

°F\Ies in the backup set are
downloaded from the backup
destination(s) to the
CloudBacko Pro
machine, proceed to e

¢l*¢

0 /o /de /& o0 g0
— —_— — —
Start Data Checking data index files hecking outdated D! g all files
Integrity Check blocks in the whichare morethan  entriesin theindex  from the backup
backup 90 days old in the files if they phy
i backup i(s) existin thebackup  CloudBacko Pro

machine

o|
®

Removing corrupted
files

of the files againstthe
file

theintegrity No index-related
issuesand no
corrupted files
found

o|
..

ril—1.,

Storage Statistics Data Integrity
recalculated Check completed
A 4

[N

N

Data Integrity Check
(TESTMODE) user
prompt

e Check the integrity of files in
the backup destination(s)
against the checksum file
generated at the time of the
backup job.
=* If any discrepancy is

FOUND, proceed to o
=» If NO discrepancy is
found, proceed to o

o Storage Statistics for Data
area and Retention area
usage will be recalculated.

eData integrity check is
completed.

°|ndex files with no issues
will be uploaded to the
current backup destination(s).

°0uldated entries in the index

files for files and/or folders
which do not physically existin
the backup destination(s) will
be removed.

=¥ If the backup data
matches either of the
criteria, proceed to °

+1iNOT. proceedto ()

e (TEST MODE) confirmation

screen will prompt user to

proceed with the corrective

actions (recommended).

-» If the user selects YES, then
the changes will be applied

=¥ If the user selects NO, then
the deletion of data will be
discarded

oData blocks (.bak files) that do oCorthed files will be

not exist in the index and
partially uploaded orphan files
will be automatically removed
from the backup destination(s).

o Index files which are more than
90 days old will be removed
from the backup destination(s)

automatically removed from
the backup destination(s).

t By defautt, (TEST MODE)

confirmation screen will only
prompt if either of the criteria
below matches the backup
data

+ deleted number of backup
files is over 1,000

deleted number of backup
files size is over 512 MB (in
total)

deleted number of backup
files is over 10% of the total
backup files

Uploadingindex files
with no issues to the
currentbackup
destination(s)
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Option 3: Disabled Data Integrity Check (DIC) Process with Run Cyclic Redundancy
Check (CRC) and Enabled Rebuild Index

ag;

>

Start Data
Integrity Check

0o
-

2 )

Checking data
blocksin the
backup
destination(s)

o
B

Removing data
blocksthat do not
existin the index

N

90 daysold in the

o

Q©

from the backup

are more than 90
days old

Checking index files
whichare morethan

backup destination(s)

Removingindexfiles

destination(s) which

2 )

Checking outdated
entries in the index
files if they physically
existin the backup
destination(s)

°|
A

Removing outdated
entries in the index
files which do not
physically existin
backup destination(s)

°|

Wy

N\

Checking theindex
and data blocks to
detectif corrupted
index or broken data
blocks existin the
backup destination(s)

—(

Rebuilding corrupted ~ Storage Statistics
indexand broken
data blocks

No index-related
issues found

—

—_—
—
—

>

sl

Data Integrity
Check completed

°|

recalculated

A

Uploading indexfiles

o,

with no issues to the
currentbackup
destination(s)

Data Integrity Check
(TESTMODE) user

prompt

°Check the data blocks (.bak
files) located in the backup
destination(s) if they exist in
the index.
=% If YES, proceed to °

=? If NO, proceed to °

QCheck the index files in the
backup destination(s) to
determine if they were more
than 90 days old.
=% If YES, proceed to

=? If NO, proceed to e

°Check the outdated entries in
the index files for files and/or
folders if they physically exist
in the backup destination(s).

=» If YES, proceed to
=¥ If NO, proceed to o

°Checkthe index and data

blocks in the backup

destination(s) to identify

corrupted index and broken

data blocks.

=* If corrupted index and
broken data blocks are
FOUND, proceed to o

=¥ If NO corrupted index
and broken data blocks
are FOUND, proceed to e

e Storage Statistics for Data
area and Retention area
usage will be recalculated.

o Data integrity check is
completed.

elndex files with no issues
will be uploaded to the
current backup destination(s).

oData blocks (.bak files) that do QCorrupted index and broken
data blocks (.bak files)
identified will be rebuilt.

not exist in the index and
partially uploaded orphan files
will be automatically removed
from the backup destination(s).

0 Index files which are more than
90 days old will be removed
from the backup destination(s).

ﬂOutdated entries in the index
files for files and/or folders
which do not physically exist in
the backup destination(s) will
be removed.

=¥ If the backup data
matches either of the

criteria, proceed to Q
=2 If NOT, proceed to @

e (TEST MODE) confirmation
screen will prompt user to
proceed with the corrective
actions (recommended).
=? If the user selects YES, then
the changes will be applied

=» If the user selects NO, then
the deletion of data wil be
discarded

' By default, (TEST MODE)

~ confirmation screenwill only
prompt if either of the criteria
below matches the backup
data:

deleted number of backup
files is over 1,000

deleted number of backup
files size is over 512 MB
(in total)

deleted number of backup
files is over 10% of the
total backup files
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Option 4: Enabled Data Integrity Check (DIC) Process with Run Cyclic Redundancy
Check (CRC) and Rebuild Index

© checx the data blocks (bak

11H

]

h

Data Integrity Chec
(TESTMODE) user

prompt
files) located in the backup

destination(s) if they exist in
the index.

I YES, proceed to ()
=¥ If NO, proceed to °

ocheck the index files in the

backup destination(s) to
determine if they were more
than 90 days old.

I YES, proceed to ()

=¥ If NO, proceed to o

OCheck the outdated entries in

the index files for files and/or
folders if they physically exist
in the backup destination(s).

K

Check the integrity of files in

the backup destination(s)

against the checksum file

generated at the time ofthe

backup job.

= If any discrepancy is
FOUND., proceed to

= |f NO discrepancy is
found, proceed to

Check the index and data

blocks in the backup

destination(s) to identify

corrupted index and broken

data blocks.

=¥ If corrupted index and
broken data blocks are
FOUND, proceed to

=» |f NO corrupted index

°Dalﬂ blocks (.bak files) that do

olndex files which are more than

oOutﬂated entries in the index

not existin the index and
partially uploaded orphan files
will be automatically removed
from the backup destination(s).

90 days old will be removed
from the backup destination(s).

files for files andior folders
which do not physically exist in
the backup destination(s) will
be removed
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Start Data Checking data Checkingindexfiles  Checki dated D files Checkingtheintegrity Checkingtheindex  No index-related
Integrity Check blocksinthe whichare morethan  entriesin theindex  from the backup of the files againstthe and datablocksto  Issuesandno
backup 90 days oldin the files if they tothe file detectif corrupted corruptedfiles
b existinthe backup ~ CloudBacko Pro indexor brokendata  found
destination(s) machine blocks existin the
backup destination(s)
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Data Integrity
g data g files g outdated Removing corrupted Rebuilding Storage Statistics Check completed
blacks that do not from the backup entries in the index files corruptedindexand  recalculated
existin the index destination(s)which files whichdo not broken datablocks o
are more than 90 physically existin
days old backup destination(s)
LN

°Corrupted index and broken
data blocks (.bak files)
identified will be rebuilt.

t By default, (TEST MODE)
confirmation screen will
only prompt if either of the
criteria below matches the
backup data:

+ deleted number of
backup files is over 1000
+ deleted number of
backup files size is over

512 MB (in total)

=¥ If the backup data
matches either of the

deleted number of
backup files is over 10%

Uploadingindex files
with noissuesto the
currentbackup
destination(s)

criteria, proceed to o
2 1rNOT. proceedto (@)

of the total backup files

and broken data blocks

=*If YES, proceed to
are found, proceed toe

e (TEST MODE) confirmation

=+ 1fNO, proceedto 0 screenwill prompt user to

proceed with the corrective

actions (recommended).

= If the user selects YES, then
the changes will be applied

=¥ If the user selects NO, then
the deletion of data will be
discarded

osmrage Statistics for Data
area and Retention area
usage will be recalculated.

°Data integrity check is
completed.

OF\Ies in the backup set are
downloaded from the backup
destination(s) to the
CloudBacko Pro
machine, proceed to (&)

°|ndex files with no issues
will be uploaded to the
current backup destination(s).

Corrupted files will be
automatically removed from
the backup destination(s).
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Perform a Data Integrity Check

To perform a Data Integrity Check, follow the instructions below:

1. Goto the Data Integrity Check tab in the Utilities menu.

Ut|||t|e5 Data Integrity Check

Perform health check for your backed up data to ensure the data integrity and
Data Integrity Check restorability

Select a backup set

Space Freeing Up All

EX/"'T]pOFt Settings Run Cyclic Redundancy Check (CRC) during data integrity check

Rebuild index

Delete Backup Data

Empty all files in recycle bin

Decrypt Backup Data a—

2. Click the drop-down button to select a backup set.

Ut|||t|eS Data Integrity Check

Perform health check for your backed up data to ensure the data integrity and
Data Integrity Check restorability

Select a backup set

Space Freeing Up Al »
i All g

Ex/Import Settings s

Delete Backup Data sample Backup set

Empty all files in recycle bin

Decrypt Backup Data —
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3.  Click the drop-down button to select a backup destination.

Utilities

Data Integrity Check
Space Freeing Up
Ex/Import Settings

Delete Backup Data

Decrypt Backup Data

Data Integrity Check

Perform health check for your backed up data to ensure the data integrity and
restorability

Select a backup set

Sample Backup Set v

Select a destination

All v

All

Local-1 (/home/ahsay/Documents)

e
Empty all files in recycle bin

4.  Click the Start button to begin the Data Integrity Check.

5. Data Integrity Check will start running on the selected backup set(s) and backup

destination(s).

Utilities

Data Integrity Check
Space Freeing Up
Ex/Import Settings

Delete Backup Data

Decrypt Backup Data

www.cloudbacko.com

Data Integrity Check

Perform health check for your backed up data to ensure the data integrity and
restorability

Select a backup set

Select a destination
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6. Once the DIC is complete, click the View log button to check the detailed process of the data
integrity check.

Ut|||t|eS Data Integrity Check

Perform health check for your backed up data to ensure the data integrity and
restorability

Data Integrity Chec

Select a backup set

Space Freeing Up sample Backup Set v

Select a destination

Ex/Import Settings

All L

Delete Backup Data

Run Cyclic Redundancy Check (CRC) during data integrity check

Decrypt Backup Data Rebuild index
Empty all files in recycle bin

+ Data Integrity Check is completed successfully

View log

The detailed data integrity check log will be displayed.

Log | 16/05/2024 14:15 W Show | All v

Type Log Time

0 Start [ CloudBacko Prov5.9.0.0 ] 16/05/2024 14:15:01

0 Start data integrity check on backup set "Sample Backup Set(1715839385419)" all destination, crc disabled, rebuild index dis... 16/05/2024 14:15:01 ~
0 Start processing data integrity check on backup set= "Sample Backup Set" destination= "Local-1" 16/05/2024 14:15:07

0 Direct download index /tmp/CloudBacko Pro/1715839385419/Local@1715839415066/index/index.db 16/05/2024 14:15:09

0 Skip download index since local index "/tmp/CloudBacko Pro/1715839385419/Local@1715839415066/index/index.db” is late... 16/05/2024 14:15:09

© Browsed File "1715839385419/blocks/2024-05-16-14-03-44/0/000000.bak”, size = 23241201, lastModifiedTime = 17158394,.. 16/05/2024 14:15:10

© Browsed File "1715839385419/blocks/2024-05-16-14-03-44/0/000001 bak”, size = 22687361, lastModifiedTime = 17158394... 16/05/2024 14:15:10

© Browsed File "1715839385419/blocks/2024-05-16-14-03-44/0/000002.bak", size = 26922767, lastModifiedTime = 17158394... 16/05/2024 14:15:10

© Browsed File "1715839385419/blocks/2024-05-16-14-03-44/0/000003.bak”, size = 19735197, lastModifiedTime = 17158394... 16/05/2024 14:15:10

© Browsed File "1715839385419/blocks/2024-05-16-14-03-44/0/000004.bak”, size = 24749816, lastModifiedTime = 17158394... 16/05/2024 14:15:10

© Browsed File "1715839385419/blocks/2024-05-16-14-03-44/0/000005.bak”, size = 19288249, lastModifiedTime = 17158394... 16/05/2024 14:15:10

© Browsed File "1715839385419/blocks/2024-05-16-14-03-44/0/000006.bak", size = 18150115, lastModifiedTime = 17158394... 16/05/2024 14:15:10

© Browsed File "1715839385419/blocks/2024-05-16-14-03-44/0/000007.bak", size = 19118002, lastModifiedTime = 17158394... 16/05/2024 14:15:10

© Browsed File "1715839385419/blocks/2024-05-16-14-03-44/0/000008 bak", size = 16807844, lastModifiedTime = 17158304... 16/05/2024 14:15:10

0 Browsed File "1715839385419/blocks/2024-05-16-14-03-44/0/000009.bak", size = 19204717, lastModifiedTime = 17158394... 16/05/2024 14:15:10

© Browsed File "1715839385419/blocks/2024-05-16-14-03-44/0/00000a bak”, size = 17251168, lastModifiedTime = 17158394... 16/05/2024 14:15:10

© Browsed File "1715839385419/blocks/2024-05-16-14-03-44/0/00000b.bak”, size = 16728293, lastModifiedTime = 17158394... 16/05/2024 14:15:10

© Browsed File "1715839385419/blocks/2024-05-16-14-03-44/0/00000c.bak”, size = 16895594, lastModifiedTime = 17158394... 16/05/2024 14:15:10

© Browsed File "1715839385419/blocks/2024-05-16-14-03-44/0/00000d.bak”, size = 18333445, lastModifiedTime = 17158394... 16/05/2024 14:15:10

© Browsed File "1715839385419/blocks/2024-05-16-14-03-44/0/00000e.bak”, size = 16950237, lastModifiedTime = 17158394... 16/05/2024 141510 w
€ Browsed File "1715839385419/blocks/2024-05-16-14-03-44/0/00000f.bak", size = 17243030, lastModifiedTime = 171583945...  16/05/2024 14:15:10

Logs per page |50 W Page |[1/3 W
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For further viewing of the detailed DIC log, there are four options that can be used:

e Log filter
e  Show filter

e Logs per page
e Page

Log

16/05/2024 14:15 W

<}
®

CROORROROOOORORRO00

Logs per page | 50 v

Log filter

Log
Start [ CloudBacko Prov5.9.0.0]

Start data integrity check on backup set "Sample Backup Set(1715839385419)" all destination, crc disabled, rebuild index dis...

Start processing data integrity check on backup set= "Sample Backup Set" destination= "Local-1"
Direct download index /tmp/CloudBacko Pro/1715839385419/Local@1715839415066/index/index.db

Skip download index since local index "/tmp/CloudBacko Pro/1715839385419/Local@1715839415066/index/index.db” is late...
Browsed File "1715839385419/blocks/2024-05-16-14-03-44/0/000000.bak", size = 23241201, lastModifiedTime = 17158394...
Browsed File "1715839385419/blocks/2024-05-16-14-03-44/0/000001.bak", size = 22687361, lastModifiedTime = 17158394...
Browsed File "1715839385419/blocks/2024-05-16-14-03-44/0/000002.bak", size = 26922767, lastModifiedTime = 17158394...
Browsed File "1715839385419/blocks/2024-05-16-14-03-44/0/000003.bak", size = 19735197, lastModifiedTime = 17158394...
Browsed File "1715839385419/blocks/2024-05-16-14-03-44/0/000004.bak", size = 24749816, lastModifiedTime = 17158394...
Browsed File "1715839385419/blocks/2024-05-16-14-03-44/0/000005.bak", size = 19288249, lastModifiedTime = 17158394...
Browsed File “1715839385419/blocks/2024-05-16-14-03-44/0/000006.bak", size = 18150115, lastModifiedTime = 17158394...
Browsed File "1715839385419/blocks/2024-05-16-14-03-44/0/000007 bak", size = 19118002, lastModifiedTime = 17158394...
Browsed File "1715839385419/blocks/2024-05-16-14-03-44/0/000008.bak", size = 16807844, lastModifiedTime = 17158394...
Browsed File "1715839385419/blocks/2024-05-16-14-03-44/0/000009.bak", size = 19204717, lastModifiedTime = 17158394...
Browsed File "1715839385419/blocks/2024-05-16-14-03-44/0/00000a.bak”, size = 17251168, lastModifiedTime = 17158394...
Browsed File "1715839385419/blocks/2024-05-16-14-03-44/0/00000b.bak", size = 16728293, lastModifiedTime = 17158394...
Browsed File "1715839385419/blocks/2024-05-16-14-03-44/0/00000c bak”, size = 16895594, lastModifiedTime = 17158394...
Browsed File "1715839385419/blocks/2024-05-16-14-03-44/0/00000d.bak", size = 18333445, lastModifiedTime = 17158394...
Browsed File "1715839385419/blocks/2024-05-16-14-03-44/0/00000e.bak", size = 16950237, lastModifiedTime = 17158394...
le - 419/blocks/2024-05-16-14-03-44/0/00000f.bak", size = 17243030, lastModifiedTime = 171583945..,

Descriptio

This option can be used to display logs of
the previous data integrity check jobs.

Log | 16/05/2024 14:19 w

—

yp{ 16/05/2024 14:15
g 16/05/2024 1419

Show | All

Time
16/05/2024 14:15:01
16/05/2024 14:15:01
16/05/2024 14:15:07
16/05/2024 14:15:09
16/05/2024 14:15:09
16/05/2024 14:15:10
16/05/2024 14:15:10
16/05/2024 14:15:10
16/05/2024 14:15:10
16/05/2024 14:15:10
16/05/2024 14:15:10
16/05/2024 14:15:10
16/05/2024 14:15:10
16/05/2024 14:15:10
16/05/2024 14:15:10
16/05/2024 14:15:10
16/05/2024 14:15:10
16/05/2024 14:15:10
16/05/2024 14:15:10
16/05/2024 14:15:10

Show filter

This option can be used to sort the data
Show | All v . . . .
integrity check log by its status (i.e. All,
16105 Al Information, Warning, and Error).
16/05/ Information With this filter, it will be easier to sort the
1:::32 Warning DIC logs by its status especially for longer
16/054 ETTOr data integrity check logs.

Logs

per page

Logs per page | 50 v

50
100
200

This option allows user to control the
displayed number of logs per page.

Page

to the next page(s).

This option allows user to navigate the logs
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7.8.1.1 Data Integrity Check Completed with Errors

The following screenshot is an example of a Data Integrity Check completed with error(s). A Data
Integrity Check is run on a backup set with an active backup job running which resulted the Data Integrity
Check to stop with error(s).

Ut|||t|e5 Data Integrity Check

Perform health check for your backed up data to ensure the data integrity and
DEE] ‘r]'[egﬂty Check restorability

Select a backup set

Space Freeing Up File-1 v

EX/lmport Settings Select a destination

All L

Delete Backup Data

Run Cyclic Redundancy Check (CRC) during data integrity check

Decrypt Backup Data Rebuild index
Empty all files in recycle bin

X Data Integrity Check is completed with error(s)

View log

Clicking the View log button will display the details of the Data Integrity Check job error(s).

Log | 16/05/2024 14:23 w Show | All [~
Type Log Time
0 Start [ CloudBacko Prov5.9.0.0 ] 16/05/2024 14:23:49
o Start data integrity check on backup set "File-1(1715839149137)" all destination, cre disabled, rebuild index disabled, empty all f... 16/05/2024 14:23:49
o Skipped Backup Set = "File-1". Reason = "Backup job "File-1" is still running." 16/05/2024 14:23:55
€ Finished data integrity check with error on backup set "File-1{1715839140137)" all destination, crc disabled, rebuild index disabl... 16/05/2024 14:23:55
0 Completed data integrity check on backup set "File-1(1715839149137)" all destination, crc disabled, rebuild index disabled, emp... 16/05/2024 14:23:55

Logs per page |50 W Page |[1/1 w
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7.8.1.2 Data Integrity Check Result

There are two possible outcomes after the completion of a data integrity check:
e Data Integrity Check is completed successfully with no data corruption/issues detected
e Corrupted data (e.g. index files, checksum files and/or broken data blocks) has been detected

The screenshot below shows an example of a data integrity check log with NO data corruption/issues

detected.
Log | 16/05/2024 14:15 W Show | All v

Type Log Time

0 Start [ CloudBacko Prov5.9.0.0 ] 16/05/2024 14:15:01

0 Start data integrity check on backup set "Sample Backup Set(1715839385419)" all destination, crc disabled, rebuild index dis... 16/05/2024 14:15:01 ~
0O sen processing data integrity check on backup set= "Sample Backup Set" destination= "Local-1" 16/05/2024 14:15:07

o Direct download index /tmp/CloudBacko Pro/1715839385419/Local@1715839415066/index/index.db 16/05/2024 14:15:09

o Skip download index since local index "/tmp/CloudBacko Pro/1715839385419/Local@1715839415066/index/index.db" is late... 16/05/2024 14:15:09

o Browsed File "1715839385419/blocks/2024-05-16-14-03-44/0/000000.bak”, size = 23241201, lastModifiedTime = 17158394... 16/05/2024 14:15:10

0 Browsed File "1715839385419/blocks/2024-05-16-14-03-44/0/000001 bak”, size = 22687361, lastModifiedTime = 17158394... 16/05/2024 14:15:10

o Browsed File "1715839385419/blocks/2024-05-16-14-03-44/0/000002.bak", size = 26922767, lastModifiedTime = 17158394... 16/05/2024 14:15:10

0 Browsed File "1715839385419/blocks/2024-05-16-14-03-44/0/000003.bak", size = 19735197, lastModifiedTime = 17158394... 16/05/2024 14:15:10

0 Browsed File "1715839385419/blocks/2024-05-16-14-03-44/0/000004 bak", size = 24749816, lastModifiedTime = 17158394... 16/05/2024 14:15:10

0 Browsed File "1715839385419/blocks/2024-05-16-14-03-44/0/000005.bak", size = 19288249, lastModifiedTime = 17158394... 16/05/2024 14:15:10

0 Browsed File “1715839385419/blocks/2024-05-16-14-03-44/0/000006.bak", size = 18150115, lastModifiedTime = 17158394... 16/05/2024 14:15:10

© Browsed File "1715839385419/blocks/2024-05-16-14-03-44/0/000007.bak”, size = 19118002, lastModifiedTime = 17158394... 16/05/2024 14:15:10

0 Browsed File "1715839385419/blocks/2024-05-16-14-03-44/0/000008.bak", size = 16807844, lastModifiedTime = 17158394... 16/05/2024 14:15:10

0 Browsed File "1715839385419/blocks/2024-05-16-14-03-44/0/000009.bak", size = 19204717, lastModifiedTime = 17158394... 16/05/2024 14:15:10

o Browsed File "1715839385419/blocks/2024-05-16-14-03-44/0/00000a.bak”, size = 17251168, lastModifiedTime = 17158394... 16/05/2024 14:15:10

0 Browsed File "1715839385419/blocks/2024-05-16-14-03-44/0/00000b.bak", size = 16728293, lastModifiedTime = 17158394... 16/05/2024 14:15:10

o Browsed File "1715839385419/blocks/2024-05-16-14-03-44/0/00000c.bak", size = 16895594, lastModifiedTime = 17158394... 16/05/2024 14:15:10

0 Browsed File "1715839385419/blocks/2024-05-16-14-03-44/0/00000d.bak", size = 18333445, lastModifiedTime = 17158394... 16/05/2024 14:15:10

o Browsed File "1715839385419/blocks/2024-05-16-14-03-44/0/00000e.bak”, size = 16950237, lastModifiedTime = 17158394... 16/05/2024 14:15:10 v
€ Browsed File "1715839385419/blocks/2024-05-16-14-03-44/0/00000f bak", size = 17243030, lastModifiedTime = 171583945.., 16/05/2024 14:15:10

Logs perpage |50 W Page |[1/3 W

If any index-related error(s) or data corrupted item(s) is found, the (TEST MODE) confirmation screen
will be displayed.

Data corrupted items, checksum incorrect items and index broken data blocks will be

n The result of data integrity check (TEST MODE) is as follow. No actions are performed yet.
deleted. Are you sure you want to continue?

Backup set: Sample Backup Set 02

* File count (File size)
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This is to inform the user of the following details:

@ Backup set that contains an error
@  Backup Destination

@ |tems found in index

@ Data corrupted items

@ Index broken data blocks

@ Statistics (i.e. Correct or Incorrect)

7.8.1.3 Test Mode Confirmation

The (TEST MODE) confirmation will ONLY prompt if either of the criteria below matches the backup
data during the data integrity check operation:

@ deleted number of backup files is over 1,000
@ deleted number of backup file size is over 512 MB (in total)
@ deleted number of backup files is over 10% of total backup files

Otherwise, the Data Integrity Check job will automatically take corrective actions.

There are three options on the (TEST MODE) confirmation prompt:

Control Screenshot Description
Yes Corrupted data (e.g. index files, checksum files and/or
broken data blocks) will be deleted and statistics will be

recalculated.

No No action will be taken and a prompt message will be
displayed.
View log ;’ir;;if;e;iled process of the data integrity check will be

Clicking No will display the following screen:

@ If the Exit button is clicked, the data integrity check result will be discarded.

@ If the Back button is clicked, it will go back to the (TEST MODE) confirmation screen.
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Clicking No will display the following screen:

Data Integrity Check was completed in TEST MODE only. NO changes have been
updated.
You are recommended to continue in order to delete data corrupted items,

checksum incorrect items, index broken data blocks and rebuild the index.

Are you sure you want to exit?
[exe ]

If the Exit button is clicked, the data integrity check result will be discarded.

If the Back button is clicked, it will go back to the (TEST MODE) confirmation screen.

NOTES

1. ltis strongly recommended to apply corrective actions when the (TEST MODE)
confirmation screen pops up (clicking the Yes button). This is to ensure that the remaining
corrupted file(s) will be removed from the backup destination(s), so on the next backup
job, these files are backed up again if they are still present on the client machine.
However, if the corrupted files are in retention area, then they will not be backed up again
as the source file has already been deleted from the client machine.

2. Ifthe DIC detects data blocks (.bak files) in the backup destination(s) that does not have
related index entries, then these physical data blocks will be automatically removed from
the backup destination(s) without the (TEST MODE) confirmation prompt.

Besides viewing the Data Integrity Check logs directly on the CloudBacko Pro, they can be viewed on
the file system of the CloudBacko Pro machine. For CloudBacko Pro on Linux, the DIC logs are located
in:

%UserProfile/.cbp/system/IntegrityCheck

IntegrityCheck ~

7 Recent Name v Size Modified
 Starred 2022-09-29-08-02-43.log 1.2kB Yesterday
it Home 2022-09-29-08-42-38.log 9.0kB vesterday
) Desktop

2022-09-30-07-10-19.log 18.7kB 07:36
[F) Documents
P— 2022-09-30-07-39-26.log 16.4 kB 07:39
¥ Downloads
Il Music 2022-09-30-08-07-28.log 16.3kB 08:07
& Pictures 2022-09-30-08-07-51.log 16.7kB 08:07
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7.8.2 Space Freeing Up

This feature is used to remove obsolete file(s) from your selected backup set and destination
(manually start retention policy). After the Space Freeing Up job is completed, the storage
statistics of the backup set(s) are updated.

To perform deletion of backup data, follow the instructions below:

1. Select a backup set from the drop-down list.

Ut| I |t|e5 Free Up Storage Space
To remove obsolete files from your backup destination according
0 to your retention policy setting to free up your storage space,
Data Integ Flty Ch... select backup set(s), destination(s) and then press Start.

! Select a backup set
Space Freeing Up i -

Ex/Import Settings Al
Sample Backup Set
Delete Backup Data Sample Backup Set 01

Sample Backup Set 02

Decrypt Backup D...

If you select a specific backup set, you will also have to choose a specific or ALL

destination.
Ut| | |t|eS Free Up Storage Space
To remove obsolete files from your backup destination
Data Integrity Check according to your retention policy setting to free up your

storage space, select backup set(s). destination(s) and then
. press Start.
Space Freeing U
Select a backup set

EX/"T\pOI"t Settings sample Backup Set Vv

Select a destination

Delete Backup Data

All v

Decrypt Backup Data Al

Local-1 (/root/Documents)
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If you select ALL backup sets, you will not have to choose a destination.

Ut| I]t|e5 Free Up Storage Space

To remove obsolete files from your backup destination according
to your retention policy setting to free up your storage space,

Data Integ rlty Ch... select backup setls), destination(s) and then press Start.

) Select a backup set
Space Freeing Un I e ——T
Ex/Import Settings -

Delete Backup Data
Decrypt Backup D...

2. Once a backup set and destination have been selected, click Start to perform space
free up.

UU | itieS Free Up Storage Space

To remove obsolete files from your backup destination

Data Integrity Check according to your retention policy setting to free up your
storage space, select backup set(s). destination(s) and then

. ress Start.
Space Freeing Up ’
. Select a backup set

Ex/Import Settings | sample Backup Set v

Select a destination

Delete Backup Data

All v

Decrypt Backup Data

Local-1 (/root/Documents)

Select a backup set

Ex/Import Settings Select a destination
Delete BaCkUp Data s, Start processing space freeing up on backup set= "Sample Backup Set (1664347203427)" ...
Decrypt Backup Data stop
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3. Once the space freeing up is completed, click View log to see more details.

Ut| | |t| es Free Up Storage Space

To remove obsolete files from your backup destination

Data Integrity ChECk according to your retention policy setting to free up your
storage space, select backup set(s) destination(s) and then

e -
pace =< g Select a backup set

Ex/Import Settings Sample Backup Set v
Select a destination

Delete Backup Data “

Local-1 (/root/Documents) v

Decrypt Backup Data « Space freeing up is completed successfully

View log

Log | 30/09/2022 08:36 W Show | All v
Type Log Time
o Start [ CloudBacko Pro v5.4.2.1 ] 30/09/2022 08:36:45
0 Start space freeing up on backup set "Sample Backup Set{1664347203427)", "Local-1{1664348190595)" 30/09/2022 D8:36:45
© Start processing space freeing up on backup set= "Sample Backup Set (1664347203427)" destination= "Local-1 (166434810059...  30/09/2022 08:36:51
o Skip download index since local index “/ftmp/CloudBacko Pro/1664347203427/Local@1664348190595/index” is latest or identica... 30/09/2022 08:36:
© Deleting out of retention period recycled files... 30/09/2022 08:36:52
o Delete out of retention period recycled files result - Size: 0 B, File Count: 0 30/09/2022 08:
© Deleting out of retention period recycled files... Completed 30/09/2022 08:36:
©  Saving encrypted backup file index to 1664347203427 /blocks/2022-09-30-08-36-45 at destination Local-1... 30/09/2022 08:36:53
0 Space freeing up on backup set= "Sample Backup Set {1664347203427)" destinaticn= "Local-1 (1664348190595)" is completed 30/09/2022 08:36:53
0 Finished space freeing up on backup set "Sample Backup Set(1664347203427)", "Local-1(16643481905095)" 30/09/2022 08:36:53
Logs per page |50 w Page 1/1 W
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7.8.3 Ex/Import Settings

This feature is used to export and import CloudBacko Pro Settings to the settings.sys file, this
includes information on:

© Proxy Settings

© Email Report Settings

© Software Update Settings

© Windows Event log Settings (Windows Platform Only)
© Backup Set Settings

It is strongly recommended to export a copy of the configuration file (settings.sys) whenever
there are general settings changes to CloudBacko Pro, new backup sets added, or updates to
existing backup sets.

WARNING!
A separate copy of the settings.sys file should be saved in another location for safe keeping.

Otherwise, If the machine where the CloudBacko Pro is installed on suffers a disk or hardware
failure or is stolen and a copy of the settings.sys file is not available, it will not be possible to access
and recover any data backed up by CloudBacko Pro.

Ut| I |t|e5 Export CloudBacko Pro Settings

Export all CloudBacko Pro settings to a configuration file
(settings.sys) so that you do not have to configure them again

Data |ntegrity Ch... after reinstallation of the software.

Space Freeing Up Export Now

Ex/Import Settings Import CloudBacko Pro Settings

Delete BaCkUp Data Import selected CloudBacko Pro settings from a configuration file
(settings.sys / *.xml.cgz) to restore your previous configured
settings.

Decrypt Backup D...

Import Now

www.cloudbacko.com 161




Cloudbdacko.

Export CloudBacko Pro Settings

To export, click the Export Now button. Select a path where the CloudBacko Pro configuration file
(system.sys) will be stored then click OK.

Utl I |t|eS Export CloudBacko Pro Settings
Equrt all CloudBacko Pro settings to a gonfiguration fil_e
Data Integrity Ch... . Select the location to export x|
Space Freeing Up Lookin: |1 root +] =& (=] BBl |
: 1 k I |

Exﬂmport Settlngs T CloudBac oProg \T:le‘:;z:res
Delete Backup Data =5 Downloads

(7 Music

— Pictures
Decrypt Backup D... e Pablic

I temp

Folder name : \froot/Documents |

Files of type : |All Files '| |

Gonca | |

If the system.sys file is successfully exported to the preferred path, it will display a message
containing the status and path of the CloudBacko Pro configuration file.

e Successfully export all settings to /root/Documents/settings.sys
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Import CloudBacko Pro Settings

To import, click the Import Now button.

Ut' I |t|e5 Export CloudBacko Pro Settings

Export all CloudBacke Pro settings to a configuration file
{settings.sys) so that you do not have to configure them again

Data Integ rity Ch... after reinstallation of the software.

Space Freeing Up R

Ex/Import Settings Import CloudBacko Pro Settings

Delete Backup Data Import selected CloudBacko Pro settings from a configuration file
(settings.sys / *xml.cgz) to restore your previous configured
settings.

Decrypt Backup D...

Import Now

Select a path where the CloudBacko Pro configuration file (system.sys / .xml, .cgz) is stored then click

OK.
Ut|||t|e5 Export CloudBacko Pro Settings
Expc!rt all CloudBacko Pro settings to a gonfiguration fi!e
Data Integrity Ch... Select the configuration file (settings.sys / * xml.cgz) to import x
Space Freeing Up Look in : | Documents | @&l B
. [ testfiles

Ex/Import Settings = cestiles2

_D sertings. sys
Delete Backup Data
Decrypt Backup D...

File pame : |sett|ng 5.5Y5

Files of type : |settlngs.syg |'|

Cancel :
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It will show the following Settings: User Settings and Backup Sets. By default, all settings are included,
however, there is an option to uncheck the checkboxes and choose the preferred settings.

"~

Settings

¢ B User Settings (root)
¥ Proxy Settings
Email Report Settings
Software Update Settings
Windows Event Log Settings
¢ b Backup Sets
Sample Backup Set
Sample Backup Set 01
¥ Sample Backup Sst 02

If the system.sys / .xml, .cgz file is successfully imported, it will display a check sign besides the Import
Now button with a successful status of imported settings.

Ut' I |t|e5 Export CloudBacko Pro Settings

Export all CloudBacko Pro settings to a configuration file
{settings.sys) so that you do not have to configure them again

Data |nteg rlty Ch ves after reinstallation of the software.

Space Freeing Up Export Now

Ex/Import Settings Import CloudBacko Pro Settings

DEIete BaCkUp Data Import selected CloudBacko Pro settings from a configuration file
(settings.sys / *.xmlcgz) to restore your previous configured
settings.

Decrypt Backup D...

Import Now v Successfully import selected settings
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7.8.4 Delete Backup Data

This feature is used to permanently delete backed up data from a backup set(s), destination(s),
backup job, or delete all backed-up data. After the data is deleted, the storage statistics of the
backup set(s) are updated.

To perform deletion of backup data, follow the instructions below:

1. Select a backup set to delete from.

Ut|||t|e5 Delete Backup Data

Delete backed up data of a specific backup set from a specific

. destination, This action will physically delete the selected data

Data Integ rlty Ch... regardless the defined retention policy. Therefore, make sure you

know what you are deleting and NO undo will be available
afterward.

Select a backup set

Space Freeing Up

Ex/Import Settings Al v

All
Delete Backup Data Sample Backup Set

Decrypt Backup D 3 Sample Backup Set 01

Sample Backup Set 02

If you select a specific backup set, you will also have to choose a specific or ALL

destination.
Ut|||t|e5 Delete Backup Data
Delete backed up data of a specific backup set from a specific
. destination. This action will physically delete the selected data
ae regardless the defined retention policy. Therefore, make sure you
Data Integrity Ch
know what you are deleting and NO undo will be available
. fte d.
Space Freeing Up attermar
Select a backup set
Ex/Import Settings [an v

Delete Backup Data L

Decrypt Backup D...
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2. Ifyou select ALL backup sets, you will not have to choose a specific destination.

There are two (2) options from the type of file(s) to delete if you select a specific
backup set and a specific destination:

@  Delete all backed-up data
@  Choose from ALL files

UU | ltles Delete Backup Data ~
Delete backed up data of a specific backup set from
a specific destination. This action will physically
. delete the selected data regardless the defined
Data Integrlty CheCk retention policy. Therefore, make sure you know
) what you are deleting and NO undo will be available
Space Freeing Up afterward.
. Select a backup set
Ex/lmport Settmgs Sample Backup Set 02 v
Delete Backup DatE Select a destination
k Local-1 (/root/Desktop) v
Decrypt Backup Data
ryp p Select what to delete
Delete all backed up data w
Delete all backed up data
Choose from ALL files v

All backed-up files from the chosen backup set and selected destination will be deleted
if you choose “Delete all backed up data”. Click Yes to confirm.

Delete all files (Sample Backup Set 02 - Local-1 (/usrflocal/backup))?

' d
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If you select “Choose from ALL files”, you can select any file(s) in the backup set.

Utilities
Data Integrity Check

Space Freeing Up
Ex/Import Settings

Delete Backup Data

Decrypt Backup Data

Delete Backup Data

Delete backed up data of a specific backup set from a specific destination. This
action will physically delete the selected data regardless the defined retention
policy. Therefore, make sure you know what you are deleting and NO undo will be
available afterward.

Select a backup set

I Sample Backup Set 02 W ‘

Select a destination

I Local-1 (/root/Desktop) [¥] ‘

Select what to delete

l Choose from ALL files v
Folders Name Size: Date modified
¢ B Local1 3 .cache
¢ O3/ M cbp
O bin 4 [ .config
o =3 boot M3 gnupg
o O ex F3 java
O3 ib &3 Jocal
o O opt & 3 .mozi...
o 3 root & =3 .obm
O sbin 3 ssh
o O usr & ] Desk...
o O var & 3 Docu...

& =3 Dow..

& £ Music
& 3 Pictu...
4 =3 Public

You also have the option to click the Search link to do an advance search.

ltems perpage |50 w| Page|1/1 w
Delete
3. Click Delete to start the deletion of file(s).

[ anacondaks.cfg 1KE 09/10/201...

[ initial-setup-ks... 1KB 09/10/201...
Search Items per page | 50 W Page| 1/1 w |

Delete v
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Deleting ... /usr/local/.../2021-12-15-14-23-00/0...

4. Files deleted successfully.

Utilities
Data Integrity Check

Space Freeing Up

Ex/Import Settings

Decrypt Backup Data

www.cloudbacko.com

Delete Backup Data

Delete Backup Data

Delete backed up data of a specific backup set from a specific destination.
This action will physically delete the selected data regardless the defined
retention policy. Therefore, make sure you know what you are deleting and
NO undo will be available afterward.

Select a backup set
Sample Backup Set 02 ~
Select a destination

Local-1 (/root/Desktop) v

Select what to delete

| Delete all backed up data w |

« Files deleted successfully
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7.8.5 Decrypt Backup Data

This feature is used to restore raw data by using the data encryption key that was set for the
backup set.

Ut|||t|e5 Decrypt Backup Data

Please enter the path to the [<backup set ID>/blocks] folder
which contains the backup files that you want to decrypt.

Data Integrity Ch...

Browse
Space F reeing Up Temporary directory for storing restore files

Ex/Import Settings

jroot/.cbp/temp Browse

Delete Backup Data "

Decrypt Backup D...

Enter the path of the folder which contains the backup files you want to decrypt. Click the
Decrypt button to start decrypting backup data.

Utllltles Decrypt Backup Data

Please enter the path to the [<backup set ID=/blocks] folder
which contains the backup files that you want to decrypt.

Data Integrity Ch...

Jusr/local/backup Browse
Space Freeing Up Temporary directory for storing restore files
Ex/Import Settings oot eherene Al
Decrypt

Delete Backup Data

Decrypt Backup D...
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7.9 Buy
This feature allows,

© new customers who are evaluating the product using a trial key to purchase a license key
and/or module.

© existing customers to purchase additional software license and/or module.

Please refer to the CloudBacko forum article for the details on the license purchase instructions:
How to Buy CloudBacko Pro

i

Description Unit Price Qty. Amount
CloudBacko™ Pro Basic Software
(D] e Sottw US599.00 0 Usso
CloudBacko™ Pro Microsoft Exchange
Server Module US$115.00 0 Usso
W CloudBacko™ Pro Microsoft SQL Serve
q Module ' : ‘ US$55.00 0 Uss0
CloudBacko™ Pro Oracle Database Module
US$55.00 0 Usso
- -
| CloudBacko™ Pro IBM Lotus Domino Module US$55.00 o Usso
™
] CloudBacko™ Pro IBM Lotus Notes Module TSR o S50
™
CloudBacko™ Pro VMware Module US$55.00 P USso
| ™ P i ft H =
E'::Sgacko ro Microsoft Hyper-V US$55.00 s Usso
CloudBacko™ Pro Windows System Module
E Us$25.00 0 usso
1 ™ P i M I
a CloudBacko™ Pro Office 365 Module US$9.00 o Usso
CloudBacko™ Pro Cloud File Module
US$9.00 0 usso
=y CloudBacko™ Pro MySQL / MariaDB Modul
oudBacko™ Pro MySQL / Marial odule US$25.00 d US$0
Coupon code Total : US$0
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To purchase additional software license and/or modules, follow the instructions below:

1. Select the software license and/or modules by adding a number on the Qty field then
click the Update Total button to show the updated cost

If Coupon code is available, input it in the “Coupon code” field.

Description Unit Price Qty. Amount ~
CloudBacko™ Pro Basic Software
[ R e sottw ussoooo [ 1 | Usso
CloudBacko™ Pro Microsoft Exchange
Server Module US$115.00 0 Us$o
- "
> ::‘I::gl!;acko Pro Microsoft SQL Server US$55.00 o uUsso
CloudBacko™ Pro Oracle Database Module
@ US$55.00 0 usso
. CloudBacko™ Pro IBM Lotus Domino Module US$55.00 0 Usso
™
— CloudBacko™ Pro IBM Lotus Notes Module TSR o Us$0
CloudBacko™ Pro VMware Module US$55.00 0 Usso
v
= CloudBacko™ Pro Microsoft Hyper-V e = e
Coupon code Total : US$0

Update Total

Click the Next button to proceed.

Order Details

Description Unit Price Qty. Amount

~
- .
@ CloudBacko™ Pro Basic Software US$99.00 1 Us599
CloudBacko™ Pro Microsoft Exchange
Server Module US$115.00 0 Uss$o
m CloudBacko™ Pro Microsoft SQL Serve
FE Nodule o < ‘ US$55.00 0 Us$o
CloudBacko™ Pro Oracle Database Module
@ US$55.00 0 uss$o
B ™ R i
e CloudBacko™ Pro IBM Lotus Domino Module US$55.00 o usso
] CloudBacko™ Pro IBM Lotus Notes Module US325100 0 oty
CloudBacko™ Pro VM Modul
oudBacko™ Pro VMware Module US$55.00 0 us$o
v

= CloudBacko™ Pro Microsoft Hyper-V

Coupon code Total : US$99

2. The Payment Information screen will be displayed. Select the payment mode, Credit
Card or TT (Telegraphic Transfer), by clicking the dropdown Paid by.

Payment Information

Paid by
CreditCard v

mation
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7.9.1 Credit Card

Payment through online via a Credit Card is the quickest way to purchase a software
license or additional add-on modules. The only requirements are a valid Credit Card and
Contact Information. Once the payment is confirmed, purchased software license or add-
on modules will be available immediately.

1. Complete the following fields then click the Next button to proceed.

© Cardtype

= VISA

® Master Card
Card number
Security code
First name

Last name

© 0 0 © ©

Expiry date

Payment Information

Paid by
Credit Card W

Card Information

Card type
VISA VISA v

Card number Security code
495 19

First name Last name
- [ 1

Expiry date
05 w | 2024 w
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2. Complete the following fields for the Contact Information then click the Next button
to proceed.

Contact person

Email for receiving receipt
Company name (optional)

VAT number (optional)

Street line 1

Street line 2 (optional)

City

State / Province / Territory (optional)

Postal / Zip code (optional)

© 0 0 © 0 0 O ¢©

Country

Contact Information

Contact person

Email for receiving receipt

e (g mail.com

Company name (optional)

VAT number (optional)

Address

Street line 1

Valero Street

Street line 2 (optional)
City
Makati City
State / Province / Territory (optional)

Postal / Zip code (optional)

Country

Philippines v

Previous Cancel
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3. Inthe Order Summary screen, order Items, Contact Information, and Payment
Method are displayed.

Tick the “l accept the terms and conditions of the purchase agreement” and
click the Confirm button to proceed with the payment.

Items ~
Description Unit Price Qty. Amount
loudBacko™ Pro Basic Sof
@ CloudBacko™ Pro Basic Software US$99.00 ;| Uss99
Total : US$99
Contact Information
Contact person Bt £
Email Semin@gmail.com
Address Valero Street, Makati City, Philippines
Payment Method
Paid by Credit Card
Card type VISA
Card number 4907900 I0789 Security code 5
First name &
| | accept the terms and conditions of the purchase agreement

4. The payment will be processed.

Processing the payment...
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If the payment is successful, an official receipt will be displayed.

Receipt

Cloudbacko. ~

CloudBacko Corporation

28/F, Ford Glory Plaza, No.37 Wing Hong Street, Lai Chi Kok,
Kowloon
Hong Kong

OFFICIAL RECEIPT

Thank you for your payment. Your transaction has been completed. Below are the details of your
purchase. Your order is charged in US Dollar (US$). A copy of this receipt has been sent to your email
[ sami@gmail.com

License Key : bceaab03-9a78-43b9-*##+-*##2==5554% (Online)

Receipt Number: CC-97831 Contact Person : e g 08

Paid Date 2021-12-02 Email : A=r@gmail.com

Payment Method : DIS Address : Valero Street, Makati City, Philippines
Description Unit Price Qty. Amount

1. CloudBacko™ Pro Basic Software US$99.00 1 Us$99

2. Fully covered coupon Less US$99

The license key on the CloudBacko Pro is now successfully applied.

i License key generated successfully!
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These are sample emails for the copies of Invoice and Official Receipt.

CloudBacko invoice #CC-97831 inbox x s 2

CloudBacko License Center (Developer .. & 11:31 (4minutes ago) Yy 4=
to e

Dear customer,
Thank you for purchasing CloudBacko. Attached please find your invoice #CC-97831.

Please sstile the payment according to the instruction stated in the invoice. The License Key
will be useable in 2 working days after your payment is cleared.

Regards,

Customer Service
CloudBacka Corpaoration

B Invoice_CC-97831.html

&
om

Payment successful for CloudBacko invoice &5 &2
#CC-97831 Inbox

CloudBacko License Center (Developer .. & 11:31 (5 minutes ago)  fy 4=
to e -

Dear customer,
Thank you for purchasing CloudBacko!

We have received the paymsnt of USS0 for your invoice #CC-97831. Attached please find the
Official Receipt.

Please go to "CloudBacko > Settings = License” section and click the "Refresh” button to
update the software license.

Regards,

Customer Service
CloudBacko Corporation

B Receipt_CC-97831.html

n

www.cloudbacko.com
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Please keep the copy of your invoice as it contains half of your license key. The
other half of the license key can be found on CloudBacko Pro. Both parts of the
license key is required if you need to reinstall CloudBacko Pro or apply the license

to another installation.

Please check this article for more information:

Where can | find my CloudBacko Pro/Lite purchase license key?

Clouddacko.

CloudBacke Corporation
28/F, Ford Glory Plaza, No.37 Wing Hong Street,
Lai Chi Kok, Kowloon, Hong Kong

OFFICIAL INVOICE

License Key: EERERKERE_KNRE_KEER_gi

Invoice Number. CC-97831
Invoice Expiry Date: 2021-12-08
Payment Method:  DIS

Description
1. CloudBacko™ Pro Basic Software

2. Fully covered coupcn

Payment Instruction

Telegraphic Transfer in US Dollar (U5%)

Bank Account Name

quoted properly in the transfer application.

Please pay on or before the Invoice Expiry Date.

Please specify the Invoice Number as the payment remark

23 (Online)

Contact Person

Email: [@gmail com
Company Name:
Address: Valero Street, Makati
City, Philippines
VAT

Unit Price Qty Amount
US$99.00 1 US$99

Less US$99

Total : US$0

Please transfer the fotal due amount to one of the following accounts. You are responsible for all bank and finance charges.
CloudBacko shall receive no less than the total due amount specified.

CloudBacko Corporation

28/F, Ford Glory Plaza, No.37 Wing Hong Street, Lai
Chi Kok, Kowloon, Hong Kong

256-15-022973-4 (USD)
Chong Hing Bank Ltd
G/F, Chong Hing Bank Centre, 24 Des Voeux Road

Company Address
Bank Code R EY
U.S Dollars Account No.
Bank Name
Bank Address
Central, Hong Kong
SWIFT Code : LCHBHKHH
Country : Hong Kong

To transfer money to either of the above accounts, IBAN Nr is unnecessary. Please ensure the Bank Code and SwifiCode are

The License Key will be useable in 2 working days after your payment is cleared

Clouddacko.

CloudBacko Corporation
28/F, Ford Glory Plaza, No 37 Wing Hong Street,
Lai Chi Kek, Kowloon, Hong Kong

OFFICIAL RECEIPT

1. CloudBacke™ Pro Basic Software

2. Fully covered coupon

License Key: RERRRARS_KRRE_ARAK_g L1 o)
Receipt Number: CC-97831
Paid Date: 2021-12-02
Payment Method:
Description

Thank you for your payment. Your transaction has been complated. Below are the details of your purchase. Your
order is charged in US Dollar {US§). A copy of this receipt has been sent to your email

Egmail. com
% 953 (Online)
Contact Person:
Email: @gmail.com
Company Name
Address: Valero Street, Makati
City, Philippines
VAT:
Unit Price Qty Amount
US$99.00 1 US$99
Less US$99

Total : US$D
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However, if the payment is not successful, this prompt message will appear.
It will state the reason and four (4) options for the failed transaction:

© Retry
This will process the payment again.
© Try another card

This will redirect you to the Credit Card Information and input another Credit
Card details.

© Contact our sales
This will redirect you to the CloudBacko website.
© Cancel

This will cancel the transaction and exit from the Buy module.

2 Payment failed, the reason is: General decline

You may retry, try another card, contact your bank, or contact our sales at

sales@cloudbacko.com for assistance.

Try another card Contact our sales
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7.9.2 TT (Telegraphic Transfer)

TT (Telegraphic Transfer) is an electronic mode of transferring funds from bank to bank.
Processing time can take up to one to two weeks to settle, depending on the origin,
destination, and individual bank.

This payment mode can be used to purchase software licenses and/or additional add-on
modules for trial users and for paid license users who want to avail add-on modules.

1. Click the Next button to proceed.

Payment Information

Paid by

The License Key will be usable in 2 working days after your payment is cleared.

You are responsible for all bank and finance charges. CloudBacko Corporation shall receive no less
than the invoice amount in US dollars through this payment method.

2. Complete the following fields for the Contact Information then click the Next button
to proceed.

Contact person

Email for receiving receipt
Company name (optional)

VAT number (optional)

Street line 1

Street line 2 (optional)

City

State / Province / Territory (optional)

Postal / Zip code (optional)

© 0 0 0 0 © O ¢©

Country
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Contact Information

Contact person

Email for receiving receipt

g (@gmail.com

Company name (optional)

VAT number (optional)

Address

Street line 1

Valero Street

Street line 2 (optional)
City
Makati City
State / Province [ Territory (optional)

Postal / Zip code (optional)

Country
Philippines (¥

3. In the Order Summary screen, order Items, Contact Information, and Payment
Method are displayed.

Tick the “I accept the terms and conditions of the purchase agreement” and
click the Confirm button to proceed with the payment.

Order Summary

Items
~
Description Unit Price Qty. Amount
B L i fi
@ CloudBacko™ Pro Basic Software US$99.00 1 Us§99
Total : US$99
Contact Information
Contact person B =
Email Ll B @gmail.com
Address Valero Street, Makati City, Philippines
Payment Method
L4

Paid by TT
The License Key will be usable in 2 working days after your payment is cleared.

You are responsible for all bank and finance charges. CloudBacko Corporation shall receive no less
than the invoice amount in US dollars through this payment method.

| | accept the terms and conditions of the purchase agreement.
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4.

The invoice for the license purchase will be generated.

Processing the payment...

The Invoice will be displayed. Click the Print button to print out the invoice and bring
it to your bank to arrange TT payment.

Invoice

Cloudbacko.

CloudBacko Corporation

28/F, Ford Glory Plaza, No.37 Wing Hong Street, Lai Chi Kok,
Kowloon

Hong Kong
OFFICIAL INVOICE

License Key : bceaab03-9a78-43h9-##+¥_wessszsssits (OQnline)

Invoice Number : CC-97830 Contact Person : [y e
Due Date : 2021-12-09 Email :

=t 1@gmail.com
Payment Method : TT

Address : Valero Street, Makati City, Philippines
Description Unit Price Qty. Amount
1. CloudBacko™ Pro Basic Software US$99.00 1 Us$99

Total : US$99

www.cloudbacko.com

181



Cloudbdacko.

Invoice

Payment Instruction

Please transfer the total due amount to one of the following accounts. You are responsible for all

bank and finance charges.

CloudBacko shall receive no less than the total due amount specified.

Telegraphic Transfer in US Dollar (US$)
Bank Account Name :

Company Address

Bank Code
U.S. Dollars Account No.
Bank Name

Bank Address

SWIFT Code
Country

CloudBacko Corporation

28/F, Ford Glory Plaza, No.37 Wing
Hong Street, Lai Chi Kok, Kowloon,
Hong Kong

041

256-15-022973-4 (USD)

Chong Hing Bank Ltd

G/F, Chong Hing Bank Centre, 24
Des Voeux Road Central, Hong
Kong

LCHBHKHH

Hong Kong

To transfer money to either of the above accounts, IBAN Nr is unnecessary. Please ensure the Bank
Code and SwiftCode are quoted properly in the transfer application.

Please specify the Invoice Number as the payment remark.

Please pay on or before the Invoice Expiry Date.

The License Key will be useable in 2 working days after your payment is cleared.

I (o

This prompt message will appear to inform customer that if the payment through
telegraphic transfer is successful, the official receipt, software license, and license
update procedure will be sent to the email address indicated in the Contact
Information.

www.cloudbacko.com

Thanks for your purchase. Telegraphic Transfer may take many days to complete.
When your payment is well received, we will send the Official Receipt and the
license update procedure to your email = »

@gmail.com.
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These are sample email for the copy of Invoice.

CloudBacko License Center (Developer Bu.. & 11:08 (12 minutes ago) {4
to e ~

Dear customer,
Thank you for purchasing CloudBacko. Attached please find your invoice #CC-97830.

Please settle the payment according to the instruction stated in the invoice. The License Key will
be useable in 2 working days after your payment is cleared.

Regards,
Customer Service

CloudBacka Corporation

B invoice_CC-97830.html
18 KB

&
OB

Cloudbacko.

CloudBacko Corporation
28/F, Ford Glory Plaza, No.37 Wing Hong Street,
Lai Chi Kok, Kowloon, Hong Kong

OFFICIAL INVOICE
License Key nnnn_un_-nn_',‘, n e Twome smm g (onhne)
Invoice Number: CC-97830 Contact Person: S
Invoice Expiry Date: 2021-12-09 Email: ney g @gmail.com
Payment Method 1T Company Name:
Address Valero Street, Makati
City, Philippines
VAT
~ Description Unit Price Qty Amount
1. CloudBacko™ Pro Basic Software US$99.00 1 US$99

Total US$99

Payment Instruction

Piease transfer the total due amount to one of the f g You are for all bank and finance charges
CloudBacko shall receive no less than the total due amount specified

Telegraphic Transfer in US Dollar (USS)

Bank Account Name - CloudBacko Corporation

Company Address :  28/F, Ford Glory Plaza, No.37 Wing Hong Street, Lai
Chi Kok, Kowloon, Hong Kong

Bank Code o041

U S. Dollars Account No 256-15-022973-4 (USD)

Bank Name Chong Hing Bank Ltd

Bank Address GI/F, Chong Hing Bank Centre, 24 Des Voeux Road
Central, Hong Kong

SWIFT Code . LCHBHKHH

Country . Hong Kong

To transfer money to either of the above accounts, IBAN Nr is unnecessary. Please ensure the Bank Code and SwiftCode are
quoted properly in the transfer application

Please specify the Invoice Number as the payment remark

Please pay on or before the Invoice Expiry Date

The License Key will be useable in 2 working days after your payment is cleared
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7.10 Social Media lcons

These are the social media accounts of CloudBacko. Each icon links to the CloudBacko page

or channel.

Facebook

X/ Twitter

LinkedIn

YouTube

www.cloudbacko.com

https://www.facebook.com/cloud.backo

https://twitter.com/CloudBacko

https://www.linkedin.com/company/cloudbacko-corporation

https://www.youtube.com/user/CloudBacko
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7.11 Online Help

This allows the User to view the summary of information and instructions of each available
features in the CloudBacko Pro.

H Sample Backup Set General

Name

General Sample Backup Set
Oowner

Source localhost.localdomain

Backup Schedule

Destination

General

For a backup set running on a Windows Operating System with the backup schedule enabled and or requires
access to files and/or folders selected in the backup source, temporary folder, or the backup destination if it is a
nework drive, you need to enter the login credentials with sufficient permission for CloudBacko Pro to connect to
your network drive. After you updated the informaton in here, press the save button to exit.

|
This feature is not supported by CloudBacko Free. If you need this feature, click
[Buy] button to buy full version

For CloudBacko Free or non-Windows version, you can modify the backup set name only.

General:
Field Description
Name Backup set name
Owner Displays the Machine name
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8 Create a Backup Set

1. Click the Backup Sets icon on the main interface of CloudBacko Pro.

Backup Sets

.—rl-.
2. Create a new backup set by clicking next to Add new backup set.

Backup Sets

. Add new backup set

sort by

Creation Time w

(e ] v ]

3.  When the Create Backup Set window appears, name your new backup set, and select the
Backup set type. Then, click Next to proceed.

Create Backup Set

Name

| sample Backup Set |

Backup set type
| [ Fie Backup v

o] (] [

www.cloudbacko.com 186



Cloudbdacko.

4. In the Backup Source window, select the source files and folders for backup. Click | would
like to choose the files to backup to select individual files for backup.

Backup Source

Select the files and folders that you want to backup

| [ root

Filter

Apply filters to the backup source
off

ould like to choose the files to backup

5. Inthe Advanced Backup Source window, select folder(s) to back up all files in the folder(s).

i.  Select folder(s) to back up all files in the folder(s). Click OK to save the selection and
close the Advanced Backup Source window.

Advanced Backup Source

Folders
¢ O/
O bin

O libea
o (O3 media
o O mnt
o OEopt
o OH proc
o J =3 root
o O run

O3 sbin
- O sv
o O Tsys
- O wmp
= O usr
o O var

Show files
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ii. Alternatively, if you want to back up only specific files instead of all files in your selected
folder(s), select the Show files checkbox at the bottom of the screen. A list of files will
appear on the right-hand side. Select the checkbox(es) next to the file(s) to back up.
Then, click OK to save your selections and close the Advanced Backup Source window.

Advanced Backup Source
¥ chawry Narre Ture
v D3 2 [) samplel paf P
» O cache A2 [ samplel pot #31r8
* () cbp 2 [) samplel ¢ 192%8
» O] confg 2 L) samglel tx $078
= 0 .dus 2 [) samglel ok 165D
= O e i L) sample2 paf 44KB
= O Jocal 2 [ sample2. ppt s1akn
» 0CS mocte 2 L) sample2 1t K8
*~ 03 .com (2 [) sampled txt 260
= 00 p 2 1) sampie2. ws e
» O CoudBacko PRICT [) samgien.tae "n
* O3 bendtep L) sampled. ats 13K8
@ ) Documents 12 ) sample_ 64016000 ws9Kn
* ] 3 Down koads i L) sample_960x540 mice 1.26M8
> O Mesx 2 0 samgle 080340 709 T1IKh
& L Metures
» O bk
* 0L Tenplates
» 02 videos v
- 8 teemgy
¢ i
 Show files tems per page 50 Vv Fagellil v

6. In the Backup Source window, click Next to proceed.

7. When the Schedule window appears, you can configure a backup schedule to automatically
run a backup job at your specified time interval. In the Schedule window, the Run scheduled
backup for this backup set is Off by default.

® In the default backup schedule, there will be a daily schedule performed at the time you
created the schedule. You can leave it as is or you can modify it by clicking on the existing
backup schedule.

Schedule

Run scheduled backup for this backup set

On q

Existing schedules

ﬁ Daily-1
Daily (Everyday at 10:45)
Add

www.cloudbacko.com 188
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@ If you want to add another schedule, click the Add button. When the New Backup
Schedule window appears, specify your backup schedule. Then, click OK to save your
changes and close the New Backup Schedule window.

New Backup Schedule
Name

Daily-2

Type

Daily [

Start backup

at v 11 w00 w

stop
until full backup completed

8. In case you have added a schedule, it will be shown in the Schedule window. Click Next to
proceed when you are done setting.

Schedule

Run scheduled backup for this backup set

Oon q

Existing schedules
ﬁ Daily-1
Daily (Everyday at 10:45)

E Daily-2
Daily (Everyday at 11:00)
Add
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9. The Destination window will appear.

Destination

Backup mode

Sequential w

Existing storage destinations
- Add new storage destination / destination peol

Select the appropriate option from the Backup mode dropdown menu.

® Sequential (default value) — run backup jobs to each backup destination one by one

@ Concurrent — run backup jobs to all backup destinations at the same time

To select a backup destination for the backup data storage, click il next to Add new

storage destination / destination pool.

10. Inthe New Storage Destination / Destination Pool window, select the destination type and

destination storage. Then, click OK to confirm your selection.

New Storage Destination / Destination Pool

Name
Local-1
Type
®) Single storage destination
Destination pool

Destination storage

ﬂ Local / Mapped Drive / Removable Drive W

Local path
/root/Documents Change

 Test completed successfully

www.cloudbacko.com
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11. Inthe Destination window, your selected storage destination will be shown. Click Next to
proceed.

Destination

Backup mode

Existing storage destinations

Local-1
/root/Documents

A v

Previous Next Cancel

12. In the Encryption window, the default Encrypt Backup Data option is enabled with an
encryption key preset by the system which provides the most secure protection.

Encryption

Encrypt Backup Data

on e

Encryption Type

e [ ] (e [ ]

You can choose from one of the following two Encryption Type options:

» Default — an encryption key with 44 alpha numeric characters will be randomly generated
by the system

» Custom —you can customize your encryption key, where you can set your own
algorithm, encryption key, method, and key length.
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Encryption

Encrypt Backup Data

on T |

Encryption Type
Custom w
Algorithm

AES ~
Encryption key

Re-enter encryption key

LR

Method
ECB (® CBC
Key length

128-bit (®) 256-bit

Click Next when you are done setting.

13. If you have enabled the Encryption Key feature in the previous step, the following pop-up
window shows, no matter which encryption type you have selected.

You are advised to write this encryption key down on paper and keep
it in a safe place. You will need it when you need to restore your files
later. Please confirm that you have done so.

Unmask encryption key
Copy to clipboard m

The pop-up window has the following three options to choose from:

» Unmask encryption key — The encryption key is masked by default. Click this option to
show the encryption key.

You are advised to write this encryption key down on paper and keep it
in a safe place. You will need it when you need to restore your files later.
Please confirm that you have done so.

rnFsgxsGxQ3fOtTCPAHLrpkLNvX90CFsLtLc+0hTIDI=
Copy to clipboard

Mask encryption key
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» Copy to clipboard — Click to copy the encryption key, then you can paste it in another

location of your choice.

» Confirm — Click to exit this pop-up window and proceed to the next step.

14. Upon successful creation of the backup set, the following screen will appear. You can click
Backup now to back up your data or click Close to exit.

Congratulations!

"Sample Backup Set" is successfully created.

o (o]

15. Itis highly recommended to change the Temporary Directory. Select another location with
sufficient free disk space other than /tmp/CloudBacko Pro.

Go to Others > Temporary Directory. Click Change to browse for another location.

E Sample Backup Set

General

Source

Backup Schedule
Destination
Deduplication
Retention Policy
Command Line Tool

Bandwidth Control

Hide advanced settings

~
Temporary Directory |

Temporary directory for storing backup files

| /Users/admin/.cbp/tmp m
46.49GB free out of total 79.68GB space in /Users/admin/.cbp/tmp
|| Remove temporary files after backup

Follow Link

Follow link of the backup files
on —

Compressions

Select compression type

| Fast with optimization for local v

Encryption

Do not use encryption

Recycle Bin

Move the file to the Recycle Bin when remove file from Retention Policy or DIC
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193



Cloudbdacko.

16. Optional: Select your preferred Compression type. By default, the compression is set to Fast

with optimization for local.

Go to Others > Compressions. Select from the following list:

e No Compression
e Normal

e [ast

e Fast with optimization for local

m Sample Backup Set

General

Source

Backup Schedule
Destination
Deduplication
Retention Policy
Command Line Tool
Bandwidth Control

Hade sidwimdid LeTnAgL

Temporary Directory

Temparary directory fos storing backup files
(Uiediadmin/ chpfmp
454008 free out of 1ota] T9EBCE wpace in [User /sdmin/ chp/tmp

" Remowve termporary filkes after backup

Follow Link

Follow link of the backup filey
on

Compressions

Select compreision bype

Fast with cptimization for kocal L

Mo Compeeition
Mormal

Fast iCompressed size Larger than narmali

Fa optimi ocal

Recycle Bin
Move thee file to Ehe Becyche Ban when remsove file from Retenton Poloy or DIC bl
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9 Overview on the Backup Process

The following steps are performed during a backup job. For an overview of the detailed process for
Steps 2, 4,10, and 12, refer to the following chapters:

© Periodic Data Integrity Check (PDIC) Process (Step 2)

© Backup Set Index Handling Process

® Start Backup Job (Step 4)

= Completed Backup Job (Step12)

© Data Validation Check (Step 10)

Start backup job

c ion F he back I h Data are compressed, encrypted and divided
dontrjecgon .romttbtl—:: hacd up clientto the into individual data block size of 32 or 64 MB,
Establishing estination [s established. and then uploaded to the backup destination.
connection

N
The number of 32 or 64 MB data blocks and the
individual block size in the backup destination is

Physical .bak files (data blocks) that do not exist 3
in the index are removed from the backup

. . _— Data
destination, then the statistic of both data area validation identical to the blocks transferred.
and retention area will be recalculated. ) chack J
\ 8 )
Latest index.db file and checksum files are i L ) )
downloaded from the backup destination to the Running Retention policy job is running (if enabled).
temporary folder retention
y. policy /
9 2

) Latest index files on the client computer are

saved to the backup destination and client logs
are saved to the backup server.

Local file list is compiled according to the backup
source setting.

Compiling
file list y /
4 \
Local and remote file lists are compared to Temporary files are remc_wed frOI:n.the.
identify new, updated, moved or deleted files temporary sForageIocatlon specified in the
':"-"'F.IF‘a'i“E and/or folders since the last backup job. backup set (if enabled).
nes
J
5
A checksum verification of each backup file
which was splitinto several blocks of varying .
Data size will be performed to compare its content BaCkup JOb compIEtEd
LTS and remove duplicated data (if enabled). )

6
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9.1

Periodic Data Integrity Check (PDIC) Process

The PDIC will run on the first backup job that falls on the corresponding day of the week from
Monday to Friday.

To minimize the impact of the potential load of large number of PDIC jobs running, the schedule
of a PDIC job for each backup set is automatically determined by the result of the following

formula:

or

PDIC schedule = %BackupSetiD% modulo 5

%BackupSetID% mod 5

The calculated result will map to the corresponding day of the week (i.e., from Monday to

Friday).

0 | Monday

1 | Tuesday

2 | Wednesday

3 | Thursday

4 | Friday

NOTE
The PDIC schedule cannot be changed.

Example:

Backup set ID: 1594627447932
Calculation: 1594627447932 mod 5 =2

2

Wednesday

In this example:

the PDIC will run on the first backup job that falls on Wednesday; or

if there is no active backup job(s) running from Monday to Friday, then the PDIC will run
on the next available backup job.

1.

NOTE

Although according to the PDIC formula for determining the schedule is %BackupSetID% mod 5, this
schedule only applies if the previous PDIC job was actually run more than 7 days prior.

Under certain conditions, the PDIC may not run strictly according to this formula. For example:

If backup jobs for a backup set are not run on a regular daily backup schedule (for example: on a
weekly or monthly schedule), then the PDIC job will run if it detects that the previous PDIC job was run
more than 7 days ago.

Every time a data integrity check (DIC) is run, the latest PDIC run date is reset, the next PDIC job will
run after 7 days.

The PDIC job will not run if there are no files in both the data and retention areas. For example: a newly
created backup set with no backup job history or a backup set where all the data has been deleted
using the Delete Backup Data feature.
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N
s 0

N A
o >

o
>
-

N
(8 ¥
—Q
from the backup

are more than 90
days old

Start Periodic Checking index files
Data Integrity which are more than
Check 90 days old in the

backup destination(s)

Removingindexfiles

destination(s) which

Checking outdated
entries in the index
files if they physically

existin the backup
destination(s)

ol\
A

—

Removing outdated
entriesin the index  recalculated
files which do not A
physically existin

backup destination(s)

issues found

- 3

|
vy

e Check the index files in
the backup destination(s)
to determine if they were
more than 90 days old.

=» If YES, proceed too
= I1f NO, proceed to °

o Check the outdated
entries in the index files
for files and/or folders if
they physically exist in
the backup destination(s).

=» If YES, proceed to o
=» If NO, proceed to e

o Storage Statistics for
Data area and
Retention area usage
will be recalculated.

o Periodic Data Integrity
check is completed.

e Index files with no issues
will be uploaded to the
current backup destination(s).

o The backup job process
will continue.

No index-related

A
N

"9

Periodic Data
Integrity Check
completed

A

Storage Statistics

Uploadingindex files
with no issuesto the
currentbackup
destination(s)

Continue backupjob

o Index files which are
more than 90 days old
will be removed from the
backup destination(s).

e Outdated entries in the
index files for files
and/folders which do not
physically exist in backup
destination(s) will be
removed.
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9.2 Backup Set Index Handling Process

To minimize the possibility of index related issues affecting backups, each time index files are
downloaded from and uploaded to backup destination(s); the file size, last modified date, and

checksum is verified to ensure index file integrity.

9.2.1 Start Backup Job

@ I.inu;,:\

AR

CloudBacko Pro

Index file received by CloudBacko Pro
>

Cloud Destination

o T e T
CloudBacko Pro .
v a
L_l\—t_ Local Destination o [_'L o [_'L
e i* =
‘ -OR - ° ﬁ e
$ Check latest
Download Verify Check eck lates
index.db file @ - checksum modified date
Fy ©0 *'“g of index.db file
1)
L ° BNATO
@ ‘é @ o Redownload Redownload
index file

index file

Redownload
index file

Check index
file size

Index file is retrieved from
the current directory (i.e.,
CloudBacko Pro Local
Destination, Cloud
Destination, FTP or SFTP).
Index file will be downloaded.

Verify Check checksum
of index.db file.

=» |f checksum
is correct, proceedto

0

=» IfNOT, proceed to o

Check modified date.

=¥ If latest modified date
is correct, proceedto

=» If NOT, proceed to o

e Check index file size.

=» If index file size
is correct, proceedto o

=» IfNOT, proceed to

If valid index is valid,
use the index.db file to
compile file list for backup.

Index file will

redownloaded.
Proceedto o
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9.2.2 Completed Backup Job

@
e a - XRS
aws u @ 8
amazon
@ &g @7 o
CloudBacko Pro L
Local Destination - OR - Cloud Destination
Index file uploaded to CloudBacko Pro b
Local Destination or Cloud Destination \\
>
b
s 0
n - Reupload
L. index file
Check index
file size
Lmux}\ 0 T
|:| \—»o et
Verify Check Check latest
Index ﬁle CloudBacko Pro checksum modified date
A of index.db file
Reupload Reupload
° index file 0 index file
e Index file from CloudBacko Pro is o Check index file size.
uploaded t<_) CI_oudBacko Pro =) Ifindex file size
Loca.I Dgstlnatlon, Cloud is correct, proceedto e
Destination, FTP or SFTP.
= If NOT, proceed to o
0 Verify Check checksum Index file is uploaded
of index.db file. correctly to CloudBacko
9 If checksum Pro Local Destination
is correct, proceedto e or Cloud Destination.
=» IfNOT, proceed to o
e Check modified date. Index file will be e
=) If latest modified date reuploaded. Proceedto
is correct, proceed to 0
=» IfNOT, proceed to o
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9.3

Data Validation Check Process

As an additional measure to ensure that all files transferred to the backup destination(s) are
received and saved correctly, both the number of 16 or 32 MB data block files and the size of

each block file are checked again after the files are transferred.

o|

N

Mizsing block(s)

Block size
notidentical

Cloud Destination Local Drive
0 10 N d )
o 0 (&
— & -
Start Data Data block Data Validation Running
Validation Check sizecheck Check complete Retention Policy

Statistics

ot

Block size
deletion

o Checkthe number of 32 or 64MB
data blocks inthe backup
destination(s) is identical to the
number of blocks transferred.

=3 If YES, proceedto o

=% If NO, proceedto °

o Checkthe individual sizes
of each data block inthe
backup destination(s)is
identicalto the sizes of each
blocktransferred.

=% [f YES, proceedto o
=¥ If MO, proceedto o

Data validation checkis complete.

o Retention policy will run (if enabled).

Files inthe missing block(s)
will be removed from the
index.db file.

Statistics will be updated
accordingto the files removed.

Proceedto o

Block sizethat are not identical
will be removed fromthe backup
destinatian(s).

Proceedto then

Proceedto o
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10 Running Backup Jobs

1. Click Backup on the main interface of CloudBacko Pro.

0

=l

Backup

2. Select the backup set that you would like to start a backup job for.

Fil

‘EEE

www.cloudbacko.com

Backup Sets

Sample Backup Set
Owner: ubu-kmt-2
Newly created on Tuesday. 14 May 2024 10:53

Sample Backup Set 01
Owner: ubu-kmt-2
Newly created on Tuesday, 14 May 2024 10:54

Sample Backup Set 02
Owner: ubu-kmt-2
Newly created on Tuesday, 14 May 2024 10:55

Sort by
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3. You can modify the Destinations and Migrate Data options. Once done with the settings, click the
Backup button to start the backup job.

Choose Your Backup Options

E Sample Backup Set

Backup set type
File

Destinations
B Local-1 {/root/backup)
B Local-2 (usrilocal/backup)

Migrate Data
D Migrate existing data to latest version

NOTE

The Migrate Data option will only be displayed if Deduplication is enabled for the backup set.
Backup job(s) for backup sets with Migrate Data enabled may take longer to finish.

4. Click Backup to start the backup job. The status will be shown.

Backup
E Sample Backup Set

Local-1 (jusrflocal/backup) o
ﬂ Start processing data integrity check on backup set= "Sample Backup Set" desti... Q .
Estimated time left 0 sec

Backed up OB (0 file, O directory, 0 link)
Elapsed time 4 sec
Transfer rate Obit/s

Gover ] [ |
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5. When the backup is completed, the progress bar will be green in color and the message

“Backup Completed Successfully” will appear.

Backup
E Sample Backup Set

+ Backup Completed Successfully

E Local-1 (jusrflocal/backup)
Estimated time left 0 sec

Backed up 9.38MB (31 files, 4 directories, 0 link)
Elapsed time 14 sec
Transfer rate 3.69Mbit/s

6. You can click the E. View icon on the right-hand side to check the log. A window will pop up to
show the log. Close the pop-up window when you finish reading it.

<
=
L]

YOO0L0000COLOCRO00Q

Log
Start [ CloudBacko Pro v5.0.2.2 ]
Start Backup ... [Migrate Delta: disabled]
Using Temporary Directory ftmp/CloudBacko Pro/1639540037282/Local@1639540110216
Start Periodic Data Integrity Check on backup set = "Sample Backup Set™ destination = "Local-1"

Start data integrity check on backup set "Sample Backup Set{1639540037282)", "Local-1{1639540110216)"...

Start precessing data Integrity check on backup set= “Sample Backup Set” destination= "Local-1"

Skipped to run Data Integrity Check for backup set "Sample Backup Set" in destination “Local-1* because no ...

Data integrity check on backup set= "Sample Backup Set” destination= "Local-1” is completed

Finished data integrity check on backup set "Sample Backup Set{1639540037282)", "Local-1(163954011021...
Completed data integrity check on backup set "Sample Backup Set(1639540037282)", "Local-1{1639540110...

Start running pre-commands

Finished running pre-commands

Downloading server file list...

Downloading server file list... Completed

Reading backup source from hard disk...

Reading backup source from hard disk... Completed
[New Directory]... /

[New Directory]... froot

Logs per page | 50 v

www.cloudbacko.com

Show | All

Time
15/12/2021 17:22:37
15/12/2021 17:22:39
15/12/2021 17:22:39
15/12/2021 17:22:41
15/12/2021 17:22:41
15/12/2021 17:22:41
15/12/2021 17:22:43
15/12/2021 17:22:44
15/12/2021 17:22:44
15/12/2021 17:22:44
15/12/2021 17:22:44
15/12/2021 17:22:44
15/12/2021 17:22:44
15/12/2021 17:22:44
15/12/2021 17:22:45
15/12/2021 17:22:45
15/12/2021 17:22:46

15/12/2021 17:22:46 ¥

Page |1/5 w
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11 Restoring Data

11.1 Restore Method

1. Login to CloudBacko Pro application according to the instructions in Chapter 6 Start
CloudBacko Pro.

2. Click the Restore icon on the main interface of CloudBacko Pro.

(2,

Restore

3. Inthe next page, you will have several options to select. On this page, you may select the Backup
Set to restore, as well as the Destination to which the data will be restored to.

You may also choose the temporary directory for restoring files by choosing a directory under
Temporary directory for storing restore files.

Select From Where To Restore

Select a backup set

m File-1 w
Select a destination
ﬂ Local-1 w
Temporary directory for storing restore files
ftmp/CloudBacko Pro Browse
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4. Select to restore files from a specific backup job, or from all files available. Then, select the files
or folders that you would like to restore.

Select Your Files To Be Restored

Select what to restore
Choose from files as of job w || 14/05/2024 w || Latest w
Show filter
Folders Name Size Date modified
¢ B Local1 oAy

¢ O/
o O3 root

Search Items per page |50 W | Page|1/1 w

There are two options from the Select what to restore dropdown menu:

@ Choose from files as of job — This option allows you to select a backup version from a
specific date and time to restore.

select what to restore

Choose from files as of job W || 29/09/2022 w || Latest w

Choose from files as of job
Choose from ALL files

Select what to restore

Choose from files as of job w# || 29/09/2022 w# || Latest w

Show filter
28/09/2022

Folders

Select what to restore

Choose from files as of job w | | 29/09/2022 w || Latest w
Show filter
11:07
Folders
¢ B Loca-1 O =1/ 06:53
a S
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@ Choose from ALL files — This option allows you to restore all the available backup
versions for this backup set. Among all the available backup versions, you can even
select only some of the backup versions of a file to restore.

Select Your Files To Be Restored

Select what to restore

Choose from ALL files L™
Show filter
Folders MNarme Size Date modified
|l EAERE ¥ 3 1566789034227
¢ U cbp. A @7 1566799171381
& O config (71 £ 1566810634167
& O3 gnupg

L 1[5 1566884366702
O Java @7 1661132747034

Lo o [ =3 1661383459492
LS e (27 1664410153084
: SS :::1 1[5 RestoreSet

settings
o 03 Desktop = &

o [J ] Documents

o [J ] Downloads

o [J 3 Music

o [J ] Pictures

o= ][] Public

o [ Templates

o J9 videos

o [ snap ()
o ¥ emp

Search Items per page | 50 W | Page(1/1 w

5. Click Next to proceed when you are done with the selections.

6. Select to restore the files to their Original location, or to an Alternate location. Then, click Next
to proceed.

@ Original location — the backed-up data will be restored to the computer running
CloudBacko Pro under the same directory path as on the machine storing the backup source.
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For example, if the backup source files are stored under /root/Documents folder, the data
will be restored to /root/Documents as well on the computer running CloudBacko Pro.

Restore files to
®) Original location

Alternate location

Show advanced option

Choose Where The Files To Be Restored

@ Alternate location — you can choose to restore the data to a location of your choice on the

computer where CloudBacko Pro is running.

Restore files to
Original location

Change Path

Choose Where The Files To Be Restored

x

®) Alternate location

Show advanced optig

= root

Look jn :

MIEIEIEES S

=1 backup 1 Templates
] Desktop [ Videos

=] Documents

=3 Downloads

=3 Music

=1 Pictures

=3 Public

Folder name : |lroou‘backud

Files of ype : Al Files

irowse

Previous Restore Cancel

www.cloudbacko.com
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7. Click Show advanced option to configure other restore settings:

Choose Where The Files To Be Restored

Restore files to
®) Original location

Alternate location

Restore file permissions
Delete unmatched data in restore location

| Verify checksum of in-file delta files during restore

Hide advanced option

@ Restore file permissions

Restore file permissions are disabled by default. When you perform a file restore on
shared files or folders using a shared computer, it is recommended that you enable
Restore file permissions by ticking the checkbox so that the files restored will not be fully
accessible to everyone using the shared computer.

@  Delete unmatched data in restore location

The restore process will synchronize the selected restore source with the restore
destination by removing unmatched data.

@  Verify checksum of in-file delta files during restore

Verify checksum of in-file delta files during restore is disabled by default. You can enable
the feature by ticking the checkbox so that the checksum of in-file delta files will be
verified. As the feature will make the restore process time longer, it is recommended to
enable the feature only if you want to verify whether the merged files were correct.
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8. Click Restore to start the restore. The status will be shown.

Restore

E Sample Backup Set

Local-1 {/root/Documents)

Restoring... /froot/Desktop/root/temp/1664410153084/blocks/2022-09-29-08-11-26/0/0...
Estimated time left 15 min 26 sec (69.59 MB)

Restored 1.92 MB (0 file)
Elapsed time 8 sec
Transfer rate 11.42Mbit/s

9. When the restore is completed, the progress bar will be green in color and the message
“Restore Completed Successfully” will appear.

Restore

m Sample Backup Set

Local-1 (/root/Documents)
E &

+/ Restore Completed Successfully
Estimated time left 0 sec

Restored 101.50 MB (36 files)
Elapsed time 13 sec
Transfer rate 34.26Mbit/s
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10.  You can click the & view icon on the right-hand side to check the log. A window will pop up
to show the log. Close the pop-up window when you finish reading it.

Show | All v
Type Log Time
© start[ CloudBacko Prov5.4.2.1] 29/09/2022 11:59:37
© Same file "/root/Desktop/root/temp/1566799171381/0BS@1566799266424/index/index.db-wal” exists already. 29/09/202211:59:38
0 Same file "/root/Desktop/roovtemp/1566799171381/0BS@1566799266424/index/index.db-shm" exists already. 29/09/2022 11:59:39
0 Same file "/root/Desktop/root/temp/1566799171381/0BS@1566799266424/index/index.db" exists already. 29/09/2022 11:59:39
0 Same file "/root/Desktop/root/temp/1566884366702/0BS@1566884415634/index/index.db" exists already. 29/09/2022 11:59:39
0 Same file "/root/Desktop/root/temp/1661132747934/0BS@1661132977388/archive/index.db.zip.1" exists already. 29/09/2022 11:59:39
0 Same file "/root/Desktop/roottemp/1661132747934/0BS@1661132977388/archive/index.db.zip" exists already. 29/09/2022 11:59:39
0 Same file "/root/Desktop/root/temp/1661132747934/0BS@1661132977388/archive/index.db.zip.6" exists already. 29/09/2022 11:59:39
0 Same file "/root/Desktop/root/temp/1661383459492/0BS@1661383573764/archive/index.db.zip.1" exists already. 29/09/2022 11:59:39
0 Same file "/root/Desktop/root/temp/1661132747934/0BS@1661132977388/archive/index.db.zip.2" exists already. 29/09/2022 11:59:39
0 Same file "/root/Desktop/roottemp/1664410153084/blocks/2022-09-29-08-11-26/index.metadata.json” exists already. 29/09/2022 11:59:39
O samefile "/root/Desktop/roovtemp/1661132747934/0BS@1661132977388/index/index.db" exists already. 29/09/2022 11:59:39
o Downloading... "/root/Desktop/root/temp/1664410153084/blocks/2022-09-29-08-11-26/0/000000.bak" (Total 32.86 M bytes) 209/09/2022 11:59:42
0 Same file "/root/Desktop/roovtemp/1661383459492/0BS@1661383573764/archive/index.db.zip.4" exists already. 29/09/2022 11:59:42
0 Same file "/root/Desktop/root/temp/1664410153084/blocks/2022-09-29-08-11-26/0/000003.bak" exists already. 29/09/2022 11:59:42
© same file “/rootDesktop/roottemp/1566819634167/135002020_goodlist.tmp" exists already. 29/09/2022 11:59:42
0 Same file "/root/Desktop/root/temp/1566819634167/1577635314_goodlist.tmp” exists already. 29/09/2022 11:59:42
o Same file "/root/Desktop/root/temp/1566819634167/1550900369_goodlist.tmp” exists already. 29/09/2022 11:59:42
0 Same file "/root/Desktop/root/temp/1566819634167/2048110016_goodlist.tmp” exists already. 29/09/2022 11:59:42
0 Same file "/root/Desktop/root/temp/1566819634167/0BS@1566819656824/index/index.db" exists already. 29/09/2022 11:59:42
0 Same file "/root/Desktop/root/temp/1661132747934/0BS@1661132977388/archive/index.db.zip.7" exists already. 29/09/2022 11:59:42
0 Same file "/root/Desktop/root/temp/1661383459492/0BS@1661383573764/archive/index.db.zip" exists already. 29/09/2022 11:59:42 v
0 Same file "/root/Desktop/root/temp/1661132747934/0BS@1661132977388/archive/index.db.zip.4" exists already. 29/09/2022 11:59:42
Logs per page | 50 v Page |1/1 w

11. Inthe Restore window, click Cancel to close the Restore window.
12. To exit CloudBacko Pro, click the “x” on the top right corner. A message will appear to ask for

your confirmation. Click Yes to close the application. If you wish to use CloudBacko Pro again,
you will then have to launch it again.
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11.2 Restore Filter
This search feature allows you to search directories, files, and folders.

To make it more flexible, the search feature offers filtering. You can add additional pattern upon
searching. Pattern includes the following criteria:

© Contains
These are Directories, Files, and Folders with the name containing the specific letter

or word.

© Exact
These are Directories, Files, and Folders with the exact or accurate name.

© Start With
These are Directories, Files, and Folders with the name starting with a specific letter or
word.

© Ends With
These are Directories, Files, and Folders with the name ending with a specific letter or
word.

It also has the Match Case function, which serves as an additional accuracy when searching for any
specific directories, files, folders, and mails.

For more detailed examples using the restore filter on CloudBacko Pro, refer to Appendix F: Example
Scenarios for Restore Filter.

1. Login to CloudBacko Pro application according to the instructions in Chapter 6 Start CloudBacko
Pro.
2. Click the Restore icon on the main interface of CloudBacko Pro.

3. Inthe next page, you will have several options to select. On this page, you may select the Backup
Set to restore, as well as the Destination to which the data will be restored to.

You may also choose the temporary directory for restoring files by choosing a directory under
Temporary directory for storing restore files.

Select From Where To Restore

Select a backup set

e v

Select a destination

E Local-1 w

Temporary directory for storing restore files

tmp/CloudBacko Pro Browse

s
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4. Click the Search located on the lower left side of the screen.

Select Your Files To Be Restored

Select what to resiore

Choose from files as of job W || 15/12/2021 w || Latest w
Shiow fi
Folders Hame Size Date modified
7 @ Lecall o3
+ O3y
& D root

Mems per page | 50 W Page 1/1 w

o] o] [comer] (]

5. Click the Change button to change the path of the restore items from other location.

Search
Look in
Change
V| Search subfolders
Kind Type Pattern
Files and Directories w || contains W Match case
Search
Name In Folder Size Date modified
Items per page | 50 v Page |- W

[ox]

www.cloudbacko.com 212



Cloudbdacko.

Change Path

¢ 5 Backup Server
¢ =3/
¢ 3 root
¢ [ Documents
o (=3 testfiles

Search
Look in
[root/Documents/testfiles

| Search subfolders
Kind Type

Files and Directories w || contains

Search

Items per page |50 W

Name In Folder

Change

Match case

Date moedified

Page |- w

6. Tick the Search subfolders to include available subfolders upon searching.

Search subfolders

' Search subfolders

7. Select from the following Kind of files you want to search.

e Files and Directories
e Files only

e Directories

www.cloudbacko.com
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8. Select from the following Type of filtering you want to search.
e Contains
e Exact
e  Starts With
e Ends With

9. Enter a pattern you want and tick the Match case box if you want to accurately search for a
specific file.

Pattern
| Match case

10. Click the Search button and the result will be displayed.

Search

11. Check all the items or check a specific item that you want and click the OK button to proceed and
you will return to the restore main screen.
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12 Mobile Backup and Restore to Cloud

To do a mobile backup and restore to Cloud, follow these steps:

© Backup photos, videos, documents and 2FA accounts from CloudBacko app to
CloudBacko Pro local destination. For more detailed information, check the CloudBacko
app guide.

© Create a File Backup Set on CloudBacko Pro and follow these steps:

o Backup source should be photos, videos, documents and 2FA accounts backed
up in CloudBacko Pro local destination. Example: D:\Backup\Redmi.

o Backup destination should be a Cloud destination. Examples: Google Drive,
OneDrive, Wasabi, etc.

© Run a Backup Job on CloudBacko Pro.

© Restore Data on CloudBacko Pro. This can be from Original or Alternate location.

12.1 Create a File Backup Set

1. Click the Backup Sets icon on the main interface of CloudBacko Pro.

Backup Sets

=

2. Create a new backup set by clicking next to Add new backup set.

Backup Sets

sort by

Creation Time w

Add new backup set

3. When the Create Backup Set window appears, name your new backup set, and select the File
Backup set type. Then, click Next to proceed.

Create Backup Set

Name

lsamplc Mobile Backup Set |

Backup set type
m File Backup -
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4. In the Backup Source window, select the mobile backup source for backup. Click | would like to
choose the files to backup.

Backup Source

select the files and folders that you want to backup

a root
Filter
Apply filters to the backup source
off
I d like te ose the files to backup

In the Advanced Backup Source window, select the mobile backup source.

In this example, Galaxy A70 folder is selected. The mobile backup source is in
/root/CloudBacko Pro.

Advanced Backup Source

Folders
¢ O roat
o= 9 .cache ~
o O] .cbp
o =] .config
o [ .dbus
o O] java
o O[T local
o 3 .mozilla
¢ J3.0bm
o O3 .pki
¢ DI cleudsacko Pro
o (4 Galaxy A70
o 1] Desktop
o ][] Documents
& (3 Downloads
o= ][] Mobile Backup
o =3 Music
& )09 Pictures
o [J[3 Public
o (] Templates -
o O videos

Show files
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Alternatively, if you want to back up only specific files instead of all files in your selected folder(s),
select the Show files checkbox at the bottom of the screen. A list of files will appear on the right-
hand side. Select the checkbox(es) next to the file(s) to back up. Then, click OK to save your
selections and close the Advanced Backup Source window.

Advanced Backup Source
Foiders Name Size Date modified
¢ O root @[ oooo00.jPG 164KB  02/08/2018 10:05
o O .cache A [ 000001.JPG 302KB  19/03/2019 02:33 A
o O .cbp 2 [} 000002.JPG 367KB  19/03/2019 02:54
o ()= .config @ [ 000003.jpg 167KB  16/06/2021 21:17
o ] .dbus @ [) 000004.jpg 61KB  10/08/2021 17:15
o O Java & [7) 000005.jpg 263KB  17/08/2021 17:21
o O .local # [ 000006.JPG 1.38MB  10/09/2021 09:31
e X .mozilla 2 [ 000007.jpg 110KB  10/09/2021 09:33
o O .0bm @ [ 000008.jpg 181KB  10/09/2021 09:36
o O .pki @ [ 000009.jpg 277KB  10/09/2021 09:36
¢ D cloudBacko P @ [} 00000a.jpg 264KB  10/09/2021 09:36
¢ @3 Galaxy A7¢ |2 [) 00000b.jpg 94KB  10/09/2021 09:37
¢ @31639650 @ [} 00000c.jpg 22KB  10/09/2021 09:37
¢ B3bloc @[ 00000d.bmp 5.97MB  10/09/2021 09:37
¢ B3: @[ oooooe.omp 5.66MB  10/09/2021 09:37
@( @[ ooo00f.bmp 6.92MB  10/09/2021 09:37
- @316396: 2 [)000010.jpg 13KB  10/09/2021 09:37
o @A3ewaqz @ [)000011.jpg 397KB  10/09/2021 09:37
o [ (=] Desktop v @[ 000012.)pg 154KB  10/09/2021 09:37
o ]9 Documents @[ 000013.jpg 59KB  10/09/2021 09:37
> @ [} 000014.jpg 442KB  10/09/2021 09:37
! Show files items per page | 50 ¥ | Page 1/10 w

In the Backup Source window, click Next to proceed.

5. Follow steps 8 — 17 discussed in Chapter 8 to finish creating the backup set.

12.2 Run a Backup Job

To backup your mobile data to the cloud please refer to the instructions in Chapter 10 and
select the backup set that you created in Chapter 12.1.

12.3 Restore Data

There are two (2) options to restore data from Cloud storage to the mobile device, Original
location, and Alternate location.

© Original location, data will be restored on the original location which is the backup
destination for your mobile device.

Using this option, you can perform seamless restore to your mobile device as the
location is the same with the mobile backup destination.

© Alternate location, data will restored on an alternate location which can be setup
anywhere in the CloudBacko Pro local machine. If you choose this option then restoring
to your mobile device will have to be manually done. There are two (2) options available:

@ Option 1: Copy the restored data from alternate location to original location
which is the backup destination for your mobile device. You can now use
the CloudBacko app to restore the photos, videos, documents and 2FA
accounts back to your mobile device.

@ Option 2: Copy the restored data from the alternate location to your Android or
iOS mobile device.
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Examples:

® For an Android device, you need to plug your cable and transfer the restored
data from the alternate location to your mobile device storage.

= For an iOS device, you need to transfer the restored data from the alternate
location to iCloud.

Restore to alternate location is not supported on another CloudBacko Pro machine.
Options 1 and 2 must be on the original machine where the backups were performed.

In case the original machine is no longer available, CloudBacko Pro will be able to
restore the photos, videos, documents and 2FA accounts from the Cloud destination
to the mobile backup destination folder. However, as the mobile devices were not
originally paired with the new installation or machine, the mobile devices will not be
able to restore the photos, videos, documents and 2FA accounts from the CloudBacko
Pro.

12.3.1 Original Location

To restore data from the Cloud storage to the mobile device using Original location, please
refer to instructions in Chapter 11.1.

Then you can restore the restored data from the original location to your mobile device by
using the CloudBacko app.

Example: Original location is in /root/CloudBacko Pro

B | ¢ > | 4| CloudBackoPro GalaxyA70 1639635769064 | blocks = 2021-12-16-14-28-23 | 0 | » Q = x
© Recent
* Starred ! 000000, PG
£ Home P 00000apg
[ Documents JJ 0000a0.mp3
{, Download _
v Dowmoads 7] 0000s1.mp3
dd Music
|| 0000a2.mp3
1 Pictures J'J
Android device iOS device
® CloudBacko Q @ CloudBacko o
Galaxy A70 iPhone6s

Last Backup 10 minutes ago Last Backup 2021-06-02 15:34:27

"
.
[ ]

Home Backup

)

1]
Backup
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12.3.2 Alternate Location

To restore data from the Cloud storage to the mobile device using Alternate location, please
refer to instructions in Chapter 11.1.

Then follow these steps to restore the restored data from the alternate location to your
mobile device. To do this there are two (2) options:

Option 1: Copy the restored data from alternate location to original location which is the
backup destination for your mobile device.

Example:

Alternate location is in /root/Alternate

[ ] L 4 | 1 Home | Alternate = Galaxy A70  » Q = x
© Recent
Galaxy AT0
* Starred Y
4 Home
[ Documents

Original location is in /root/CloudBacko Pro

[ ] ¢ > | 4| CloudBackoPro Galaxy A7T0 1639635769064 & blocks = 2021-12-16-14-28-23 0 | Q = %
© Recent

R M co0000.0PG

£ Home B9 00000a,pg

DO Documents JJ 0000a0.mp3

< Downloads [ 0000aLmp3

dd Music —

A Pictures ':J'J oL

You can now use the CloudBacko app to restore the photos, videos, documents
and 2FA accounts back to your mobile device.

Option 2: Copy the restored data from the alternate location to your Android or iOS mobile
device.

Examples:

© For an Android device, you need to plug your cable and transfer the restored
data from the alternate location to your mobile device storage.

Alternate location is in /root/Alternate

B < > 4 | 1 Home | Alternate = Galaxy A70 Q = x
© Recent
Galaxy AT0
W Starred y
r Home
[ Documents
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e0e & eCe® &
< Internal shared storage JCEDTIEUEL TR I.:E < Internal shared storage \_:}l
Name ~ Last Modified Size Name ~ Last Modified Size
b [ .SHAREIt ¥ [ .android_obb
| 7] Ahsay App » 9 .android_secure
» 19 Andreid fe_tmp
» il » [ .hide
» [ com.facebook.orca » [19 .RecycleBin
» B DCIM » [ 9 Android
detp » [ DCIM
did » [ Images
» [ Download » 8 LOST.DIR
» ] downloaded_rom » 7 RW_LIB
» |1 LastPassAuthenticator » |8 Test Folder
» B MIUI » B Videos
» [19 Movies
» W Pictures
» I8 SHAREit
16 items, 28.99 GB available 12 items, 29.23 GB available
© For an iOS device, you need to transfer the restored data from the alternate
location to iCloud.
Alternate location is in /root/Alternate
B | > 4 | @ Home | Alternate | GalaxyA70 | » o || = *x
© Recent
Galaxy AT0
% Starred ey
r Home
[ Documents
Upload to iCloud.
® < iCloud Q
" iCloud Drive Options...
e % Photos Options...
Ei,_. Mail
Aki Sam Tom
@gmail.com ‘ Contacts
Account Details
@ Calendars
Set Up Family
U Reminders
e Safari
MNotes
Sign Out Backup 3.46 GB Avallable Manage...

www.cloudbacko.com
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13 Contacting CloudBacko

Technical Assistance

To contact CloudBacko support representatives for technical assistance, please visit the
Contact Us page to submit a support ticket:

https://www.cloudbacko.com/support

Use the CloudBacko Wiki for resource such as Hardware Compatibility List, Software
Compatibility List, and other product information. To also check available documentations and
hotfix please visit the Support page.
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Appendix

Appendix A: Uninstall CloudBacko Pro (rpm)

1. Under the Applications menu bar on the top of the screen, select System Tools >
Application Installer option.

% Applications v WZFTTT R

Favorites Application Installer

Accessories

i

| Boxes
Documentation

Graphics A Settings
Internet El‘:]@ Software
Office

&@ Software Update
Sound & Video : -
Sundry Startup Applications
System Tools p | System Log
Utilities

System Monitor

Other

Activities Overview

2. Go to the Installed tab and locate cbp, click the Remove button to proceed.

\ All [ Installed ‘Updates @‘ le|l - o x

The Hangul input method is designed for entering Korean
text. Input methods are typing systems allowing users to
input complex languages. They are necessary because the...

The Pinyin input method is designed for entering Chinese
text by using Pinyin or Zhuyin. Input methods are typing

systems allowing users to input complex languages. They ...

Kana Kaniji The Kana Kanji input method is designed for entering
S Ak Japanese text. It uses the Kana Kanji conversion library as

X

backend, whose algorithm is based on 3-gram statistical la...

M17N Component The multilingualization input method allows entering many
5 languages using the tables from the m17n library. Input
ﬁ methods are typing systems allowing users to input comp...

cbp CloudBacko Pro 5
LT ey Remove
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3. Click the Remove button to uninstall the cbp package.

Are you sure you want to remove cbp?

cbp will be removed, and you will have to install it to use it again.

Cancel Remove

4, Upon successful uninstallation, the CloudBacko Pro icon will disappear from the desktop.
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Appendix B: Uninstall CloudBacko Pro (sh)

1. Right-click on the desktop and click Open Terminal to launch the application.

New Folder

Open Terminal

st
Organize Desktop by Name

[ Keep Aligned

Change Desktop Background

2. Gotothe /usr/local/cbp/bin KTV

| # cd /usr/local/cbp/bin

3. Uninstall CloudBacko Pro with the LEUNMUSUENCISSEN] command.

|# sh uninstall.sh

4, The uninstallation is completed when “CloudBacko Pro uninstall procedure is
complete!” shows at the end of the script.

Log Time: Thu Dec 9 10:34:45 HKT 2021

Verifying current user privilege
Current user has enough privilege to "uninstall".

Uninstall CloudBacko Pro from /usr/local/cbp

Shutting down Scheduler

Wait 5 seconds before Scheduler exits

Kill running CloudBacko Pro

Kill Process by Image Name: /usr/local/cbp/jvm/bin/bJW
Ignore Process by Image Name:

Kill Process by Image Name: /usr/local/cbp/jvm/bin/bschJW
Ignore Process by Image Name:

Kill Process by Image Name: /usr/local/cbp/jvm/bin/java
Ignore Process by Image Name:

Removing Scheduler script cbpscheduler from service
Uninstall Service for NIX type OS

Using init script path /etc/init.d

Using run level script path /etc/rc.d

Removing symbolic link from run levels

Removing script file cbpscheduler from /etc/init.d
Remove shortcut /usr/share/applications/cbp.desktop
Remove shortcut /root/Desktop/cbp.desktop

CloudBacko Pro uninstall procedure is complete!

It is now safe to remove files from /usr/local/cbp

5. Upon successful uninstallation, the CloudBacko Pro icon will disappear from the desktop.
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Appendix C: Uninstall CloudBacko Pro (deb)

1. Go to your Package Installer.
@ Menu ,
2|
All

Favourites

&5 GDebi Package Installer

Y. Accessories
%] Htop
Administration
. g File Viewer
§ Graphics J Log ke

Internet M MATE Disk Usage Analyzer

B Office [%-] MATE System Monitor

8 Other P=] MATE Terminal

Preferences
Power Statistics

Sound & Video

Universal Access

N Control Center

2. Click on File > Open > Downloads and select the CloudBacko Pro deb file you
downloaded.

e Open Software Package

s Recent 4 [@root Downloads »

s Home - Size Modified
Desktop 5
] Documents

¥ Downloads

3. When the following message appears, click Remove Package to proceed.

e Package Installer - cbp

File Edit Help

Package: cbp Reinstall Package

Status: Same
version Remove Package

is
already
installed
Description | Details Included files Lintian output

CloudBacko Pro
CloudBacko Pro
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e Package Installer-cbp X
Removing cbp
i . ] '
Removing ‘cbp'..
» Terminal

Automatically close after the changes have been successfully applied

4, Upon successful uninstallation, this will be the message and the CloudBacko icon will
disappear from the menu.

e Package Installer - cbp

Removal finished

Package 'cbp'was removed
» Terminal

Automatically close after the changes have been successfully applied

® Close
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Appendix D:  Handling of Non-regular Files

The following non-regular files/folders such as device files, block files, virtual files systems, pseudo
file systems etc will be automatically ignored if selected for backup. Backup log entries of these
files/folders will not appear in the backup logs.

Example:
/proc
/dev

/sys

/run

For CloudBacko Pro installations on Linux GUI, these devices will not be shown on the backup source
screen.
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Appendix E: Script Files

These are the following script files for CloudBacko Pro:

©
o
©
L]
©
©
L]

RunCB.sh

ListBackupSet.sh

ListBackupJob.sh

RunBackupSet.sh

Restore.sh

Decrypt.sh
RunDatalnteqgrityCheck.sh

RunCB.sh

This script file is used to run CloudBacko Pro. To configure the parameters, open the script file in a text
editor like vi.

# cd /usr/local/cbp/bin
# vi RunCB.sh

Configure the following parameters:

© SETTING_HOME - this is the directory to your setting home. If not set, the default directory
is “${HOMEY}/.cbp”.

e.g. SETTING_HOME="/root/.chp’

© DEBUG_MODE - this parameter is used to enable or disable the debug mode when opening
CloudBacko Pro.

e.g. DEBUG_MODE-="- -debug” or DEBUG_MODE=""

# cd /usr/local/cbp/bin
# vi RunCB.sh

#!/bin/sh

FHEFHEH A A A A A HHH A H 444 RunCB.sh

FHEHH A AR

# You can use this shell to run the application

#

FHA A A A A R R R A
FHAF S HH

FHHHHHF S EHE RS FHHF S EHH#S START: User Defined Section
FHEFHH A F A

I e e e T SETTING HOME —--—=--—=———————————————

| Directory to your setting home.

#
\
# | Default to ${HOME}/.cbp when not set.
\
# | e.g. SETTING HOME="${HOME}/.cbp"

\
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e DEBUG MODE —-——======—————————————
# | Enable/Disable debug mode

!

# | e.g. DEBUG MODE="--debug"

[

# or DEBUG MODE=""

[

# ____________________________________________________________________
DEBUG_ MODE=""

FhAEFHHE S HAH SR H 444444 END: User Defined Section
FHEFHFE SRR A A AR

igsaasdssssaasddisaadsddiasadadddssadsdddsaaaaddiiaaaaandiaaaaRR i innnndi

iEEaa

# RETRTIZEVE AP HOME PATH

#

A AFA A AR AR A A A R R R R R R
iR

EXE_DIR="pwd’

SCRIPT HOME='dirname "S$0"°

cd "$SCRIPT_HOME"

APP BIN='pwd’

APP HOME="dirname "$APP BIN"®

xhost +SI:localuser:root

FHFF ARttt dd a4 44 S A A A AR 4 4

e RS LA L
# RETRTIEVE JAVA HOME PATH
#
FHA A A A R R R R A
FHAF S HH
if [ "Darwin" = “uname’ ]; then
JAVA HOME="/System/Library/Frameworks/JavaVM. framework/Home"
fi
if [ ! -x "SAPP HOME/jvm" ];
then
echo "'SAPP HOME/jvm' does not exist!"
if [ ! -n "SJAVA HOME" ]; then
echo "Please set JAVA HOME!"
exit O
else
In -sf "$JAVA_HOME" "$APP_HOME/jvm"
echo "Created JAVA HOME symbolic link at 'SAPP HOME/jvm'"
fi
fi
if [ ! -x "SAPP HOME/jvm" ];
then

echo "Please create symbolic link for '$JAVA HOME' to
'"$SAPP _HOME/jvm'"

exit 0O
fi
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JAVA HOME="S$APP HOME/jvm"

# Use alternative executable name to define the GUI execution
if [ "Darwin" = “uname  ]; then
JAVA_EXE="$JAVA_HOME/bin/java"
else
JAVA EXE="$JAVA HOME/bin/bJW"
fi

# Verify the JAVA EXE whether it is a valid JAVA Executable or not.
STRING JAVA VERSION="java version,openjdk version"

OUTPUT JAVA VERSION='"${JAVA EXE}" -version 2>&1°
OUTPUT JVM SUPPORT=0

BACKUP IFS=$IFS

IFS=","
for word in $STRING_JAVA_VERSION; do
if [ “echo "${OUTPUT JAVA VERSION}" | grep "${word}" | grep -cv
"grep ${word}l"  -le 0 ]
then
#echo "The Java Executable \"S{JAVA EXE}\" is not a valid Java
Executable. Exit \"" 'basename "S$0" '"\" now."
continue;
else
OUTPUT_JVM_SUPPORT=1
break;
fi
done

IFS=SBACKUP_ IFS
if [ SOUTPUT JVM SUPPORT -eq 0 ]

then

echo "The Java Executable \"S{JAVA EXE}\" is not a valid Java
Executable. Exit \"" 'basename "$0" "\" now."

exit 1
fi

HHEFAFE A AA AR A AR R R AR R AR R A R R R R

FHEFHEESHS

# START-UP

#

HHEFAFE A AA AR A AR R R AR R AR R A R R R R
HHAEHHEEESA

# Set LD LIBRARY PATH for Lotus Notes on Linux
if [ "Linux" = “uname  ]; then
NOTES PROGRAM='cat "$APP HOME/bin/notesenv"’
LD LIBRARY PATH="S$APP HOME/bin:$NOTES PROGRAM:$LD LIBRARY PATH"
export NOTES PROGRAM
else
LD LIBRARY PATH="$APP HOME/bin:$LD LIBRARY PATH"
fi

DEP _LIB PATH="X64"
case " uname -m "
1[3-6]186)

DEP LIB PATH="X86"

in

esac
LD LIBRARY PATH="${APP BIN}/${DEP_LIB PATH}":".":"${LD LIBRARY PATH}"

SHLIB PATH="S$LD LIBRARY PATH"
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export LD LIBRARY PATH SHLIB PATH

# Change to APP BIN for JAVA execution
cd "${APP BIN}"

# Reference path will be used to avoid empty space in the parent
directory

LIB_HOME=.

JAVA OPTS="-Xrs -Xmsl28m -Xmx768m -XX:MaxDirectMemorySize=512m -client
-Dsun.nio.PageAlignDirectMemory=true"

JNI_ PATH="-Djava.library.path=$LIB HOME"
CLASSPATH="$LIB_HOME:$LIB_HOME/cb.jar"

MAIN CLASS=Gui

# Execute Java VM Runtime for BackupManager

echo "Startup CloudBacko Pro ... "

"${JAVA EXE}" SJAVA OPTS $JNI PATH -cp SCLASSPATH SMAIN CLASS
"${DEBUG_MODE}" "${APP HOME}" "S${SETTING HOME}"

HHAAAFA A AR A A R R R

iEEaa R

# RESET A N D EXIT

#

FHEFAH AR A A A R R A A A R R R R
iR

cd "${EXE DIR}"
exit O
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ListBackupSet.sh

This script file is used to display the list of backup set under your backup account. To configure the
parameters, open the script file in a text editor like vi.

# cd /usr/local/cbp/bin
# vi ListBackupSet.sh

Configure the following parameters:

© SETTING_HOME - this is the directory to your setting home. If not set, the default directory
is “${HOMEY}/.cbp”.

e.g. SETTING_HOME="/root/.chp”

# cd /usr/local/cbp/bin
# vi ListBackupSet.sh

#!/bin/sh

FHEFFHH AR H A AR AR H AR H A E S ListBackupSet.sh

SR i

# You can use this shell script to list all backup sets available
under #

# your backup account.

#
S i i i i
#HAHHES AR

FHAFHE A H AR HH S Start: User Defined Section
FHEFHHAH SRR A RS

#
|
# | Default to ${HOME}/.cbp when not set.
|
# | e.g. SETTING HOME="${HOME}/.cbp"

|

SETTING HOME=""

FHEHFH A H A H A H A H A HE  END: User Defined Section
FHEFHHFH AR F AR AR SHHS

A A R A AR R R R R R R 4

FHEF S A

# RETRTIEVE A PP HOME PATH

#

FH A R R R R R R R R S
FHEHEHHAHE

EXE_DIR='pwd’

SCRIPT HOME='dirname "$0"°

cd "$SCRIPT7HOME"

APP BIN='pwd’

APP HOME='dirname "SAPP BIN"®

FH A R R R R R R R
ik
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# RETRTIEVE JAVA HOME PATH
#
E R i i i i
FHEHEHHRAE
if [ "Darwin" = “uname” ]; then
JAVA HOME="/System/Library/Frameworks/JavaVM. framework/Home"
fi
if [ ! -x "SAPP HOME/jvm" ];
then
echo "'SAPP_HOME/jvm' does not exist!"
if [ ! -n "SJAVA HOME" ]; then
echo "Please set JAVA HOME!"
exit O
else
In -sf "SJAVA HOME" "$APP_HOME/jvm"
echo "Created JAVA HOME symbolic link at 'SAPP HOME/jvm'"
fi
fi
if [ ! -x "S$APP _HOME/jvm" ];
then

echo "Please create symbolic link for 'SJAVA HOME' to
'SAPP_HOME/jvm'"

exit 0
fi

JAVA HOME="SAPP HOME/jvm"
JAVA EXE="SJAVA HOME/bin/java"

# Verify the JAVA EXE whether it can be executed or not.

if [ ! -x "${JAVA_EXE}" ]
then
echo "The Java Executable file \"${JAVA EXE}\" cannot be executed.
Exit \"" 'basename "$0" "\" now."
exit 1
fi

# Verify the JAVA EXE whether it is a valid JAVA Executable or not.
STRING JAVA VERSION="java version,openjdk version"
OUTPUT_JAVA_VERSION:\"${JAVA_EXE}" -version 2>&1°
OUTPUT JVM SUPPORT=0

BACKUP_ IFS=$IFS

IFS=" , "
for word in $STRING_JAVA_VERSION; do
if [ “echo "${OUTPUT JAVA VERSION}" | grep "${word}" | grep -cv
"grep ${word}l"  -le 0 ]
then
#echo "The Java Executable \"S${JAVA EXE}\" is not a valid Java
Executable. Exit \"" 'basename "S$0" "\" now."
continue;
else
OUTPUTiJVMisUPPORT=l
break;
fi
done

IFS=$BACKUP71FS
if [ $OUTPUT JVM SUPPORT -eq 0 ]
then
echo "The Java Executable \"${JAVA EXE}\" is not a valid Java
Executable. Exit \"" 'basename "S$0" " "\" now."
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exit 1
fi

FHAA A A R R R R A R R A R R R R R R R R A

HHASAAA A

# J AV A EXECUTTION

#

B A R A R A R R A R R R R R R R R A
FHEHFEEESS

# Change to APP BIN for JAVA execution
cd "${APP BIN}"

# Reference path will be used to avoid empty space in the parent
directory

LIB HOME=.

JAVA OPTS="-Xrs -Xmsl28m -Xmx768m -client -
Dsun.nio.PageAlignDirectMemory=true"

JNI PATH="-Djava.library.path=$LIB HOME"
CLASSPATH="$LIB_HOME:$LIB_HOME/cb.jar"

MAIN CLASS=ListBackupSet

echo "Using APP_HOME : ${APP_HOME}"
echo "Using SETTING HOME : ${SETTING HOME}"

# API Arguments: ListBackupSet [APP _HOME] [SETTING HOME]

# Do not include double-quote for java options, jni path, classpath
and main class

# Only apply double-quote for path to java executable and execution
arguments

"S{JAVA EXE}" $SJAVA OPTS S$SJNI PATH -cp S$CLASSPATH $MAIN CLASS
"$S{APP_HOME}" "S{SETTING HOME}"

FHAFA A A R R A R R A R R A R R R A

FHEFH R A

# RESET A ND EXIT

#

F R R
FHEFH R A

cd "${EXE DIR}"
exit O
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ListBackupJob.sh

This script file is used to display the list of backup jobs under a specific backup set. To configure the
parameters, open the script file in a text editor like vi.

# cd /usr/local/cbp/bin
# vi ListBackupdJdob.sh

Configure the following parameters:

© SETTING_HOME - this is the directory to your setting home. If not set, the default directory
is “${HOMEY}/.cbp”.

e.g. SETTING_HOME="/root/.chp”

© BACKUP_SET - this is the name of the backup set which contains the backup job that you
want to list. There are two (2) ways to specify the backup set; by using the backup set name
or by backup set ID. If the backup set name is not in English, use the backup set ID. You
can leave this blank if you only have one (1) backup set.

e.g. BACKUP_SET="1119083740107" or BACKUP_SET="FileBackupSet-1”

© BACKUP_DEST - this is the name of the destination of the backup set. There are two (2)
ways to specify the destination; by using the destination name or destination ID. If the
destination name is not in English, use the DestinationID. You can leave this blank if you only
have one (1) backup destination.

e.g. BACKUP_DEST="1119083740107" or BACKUP_DEST="Destination-1”

# cd /usr/local/cbp/bin
# vi ListBackupdJdob.sh

#!/bin/sh

FHAHHE A H A H A HH ListBackupJob.sh

FHEHH A

# You can use this shell script to list all backup job which ran under
#

# this backup set.

#

FHEHH A A AR R
e RS LA L

#HEHH A AR A AR HAHES Start: User Defined Section
FHEFHHAA AR A AR F ARSI A

I e e e T BACKUP SET —=—-————————————————————

# | The name or ID of the backup set that you want to run
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# | If backup set name is not in English, please use BackupSetID

{

# | e.g. BACKUP SET="1119083740107"

!

# | or BACKUP SET="FileBackupSet-1"

{

# o

!

# | You can leave this parameter blank if you have only 1 backup set.

{

# ____________________________________________________________________
BACKUP_SET=""

oo BACKUP DEST ——--—-=—————————————————

| The name or ID of the destination that you want to run
| If destination name is not in English, please use DestinationID
| e.g. BACKUP DEST="1119083740107"

#

!

#

[

#

[

# | or BACKUP DEST="Destination-1"

!

#

[

# | You can leave this parameter blank if you have only 1 destination.
!
#

BACKUP_DEST=""

#HfHHH A E A A4 44 END: User Defined Section
FHEFHHAA AR A AR F ARSI A

HHEFAFE A AA AR A AR R R AR R AR R A R R R R

HHAEHHEEESA

# SCRIZPT USAGE

#

HHEFAFE A AA AR A AR R R AR R AR R A R R R R
HHAEHHEEESA

# Input Arguments will overwrite the above settings
# defined in 'User Defined Section'.
if [ $# -ge 1 ]; then

if [ -n "$1" ]; then
BACKUP_SET=" sim

fi

if [ -n "$2" ]; then
BACKUP DEST="$2"

fi

fi

igadasdsisaaassiisadaddiiaaadsddisaadadddsaaaadiaaaaand iR RR R
HhAAHFEESA

# RETRTIEVE A PP HOME PATH
#
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FHAAHFE A AR AR A A A A R A R A
HhAHHFEESA

EXE DIR=pwd’

SCRIPT HOME='dirname "$0"°

cd "$SCRIPT HOME"
APP_BIN='pwd’
APP_HOME='dirname "S$APP BIN"'

HHAFAFE AR A A A A R R

#HAf A S
# RETRTIEVE JAVA HOME PAT
H #
FHAHHS A A A A A A A A S A A S 4
#HAfH S
if [ "Darwin" = “uname  ]; then
JAVA HOME="/System/Library/Frameworks/JavaVM. framework/Home"
fi
if [ ! -x "SAPP HOME/jvm" ];
then
echo "'S$SAPP HOME/jvm' does not exist!"
if [ ! -n "$JAVA_HOME" ]1; then
echo "Please set JAVA HOME!"
exit O
else
In -sf "$JAVA_HOME" "$APP_HOME/jvm"
echo "Created JAVA HOME symbolic link at 'SAPP HOME/jvm'"
fi
fi
if [ ! -x "SAPP HOME/jvm" 1;
then

echo "Please create symbolic link for 'SJAVA HOME' to
"$APP _HOME/jvm'"

exit O
fi

JAVA_HOME:"$APP_HOME/jvm"
JAVA EXE="SJAVA HOME /bin/java"

# Verify the JAVA EXE whether it can be executed or not.

if [ ! -x "S{JAVA_EXE}" ]
then
echo "The Java Executable file \"${JAVA EXE}\" cannot be executed.
Exit \"" 'basename "$0"'"\" now."
exit 1
fi

# Verify the JAVA EXE whether it is a valid JAVA Executable or not.
STRING_JAVA VERSION="java version,openjdk version"

OUTPUT JAVA VERSION='"${JAVA EXE}" -version 2>&1°
OUTPUT JVM SUPPORT=0

BACKUP IFS=SIFS

IFS=","
for word in $STRING JAVA VERSION; do
if [ “echo "${OUTPUT JAVA VERSION}" | grep "${word}" | grep -cv
"grep ${word}" -le 0 ]
then
#echo "The Java Executable \"S${JAVA EXE}\" is not a valid Java
Executable. Exit \"" 'basename "S$0" "\" now."
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continue;
else
OUTPUT_JVM_SUPPORT:l
break;
fi
done
IFS=$BACKUP_IFS
if [ $OUTPUT JVM SUPPORT -eqg 0 ]

then

echo "The Java Executable \"S{JAVA EXE}\" is not a valid Java
Executable. Exit \"" 'basename "$0" " "\" now."

exit 1
fi

HHAFAFE A AR AR A A A R R

AR

# J AV A EXECUTTION

#

FHEHAH AR A A R A A R R R R R R
iEEaa

# Change to APP BIN for JAVA execution
cd "${APP BIN}"

# Reference path will be used to avoid empty space in the parent
directory

LIB HOME=.

JAVA OPTS="-Xrs -Xmsl28m -Xmx768m -client -
Dsun.nio.PageAlignDirectMemory=true"

JNI PATH="-Djava.library.path=$LIB HOME"
CLASSPATH="$LIB_HOME:$LIB_HOME/cb.jar"

MAIN CLASS=ListBackupJob

echo "Using APP HOME : ${APP_HOME}"
echo "Using SETTING_HOME : ${SETTING_HOME}"
echo "Using BACKUP SET : ${BACKUP_ SET}"

# API Arguments: ListBackupJob [APP_HOME] [BACKUP SET] [BACKUP DEST]
[SETTING HOME]

# Do not include double-quote for java options, jni path, classpath
and

# main class.

# Only apply double-quote for path to java executable and execution

arguments

"${JAVA_EXE}" $JAVA_OPTS $JNI_PATH -Ccp SCLASSPATH $MAIN_CLASS "-—-app-
home=${APP_HOME}" "--backup-set=${BACKUP SET}" "--backup-
dest=${BACKUP DEST}" "--setting-home=${SETTING HOME}"

FHEFHFA A AR A R R A R R A R R R R R R R R R R

FHEFHHFHHH

# RESET A ND EXIT

#

ixa st s s EEEEEsEEE T EEEEEEEEEEEEEEEEEEEEE LT
FHEFHHFHHH

cd "${EXE_DIR}"
exit O
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RunBackupSet.sh

This script file is used to manually run a backup. To configure the parameters, open the script file in a
text editor like vi.

# cd /usr/local/cbp/bin
# vi RunBackupSet.sh

Configure the following parameters:

© BACKUP_SET - this is the name of the backup set which you want to backup. There are
two (2) ways to specify the backup set; by using the backup set name or by backup set ID. If
the backup set name is not in English, use the backup set ID. You can leave this blank if you
only have one (1) backup set.

e.g. BACKUP_SET="1119083740107" or BACKUP_SET="FileBackupSet-1”

© BACKUP_DESTS - this is the name of the destination where you want your backup to be
stored. There are two (2) ways to specify the destination; by using the destination name or
destination ID. If the destination name is not in English, use the DestinationID. You can leave
this blank if you only have one (1) backup destination.

e.g. BACKUP_DESTS="1119083740107” or BACKUP_DEST="Destination-1”

© BACKUP_TYPE - this is the backup set type. You do not need to change this if you are
backing up a file backup set. There are four (4) options available for this: FILE, DATABASE,
DIFFERENTIAL and LOG.

e.g. BACKUP_TYPE="FILE” for file backup
BACKUP_TYPE="DATABASE” for full database backup
BACKUP_TYPE="DIFFERENTIAL" for differential database backup
BACKUP_TYPE="LOG” for log database backup

© SETTING_HOME - this is the directory to your setting home. If not set, the default directory
is “${HOMEY}/.cbp”.

e.g. SETTING_HOME="/root/.cbp”

© DELTA_MODE -this is the In-File Delta setting. There are three (3) options available for this:
Incremental, Differential and Full.

e.g. DELTA_MODE="I" for Incremental In-file delta backup
DELTA_MODE="D” for Differential In-file delta backup
DELTA_MODE="F" for full file backup
DELTA_MODE="" for using backup set in-file delta setting

© CLEANUP_MODE - this is used to remove obsolete files from your backup destination after
a backup has been run. There are two (2) options available for this: ENABLE-CLEANUP and
DISABLE-CLEANUP.

e.g. CLEANUP_MODE="ENABLE-CLEANUP” or CLEANUP_MODE="DISABLE-CLEANUP”

© DEBUG_MODE - this is used to enable or disable debug for a backup job. There are two (2)
options available for this: ENABLE-DEBUG and DISABLE-DEBUG.

e.g. DEBUG_MODE="ENABLE-DEBUG” or DEBUG_MODE="DISABLE-DEBUG”
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# cd /usr/local/cbp/bin
# vi RunBackupSet.sh

#!/bin/sh
FHARFRAHHHFHFHFHFHEHHHHHFEHEHESF  RunBackupSet.sh
FHAR AR F SRR S

# You can use this shell script to run any of your backup sets from

the #

# command line. Just customize the "User Defined Section" below with
your #

# values for your backup action.

#

FHedH At E 44t H A A A A A A AT E A A A A A A ARG A A A S 4 H T4
SRR i

FHHHHHFFHHHEFFHH 444444 START: User Defined Section
FHEFHH AR H A F A

oo BACKUP SET ———————————————————————
# | The name or ID of the backup set that you want to run

!

# | If backup set name is not in English, please use ID instead.

!

# | e.g. BACKUP SET="1119083740107"

!

# | or BACKUP SET="FileBackupSet-1"

!

# |

!

# | You can leave this parameter blank if you have only 1 backup set.

!

# ____________________________________________________________________

oo BACKUP DESTS ——————————————————————
# | The list of name or ID of the backup destinations that you want to
run. !

# | If backup destination name is not in English, please use ID
instead. !

# | e.g. BACKUP DESTS="1740107119083"
| or BACKUP DESTS="Destination-1,Destination-2"

| or BACKUP DESTS="ALL"

| You can specify multiple destinations in comma-separated format,

| or use "ALL" to run backup for all destinations.

He o o — F — H — W — = —

www.cloudbacko.com 240



Cloudbdacko.

# | Set backup type. You don't need to change this if you are backing
up a |

# | file backup set.

!

# | Options available: FILE/DATABASE/DIFFERENTIAL/LOG

[

# | e.g. BACKUP TYPE="FILE" for file backup

!

# or BACKUP_ TYPE="DATABASE" for Full database backup

[

# | or BACKUP TYPE="DIFFERENTIAL" for Differential database backup
[

# | or BACKUP_ TYPE="LOG" for Log database backup

!

#
{
# | Default to ${HOME}/.cbp when not set.
!
# | e.g. SETTING HOME="${HOME}/.cbp"

{

¥ - DELTA MODE —-===——-=—=—————=—————-————-
;_]_gé;_;;—File Delta mode.

# | Options available: Incremental/Differential/Full (I/D/F)

# | e.g. DELTA MODE="I" for Incremental In-file delta backup

# | or DELTA MODE="D" for Differential In-file delta backup

# | or DELTA MODE="F" for Full File backup

# | or DELTA MODE="" for using backup set in-file delta setting
b

$ ——— CLEANUP MODE —-———=-———-————————————
# | You can enable Cleanup mode to remove obsolete files from your
backup |

# | destinations after backup.

| Options available: ENABLE-CLEANUP/DISABLE-CLEANUP
| e.g. CLEANUP MODE="ENABLE-CLEANUP"

| or CLEANUP MODE="DISABLE-CLEANUP"

H— = — HE— HE —
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CLEANUP MODE="DISABLE-CLEANUP"

o DEBUG _MODE ———=-———-———————————————
;_]_Q;E_B;bug mode.

# | Options available: ENABLE-DEBUG/DISABLE-DEBUG

# | e.g. DEBUG_MODE="ENABLE-DEBUG"

# | or DEBUG MODE="DISABLE-DEBUG"

{

DEBUG MODE="DISABLE-DEBUG"

FhAEFHHE S HAH SR H 444444 END: User Defined Section
FHEFHFE SRR A A AR

igsaasdssssaasddisaadsddiasadadddssadsdddsaaaaddiiaaaaandiaaaaRR i innnndi

iEEaa

# SCRIZPT US A GE

#

A AFA A AR AR A A A R R R R R R
iR

# Input Arguments will overwrite the above settings
# defined in 'User Defined Section'.
if [ $# -ge 1 ]; then

if [ -n "$1" ]; then
BACKUP SET="$1"
fi
fi

FHE AR A A A AR R R A R R 4

FHEFHEESHS

# RETRTIEVE A PP HOME PATH

#

HHEFAFE A AA AR A AR R R AR R AR R A R R R R
FHEFHEESHS

EXE DIR='pwd’

SCRIPT HOME='dirname "S$0"°

cd "$SCRIPT HOME"

APP BIN="pwd’

APP HOME='dirname "$APP BIN"®

FHEFHFE SRR AR R A R R A R R A R R R A R R R

#HEHH SR
# RETRTIEVE JAVA HOME PATH
#
FHEHH A A E A AR AR R R
#HEHH SR
if [ "Darwin" = “uname  ]; then
JAVA HOME="/System/Library/Frameworks/JavaVM. framework/Home"
fi
if [ ! -x "SAPP HOME/jvm" ];
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then
echo "'S$SAPP HOME/jvm' does not exist!"
if [ ! -n "SJAVA HOME" ]; then
echo "Please set JAVA HOME!"
exit O
else
ln -sft "$JAVA_HOME" "$APP_HOME/jvm"
if [ ! -x "$APP HOME/jvm" ];
then
echo "Please create symbolic link for 'S$JAVA HOME' to
'$APP_HOME/jvm'"
exit O
else
echo "Created JAVA HOME symbolic link at 'SAPP _HOME/jvm'"
fi
fi

JAVA HOME="SAPP HOME/Jjvm"
JAVA EXE="$JAVA HOME/bin/java"

# Verify the JAVA EXE whether it can be executed or not.

if [ ! -x "${JAVA_EXE}" ]
then
echo "The Java Executable file \"${JAVA EXE}\" cannot be executed.
Exit \"" 'basename "$0"'"\" now."
exit 1
fi

# Verify the JAVA EXE whether it is a valid JAVA Executable or not.
STRING_ JAVA VERSION="java version,openjdk version"

OUTPUT JAVA VERSION='"${JAVA EXE}" -version 2>&1°
OUTPUT JVM SUPPORT=0

BACKUP_IFS:$IFS

IFS:", "
for word in $STRING_JAVA_VERSION; do
if [ “echo "${OUTPUT JAVA VERSION}" | grep "${word}" | grep -cv
"grep ${word}l"  -le 0 ]
then
#echo "The Java Executable \"S{JAVA EXE}\" is not a valid Java
Executable. Exit \"" 'basename "S$0" "\" now."
continue;
else
OUTPUT_JVM_SUPPORTZI
break;
fi
done

IFS=SBACKUP_ IFS
if [ $OUTPUT JVM SUPPORT -eq 0 ]

then

echo "The Java Executable \"S${JAVA EXE}\" is not a valid Java
Executable. Exit \"" 'basename "S$0" "\" now."

exit 1
fi

FHEFHFE SRR AR R A R R A R R A R R R A R R R

HhAAHFEESA

# EXECUTTION J AV A PROPERTTIES

#

FHEFHAA A AR AR A R A R R A R R R R R R R R R
S
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# Set LD LIBRARY PATH for Lotus Notes on Linux

if [ "Linux" = “uname’  ];

then
NOTES PROGRAM='cat "$APP HOME/bin/notesenv"’
LD_LIBRARY_PATH="$APP_HOME/bin:$NOTES_PROGRAM:$LD_LIBRARY_PATH"
export NOTES PROGRAM

else

LD LIBRARY PATH="S$APP HOME/bin:$LD LIBRARY PATH"
fi
DEP LIB PATH="X64"
case "“uname -m " in

1[3-6]186)

DEP _LIB PATH="X86"

esac
LD LIBRARY PATH="${APP BIN}/${DEP_LIB PATH}":".":"${LD LIBRARY PATH}"

SHLIB PATH="S$LD LIBRARY PATH"
export LD LIBRARY PATH SHLIB PATH

A AFE A AR A AR A A R R R

FHEFHEEEHS

# J AV A EXECUTTION

#

A AFE A AR AR A A A A R R
iR

# Change to APP BIN for JAVA execution
cd "${APP_BIN}"

# Reference path will be used to avoid empty space in the parent
directory

LIB HOME=.

JAVA OPTS="-Xrs -Xmsl28m -Xmx768m -XX:MaxDirectMemorySize=512m -client
-Dsun.nio.PageAlignDirectMemory=true"

JNI PATH="-Djava.library.path=$LIB HOME"
CLASSPATH="$LIB_HOME:$LIB_HOME/cb.jar"

MAIN CLASS=RunBackupSet

echo w_mn

echo "Using APP HOME : SAPP HOME"

echo "Using SETTING HOME : SSETTING HOME"
echo "Using JAVA HOME : SJAVA HOME"

echo "Using JAVA EXE : $JAVA_EXE"

echo "Using JAVA OPTS : SJAVA OPTS"

echo "Using JNI PATH : $JNI_PATH"

echo "Using CLASSPATH : SCLASSPATH"

echo "-"

echo "Running Backup Set - 'S$BACKUP_SET' ..."

# API Arguments: RunBackupSet [APP HOME] [BACKUP_ SET] [BACKUP DESTS]
[BACKUP TYPE] [SETTING HOME] [DELTA MODE] [CLEANUP MODE] [DEBUG MODE]

# Do not include double-quote for java options, jni path, classpath
and

# main class.

# Only apply double-quote for path to java executable and execution
arguments
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"S{JAVA EXE}" $JNI PATH -cp $CLASSPATH $JAVA OPTS $MAIN CLASS
"S{APP_HOME}" "S${BACKUP SET}" "${BACKUP DESTS}" "${BACKUP TYPE}"
"S{SETTING HOME}" "${DELTA MODE}" "${CLEANUP MODE}" "${DEBUG MODE}"

HHAAAFE AR AR A A A A R R A

AR

# REGSET A N D EXIT

#

FHEFH AR AR AR R R R R A R R A R R A R R R R R R R A
AR

cd "${EXE DIR}"
exit O
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Restore.sh

This script file is used to restore backup files to its original or alternate location. To configure the
parameters, open the script file in a text editor like vi.

# cd /usr/local/cbp/bin
# vi Restore.sh

Configure the following parameters:

[}

BACKUP_SET - this is the name of the backup set which you want to restore. There are two
(2) ways to specify the backup set; by using the backup set name or by backup set ID. If the
backup set name is not in English, use the backup set ID. You can leave this blank if you
only have one (1) backup set.

e.g. BACKUP_SET="1119083740107" or BACKUP_SET="FileBackupSet-1”

DESTINATION - this is the name of the destination where the backup set was stored. There
are two (2) ways to specify the destination; by using the destination name or destination ID.
If the destination name is not in English, use the DestinationID. You can leave this blank if
you only have one (1) backup destination.

e.g. DESTINATION="1119083740107” or DESTINATION="Destination-1"

RESTORE_TO - this is the directory where you want to restore the backup file. You do not
need to change this if you want the backup file to be restored to its original location.

e.g. RESTORE_TO="" or RESTORE_TO-*“/tmp”
RESTORE_FROM - this is the file or directory that you would like to restore.

e.g. RESTORE_FROM="/Data”

POINT_IN_TIME - this is the specific successful backup that you want to restore. You can
use Current if you want to use the latest backup snapshot. You can see the point in time
shapshot by using the ListBackupJob.sh script file.

e.g. POINT_IN_TIME="Current” or POINT_IN_TIME="2006-10-04-12-57-13"
RESTORE_PERMISSION - you can set the file permission here.
e.g. RESTORE_PERMISSION="N" or RESTORE_PERMISSION="Y"

SKIP_INVALID_KEY - you can set here if you want to skip restoring the backup file with an
invalid key. There are two (2) options for this: Y or N.

e.g. SKIP_INVALID_KEY="N"
SYNC_OPTION - this is the sync options if you want to delete extra files.

e.g. SYNC_OPTIONS="Y" if you want to enable sync options
SYNC_OPTIONS="N" if you do not want to enable sync options
SYNC_OPTIONS="" if you want to prompt for selection
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© REPLACE_EXISTING_FILE - you can set here if you want files with the same filename to
be replaced. There are three (3) options for this: --all, --none or blank.

e.g. REPLACE_EXISTING_FILE="—all” if you want to replace existing files with the same
filename

REPLACE_EXISTING_FILE="—none” if you want to keep all existing files with the
same filename

REPLACE_EXISTING_FILE="" if you want to be prompted for selection

© SETTING_HOME - this is the directory to your setting home. If not set, the default directory
is “${HOMEY}/.cbp”.

e.g. SETTING_HOME="/root/.chp”

© FILTER - you can filter the files that you want to be restored. You can use this format to set
the filter -Pattern=xxx-Type=yyy-Target=zzz.

XXX is the filter pattern

yyy is the filter type, you have eight (8) options available for this: exact, exactMatchCase,
contains, containsMatchCase, startWith, startWithMatchCase, endWith and
endWithMatchCase.

zzz is the filter target, you have three (3) options available for this: toFile, toFileDir and toDir.
e.g. FILTER="-Pattern=.txt-Type=exact-Target=toFile”

© TEMP_DIR - this is the directory where the restore files will be stored temporarily. If set to
the temporary directory in the backup set will be used.

e.g. TEMP_DIR="/tmp”

© VERIFY_CHKSUM —you can set here if you want the in-file delta file checksum to be verified
during restore. There are two (2) options available for this: Y or N.

e.g. VERIFY_CHKSUM="N”" or VERIFY_CHKSUM="Y"

# cd /usr/local/cbp/bin
# vi Restore.sh

#!/bin/sh

FHAHHEH A H A A4 #HE Restore.sh

FHEHE A A

# You can use this shell script to restore backup files using command-
line. #

# Just customize the "User Define Section" below with values for your
restore #

# action.

#

FHE AR A A A R R R R R 4
FHEHEH SRS

FhAEFHFE A A S F S #HHHEE Start: User Defined Section
g sssssaadsasaaadddi

I e e e T BACKUP SET —=—-————————————————————

# | The name or ID of the backup set that you want to restore.
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# | If backup set name is not in English, please use ID instead.

!

# | e.g. BACKUP SET="1119083740107"

!

# | or BACKUP SET="FileBackupSet-1"

!

# |

!

# | You can leave this parameter blank if you have only 1 backup set.

!

# ____________________________________________________________________
BACKUP_SET=""

oo DESTINATION ————————————— o ——
# | The name or ID of the backup destination that you want to restore
from. |

# | If backup destination name is not in English, please use ID
instead. !

# | e.g. DESTINATION="1740107119083"

!

# | or DESTINATION="Destination-1"

!

# |

!

# | You can leave this parameter blank if you have only 1 destination.
!

# ____________________________________________________________________
DESTINATION=""

I et e e RESTORE TO —————————————— oo
# | Directory to where you want files to be restored

!

# | set to "" to restore files to original location

!

# | e.g. RESTORE TO="/tmp"

!

# ____________________________________________________________________
RESTORE_TO=""

o RESTORE FROM —==—====——————————————

e POINT IN TIME ——-————————————— -
# | The point-in-time snapshot (successful backup) that you want to
restore !

# | from the backup server. Use "Current" for the latest backup
snapshot |

# | e.g. POINT IN TIME="2006-10-04-12-57-13"
!
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| or POINT IN TIME="Current"

oo RESTORE _PERMISSION —-—=-——=-—————————————
# | set to "Y" if you want to restore file permissions

!

# | set to "N" if you do NOT want to restore file permissions

[

$omm e SKIP INVALID KEY ——-————————m—mmmm oo
# | set to "Y" if you want to skip restore file with invalid key

!

# | set to "N" if you want to prompt user to input a correct key

[

| Delete extra files

| set to "Y" if you want to enable sync option

#
!
#
[
# | set to "N" if you do NOT want to enable sync option
!
# | set to "" to prompt for selection

[

#

$ —— - REPLACE EXISTING FILE -—-=-=-==—=-=————-—-—-——-
# | set to "--all" to replace all existing file(s) of the same
filename !

# | set to "--none" to skip all existing file(s) with the same
filename

# | set to "" to prompt for selection

[

# ____________________________________________________________________
REPLACE EXT STING_FILE:" -—all"

$f - = SETTING_HOME -—====————=—————=————----—
# | Directory to your setting home.

[

# | Default to ${HOME}/.cbp when not set.

[
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# | e.g. SETTING HOME="${HOME}/.cbp"

# ____________________________________________________________________
SETTING_HOME=""

oo FILTER ————————————————————— o
# | Filter out what files you want to restore

!

# | -Pattern=xxx-Type=yyy-Target=zzz

[

# | where xxx is the filter pattern,

!

# yyy is the filter type, whice can be one of the following:

[

# [exact | exactMatchCase | contains | containsMatchCase|

[

# startWith | startWithMatchCase | endWith |
endWithMatchCase] |

# zzz 1s the filter target, which can be one of the following:
[

# [toFile | toFileDir | toDir]

!

# |

[

# | e.g. FILTER="-Pattern=.txt-Type=exact-Target=toFile"

[

# ____________________________________________________________________
FILTER=""

oo TEMP DIR —————————— - —m oo
# | Directory to where you want to store restore files temporarily

[

# | set to "" to use the temporary directory in the backup set

[

# | e.g. TEMP DIR="/tmp"

!

# ____________________________________________________________________
TEMP_DIR:""

I e VERIFY CHKSUM —————————————mm—m— oo
# | set to "Y" if you want to verify in-file delta file checksum

during restore]

# | set to "N" if you do NOT want to verify in-file delta file
checksum during |

# | restore

VERIFY CHKSUM="N"

FhAEFHFE A A E S A ## 4 H 44 END: User Defined Section
igssasdssssaaadisssaaddddi

igadasdsisaaassiisadaddiiaaadsddisaadadddsaaaadiaaaaand iR RR R

RS R
# RETRIEVE APP HOME PATH
#
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FHAAHFE A AR AR A A A A R A R A
HhAHHFEESA

EXE DIR=pwd’

SCRIPT HOME='dirname "$0"°

cd "$SCRIPT HOME"

APP_BIN='pwd’

APP_HOME='dirname "S$APP BIN"'

FHedH At FHE 4 At G A A A A A A AT A A A A A A A A A G A A A4 H T4

HHEHEH SRS
# RETRTIEVE JAVA HOME PATH
#
S i i
#HEHHH AR
if [ "Darwin" = “uname  ]; then
JAVA HOME="/System/Library/Frameworks/JavaVM.framework/Home"
fi
if [ ! -x "SAPP HOME/jvm" ];
then
echo "'SAPP _HOME/Jjvm' does not exist!"
if [ ! -n "SJAVA_HOME" 1; then
echo "Please set JAVA HOME!"
exit O
else
In -sf "$JAVA_HOME" "$APP_HOME/jvm"
echo "Created JAVA HOME symbolic link at 'SAPP HOME/jvm'"
fi
fi
if [ ! -x "SAPP HOME/jvm" ];
then

echo "Please create symbolic link for '$JAVA HOME' to
'"$APP HOME/jvm'"

exit 0
fi

JAVA HOME="S$APP HOME/jvm"
JAVA EXE="$JAVA HOME/bin/java"

# Verify the JAVA EXE whether it can be executed or not.

if [ ! -x "${JAVA_EXE}" ]
then
echo "The Java Executable file \"${JAVA EXE}\" cannot be executed.
Exit \"" 'basename "$0"'"\" now."
exit 1
fi

# Verify the JAVA EXE whether it is a valid JAVA Executable or not.
STRING_JAVA VERSION="java version,openjdk version"

OUTPUT JAVA VERSION= S JAVA EXE}" -version 2>&1°
OUTPUT JVM SUPPORT=0

BACKUP IFS=$IFS

IFs=","
for word in $STRING_JAVA_VERSION; do
if [ “echo "${OUTPUT JAVA VERSION}" | grep "${word}" | grep -cv
"grep ${word}" -le 0 ]
then
#echo "The Java Executable \"S${JAVA EXE}\" is not a valid Java
Executable. Exit \"" 'basename "S$0" "\" now."
continue;
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else
OUTPUT JVM SUPPORT=1
break;
fi
done
IFS=$BACKUP_IFS
if [ SOUTPUT_ JVM SUPPORT -eq 0 ]

then

echo "The Java Executable \"S${JAVA EXE}\" is not a valid Java
Executable. Exit \"" 'basename "$0" ' "\" now."

exit 1
fi

HHAFAFE A AR AR A A A R R

SRR L L XL

# J AV A EXECUTTION

#

HHAAH 4 A A A A A A H A A A A A A A A A A 4
R L L EE L

# Set LD LIBRARY PATH for Lotus Notes on Linux

if [ "Linux" = ‘uname’  ];

then

NOTES PROGRAM='cat "$APP BIN/notesenv"’
LD_LIBRARY_PATH="$APP_BIN:$NOTES_PROGRAM:$LD_LIBRARY_PATH"
export NOTES_PROGRAM

else
LD_LIBRARY_PATH="$APP_BIN:$LD_LIBRARY_PATH"

fi

# The Restore Action must be execute at path SAPP HOME/bin
cd "${APP_BIN}"

DEP LIB PATH="X64"
case "“uname -m"
1[3-6186)

DEP LIB PATH="X86"

in

esac
LD LIBRARY PATH="${APP BIN}/${DEP LIB PATH}":".":"${LD LIBRARY PATH}"

SHLIB PATH="S$LD LIBRARY PATH"
export LD LIBRARY PATH SHLIB PATH

# Reference path will be used to avoid empty space in the parent
directory

LIB HOME=.

JAVA OPTS="-Xrs -Xmsl28m -Xmx768m -XX:MaxDirectMemorySize=512m -client
-Dsun.nio.PageAlignDirectMemory=true"

JNI PATH="-Djava.library.path=$LIB_ HOME"
CLASSPATH:"$LIB_HOME:$LIB_HOME/Cb.jar"

MAIN CLASS=Restore

echo "Using APP_HOME: : ${APP_HOME}"

echo "Using BACKUP SET : ${BACKUP_ SET}"

echo "Using RESTORE_FROM : ${RESTORE_FROM}"

echo "Using RESTORE TO : ${RESTORE7TO}"

echo "Using POINT IN TIME : ${POINT IN TIME}"

echo "Using RESTORE_PERMISSION : ${RESTORE_PERMISSION}"
echo "Using TEMP DIR : ${TEMP_DIR}"
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# Do not include double-quote for java options, jni path, classpath
and

# main class.

# Only apply double-quote for path to java executable and execution

arguments

"${JAVA_EXE}" $JAVA_OPTS $JNI_PATH -cp $CLASSPATH $MAIN_CLASS -—
to="${RESTORE_TO}" ——from="${RESTORE_FROM}" --backup-
Set="${BACKUP_SET}" --backup-dest="${DESTINATION}"
"S{REPLACE_EXISTING_FILE}" ——date="${POINT_IN_TIME}" -—-set-
permission="${RESTORE_PERMISSION}" --skip-invalid-
key="${SKIP_INVALID_KEY}" ——sync="${SYNC_OPTION}" -—-filter="${FILTER}"
--temp-dir="${TEMP DIR}" --verify-delta-file-chksum="S${VERIFY CHKSUM}"
--app-home="${APP HOME}" --setting-home="${SETTING HOME}"

HHAFAFE A AR AR A A A R R

AR

# RESET A ND EXIT

#

FHEHAH AR A A R A A R R R R R R
iEEaa

cd "${EXE DIR}

www.cloudbacko.com 253



Cloudbdacko.

Decrypt.sh

This script file is used to decrypt backup files. To configure the parameters, open the script file in a text
editor like vi.

# cd /usr/local/cbp/bin
# vi Decrypt.sh

Configure the following parameters:

[}

SOURCE_DIR - this is the path of the folder that contains the backup files that you want to
decrypt.

e.g. SOURCE_DIR="/Users/john/backupdata/1498444438340/blocks”

ENCRYPT_KEY - this is the encryption key the backup set. You can leave this blank if you
backup set is not encypted.

e.g. ENCRYPT_KEY="RU5DUIIQVFILRVk="

DECRYPT_TO - this is the directory where you want to store the decrypted backup file.
e.g. DECRYPT_TO="/tmp”

DECRYPT_FROM - this is the file or directory that you would like to decrypt.

e.g. RESTORE_FROM="/Data”

POINT_IN_TIME - this is the specific successful backup that you want to decrypt. You can
use Current if you want to use the latest backup snapshot. You can see the point in time
snapshot by using the ListBackupJob.sh script file.

e.g. POINT_IN_TIME="Current” or POINT_IN_TIME="2006-10-04-12-57-13"
RESTORE_PERMISSION - you can set the file permission here.
e.g. RESTORE_PERMISSION="N" or RESTORE_PERMISSION="Y"

SKIP_INVALID_KEY — you can set here if you want to skip decrypting the backup file with
an invalid key. There are two (2) options for this: Y or N.

e.g. SKIP_INVALID_KEY="N"
SYNC_OPTION - this is the sync options if you want to delete extra files.
e.g. SYNC_OPTIONS="Y" if you want to enable sync options

SYNC_OPTIONS="N" if you do not want to enable sync options
SYNC_OPTIONS="" if you want to prompt for selection

REPLACE_EXISTING_FILE — you can set here if you want files with the same filename to
be replaced. There are three (3) options for this: --all, --none or blank.

e.g. REPLACE_EXISTING_FILE="—all” if you want to replace existing files with the same
filename

REPLACE_EXISTING_FILE="—none” if you want to keep all existing files with the
same filename

REPLACE_EXISTING_FILE="" if you want to be prompted for selection

SETTING_HOME - this is the directory to your setting home. If not set, the default directory
is “${HOMEY}/..cbp”.

e.g. SETTING_HOME="/root/.cbp”
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© FILTER - you can filter the files that you want to be restored. You can use this format to set
the filter -Pattern=xxx-Type=yyy-Target=zzz.

xxX is the filter pattern

yyy is the filter type, you have eight (8) options available for this: exact, exactMatchCase,
contains, containsMatchCase, startWith, startWithMatchCase, endWith and
endWithMatchCase.

zzz is the filter target, you have three (3) options available for this: toFile, toFileDir and toDir.
e.g. FILTER="-Pattern=.txt-Type=exact-Target=toFile”

© TEMP_DIR - this is the directory where the restore files will be stored temporarily. If set to
the temporary directory in the backup set will be used.

e.g. TEMP_DIR="/tmp”

© VERIFY_CHKSUM —you can set here if you want the in-file delta file checksum to be verified
during restore. There are two (2) options available for this: Y or N.

e.g. VERIFY_CHKSUM="N" or VERIFY_CHKSUM="Y”

# cd /usr/local/cbp/bin
# vi Decrypt.sh

#!/bin/sh

FHAESHSH A A AR AR S H S #4444 Decrypt.sh

FHAEHHSH A A AR A A A S S

# You can use this shell script to decrypt backup files using command-
line. #

# Just customize the "User Define Section" below with values for your
decrypt #

# action.

#

FHAH A A AR HRE A AR AR R R A
#HAf S

FHFF A4 44 Start: User Defined Section
st EE AL

oo SOURCE DIR =———————————————————————
| The path to the [<backup set ID>/blocks] folder which contains
| the backup files that you want to decrypt.

This folder should located under backup destination physically.

\ where directory "/Users/john/backupdata" is path of local

#
\
#
\
#
\
# | e.g. SET SOURCE DIR="/Users/john/backupdata/1498444438340/blocks"
\
#
destination |

I e e e T ENCRYPT KEY —-————————————————————

# | The encrypting key of the backup data.
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| e.g. SET ENCRYPT KEY="RU5DUIIQVFIOLRVk="

ncrypted. \

#
\
#
\
# | You can leave this parameter blank if backup data is not
e
#

oo DECRYPT TO ———————————————————————
;_I_B;;;;;ory to where you want files to be decrypted

# | e.g. DECRYPT TO="/tmp"

b
DECRYPT TO=""

oo DECRYPT FROM —-——-———————————m—————
;_I_;;Ié;girectory on the backup data that you would like to decrypt

# | e.g. DECRYPT FROM="/Data"

b
DECRYPT FROM=""

oo POINT IN TIME ——-——-————————————————
;_I_;;;_g;int—in—time snapshot (successful backup) that you want to
decrypt \

# | from the backup data. Use "Current" for the latest backup snapshot
| e.g. POINT IN TIME="2006-10-04-12-57-13"

\ or POINT IN TIME="Current"

| You can retrieve the point in time by using the ListBackupJob.sh

I et RESTORE PERMISSION ————————————————————
# | set to "Y" if you want to restore file permissions

\

# | set to "N" if you do NOT want to restore file permissions

\

B oo SKIP INVALID KEY ——--—=--————————————-

# | set to "Y" if you want to skip decrypt file with invalid key
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# | set to "N" if you want to prompt to input a correct key

| Delete extra files

| set to "Y" if you want to enable sync option

#
\
#
\
# | set to "N" if you do NOT want to enable sync option
\
# | set to "" to prompt for selection

\

o REPLACE EXISTING FILE ---=-=—=-==——-—--——-
# | set to "--all" to replace all existing file(s) of the same
filename

# | set to "--none" to skip all existing file(s) with the same
filename

# | set to "" to prompt for selection

\

# ____________________________________________________________________
REPLACE EXISTING FILE="--all"

SETTING HOME -—-—--—-————-—————————————-—

| Directory to your setting home. Log files will be located inside.

#
\
# | Default to ${HOME}/.cbp when not set.
# | e.g. SETTING HOME="/Users/john/.cbp"

# oo FILTER —————————————mmmmmmm— -
| Filter out what files you want to decrypt
| -Pattern=xxx-Type=yyy-Target=zzz

| where xxx is the filter pattern,

| yyy is the filter type, whice can be one of the following:

\ startWith | startWithMatchCase | endWith |
ndWithMatchCase] \
\ zzz 1is the filter target, which can be one of the following:

\ [toFile | toFileDir | toDir]

#
\
#
\
#
\
#
\
# [exact | exactMatchCase | contains | containsMatchCase|
\
#
e
#
\
#
\
#
|
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# | e.g. FILTER="-Pattern=.txt-Type=exact-Target=toFile"

# ____________________________________________________________________
FTLTER=""

oo TEMP DIR ——————-——————m oo
;_]_5;;;;;ory to where you want to store decrypt files temporarily

# | e.g. TEMP DIR="/tmp"

b
TEMP DIR=""

e et VERIFY CHKSUM ——-—-——————m—m—mmm oo
;_I_;;;_;; "y" if you want to verify in-file delta file checksum

during decrypt]

# | set to "N" if you do NOT want to verify in-file delta file
checksum during
# | decrypt

VERIFY CHKSUM="N"

FhAFHFE S H A A HH 44 HHE END: User Defined Section
iggdasssdssaaasssaaaaanddi

A AFE A AR A AR A A R R R

FHEFHEEEHS

# RETRTIZEVE APP HOME PATH

#

HHEFAFE A AA AR A AR R R AR R AR R A R R R R
HHAEHHEEESA

EXE_DIR=pwd’

SCRIPT HOME='dirname "S$0"°

cd "$SCRIPT HOME"

APP BIN=pwd’

APP HOME='dirname "$APP BIN"®

FHEFHEH A AR R A R R R R

e RS LA L
# RETRTIEVE JAVA HOME PATH
#
FHA A A A R R R A
FHAF S HH
if [ "Darwin" = “uname’ ]; then
JAVA HOME="/System/Library/Frameworks/JavaVM. framework/Home"
fi
if [ ! -x "SAPP HOME/jvm" ];
then
echo "'SAPP HOME/jvm' does not exist!"
if [ ! -n "SJAVA HOME" ]; then
echo "Please set JAVA HOME!"
exit O
else

In -sf "S$SJAVA HOME" "$APP_HOME/jvm"
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echo "Created JAVA HOME symbolic link at 'SAPP HOME/jvm'"
fi
fi

if [ ! -x "SAPP HOME/jvm" ];
then
echo "Please create symbolic link for 'S$JAVA HOME' to
'"SAPP HOME/jvm'"
exit O
fi

JAVA HOME="SAPP HOME/jvm"
JAVA EXE="S$JAVA HOME/bin/java"

# Verify the JAVA EXE whether it can be executed or not.

if [ ! -x "${JAVA_EXE}" 1
then
echo "The Java Executable file \"${JAVA EXE}\" cannot be executed.
Exit \"" 'basename "$0" "\" now."
exit 1
fi

# Verify the JAVA EXE whether it is a valid JAVA Executable or not.
STRING_JAVA VERSION="java version,openjdk version"

OUTPUT JAVA VERSION=""${JAVA EXE}" -version 2>&1°
OUTPUT JVM SUPPORT=0

BACKUP IFS=$IFS

IFS=","
for word in S$STRING JAVA VERSION; do
if [ “echo "${OUTPUT JAVA VERSION}" | grep "${word}" | grep -cv
"grep ${word}l" -le 0 ]
then
#echo "The Java Executable \"${JAVA EXE}\" is not a valid Java
Executable. Exit \"" 'basename "$0" "\" now."
continue;
else
OUTPUT_JVM_SUPPORTZI
break;
fi
done

IFS=SBACKUP_ IFS
if [ SOUTPUT JVM SUPPORT -eq 0 ]

then

echo "The Java Executable \"${JAVA EXE}\" is not a valid Java
Executable. Exit \"" 'basename "$0" "\" now."

exit 1
fi

FHEFHFA A AR A R R A R R A R R R R R R R R R R

RS E L EE L

# JAVA EXECUTTION

#

E R i i
RS E L EE L

# Set LD LIBRARY PATH for Lotus Notes on Linux

if [ "Linux" = “uname’ ];

then

NOTES PROGRAM="cat "$APP_BIN/notesenv"‘
LD_L I BRARY_PATH: "SAP P_B IN:SNOTE S_PROGRAM : S LD_L I BRARY_PATH "
export NOTES PROGRAM
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else
LDiLIBRARYiPATH="$APP7BIN:$LD7LIBRARY7PATH"
fi

# The Decrypt Action must be execute at path SAPP HOME/bin
cd "${APP BIN}"

DEP LIB PATH="X64"
case "“uname -m " in
i[3-6]86)
DEP LIB PATH="X86"
esac
LD LIBRARY PATH="${APP BIN}/${DEP LIB PATH}":".":"${LD LIBRARY PATH}"

SHLIB PATH="SLD LIBRARY PATH"
export LD LIBRARY PATH SHLIB PATH

# Reference path will be used to avoid empty space in the parent
directory

LIB HOME=.

JAVA OPTS="-Xrs -Xmsl28m -Xmx768m -XX:MaxDirectMemorySize=512m -client
-Dsun.nio.PageAlignDirectMemory=true"

JNI PATH="-Djava.library.path=$LIB HOME"
CLASSPATH="$LIB_HOME:$LIB_HOME/cb.jar"

MAIN CLASS=Decrypt

echo "Using APP HOME: : ${APP_HOME}"

echo "Using SETTING_ HOME: : S{SETTING_HOME}"

echo "Using SOURCE DIR : ${SOURCE_DIR}"

echo "Using DECRYPT FROM : ${DECRYPT_FROM}"

echo "Using DECRYPT TO : ${DECRYPT_TO}"

echo "Using POINT IN TIME : ${POINT IN TIME}"

echo "Using RESTORE PERMISSION : ${RESTORE_PERMISSION}"
echo "Using TEMP DIR : ${TEMP_DIR}"

# Do not include double-quote for java options, jni path, classpath
and

# main class.

# Only apply double-quote for path to java executable and execution

arguments

"${JAVA_EXE}" $JAVA_OPTS $JNI_PATH -cp SCLASSPATH $MAIN_CLASS -
to="${DECRYPT TO}" --from="${DECRYPT FROM}" --source-

dir="${SOURCE DIR}" --key="${ENCRYPT KEY}" "${REPLACE EXISTING FILE}"
--date="${POINT IN TIME}" --set-permission="${RESTORE PERMISSION}" --
skip-invalid-key="${SKIP_INVALID KEY}" --sync="${SYNC OPTION}" --
filter="${FILTER}" --temp-dir="${TEMP DIR}" --verify-delta-file-
chksum="${VERIFY CHKSUM}" --app-home="${APP HOME}" --setting-

home="$ {SETTING HOME}"

FHEFHFE SRR AR R A R R A R R A R R R A R R R

HHEHHEEESS

# RESET A N D EXIT

#

FHEFHFE SRR AR R A R R A R R A R R R A R R R
HHEHHEEESS

cd "${EXE_DIR}"
exit O
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RunDatalntegrityCheck.sh

This script file is used to run data integrity check on your backup set. To configure the parameters,
open the script file in a text editor like vi.

# cd /usr/local/cbp/bin
# vi RunDatalIntegrityCheck.sh

Configure the following parameters:

© SETTING_HOME - this is the directory to your setting home. If not set, the default directory
is “${HOMEY}/.cbp”.

e.g. SETTING_HOME="/root/.chp”

© BACKUP_SET - this is the name of the backup set which you want to run data integrity check
on. There are two (2) ways to specify the backup set; by using the backup set name or by
backup set ID. If the backup set name is not in English, use the backup set ID. You can
leave this blank if you only have one (1) backup set. You can also run the data integrity check
on all backup sets by using “ALL”.

e.g. BACKUP_SET="1119083740107", BACKUP_SET="FileBackupSet-1” or
BACKUP_SET="ALL”

© BACKUP_DEST —this is the name of the destination where the backup set was stored. There
are two (2) ways to specify the destination; by using the destination name or destination ID.
If the destination name is not in English, use the DestinationID. You can leave this blank if
you only have one (1) backup destination. This will be disregarded if BACKUP_SET="ALL".

e.g. DESTINATION="1119083740107” or DESTINATION="Destination-1"

© CRC_MODE - you can set here if you want to run cyclic redundancy check while doing the
data integrity check. There are two (2) options available: ENABLE-CRC or DISABLE-CRC

e.g. CRC_MODE="DISABLE-CRC” or CRC_MODE="ENABLE-CRC”

# cd /usr/local/cbp/bin
# vi RunDatalIntegrityCheck.sh

#!/bin/sh
#HEHHHF S H A H A FH S HHHHE RunDataIntegrityCheck.sh
igsaasdsssaassiaaaaad s

# You can use this shell script to run any of your backup sets from

the #

# command line. Just customize the "User Defined Section" below with
your #

# values for your backup action.

#

iz E LTS EE LSRR TR EEEEEEEE R R LR LR XL
EE R L L X

#HFRHFF A AR A S FFEHHFFE START: User Defined Section
igssasdssssaaadisssaaddddi

b omm o SETTING HOME (Optional) ---—--—--—--—————-

| Directory to your setting home.

#
\
# | Default to ${HOME}/.cbp when not set.
\
# | e.g. SETTING HOME="${HOME}/.cbp"

\
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oo BACKUP SET ———————————————————————
| The name or ID of the backup set that you want to run.
| If backup set name is not in English, please use ID instead.

| e.g. BACKUP SET="1119083740107"

| or BACKUP SET="FileBackupSet-1"
| i.e. BACKUP_SET="ALL"

#

!

#

{

#

{

#

!

# | You can use "ALL" to run data integrity check for all backup sets.
{

#

!

#

{

# | You can leave this parameter blank if you have only 1 backup set.
{
#

oo BACKUP DEST ——-——————————————
# | The name or ID of the backup destination that you want to run.

[

# | If backup destination name is not in English, please use ID
instead. [

# | e.g. BACKUP DEST="1740107119083"

!

# | or BACKUP DEST="Destination-1"

[

# | You can use "ALL" to run data integrity check for all
destinations. |

# | i.e. BACKUP_ DEST="ALL"

[

# |

[

# | You can leave this parameter blank if you have only 1 destination.
!

# | Remark: This option is ignored if BACKUP_ SET="ALL"

[

# ____________________________________________________________________

fomm o CRC_MODE ——=—=—=——————————— o=

# | You can run Cyclic Redundancy Check (CRC) during data integrity
check |
# | Options available: ENABLE-CRC/DISABLE-CRC

| i.e. CRC_MODE="ENABLE-CRC"

{
#
{
# | or CRC MODE="DISABLE-CRC"
{
#

CRC MODE="DISABLE-CRC"
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HhAHHH AR A S H SR H 4444 END: User Defined Section
FHEFHFE SRR F A A AR

HHAAAFE AR A A A A A R

AR

# SCRIZPT US A GE

#

HHAFAFE AR A A A A R R
AR

# Input Arguments will overwrite the above settings
# defined in 'User Defined Section'.
if [ $# -ge 1 ]; then

if [ -n "$1" ]; then
BACKUP_SET="$1"
fi
fi

FHEFAF AR A R A R A R A R R R R

FHEFHEEEHS

# RETRTIEVE A PP HOME PATH

#

A AFE A AR AR A A A A R R
FHEFHEEEHS

EXE DIR='pwd’

SCRIPT HOME='dirname "S$0"°

cd "$SCRIPT HOME"

APP BIN=pwd’

APP HOME='dirname "$APP BIN"®

FHEFHEH R AR AR R R R R R R R R R R R R R
S s s s L L

# RETRIEVE JAVA HOME PATH

#

FHEFHEH AR AR R A R R R
S s s s L L

if [ "Darwin" = “uname’ ]; then
JAVA HOME="/System/Library/Frameworks/JavaVM. framework/Home"
fi

if [ ! -x "SAPP HOME/jvm" ];
then
echo "'SAPP HOME/jvm' does not exist!"
if [ ! -n "SJAVA HOME" ]; then
echo "Please set JAVA HOME!"
exit O
else
ln -sf "$JAVA HOME" "S$APP HOME/jvm"
if [ ! -x "SAPP HOME/jvm" 1;
then
echo "Please create symbolic link for '$SJAVA HOME' to
'"$SAPP HOME/jvm'"
exit O
else
echo "Created JAVA HOME symbolic link at 'S$SAPP HOME/jvm'"
fi
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fi

JAVA HOME="$APP HOME/Jjvm"
JAVA EXE="S$JAVA HOME/bin/java"

# Verify the JAVA EXE whether it can be executed or not.

if [ ! -x "${JAVA_EXE}" 1
then
echo "The Java Executable file \"${JAVA EXE}\" cannot be executed.
Exit \"" 'basename "$0" "\" now."
exit 1
fi

# Verify the JAVA EXE whether it is a valid JAVA Executable or not.
STRING JAVA VERSION="java version,openjdk version"

OUTPUT_ JAVA VERSION=""${JAVA EXE}" -version 2>&1°

OUTPUT_JVM SUPPORT=0

BACKUP IFS=SIFS

IFS=","
for word in $STRING_JAVA_VERSION; do
if [ “echo "${OUTPUT JAVA VERSION}" | grep "${word}" | grep -cv
"grep ${word}l" -le 0 ]
then
#echo "The Java Executable \"${JAVA EXE}\" is not a valid Java
Executable. Exit \"" 'basename "S$0" "\" now."
continue;
else
OUTPUT_JVM_SUPPORT=1
break;
fi
done

IFS=SBACKUP_ IFS
if [ $SOUTPUT JVM SUPPORT -eq 0 ]

then

echo "The Java Executable \"S${JAVA EXE}\" is not a valid Java
Executable. Exit \"" 'basename "S$0" '"\" now."

exit 1
fi

HHEFAFE A AA AR A AR R R AR R AR R A R R R R

R E L EE L

# EXECUTTION J AV A PROPERTTIES

#

s LTSS EE AL LS EEEEEEEEEEEEEEEEEEEEEEEEEEEEEE
R E L EE L

# Set LD LIBRARY PATH for Lotus Notes on Linux

if [ "Linux" = “uname’ ];

then

NOTES PROGRAM='cat "$APP HOME/bin/notesenv"’
LD _LIBRARY PATH="$APP HOME/bin:$NOTES PROGRAM:$LD LIBRARY PATH"
export NOTES PROGRAM
else
LDiLIBRARYiPATH="$APP7HOME/bin:$LD7LIBRARY7PATH"
fi

DEP LIB PATH="X64"
case "“uname -m " in
i[3-6]186)
DEP LIB PATH="X86"

esac
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LD _LIBRARY PATH="${APP BIN}/${DEP_LIB PATH}":".":"${LD LIBRARY PATH}"

SHLIB PATH="$LD LIBRARY PATH"
export LD LIBRARY PATH SHLIB PATH

HHAAAFE AR A A A A A R

AR

# J AV A EXECUTTION

#

HHAFAFE AR A A A A R R
AR

# Change to APP BIN for JAVA execution
cd "${APP BIN}"

# Reference path will be used to avoid empty space in the parent
directory

LIB_HOME=.

JAVA OPTS="-Xrs -Xmsl28m -Xmx768m -XX:MaxDirectMemorySize=512m -client
-Dsun.nio.PageAlignDirectMemory=true"

JNI PATH="-Djava.library.path=$LIB HOME"
CLASSPATH="$LIB_HOME:$LIB_HOME/cb.jar"

MAIN CLASS=RunDatalIntegrityCheck

echo "-"

echo "Using APP_HOME : $APP_HOME"
echo "Using SETTING_HOME : $SETTING_HOME"
echo "Using JAVA_HOME : $JAVA HOME"
echo "Using JAVA_EXE : SJAVA EXE"
echo "Using JAVA OPTS : SJAVA OPTS"
echo "Using JNI_PATH : $JINI_PATH"
echo "Using CLASSPATH : SCLASSPATH"
echo "-"

echo "Running data integrity check for backup set - '$BACKUP_ SET',
destination - '$BACKUP DEST' ..."

# API Arguments: RunDatalIntegrityCheck [APP HOME] [SETTING HOME]
[BACKUP_SET] [BACKUP_DEST] [CRC_MODE]

# Do not include double-quote for java options, jni path, classpath
and

# main class.

# Only apply double-quote for path to java executable and execution
arguments

"${JAVA_EXE}" $JNI_PATH -cp SCLASSPATH $JAVA_OPTS $MAIN_CLASS
"${APP HOME}" "${SETTING HOME}" "${BACKUP SET}" "${BACKUP DEST}"
"${CRC_MODE}"

FHEFHFA A AR A R R A R R A R R R R R R R R R R

FHEFHHFHHH

# RESET A ND EXIT

#

ixa st s s EEEEEsEEE T EEEEEEEEEEEEEEEEEEEEE LT
FHEFHHFHHH

cd "${EXE_DIR}"
exit O
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Appendix F:

Example Scenarios for Restore Filter

Example No.1: Restore filter setting from /root/Documents with filter type Contains

Location:

‘ /root/Documents

Search subfolders: ‘ True

Kind: Files and Directories

Type: Contains

Pattern: Set

Match Case: True

Follow the step-by-step procedure indicated on Restore Filter.

Search

Look in
/root/Documents
| Search subfolders

Kind Type Pattern

Files and Directories W || contains W || Set

Name In Folder Size

Items per page | 50 v

www.cloudbacko.com

| [¥] Match case

Change

Date modified

Page |- W™

[=]
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]

Search

Look in
/root/Documents Change

V| Search subfolders

Kind Type Pattern
Files and Directories W™ || contains W || Set V| Match case
=
Searching ... Stop
Name In Folder Size Date modified
Items per page |50 W Page - W

Search

Look in
/root/Documents Change

V| Search subfolders

Kind Type Pattern
Files and Directories W || contains Vv | Set V| Match case
Search
Name In Folder Size Date modified

O [} BackupSet_2015.docx Iroov/Documents 14KB 10/07/2018 17:24
0 [) BackupSet_2016.docx /root/Documents 14KB  10/07/2018 17:24
(]} D BackupSet_2017.docx /root/Documents 14KB 10/07/2018 17:24
O [} BackupSet_2018.docx Jroot/Documents 14KB  10/07/2018 17:24
O [} BackupSet_2019.docx Iroot/Documents 14KB  10/07/2018 17:24
Items per page |50 W Page [1/1 &

Explanation:

All files and directories under \root\Documents that has the pattern that contains with ‘Set’ with match
case set to true will be included upon performing search.

As you can see on the screen shot above, the result panel contains the Name of the file or directory,
Directory which are indicated In-Folder column, Size, and Date Modified.

The restore filter setting includes the Search subfolder and Match case set to true. Meaning, the filter
will include all available subfolders in \Documents upon searching. And it will strictly search only the
specified pattern and case which starts with ‘Set’.
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Example No.2: Restore filter setting from /root/Documents with filter type Starts With

Location:

Search subfolders:

Kind:

Type:

Pattern:

Match Case:

Follow the step-by-step procedure indicated on Restore Filter.

Search
Look in
[ /root/Documents

| Search subfolders

Kind Type Pattern
| Files only v || starts with W ‘ A
Search

Name In Folder Size

Items per page |50 W

www.cloudbacko.com
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I

Search

Look in
/root/Documents Change

v Search subfolders

Kind Type Pattern
Files only WV ||startswith » || A V| Match case
=]
Searching ... Stop
Name In Folder Size Date modified
items per page |50 W Page |- W

Search

Look in
/root/Documents Change

V| Search subfolders

Kind Type Pattern

Files only Vv ||startswith W || A | Match case

Search
Name In Folder Size Date modified

D AhsayCloudFileBackupSolution_v10.pptx froot/Documents 38KB 18/03/2019 15:06

D AhsayCloudFileBackupSolution_v7.pptx /root/Documents 38 KB 18/03/2019 15:06 &l
D AhsayCloudFileBackupSolution_v8.pptx /root/Documents 38 KB 18/03/2019 15:06

D AhsayCloudFileBackupSolution_v9.pptx /root/Documents 38KB 18/03/2019 15:06

D AlertMessageFive.png froot/Documents 2KB 28/02/201912:10 v
D AlertMessageFour.png froot/Documents 2KB 28/02/201912:10

—=
Items per page |50 W Page [ 1/1 w

Explanation:

All files and directories under \root\Documents that has the pattern that starts with ‘A’ with match case
set to true will be included upon performing search.

As you can see on the screen shot above, the result panel contains the Name of the file, Directory
which are indicated In-Folder column, Size, and Date Modified.

The restore filter setting includes the Search subfolder and Match case set to true. Meaning, the filter
will include all available subfolders in \Documents upon searching. And it will strictly search only the
specified pattern and case which starts with ‘A’.
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Example No.3: Restore filter setting from /root/Documents with filter type Ends With

/root/Documents

Location:

Search subfolders: True

Kind: Files and Directories
Type: Ends With

Pattern: g

Match Case: True

Follow the step-by-step procedure indicated on Restore Filter.

Search

Look in

v Iroot/Documents

J Search subfolders

Kind Type Pattern

Files and Directories W ||endswith W || g
Search

Name 7 In Folder 7 Size

Items per page |50 W

www.cloudbacko.com

Change

[v| Match case

Date modified

Page |- W

(o] (o] [30]
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Search

Look in
/root/Documents

V| Search subfolders
Kind

Files and Directories W

CEE——
Searching ...

Name

Items per page |50 W

Type Pattern

endswith W ||g

Stop

In Folder

Size

Change

V| Match case

Date modified

Search

Look in
/root/Documents

V| Search subfolders
Kind

Files and Directories W

Search

Name
D AlertMessageFive.png
D AlertMessageFour.png
D AlertMessageOne.png
[ AlertMessageThree.png
[ AlertMessageTwo.png

Items per page | 50 v

Type Pattern

endswith w ||g

In Folder Size
/rootDocuments
/root/Documents
/root/Documents
Iroot/Documents
/root/Documents

2KB
2KB
2KB
2KB
2KB

Change

V| Match case

Date modified
28/02/2019 12:10
28/02/201912:10
28/02/201912:10
28/02/201912:10
28/02/2019 12:10

Page | 1/1 W

Explanation:

All files and directories under \root\Documents that has the pattern that ends with ‘g’ with match case

set to true will be included upon performing search.

As you can see on the screen shot above, the result panel contains the Name of the files and

directories, Directory which are indicated In-Folder column, Size, and Date Modified.

The restore filter setting includes the Search subfolder and Match case set to true. Meaning, the filter
will include all available subfolders in \Documents upon searching. And it will strictly search only the
specified pattern and case which starts with ‘g’.
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Example No.4: Restore filter setting from /root/Documents with filter type Exact

Location: /root/Documents

Search subfolders: True

Kind: Files and Directories

Type: Exact

Pattern: SpreadSheet_x_152.xIsx

Match Case: True

Follow the step-by-step procedure indicated on Restore Filter.

Search
Look in
/root/Documents Change

|v] search subfolders

Kind Type Pattern
: Files and Directories W || exact W || SpreadSheet_x_152.xlsx [v] Match case
Search
Name In Folder Size Date modified
Items per page |50 W Page - W

(o] (oo ] [
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Search
Look in

/root/Documents

V| Search subfolders
Kind

Files and Directories W

]
Searching ...

Name

Items per page |50 W

Type Pattern

exact W || SpreadSheet_x_152.xlsx

Stop

In Folder Size

Change

V| Match case

Date modified

Page |- W

Search

Look in
/root/Documents

V| Search subfolders
Kind

Files and Directories W

Search

Name
O [} SpreadSheet_x_152.xIsx

items per page |50 W

Type Pattern

exact W || SpreadSheet_x_152.xIsx

In Folder Size
/root/Documents

23KB

Change

V| Match case

Date modified
18/03/2019 15:11

Page |1/1 W

Explanation:

All files and directories under \root\Documents that has the pattern that has the exact pattern

‘SpreadSheet_x_152.xIsx’ with match case set to true will be included upon performing search.

As you can see on the screen shot above, the result panel contains the Name of the files and

directories, Directory which are indicated In-Folder column, Size, and Date Modified.

The restore filter setting includes the Search subfolder and Match case set to true. Meaning, the filter
will include all available subfolders in \Documents upon searching. And it will strictly search only the
specified pattern and case which starts with ‘SpreadSheet_x_152.xIsx’.
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Appendix G: Pre-installation Check

Follow the instructions below to perform a pre-installation check to verify if there is a pre-existing version
remaining or was not uninstalled properly. Otherwise, CloudBacko Pro may not be installed properly.

|# dpkg -1 |grep cbp

Example:

There’s an existing CloudBacko Pro.

# dpkg -1 |grep cbp
#ii cbp 3.7.0.0
amdo64 CloudBacko Pro

Need to perform uninstall first.

# cd /usr/local/cbp/bin

# dpkg -r cbp

(Reading database ... 200210 files and directories currently
installed.)

Removing cbp (3.7.0.0)

Log Time: Tue May 26 02:50:22 UTC 2020

Verifying current user privilege
Current user has enough privilege to "uninstall".

Uninstall CloudBacko Pro from /usr/local/cbp

Shutting down Scheduler

Wait 5 seconds before Scheduler exits

Kill running CloudBacko Pro

Kill Process by Image Name: /usr/local/cbp/jvm/bin/bJW

Ignore Process by Image Name:

Kill process of PID 3355

Kill Process by Image Name: /usr/local/cbp/jvm/bin/bschdW

Ignore Process by Image Name:

Kill Process by Image Name: /usr/local/cbp/jvm/bin/java

Ignore Process by Image Name:

Removing Scheduler script cbpscheduler from service

Uninstall Service for NIX type OS

Using init script path /etc/init.d

Using run level script path /etc

Removing symbolic link from run levels

Removing script file cbpscheduler from /etc/init.d

Remove shortcut /usr/share/applications/cbp.desktop

Remove shortcut /root/Desktop/cbp.desktop

CloudBacko Pro uninstall procedure is complete!

It is now safe to remove files from /usr/local/cbp
Remove files in /usr/local/cbp

Remove files and or folder from /usr/local/cbp

# cd /usr/local/
# rm -fr cbp
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Appendix H: Exclude Filter System Files
If root is selected, all files and/or folders located in /root is recommended to include these folders to
exclude from the backup source using the Exclude Filter.

/root/.cache

/root/.bash_history

/root/.bashrc

/root/.cbp

Backup Source

Select the files and folders that you want to backup

| g root

Filter

Apply filters to the backup source

off [ |

| would like to choose the files to backup

Name A

Filter-System Flles

For each of the matched files/folders under top directory
Include them
®) Exclude them

Include all unmatched files/folders

Match file/folder names by
®) Simple comparison | contains W

Regular expression (UNIX-style)

Existing patterns to match

.cache

X X X X

Delete this backup filter
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Match file/folder names by

®) Simple comparison | contains v

Regular expression (UNIX-style)

Existing patterns to match

>
.bash_history
Jbashrc
T

Add

X X X X

Apply this filter to all files/folders in
All hard disk drives
@) This folder only

/root Change

Apply to
File |v Folder

Delete this backup filter
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Appendix I How to apply alicense key to a CloudBacko Pro
installation with an expired trial license?

1. Open CloudBacko Pro and click on Change License Key.

A Your trial period has expired. To continue using CloudBacko Pro, please buy a full

version, or import license file.

Change License Key Import the license file (activation.olr) Buy full version

2. Enter your new license key and click OK to continue.

Enter a valid License Key

www.cloudbacko.com 277



Cloudbdacko.

3. Once the new license key has been verified, click Next to continue.

Enter a valid License Key

« License key verified successfully

An activation file will be sent to the email address registered during the license purchase
immediately containing the license activation file.

4. Copy the “activation.olr” file to the CloudBacko machine. Click Browse to locate the
“activation.olr” file and click Import to continue.

Check " @4 .com" for an email titled "CloudBacko License Info" and import the
attached License File to here

/root/Downloads/activation.olr Browse
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5. Your new license key has now been successfully imported to your CloudBacko Pro
installation and is ready to use.

Check """ & @ d.com" for an email titled "CloudBacko License Info" and import the
attached License File to here

+ License key imported successfully
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Appendix J: Where to find the CloudBacko Pro purchase license
key?

1. Your CloudBacko Pro purchase license key is shown in the Settings > License page. For
security reasons the CloudBacko Pro license key is only partially displayed on the application.

License Key bermms03- -4 M- Arae_drbstssssiie
Proxy
Mode Online
Email Report Version CloudBacko™ Pro v5 Full Version
Installations Item Allowed Used
(This computer)
CloudBacko Pro software 2 1il)
h Cloud File Backup Module 0 0 (0}
A nti ion IBM Lotus Domino Backup Module 1] 00y
uthenticatio IBM Lotus Notes Backup Module 0 00y
. Microsoft Exchange Server Backu... 0 0 {0}y
Maobile Backup Microsoft SQL Server Backup Mod... 0 0(0)
Microsoft Hyper-V Backup Module 0 00y
Microsoft Windows System Backu... 0 0 {0}y
MySQL / MariaDB Backup Module 0 00y
Office 365 Backup Module 0 00y
Oracle Database Server Backup M.. 0 0 {0}
VMware Backup Module 0 0 (0)

2. You can verify the license key displayed is our purchase key by comparing it with the details of
the license key and receipt no. in CloudBacko Pro under the Report > Purchase page. It is
recommended to print a copy of the receipt for your records (If there is no purchase record then
current license key is an evaluation key).

~
Re pOrt Purchase Report
Select a purchase date
Backup 2021-12-02 16:58 v Go
Restore Cloudbacko.
Usage CloudBacko Corporation
28/F, Ford Glory Plaza, No.37 Wing Hong Street, Lai Chi Kok,
Kowloon
Purchase Hong Kong
OFFICIAL RECEIPT
Thank you for your payment. Your transaction has been completed. Below are the
details of your purchase. Your order is charged in US Dollar (USS). A copy of this
receipt has been sent to your email masisamm@gmail.com
| License Key : bcuss03-%g -4 Jp9-**+*_+r¥wssirsss+ (Online)
| Receipt Number : CC-97832 Contact Person : M sy s
Paid Date : 2021-12-02 Email : s @gmail.com
Payment Method : DIS Address Valero Street, Makati
City, Philippines
Description Unit Price Qty. Amount
1. CloudBacko™ Pro Basic US$99.00 1 US$99
Software v
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3. The remaining part of the license key is email to you along with your official receipt at the time
of purchase.

Please print a copy of the receipt and keep it in a safe place along with a copy of the invoice.
In case you have to re-install CloudBacko Pro on another machine.

Cloudbacko.

CloudBacko Corporation

28/F, Ford Glory Plaza, No.37 Wing Hong Street,
Lai Chi Kok, Kowloon, Hong Kong

Thank you for your payment. Your transaction has been complsted. Below are the details of your purchase. Your
order is charged in US Dollar (US$). A copy of this receipt has been sent to your email | = & {@gmail.com

QFFICIAL RECEIPT

| License Key: R _for_R g 1-c8l ed (Onlineg) I
I Receipt Number: CC-97832 I Contact Person: acom

Paid Date: 2021-12-02 Email: @gmail.com
Payment Method: Company Name:

Address: Valero Street, Makati

City, Philippines
WVAT:
Description Unit Price Qty Amount

1. CloudBacko™ Pro Basic Software US$99.00 1 Us$99
2 Fully covered coupon Less US$99

Total : US$D
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Appendix K: Different Date, Time, and Time zone with
CloudBacko Pro machine and mobile device

1. Check the date, time, and time zone in mobile device.

Example: Time zone settings of a mobile device used in the Philippines (time zone

GMT+08:00).

e

Date & time

Use network-provided time

Date
April 7, 2021

Time
11:08 AM

Use network-provided time zone

Use the time provided by the carrier
network

Select time zone
Philippine Standard Time

2. Check the date, time, and time zone in CloudBacko Pro machine.

Example: Time zone settings of a Linux machine used in the Philippines (time zone
UTC+08:00). However, the set time zone in the CloudBacko Lite machine is set incorrectly in

(Asia/Tokyo) JST+09:00.

[root@centos73 ~]# timedatectl
Local time: Wed 2021-04-07 11:00:10 JST
Universal time: Wed 2021-04-07 03:00:10 UTC
RTC time: Wed 2021-04-07 03:00:58
Time zone: Asia/Tokyo (JST, +0900)
NTP enabled: no
NTP synchronized: no RTC in local TZ: no

DST active: n/a

3. Stop the scheduler service.

[root@centos73 binl# sh StopScheduler.sh
[root@centos73 binl# ps -ef|grep java

root 8673 8612 0 11:06 pts/0 00:00:00 grep --color=auto java

4. Change the time zone in CloudBacko Pro, follow the command in red.

[root@centos73 ~]# timedatectl set-timezone Asia/Manila
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5. Check the changed timezone in CloudBacko Pro, follow the command in red:

[root@centos73 ~]#
Local time:

Universal time:

RTC time:

Time zone:

NTP enabled:

NTP synchronized:
DST active:

timedatectl

Wed 2021-04-07 11:10:15 +08
Wed 2021-04-07 03:10:15 UTC
Wed 2021-04-07 03:10:28
Asia/Manila (+08, +0800)
no
no RTC in local TZ: no

n/a

6. Start the scheduler service.

[root@centos73 bin]l# sh Scheduler.sh
[root@centos73 binl# ps -ef|grep java

root 8709 1 99 11:06 pts/0 00:00:03
/usr/local/cbp/jvm/bin/bschdW -Xmsl28m -Xmx768m -
Dsun.nio.PageAlignDirectMemory=true -Djava.library.path=.:./LinX64 -cp
.:./cbs.jar cbs /usr/local/cbp

root 8730 8612 0 11:06 pts/0 00:00:00 grep --color=auto java
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Appendix L: Example Registration of Time-base One-time
Password (TOTP) Authenticator app in CloudBacko
app

The following are examples of how to register a TOTP authenticator app in the CloudBacko app.

Microsoft Authenticator app

1. Download and install the Microsoft Authenticator from the Play Store for Android devices or the
App Store for iOS devices.

< Q

~ Microsoft
v Authenticator

Microsoft Corporation

47% 10M+
347K reviews 25 MB Rated for 3+ @ Download
Install

Sy goodbye
o passwords

2. Launch the Microsoft Authenticator app.

7\

O

3. Tap Add account.

A

Authenticator H

&=

Let's add your first account!

For further assistance, see the Help
section in the menu.

Already have a backup?
Sign in to your recovery account.

Begin recovery
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4. Select Other account (Google, Facebook, etc.).

What kind of account are you adding?

=- Personal account @

=. Work or school account @
) @

Other account (Google, Facebook, etc.

5. Allow permission to take pictures and record video.

Allow Authenticator
to take pictures and

record video?

DENY  ALLOW
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6. Setup the account. Select from the following methods: Scan the QR code or Enter a setup key.
Method 1: Scan the QR code
i. Scan the QR code on CloudBacko Pro.

& Add account

Your account provider will display a QR code.

OR ENTER CODE MANUALLY

ii. Account is successfully added to Microsoft Authenticator and registered the
mobile device on CloudBacko Pro.

Authenticator :

@ CloudBacko+Pro S
localhost.localdomain+(Linux+CentOS+8.

()] &P =i @

Authenticator  Passwords Payments Addresses

Method 2: Enter Code Manually
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i. Tap OR ENTER CODE MANUALLY.

& Add account

Your account provider will display a QR code.

OR ENTER CODE MANUALLY

ii. Enter the account name and the key which is the Secret Key that is provided by
CloudBacko Pro then tap FINISH.

CloudBacko

4AMRP6TMVKVXL3HKP

FINISH

iii. Account is successfully added to Microsoft Authenticator.

Authenticator

g CloudBacko
CloudBacko

N
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iv. In CloudBacko Pro, enter the display name and one-time password generated by
the Microsoft Authenticator app.

C\oudBacku

ad on the

& App Store

App Download and Device Pairing

Please scan the QR code to get the below Mobile App from App Store. Once installed the Mobile App, launch it
and scan the same QR code to complete the device registration.

GETITON

* Google Play

SecretKey: 4MRP 6TMV KVXL 3HKP

Enter one-time passcode generated from authenticator app

(00:00:08)

Display name: | CloudBacko

£

7. Mobile device is successfully registered on CloudBacko Pro.

Settings

Proxy

Email Report
Software Update
License

Authentication

Mobile Backup

www.cloudbacko.com

Password Lock

Require password to unlock CloudBacko Pro during startup

off | I

Two-Factor Authentication
Require Authenticator App to sign in your account during startup
on = |

Registered Mobile Device(s)

P CloudBacko
Add

Last Successful Login

Time: 09/12/2021 17:30 (HKT)
Mobile Device: Galaxy ATO
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