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1 Overview

1.1 What is this software?

CloudBacko brings you specialized client backup software, namely CloudBacko Pro, to provide
a comprehensive backup solution for protecting the following applications:

File
Cloud File

MySQL

© 0 0o ©

Microsoft 365 Exchange Online Mailbox
© VMware

It also supports a wide variety of backup destinations, which are the following:

© Local hard drive / USB drive / Network share © Google Drive

O 1&1I0ONOS © Microsoft Azure

© Alibaba Cloud (Aliyun) © Microsoft OneDrive

© Amazon S3 © Microsoft OneDrive for Business
© S3-Compatible Cloud Storage © OpenStack

© BackBlaze B2 © Rackspace Cloud File
© CenturylLink © S3ForMe

© CTYun © Scality

© DreamHost's DreamObjects © Wasabi

© Dropbox © Zadara

© |BM Cloud Object Storage O FTP

© Google Cloud Storage © SFTP

www.cloudbacko.com 1
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1.2 System Architecture

Below is the system architecture diagram illustrating the major elements involved in the backup
process among the backup machine CloudBacko Pro and CloudBacko app (mobile client).

Cloud Destination

Internet

individual data block size of 32 or 64MB

A

I Data are compressed, encrypted, and divided into

Backup and Restore from CloudBacko Pro to Cloud Destination

_——

D)

= E D
)
é ? Mabile Backup Local
Server (MBS) Destination
1| Photos, videos,

documents and/or 2FA ‘

accounts are storedin

=" || their ORIGINAL CloudBacko Pro
| unencrypted format Machine
1 BackupandRestore

from CloudBackoapp
¥ to CloudBackoPro

CloudBacko app
(Backup Source)

www.cloudbacko.com 2
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1.3 Mobile Backup Server (MBS)

The Mobile Backup Server (MBS) will be utilized to handle mobile backup and restore of
CloudBacko app. It is an integral part of CloudBacko Pro, which is located in the “mbs” folder
inside the CloudBacko Pro folder.

System Diagram

The Mobile Backup Server (MBS) will be activated automatically when a mobile device installed
with the CloudBacko app is successfully registered for mobile backup with CloudBacko Pro.
Afterwards, it will be automatically restarted whenever the CloudBacko pro services is restarted
or when the CloudBacko Pro machine is rebooted or powered on. The MBS will be deactivated
when all mobile devices have deregistered from the mobile backup settings and the
CloudBacko Pro services is restarted.

The MBS will use the following port ranges for the request of CloudBacko app:

© TCP Port: 50000 to 50099
© UDP Port: 50200 to 50299
© Protocol: Http

The default TCP and UDP ports are 50000 and 50200, if these ports are already in use by other
applications or services, then the MBS will automatically acquire another port.

The actual TCP and UDP port can be seen on the CloudBacko Pro when pairing a mobile
device for mobile backup.

Please scan the QR code to get the below Mobile App from App Store. Once installed the Mobile App,
launch it and scan the same QR code to complete the device registration.

& Mobile Backup (Add new device for backup without migration)

# Download on the GETITON
@& App Store P Google Play

Prerequisites

- Please use the latest Mobile App version

- Please make sure below 2 ports are not blocked by any Firewall
settings

TCP Port: 50000

UDP Port: 50200

Photos, videos, documents and 2FA accounts are either from mobile device’s internal memory
or SD Card. These are selected as backup source using the CloudBacko app and are backed
up to the local destination on the CloudBacko Pro machine, that can be a Hard Drive, Flash
Drive, and/or Network Drive in their ORIGINAL format unencrypted. For Android, photos and
videos will retain all EXIF. While for iOS, photos and videos will retain most of the EXIF including
capture date, location, and lens.

www.cloudbacko.com 3
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If storage of photos, videos, documents and 2FA accounts to a cloud destination is required,
then this can be done using CloudBacko Pro to perform a secondary backup and restore of the
photos, videos, documents and 2FA accounts on the local drive to the cloud.

(o] g
ae
E:’D Local Destination on CloudBacko Pro

Mobile Backup Server Local
(MBS) Destination

%backup_destination%\%device_name%\%backupset_id%\blocks\
YYYY-MM-DD-hh-mm-ss\0

< Local Disk (0 EXAMPLE:
Bacp D:\Backup\Redmi\1601369369222\blocks\2020-09-29-16-50-24\0

ASUS_XDOID
Redm -
veorseaaz2

. S
CloudBacko Pro Machine blocks — iPg
o 5 =] 00000ajpg

2020-09-29-16-50-24

g =] 00000bjpg
] 00000cjpg

HTTP Port: 50000 to 50099
UDP Port: 50200 to 50299
Protocol: Http

= C] Q nal shan

A temal shared storage > DCIM AlertMessaged001.jpg
. —
Camera -
. AlertMessage0002 jpg
Internal Memory Screenshots
° "n AlertMessage0D03.jpg
Test Images
= ® 2 SD card > DCIM > Camera
2 ﬂ‘_“ SD card > DCIM — m AlertMessage0001.jpg
CloudBacko app s "
Camera
(Backup Source) SD Card ‘ [ s
ﬁ AlertMessage0003 jpg
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To backup and restore photos, videos, documents and/or 2FA accounts from CloudBacko app
to CloudBacko Pro and Cloud Destinations, is a two-step process.

1st: Backup of photos, videos, documents and/or 2FA accounts from CloudBacko app to
CloudBacko Pro local destination.

2"d: Create a File backup set using CloudBacko Pro, using the local backup destination as the
backup source, and then backup this backup set to the cloud destination.

mazon

web services

B

OneDnve

for Business

Cloud Destination

Internet

Data are compressed, encrypted, and divided into individual data block size of 32 or 64MB

Backup and Restore from CloudBacko Pro to Cloud Destination

Local Destination on CloudBacko Pro

Mobile Backup Server Local
Destination

%backup_destination%\%device_name%\%backupset_id%\blocks\
YYYY-MM-DD-hh-mm-ss\0

«- Local Disk (D

EXAMPLE:
D:\Backup\Redmi\1601369369222\blocks\2020-09-29-16-50-24\0

Backup
ASUS_X00ID

1601369369222

CloudBacko Pro Machine

HTTP Port: 50000 to 50099
UDP Port: 50200 to 50299
Protocol: Http

2020-09-29-16-50-24
0

%] 000000jpg
&] 000002jpg
&) 00000bjpg

&] 00000cjpg

prem— B Aerthessage0001 jpg
=
—|(¥s]—
—
* i Comue B AlertMessage0002 jpg
oo \
Internal Memory Screenshots :
B AlertMessage0003 jpg
Test Images
= SD card * DCIM ~ Camera
—_—
5 AlertMessage0001
— ™ — lertMessage irg
CloudBacko app ﬂ ﬁ .
(Backup Source) SD Card Gamama @ AertMessage0002)pg
B AlertMessage0003 jpg
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1.4

Two-Factor Authentication

The two-factor authentication implemented on CloudBacko Pro include support for TOTP
(Time-based One-time Password) and Push notification authentication using the CloudBacko
app to provide additional security for the user login process.

Upon initial login, you will have an option to setup your two-factor authentication. You may skip
the setup and do it later. If you continue the setup of two-factor authentication, it will be
automatically enabled for your account. Several mobile devices may be added for
authentication.

For log ins with two-factor authentication enabled, the 2FA method will depend on the
authenticator app registered. You will either accept the login request via push notification in the
CloudBacko app or enter a one-time password generated in the third-party authenticator app
such as Authy, Duo, Google Authenticator, Microsoft Authenticator, LastPass etc.

o
|

CloudBacko Pro

CloudBacko Pro - Password Lock

Two-Fact

Please approv n one of registered Authenticator App.

i Waiting for (00:04:23)

Alternatively, input the one-time passcode generated in your Authenticator App.

Oooggg -

CloudBacko Pro— Two-Factor Authentication (2FA)

!

(PNS )
CloudBacko

Send Push Notification ‘

CloudBacko app Third-party TOTP
Authenticator App

Accept Authorization Request Input one-time password

Allinstructions are there

www.cloudbacko.com 6
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This illustrates the registration of mobile devices for Two-Factor Authentication.

>

CloudBacko Pro

Cloudiacko ProE

Register mobile device(s)
Go to Setting > Authentication

Require Authenticator App Lo sign in your account during startup
on -1

Registered Mobile Device(s)

m Galaxy A70 W

Add

Two-Factor Authentication

CloudBacko app Third-party TOTP
| Authenticator App
|
Click “Not able to scan QR code? Click
Scan QR code l here to pair with TOTP secret key”

bile A from App Stoee. ONCE instaled the Mobile ADp, Launch 1 and
egstration

Prerequisites

Plaase use the latest Mobile App versian

Require Authenticator App o sign in your account during startup

on B |

Registered Mobile Device(s)

m Galaxy A70
E CloudBacko

ﬂ Microsoft Authenticator

Add

www.cloudbacko.com

CloudBacko app

@ CloudBacko
L R 4o
798 508 ==

Enter

o,
o, Add

® )

% o
LR

2FA
Enter recovery phone number

Choose a country code and enter phone number
Enter verification code sent to phone number

Lenovo (Windows 10)

Enter 2 vaiid phone number, you wil need
this for account recovery.

o -

Verification code.

YXNR - 666029 (04:33)

@ CloudBacko

O rorstirons 0

264 901




Cloudbdacko.

2 Requirements for CloudBacko app

2.1 Backup Software Version Requirement

© Download and install the latest version of CloudBacko Pro.

© Download and install the latest version of CloudBacko app on the Play Store for android
mobile devices and on the App Store for iOS mobile devices.

2.2 Network Connection

Ensure that CloudBacko app is connected to the same local WIFI network with CloudBacko Pro.
Failure to do so will prevent the CloudBacko app from performing backup/restore.

2.3 Android and iOS Version Requirement

© For Android device, Android version must be Android 8 or above.

© For Apple device, iOS version must be 12.0 or above.

www.cloudbacko.com 8
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3 Requirements for CloudBacko Pro on macOS

3.1 Hardware Requirements

Refer to the link below for details of the minimum and recommended requirements for
installing CloudBacko Pro.

CloudBacko Pro: Hardware Requirement

3.2 Supported Platforms
Refer to the following link for details of the operating systems supported by CloudBacko Pro.

CloudBacko Pro: Supported Operating Systems

3.3 Internet Connection

CloudBacko machine must have a fixed internet connection

3.4 SMTP Server
© CloudBacko Pro supports TLS v1.2

© CloudBacko Pro supports SMTP server with or without authentication.

3.5 Firewall Settings

Make sure that your firewall settings allow network traffic through the following domain and/or
ports:

© For CloudBacko Pro to function correctly must allow outbound connections to
*.cloudbacko.com via port 80 and 443.

© For mobile backup inbound / outbound network traffic must be allowed through the
following default ports: HTTP port: 50000 and UDP port: 50200.

The actual ports used may be different, please refer to Chapter 1.3: Mobile Backup
Server (MBS) for more details.

© For CloudBacko app 2FA push natifications, firewall settings must allow outbound
connection to pns.cloudbacko.com via port 80 and 443. Failure to do this will prevent
you from using Push Notification feature for two-factor authentication.

To check if the firewall is correctly configured, go to a browser, and enter
pns.cloudbacko.com, there should be a welcome message to
https://pns.cloudbacko.com. Below is a sample screenshot.

www.cloudbacko.com 9
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Welcome to https://pns.cloudbacko.com

3.6 Full Disk Access Permission

macOS 10.15 or higher "Full Disk Access" permission needs to be granted in,
System Preferences>Security & Privacy>Privacy tab to CloudBacko Pro.

Due to an upgrade in security on macOS 10.15 or higher, additional security settings are
required to allow applications to access the machine. CloudBacko Pro requires "Full Disk
Access" permission to be able to access your files for selection and backup. Also, without "Full
Disk Access" permission, CloudBacko Pro will not be able to restore files to the machine.

General FileVault  Firewall Privacy

! ! Speech Recognition Allow the apps below to access data like Mail,
Messages, Safari, Home, Time Machine backups and
® Accessibility certain administrative settings for all users on this Mac.

- Input Monitoring b CloudBacko Pro

- Full Disk Access

- Files and Folders

Screen Recording

ﬁ- Automation
Advertisi
‘_‘q vertising

m Analytics

Advanced... ?

For more details on how to setup the Full Disk Access permission, please refer to Appendix C:
Setting up Full Disk Access Permission.

3.7 Supported Applications

Refer to the link below for the details of the applications supported by CloudBacko Pro.

CloudBacko Pro: Supported Applications

www.cloudbacko.com 10
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3.8 Supported Microsoft 365 Services and Items

Refer to the link below for the details of the supported Microsoft 365 Services and Items for
CloudBacko Pro.

CloudBacko Pro: Supported Microsoft 365 Services and ltems Microsoft 365 Backup

3.9 Java Heap Size

The default maximum Java heap size setting is 2048M. This value is usually sufficient for most
type of backups, however for backup sets with large number of files and or very large files the
value may need to be increased.

Refer to the link below for the details on how to increase Java Heap Size for CloudBacko Pro.

CloudBacko Pro: How to increase Java Heap Size

3.10 Two-Factor Authentication Requirements

Please refer to the CloudBacko App v1 User Guide for Android and iOS — Chapter 2.4 for details
of the minimum and recommended requirements for using Two-Factor Authentication on
CloudBacko app.

3.11 Mobile Device Requirements

Please refer to the CloudBacko App v1 User Guide for Android and iOS — Chapter 2.5 for details
of the minimum and recommended requirements for installing the CloudBacko app.

www.cloudbacko.com 11
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3.12 Date, Time, and Time Zone for 2FA (TOTP only)

Make sure to check the date, time, and time zone are synced between the CloudBacko Pro
machine and mobile device installed with CloudBacko app before pairing the device for 2FA
(TOTP only) to avoid unsuccessful pairing of devices and/or TOTP authentication failures.
This also applies to third-party TOTP Authenticators.

To check the date, time, and time zone, follow the instructions below. For a different date,
time, and time zone and how to change it, refer to Appendix H: Different Date, Time, and Time
zone with CloudBacko Pro machine and mobile device.

Same Date, Time, and Time Zone with CloudBacko Pro machine and
mobile device

1. Check the date, time, and time zone in mobile device.

Example: Time zone settings of a mobile device used in the Philippines (time zone
GMT+08:00).

“—

Date & time

Use network-provided time

Date
April 8,2021

Time
10:26 AM

Use network-provided time zone
Use the time provided by the carrier
network

Select time zone
Philippine Standard Time

2. Check the date, time, and time zone in CloudBacko Pro machine.

Example: Time zone setting of a macOS machine used in the Philippines (time zone
Asia).

W Time Zone  Clock

Set date and time automatically:

4/ 8/ 2021 10:26:15 AM

Apr 2021 48

12 03
456 7 90
M 12 13 14 15 16 17
18 19 20 21 22 23 24
25 26 27 78 29 30

To set date and time formats, use Language & Region preferences. | Open Language & Region...

www.cloudbacko.com 12
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3.13 Supported macOS Big Sur on Intel and ARM (M1) CPU

Supports macOS Big Sur on both Intel and ARM (M1) CPU. For macOS on ARM (M1) CPU,
Rosetta 2 must be installed. Refer to the link for more details: Apple Support: If you need to
install Rosetta on your Mac

If CloudBacko Pro is installed and run for the first time on macOS 11 or above - ARM M1 CPU
machine, there will be a pop-up to request installation of Rosetta. Click Install to proceed.

NOTE

To open “App Name”, you need to install Rosetta. Do
you want to install it now?

Rosetta enables Intel-based features to run on Apple Silicon Macs.
Reopening applications after installation is required to start using
Rosetta.

Not Now Install

3.14 Limitations

3.14.1

3.14.2

3.14.3

3.14.4

3.14.5

3.14.6

Case-Insensitive File System

For volume with a case-insensitive file system, target file of a symbolic link will be
backed up twice (in both upper case and in lower case), hence, doubling the
backup quota storage requirement.

Continuous Backup

Continuous Backup is only supported on Windows platform.

File Permissions

Backup of file permissions is enabled by default and the setting cannot be
changed.

Installation on Root Drive
CloudBacko Pro must be installed on the root drive of a volume (e.g.
/Applications/...).

Resource Fork Files
Resource fork files cannot be restored with CloudBacko installation on macOS
10.8 above.

Software Update
Automatic software updates are not supported on macOS.

To upgrade CloudBacko Pro, please download the latest version from the
CloudBacko website.

Refer to “Method 2: Upgrade with new CloudBacko installer” in the article for
more details: How to upgrade to CloudBacko backup software

www.cloudbacko.com 13
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4 Get Started with CloudBacko Pro

This quick start guide will walk you through the following six (6) major parts to get you started with using
CloudBacko Pro.

Download and Install
Download and install
CloudBacko Pro on your Mac

Launch the App

Launch CloudBacko Pro

Setup 2FA and/or Mobile Backup

Register mobile device for 2FA and/or
mobile backup (optional)

Create a Backup Set
Create a backup set according to
your preferences

Run Backup Jobs
Run backup jobs to back up data

Restore Data
Restore backed up data to your
system

www.cloudbacko.com 14
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5 Download and Install CloudBacko Pro

5.1 Download CloudBacko Pro

1. In aweb browser, go to the CloudBacko website and click Download.

? Contact Us

C|oud ch ko Solutions+  Features. Recognitions~  Pricingv  Supportv -

NOTE
Screenshot was taken as of 2023-September-13, it may be different in the future.

2. Click the CloudBacko Pro/Lite (One time fee). In the Free Download section, you
may choose the installer by operating system and click on their link to start the
download. In this case, macOS (.dmg). This will download the installer to your machine.

Solutions + Features « Recognitions v Pricing v Support -~ _

CloudBacko Go (Pay as you go) CloudBacko Home/App (Free)
CloudBacko Pro Cloudbacko Lite

Version: 5.5.4.0 5.5.4.0
CloudBacke Pro is a backup software designed for CloudBacko Lite is a backup software designed for
backing up business servers, applications, virtual backing up Windows / Mac PCs and notebooks
machines, cloud data. It is applicable to all add-on Note: CloudBacke does NOT provide any cloud storage space. You
modules need to use your own public cloud storage account for storing your
Description:

Note: CloudBacko does NOT provide any cloud storage space. You need to backup data if you need to backup to cloud.
use your own public cloud storage account for storing your backup data if

you need to backup to cloud

Windows (.exe)
macOS (.dmg)

Free Download:

www.cloudbacko.com 15
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5.2 Install CloudBacko Pro

1. Double-click the icon of the downloaded .tar file. You will see then see a .dmg file.
Double-click this file.

cbp.dmg

2. The CloudBacko Pro window will appear. You will see another file named cbp.pkg.

-

cbp.pkg

3. When the CloudBacko Pro Installer wizard appears, click Continue to proceed.
#® |nstall CloudBacko Pro

Welcome to the CloudBacko Pro Installer

You will be guided through the steps necessary to install this

Introduction
software.

Continue

www.cloudbacko.com
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4. When the Important Information screen appears, read the information and then click
Continue to proceed.

Important Information

1. Please save your work before continuing with the installation.
Introduction 2. Please do not turn off the computer while the installation is in progress.

Read Me

Go Back Continue

5. When the Software License Agreement appears, the agreement content will be displayed
in English by default. If you prefer to read it in a different language, click the dropdown
menu to change the language. After reading the agreement carefully, click Continue to
proceed.

#® |nstall CloudBacko Pro
Software License Agreement

English
Introduction L

Read Me Terms of Use
. 1. All softwares provided by CloudBacko Is on an "as is" basis with no

License warranties of any kind and CloudBacko will not be liable for any
damages of any kind arising from the use.CloudBacko further
disclaims all warranties, express and implied, including without
limitation, any implied warranties of merchantability or fitness for a
particular purpose.
2. CloudBacko grants you a non-exclusive, non-transferable, royalty-
free, limited license to use the binary form of the software provided by
CloudBacko for personal use only. Redistribution of programs owned
by CloudBacko, uniess explicitly granted by CloudBacko , Is strictly
prohibited.
3. All content included on this site, including text, graphics, logos,
button icons, images and software, is the property of CloudBacko or
its content suppliers and is protected by international copyright laws.
All program used on this site is the property of CloudBacko or its
software suppliers and protected by international copyright laws. Any
attempt of reverse engineering, disassembly, or decompilation of
programs, unless it is explicitly permitted, is prohibited by law.
4. CloudBacko may send notices to you via either emalil or regular

Print... Save... Go Back Continue

www.cloudbacko.com 17
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6. The following message will appear in a pop-up window. Click Agree to accept the software
license agreement.
#® |nstall CloudBack
To continue installing the software you must agree to the terms of the
software license agreement.

Click Agree to continue or click Disagree to cancel the installation and quit
the Installer.

Read License Disagree Agree

2. CloudBacko grants you a non-exclusive, non-transferable, royaity-
free, limited license to use the binary form of the software provided by
CloudBacko for personal use only. Redistribution of programs owned
by CloudBacko, unless explicitly granted by CloudBacko , Is strictly
prohibited.

3. All content included on this site, including text, graphics, logos,
button icons, images and software, is the property of CloudBacko or
its content suppliers and is protected by international copyright laws.
All program used on this site is the property of CloudBacko or its
software suppliers and protected by international copyright laws. Any
attempt of reverse engineering, disassembly, or decompilation of
programs, uniess it is explicitly permitted, is prohibited by law.

4, CloudBacko may send notices to you via either emall or regular

Print... Save... Go Back Continue

7. Click Install to start installing CloudBacko Pro to the default location.
® |nstall C

Standard Install on *Untitled"

S b This will take 174.2 MB of space on your computer.

Read Me Click Install to perform a standard installation of this software
for all users of this computer. All users of this computer will

License
be able to use this software.

Destination Select

Installation Type

Go Back Install

www.cloudbacko.com 18
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8. The following message will appear in a pop-up window. Enter your macOS
credentials. Then, click Install Software to proceed with the installation.

Introdu
Read M
License
Destinat

Installa

Installer is trying to install new software.

Enter your password to allow this,

User Name: admin

Password: eesseses

Cancel Install Software

Go Back Install

login

9. You will see the following screen when the installation of CloudBacko Pro is completed.

Introduction

Read Me

License
Destination Select
Installation Type

Installation

Summary

www.cloudbacko.com

® |nstall CloudBack

The installation was completed successfully.

The installation was successful.

The software was installed.
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5.3 CloudBacko Pro Services

The CloudBacko Pro Services is a key component which regulates and controls several
important functions on CloudBacko.

Function Description

Scheduled Backups

Ensures that backup job which are setup to run at a certain
date and or time are started.

Regular License
Checks

Perform daily license checks to update the status of the
license key.

Email Reports

Ensures backup error / warning report, missed backup report,
and report, and storage alert report are sent to the customer
according to the report settings.

Continuous Backups

(Windows platform
only)

Ensures that Continuous backups are run according to the
backup interval.

Reminder

(Windows platform
only)

Ensures that a reminder popup is displayed when the last
time a backup was run exceeded the tolerance period.

Mobile Backup Server
(MBS)

Ensure that registered mobile devices can perform backups
to CloudBacko Pro.

The MBS will be activated when a mobile device is registered
for mobile backup on CloudBacko Pro.

The MBS will be deactivated when all mobile devices have
been deregistered from the mobile backup settings and the
CloudBacko Pro services is restarted.

Therefore, it is very important to ensure the CloudBacko Pro Services is running after,

@  anew CloudBacko installation

@ a CloudBacko software update

@  when the machine rebooted

@  the machine is powered on

@  the machine wakes up from hibernation or standby mode

Otherwise, all of the functions above will stop working.

www.cloudbacko.com
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This option is used to kick automated or scheduled backup jobs.

1. To start, click Go at the top menu bar and select Utilities.
Go Window Help

Enclosing Folder ®1T

£ Recents 0O 8F
M Documents %0
= Desktop 03D
© Downloads 8L
(8t Home O %H

J Computer {%C
@ Network 08K
% iCloud Drive {8l

A Applications 0 %A
N Utilities 02U

Recent Folders B

Go to Folder... i ¢]
Connect to Server... K

Open the Terminal application.

Terminal

3. Use the command highlighted in red to enter the CloudBacko Pro folder.

[admins-Mac:bin admin$ cd /Applications/CloudBacko\ Pro.app/bin
[admins-Mac:bin admin$

4. To check if the CloudBacko Pro Services is running, use the

admins-Mac:~ admin$ ps -eflarep java command. You will see that the CloudBacko
Pro Services is running, highlighted in red.

admins-Mac:~ admin$ ps -ef|grep java

0 5735 1 0 9:05PM ttys000 0:02.07 /Applications/ CloudBacko)\
Pro.app /jvm/bin/ java -Xmsl28m -Xmx2048m -Djava.library.path=.
-cp .:./cbs.jar cbs /Applications / CloudBacko\ Pro.app

501 5741 5705 0 9:05PM ttys000 0:00.00 grep java

www.cloudbacko.com 21
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There are two (2) options to stop and start the CloudBacko Pro Services.

Option 1
O Stop CloudBacko Pro Services

To stop the CloudBacko Pro Services, use the command highlighted in red. If you run this
command for the first time, you will need to enter the login password of your local machine.

To check if the CloudBacko Pro Services has stopped running, use the
admins—Mac:~ admin% ps —ef|grep java command.

admins-Mac:~ admin$ sudo /Applications/CloudBacko)\
Pro.app/bin/StopScheduler. sh

Password:
admins-Mac:~ admin$ ps -efl|grep java

501 5721 5705 0 9:02PM ttys000 0:00.00 grep java

O Start CloudBacko Pro Services

Use the command highlighted in red to start the CloudBacko Pro Services then use the

admins-Mac:~ admin$ ps -eflarep java command. You will see that the CloudBacko
Pro Services is running, highlighted in red.

admins-Mac:~ admin$ sudo /Applications/CloudBacko\ Pro.app
/bin/Scheduler. sh

admins-Mac:~ admin$ ps -ef|grep java

0 5735 1 0 9:05PM ttys000 0:02.07 /Applications/ CloudBacko Pro.app
/jvm/bin/java -Xmsl28m -Xmx768m —-Djava.library.path=. -

cp .:./cbs.jar cbs

/Applications/CloudBacko Pro.app

501 5741 5705 0 9:05PM ttys000 0:00.00 grep java

www.cloudbacko.com 22
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Option 2
© Stop CloudBacko Pro Services

To stop the CloudBacko Pro Services, use the command highlighted in red. Use the

admins-Mac:~ admin$ ps —ef|arep java command to check if the CloudBacko Pro
Services has stopped running.

admins-Mac:~ admin$ sudo launchctl unload -F
/Applications/CloudBacko\ Pro.app/bin/com.cb.scheduler.plist

Password:
admins-Mac:~ admin$ ps —-ef|grep java

0 5735 1 0 9:05PM ttys000 0:02.07 /Applications/CloudBacko Pro.app
/jvm/bin/java -Xmsl28m -Xmx768m —-Djava.library.path=. -

cp .:./cbs.jar cbs

/Applications/CloudBacko Pro.app

501 5741 5705 0 9:05PM ttys000 0:00.00 grep java

© Start CloudBacko Pro Services

Use the command highlighted in red to start the CloudBacko Pro Services then use the
admins—Mac:~ admin% ps —ef|grep java command.

You will see that the CloudBacko Pro Services is running, highlighted in red.

admins-Mac:~ admin$ sudo launchctl load -F /Applications/CloudBacko)\
Pro.app/bin/com.ch.scheduler.plist

Password:
admins-Mac:~ admin$ ps -ef|grep java

0 5805 1 0 9:21PM ?? 0:01.92 /Applications/CloudBacko
Pro.app/jvm/bin/java -

Xms128m -Xmx768m — Djava.class.path=/Applications/CloudBacko Pro.app
/bin:/Applications/CloudBacko Pro.app/bin/cbs.jar -
Djava.library.path=/Appli

cations/CloudBacko Pro.app/bin cbs /Applications/CloudBacko Pro.app
501 5811 5793 0 9:21PM ttys000 0:00.00 grep java
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5.4 RunLevel Symlink Check

During installation, the following symlinks to the CloudBacko Pro Services startup script
[Applications/CloudBacko Pro.app/bin/com.cb.scheduler.plist will be created that allows
the CloudBacko Pro Services to start automatically each time the machine is rebooted or
restarted.

To verify if the symlinks have been created correctly, use the
admins—Mac-5:~ admin% 1s -la /Library/LaunchDaemons/ command. You will see the

symlink, highlighted in red.

admins-Mac:~ admin$ 1s -la /Library/LaunchDaemons/
total 128
drwxr-xr-x+ 8 root wheel 272 Dec 1 14:34 .

lrwxr-xr-x 1 root wheel 59 Dec 1 11:21 com.CloudBacko Pro.scheduler.plist
-> /Applications/CloudBacko Pro.app/bin/com.cb.scheduler.plist

admins-Mac:~ admin$

www.cloudbacko.com 24
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5.5 Mobile Backup Server (MBS) Health Check and CloudBacko

app connection Check

Before starting a backup on your mobile device, check the following first:

1. Check IP address, HTTP port, and UDP port in the “running.txt” file. Go to
/Applications/CloudBacko Pro/mbs.

eCce ) CloudBacko Pro
< E3 E oo oif ZE~ | vy | a £,
Favarites MName ~ Date Modified Size Kind
@ AirDrop B afc.opt May 21, 2018, 9:55 AM 6 KB Document
. b |1 aua Feb 17, 2021, 10:53 AM -- Folder
E All My Files i
@ autoDiscovery.xml Jul 17, 2008, 2:36 PM 70 bytes XML document
& iCloud Drive » [ bin Feb 17, 2021, 10:53 AM -- Folder
?A{ Applications ! ch.opt Feb 17, 2017, 12:08 PM 2 KB Document
|4l config.ini Feb 13, 2021, 11:55 AM 264 bytes  Visual..cument
[ Desktop » [ contents Feb 17, 2021, 10:53 AM -~ Folder
|§3 Documents & custom.xml Feb 13, 2021, 11:56 AM 930 bytes XML document
° Eanmicas home.txt Today, 10:29 AM 18 bytes Plain Text
installer.sh Feb 13, 2021, 11:55 AM 11 KB Terminal scripts
Shared » [ ipc Feb 17, 2021, 10:53 AM -- Folder
lenovo b 8 jvm Feb 17, 2021, 10:53 AM == Folder
> ¥ licenses Feb 11, 2021, 4:28 PM -- Folder
Tags » [ log Feb 17, 2021, 10:53 AM --  Folder
@® Red v [ mbs Today, 10:29 AM -- Folder
< |;| chn.dat Yesterday, 6:00 PM 4 KB DAT file
Orange
B chn.lck Today, 10:08 AM Zero bytes Document
Yellow » I conf Feb 17, 2021, 10:53 AM -~ Folder
& Green Izjl config.ini Feb 17, 2021, 10:53 AM 246 bytes Visual...cument
> M lib Feb 11, 2021, 4:28 PM -- Folder
@ Blue )
» [ logs Today, 10:29 AM -~ Folder
Purple
@ Gray > B temp Aug 26, 2020, 5:51 PM -- Folder
» [ tomcat Feb 17, 2021, 10:53 AM == Folder
PR [ user.dat Today, 10:29 AM 129bytes  DAT file
» || webapps Feb 11, 2021, 4:28 PM -- Folder
> 8 work Yesterday, 3:45 PM -- Folder
b [ util Feb 13, 2021, 11:56 AM -- Folder
version.txt Feb 13, 2021, 10:50 AM 7 bytes Plain Text

If the “running.txt” file does
CloudBacko Pro services

NOTE
not exist then the MBS is not running, restart the

After opening the file it will show the HTTP port, IP address, and UDP port which are in

actual use by the MBS.

{"http-port":"50000","http-addr":

|| running.txt — Locked
Ig192.158.1.133"],"udp—P‘ort":"SEZBB“}

www.cloudbacko.com
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2. Open a command prompt and check if the IP address captured in the running.txt is the
correct IP address of the machine where CloudBacko Pro is installed.

o] & & admin — -bash — B80x47

MacBook-Pro:~ admin$ ifconfig =]
1lo@: flags=B@45<UP,LO0PBACK, RUNNING,MULTICAST> mtu 16384
options=3<RXCSUM, TXCSUM=
inetd ::1 prefixlen 128
inet 127.8.8.1 netmask @xffaopeoa
inett feBB@::1%lo@ prefixlen 64 scopeid Bx1
nd6 options=1<PERFORMNUD=
gif@: flags=BO1@<POINTOPOINT,MULTICAST> mtu 1288
stf@: flags=8<> mtu 1280
enBd: flags=BB63<UP,BROADCAST,SMART, RUNNING,SIMPLEX,MULTICAST> mtu 1588
options=10b=RXCSUM, TXCSUM, VLAN_HWTAGGING , AV=
ether 3c:@7:54:54:86:c5
nd6 options=1<PERFORMNUD=
media: autoselect (none)
status: inactive
fwd: flags=BB63<UP,BROADCAST,SMART, RUNNING, SIMPLEX,MULTICAST> mtu 4878
1laddr ad4:b1:97:ff:fe:eb:b7:48
nd6 options=1<PERFORMNUD=
media: autoselect =full-duplex=
status: inactive
enl: flags=BB63<UP,BROADCAST,SMART,RUNNING,SIMPLEX,MULTICAST> mtu 1588
ether 6B:aB:6d:25:085:8e
ine £RA fiff:fe28:5B8e%enl prefixlen 64 duplicated scopeid @x6

neth R
inet 152.168.1.108 fnetmask @xffffff@@ broadcast 152.16B.1.255

URMNUD, IFDISABLED=>

P
media: autoselect
status: active
en2: flags=963<UP,BROADCAST, SMART, RUNNING, PROMISC,SIMPLEX> mtu 1508
options=68<T504, TSO6=
ether d2:80:1le:bb:74:80
media: autoselect =full-duplex=
status: inactive

3. To verify the actual HTTP port used by MBS, type the command:
MacBook-Pro:i~ admin% netstat —-vanp tcp %| grep S0B88

[ NN & admin — -bash — 107=24

Last login: Wed Mar 17 11:1@:89 on ttys@es =]
-bash: Jetc/profile.d/sm.sh: No such file or directory

-bash: /fetc/profile.d/rvm.sh: MNo such file or directory

MacBook-Pro:~ admin$ netstat -vanp tcp “| grep 50088

Active Internet connections (including servers)

Proto Recv-0 Send-0 Local Address Foreign Address (state) rhiwat shiwat pid epid
tcpd '] @ _127.08.0.1.608050 *. LISTEN 131072 131072 B3 @
tcpdb ] @ *.50088 *, LISTEN 131072 131e72 B3 ‘]
tcpd ] ¥ 102.166.1.108.49340 17.168.166.15.5223 ESTABLISHED 131872 131B6@ 94 ]
tcpd 2] @ 192.168.1.108.40338 17.57.145.5.5223 ESTABLISHED 131072 131868 o4 @
tcpd 2] @ 152.168.1.108.45331 52.223.85.102.80 ESTABLISHED 131872 1048576 B7 2]
tcpd ] @ 192.168.1.108.459320 192.168.1.111.7070 ESTABLISHED 262144 155648 B7 ‘]
tcpd 2} B 127.0.0.1.61850@ * % LISTEN 131072 131872 1} ]
tcpdb 2] @ =*.51e@8 *. % LISTEN 131072 131072 [:1:] a
tcpd 2] @ 127.0.9.1.62050 B LISTEN 131072 131e72 66 @
tcpdb ] B *.52088 *. LISTEN 131872 131e72 13 ‘]
tcpd 2 B *.787@ *. % LISTEN 131872 131872 87 B

4. Make sure that your firewall setting allows network traffic through the following HTTP
and UDP ports to ensure that the communication between your machine and mobile
device is successful, otherwise mobile backup and restore will not work.

5. To perform a health check on the MBS. Open a browser on the CloudBacko Pro
machine and type the IP address, followed by TCP port.

For example: If the HTTP port used is 50000, http://192.168.108:50000 you should get
the following result that shows the “Running” status, which mean the MBS is running.
In the CloudBacko Pro machine

& ® < & 192.168.1.108:50000 < th »

Running
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6. To run a connection test between the mobile device and machine open a browser in
your mobile device and type the IP address, followed by TCP port.
For example: If the HTTP port used is 50000, http://192.168.108:50000 you should get
the following result, which shows “Running” status. Which means the CloudBacko app
can successfully connect to the MBS and both backup and restore can proceed on the
mobile device.

In the mobile device

O A 192.168.1.108:50000 @ :

Running
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6 Start CloudBacko Pro

Several scenarios will be encountered during log in. Log in steps for the different scenarios will be
discussed in this chapter.

© Launch CloudBacko Pro without 2FA

© Launch CloudBacko Pro with 2FA

6.1 Launch CloudBacko Pro without 2FA
To launch to CloudBacko Pro without two-factor authentication follow the steps below:

* |nitial launch skipping two-factor authentication and mobile backup features setup

*  Subsequent logins without 2FA but with password lock

* Subseguent logins without 2FA and password lock

6.1.1 Initial launch skipping two-factor authentication and mobile backup
features setup

When launching the CloudBacko Pro for the first time and skipping the two-factor authentication
feature setup, please follow the steps below:

1. A shortcut icon of CloudBacko Pro will be available on your desktop after installation.
Double-click the icon to launch the application.

D,

CloudBacko Pro

2. The following screen will be displayed. Click Skip Feature Setup.

New CloudBacko App, Free of
Charge!

v\

’
0 2

Backup Your Mobile

Easily backup photos and videos to your < . E
PC or Mac through Wi-Fi. Stop paying : P
for public cloud storage when local

storage is free and MORE secured.

Keep Hackers Off

All hackers delete backup data after
compromising a machine. Use

Two-Factor Authentication (2FA) to i
keep hackers off your backup data and =

turn ransomware harmless. -

Skip Feature Setup
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3. Click Yes in the pop-up message that will be displayed. Otherwise, click No to continue
with the set-up of mobile feature.

Are you sure you want to skip the setup for Mobile feature for now?
= You can go to Settings to configure Mobile feature at anytime.

4. CloudBacko Pro main screen will appear.

Clouddacko Pro root 7] EEEEEN

A [ i

Backup Sets Report About

O S

Restore Utilities

Just click
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6.1.2 Subsequent logins without 2FA but with password lock

For succeeding logins to CloudBacko Pro with password lock and no two-factor authentication,
please follow the steps below:

1. A shortcut icon of CloudBacko Pro will be available on your desktop after installation.
Double click the icon to launch the application.

D,

CloudBacko Pro

2. Enter password. If you forgot your password, click the Forgot password link.

Please enter your password

Forgot password

3. CloudBacko Pro main screen will appear.

Clouddacko Pro root [} RN

A [ i

Backup Sets Report About

2 /’

Restore Utilities

Just click
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6.1.3 Subsequent logins without 2FA and password lock

For succeeding logins to CloudBacko Pro without password lock and two-factor authentication,
please follow the steps below:

1. A shortcut icon of CloudBacko Pro will be available on your desktop after installation.
Double click the icon to launch the application.

D,

CloudBacko Pro

2. CloudBacko Pro main screen will appear.

Clouddacko Pro root | RN

A [ i

Backup Backup Sets Report About

O 3/

Restore Settings Utilities

Just click
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6.2 Launch CloudBacko Pro with 2FA using Android or iOS
mobile device
There are two types of Authenticator that can be used for 2FA:
© CloudBacko app Authenticator
*  Supports two types of authentication:
o Push Notification
o TOTP
* Can be configured to support two 2FA modes:
o Push Notification and TOTP (default mode) or,
o TOTP only
© Third-party TOTP Authenticator
(e.g. Auth, Duo, Google)
To launch to CloudBacko Pro with two-factor authentication follow the steps below:

* |nitial launch setting up two-factor authentication and mobile backup features

* Subsequent logins with 2FA

* Subseguent logins with 2FA and password lock

6.2.1 Initial launch setting up two-factor authentication and mobile backup
features
When launching CloudBacko Pro for the first time and setting up the two-factor authentication
feature, please follow the steps below:

1. A shortcut icon of CloudBacko Pro will be available on your desktop after installation.
Double click the icon to launch the application.

D,

CloudBacko Pro

2. You will have the option to set up your mobile backup. Click Setup Now.

New CloudBacko App, Free of
Charge!

Backup Your Mobile

Easily backup photos and videos to your < \
PC or Mac through Wi-Fi. Stop paying : »
for public cloud storage when local /
storage is free and MORE secured. '

’
[ a8

Keep Hackers Off

All hackers delete backup data after
compromising a machine. Use

Two-Factor Authentication (2FA) to i
keep hackers off your backup data and =
turn ransomware harmless. -

Skip Feature Setup
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If you do not want to set up the mobile feature, click the Skip Feature Setup link. Click Yes
in the pop-up message that will be displayed. Otherwise, click No to continue with the set-
up of mobile feature.

Are you sure you want to skip the setup for Mobile feature for now?
= You can go to Settings to configure Mobile feature at anytime.

. Do not show this message again

3. Download the CloudBacko app from Google Play for an Android device and from App
Store for an iOS device. Click Next.

App Download and Device Pairing

Please scan the QR code to get the below Mobile App from App Store. Once installed the Mobile App,
launch it and scan the same QR code to complete the device registration.

CloudBacko

# Download on the GETITON
@& App Store | P® Google Play

Prerequisites

- Please use the latest Mobile App version

- Please make sure below 2 ports are not blocked by any Firewall
settings

TCP Port: 50000

UDP Port: 50200

Not able to scan QR code? Click here to pair with TOTP secret key

Skip Device Pairing

4. CloudBacko app supports two types of authentication method:

© Push Notification
© TOTP
CloudBacko app can be configured to support two 2FA modes:

© Push Notification and TOTP (default mode) or,
© TOTP only
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Push Notification and TOTP (default mode)

i. Scan the QR code to complete the device registration for two-factor authentication
(Push Notification and TOTP) feature.

App Download and Device Pairing

Please scan the QR code to get the below Mobile App from App Store. Once installed the Mobile App,
launch it and scan the same QR code to complete the device registration.

CloudBacko

Download on the GETITON
@& App Store * Google Play

Prerequisites

- Please use the latest Mobile App version

- Please make sure below 2 ports are not blocked by any Firewall
settings

TCP Port: 50000

UDP Port: 50200

Not able to scan QR code? Click here to pair with TOTP secret key

ii. Inthe CloudBacko app, go to 2FA. Tap the Sl=1N0)s8 e e RTaRZeIV| g o] ol [[ef=1010]g] link

to scan the QR Code on the CloudBacko Pro.

@ CloudBacko

@ CloudBacko

Scan the QR code displayed in your application
(supports two-factor authentication, mobile
device backup etc.)

You have not connected to any
account yet.

Launch your CloudBacko application
on local PC or Mac, go to User
Settings -> Authentication to configure
the two-factor authentication for your
backup account

Scan QR code in your application

- r & =
[&-1} (8] -
Home Backup 2FA More Not able to scan QR code?
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iii. QR Code is detected, tap OK to proceed.

QR Code detected!
Register Galaxy A70 with admins-Mac-5

(Mac 0S X 10.12) ?

CANCEL OK

Device paired successfully.

www.cloudbacko.com

Device paired successfully

You may now configure the device
content e.g Photos, Video, 2FA

Accounts(if registered) to be
included for backup

For first time activation of 2FA,
device needs to pair with a verified
phone number for account recovery.

Click OK to setup now.

LATER OK
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iv.  Once the registration is successful, the following screen will be displayed. You have
now registered your device for two-factor authentication then click OK.

Mobile Setup

You have registered Galaxy A70 for the following feature:
a' Mobile Backup (Add new device for backup without migration)

=
Two-Factor Authentication

You can go to the backup page in Mobile App "CloudBacko" to start Mobile Backup.

v. Inthe CloudBacko app, go to 2FA to enter the phone number for account recovery.

JEIJENter recovery phone number§

® cloudBacko @ CloudBacko

CloudBacko Pro CloudBacko Pro
@ admins-Mac-5 (Mac 0S X 10.12) a @ admins-Mac-5 (Mac 0S8 X 10.12) A
236 462 2

Enter recovery phone number

o ('l

Loloy P ooy —
L o’ & = T o &85 =

Home Backup 2FA More Home Backup 2FA

NOTE
Although push natification and TOTP will still work if the recovery phone number
registration is not completed, it is still strongly recommended to complete step v as you
will not be able to access the CloudBacko Pro if you lose your mobile device which also
means loss of access to backup data.
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Select your country code and enter your phone number then click S{ElleBSIVIS!

verification code.

<

CloudBacko Pro

admins-Mac-5 (Mac 0S X 10.12)

Enter a valid phone number, you will need
this for account recovery.

CloudBacko Pro

admins-Mac-5 (Mac 0S X 10.12)

Enter a valid phone number, you will need
this for account recovery.

+63 v FHEEEETE

Send SMS verification code

Enter the verification code sent to your mobile device.

CloudBacko Pro

admins-Mac-5 (Mac 0S X 10.12)

Enter a valid phone number, you will need
this for account recovery.

+63 ~ NI

[ Resend in 103s )

Verification code

KFMO - 834619 (04:43)

www.cloudbacko.com

Verification success
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Sample verification code.

Verification Code: KFMO-834619

B PM

Successfully verified the phone number for account recovery.

@ CloudBacko @ CloudBacko

@ CloudBacko Pro
admins-Mac-5 (Mac 0S X 10.12)

o (sl
o

Lolol P
e ) o &85 =
Home Backup 2FA !

@ CloudBacko Pro
admins-Mac-5 (Mac 0S X 10.12)

419 897 =0s

o O
oz

i B
Lolc)
B
1l

www.cloudbacko.com

38



Cloudbdacko.

TOTP only

i. Click Not able to scan QR code? Click here to pair with TOTP secret key link to
complete the device registration for two-factor authentication (TOTP only) feature.

App Download and Device Pairing

Please scan the QR code to get the below Mobile App from App Store. Once installed the Mobile App,
launch it and scan the same QR code to complete the device registration.

CloudBacko

Do ad on the GETITON
@& App Store *® Google Play

Prerequisites

- Please use the latest Mobile App version

- Please make sure below 2 ports are not blocked by any Firewall
settings

TCP Port: 50000

UDP Port: 50200

Not able to scan QR code? Click here to pair with TOTP secret key

i. Inthe CloudBacko app, go to 2FA. Tap the [\[e)eElsl=R{eR (o= 10RO) slelelo =¥ link.

@ CloudBacko )
X Connect using Secret Key
Scan the QR code displayed in your application Key in the Secret Key provided by the app

(supports two-factor authentication, mobile

device backup etc.) Username

Secret Key
Cancel
Not able to scan QR code? Scan QR Code
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To see the secret key, click the Show Secret Key link to display the 16-digit
secret key. And enter the display name.

App Download and Device Pairing

Please scan the OR code to get the below Mobile App from App Store. Once installed the Mobile App, launch it and scan
the same QR code to complete the device registration,

CloudBacko

Show Secret Key

Enter one-time passcode generated from authenticator app

Display name: | CloudBacko

Skip Device Pairing

Once Show Secret Key is clicked, it will be displayed.

Secret Key: GNGA NQYV LESS FNHU |

Skip Device Pairing

Enter one-time passcode generated from authenticator app

Display name: | CloudBacko

iii. Enter the Username and Secret Key from CloudBacko Pro then tap Connect then

OK.

Key in the Secret Key provided by the app

CloudBacko

Connect using Secret Key

> CloudBacko &
1 2 3 4 5 6 7 8 9 o
gwer T t y u i o p
a s d f g h j k I
~ zZ X ¢ vV b nm@&
7123 ® v

www.cloudbacko.com

Device paired successfully
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@ CloudBacko

@ CloudBacko Pro
admins-Mac-5 (Mac 0S X 10.12)
p TOTP (Manual input)
" CloudBacko

265 377 5

e (o]

VS s B =
o I ok =

kup 2FA

Enter the one-time passcode from the CloudBacko app.

App Download and Device Pairing

Please scan the OR code to get the below Mobile App from App Store. Once installed the Mobile App, launch it and scan
the same QR code to complete the device registration.

CloudBacko

£ Do on the GETITON
@ App Store P Google Play

Secret Key: GNGA NQYV LESS FNHU

Enter one-time passcode generated from authenticator app

Display name: | CloudBacko

Skip Device Pairing

iv.  Once the registration is successful, the following screen will be displayed. You
have now registered your device for two-factor authentication then click OK.

Mobile Setup

You have registered CloudBacko for the following feature:
Two-Factor Authentication

Mobile Backup feature failed to be configured.

You can go to Settings to configure Mobile Backup feature again.
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The device will now be available under Settings > Authentication > Two-Factor

Authentication.

Settings

Proxy
Email Report
License

Authentication

Mobile Backup

Password Lock
Require password to unlock CloudBacko Pro during startup

off |

Two-Factor Authentication
Require Authenticator App to sign in your account during startup

On (==

Registered Mobile Device(s)
ﬂ CloudBacko
Add

Last Successful Login

No login record

[save ] [cance ] [ e |

NOTE

In case device pairing takes a while, session timeout message will be displayed. Just
click OK to resume with the device pairing.

5. After successful login, the following screen will appear.

Clouddacko Pro

A B

Backup Backup Sets

o D

Restore Settings

Just click

root [} RN

i

Report About

,

Utilities

NOTE

Please refer to the CloudBacko App v1 User Guide for Android and iOS — Appendix

please refer to Appendix E

A: Troubleshooting Login if you are experiencing problems logging into CloudBacko
Pro with Two-Factor Authentication with CloudBacko app.
For instructions on how to register a device using third-party TOTP authenticator

www.cloudbacko.com
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6.2.2 Subsequent logins with 2FA

For subsequent logins to CloudBacko Pro with two-factor authentication, please follow the steps
below:

1. A shortcut icon of CloudBacko Pro will be available on your desktop after installation.
Double click the icon to launch the application.

D,

CloudBacko Pro

2. One of the two authentication methods will be displayed to continue with the login:

© Push Notification and TOTP when using CloudBacko app or,

© TOTP only

© |If CloudBacko app was configured to use Push Noatification and TOTP then there
are two 2FA modes that can be used:

o Push Notification (default mode)

Push notification is the default 2FA mode. Accept the login request on
CloudBacko app to complete the login.

Two-Factor Authentication

Please approve notification request in one of registered Authenticator App.
<" Waiting for response (00:04:35)

Authenticate with one-time password

Example of the login request sent to CloudBacko app.

Authorization Request

Proceed authorization request for
admins-Mac-5 (Mac 0S X 10.12)

REJECT  ACCEPT
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e TOTP

However, if push notification is not working or you prefer to use one-time
password, click the Authenticate with one-time password link, then input the
one-time password generated from CloudBacko app to complete the login.

Two-Factor Authentication

Please approve notification request in one of registered Authenticator App.
"t Waiting for response (00:04:43)

Alternatively, input the one-time passcode generated in your Authenticator App.

5 8 8 6 9 2 | (00:00:06)

Example of the one-time password generated from CloudBacko app to
complete the login.

@ CloudBacko
CloudBacko Pro
@ admins-Mac-5 (Mac 0S X 10.12)
588 692 5

TOTP (Manual input)
CloudBacko

© TOTP only

Enter the one-time password that is generated by the Authenticator App to
proceed with login.

Two-Factor Authentication

Enter one-time passcode generated from authenticator app

8 5 2 8 4 4 | (00:00:11)

Example of the one-time password that is generated in the third-party
Authenticator App, Microsoft Authenticator.
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CloudBacko+Pro
admins-Mac-5+(Mac+0S+X+10.12)

One-time passwords enabled
You can use the one-time password codes
generated by this app to verify your sign-ins

One-time password code

@ 852 844

3. After successful login, the following screen will appear.

Clouddacko Pro root |7} RN

A [ i

Backup Backup Sets Report About

O B ;=

[ ]
Restore Settings Utilities Buy

Just click

NOTE

Please refer to the CloudBacko App v1 User Guide for Android and iOS — Appendix A:
Troubleshooting Login if you are experiencing problems logging into CloudBacko Pro with
Two-Factor Authentication with CloudBacko app.

www.cloudbacko.com
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6.2.3 Subsequent logins with 2FA and password lock

For subsequent logins to CloudBacko Pro with password lock and two-factor authentication,
please follow the steps below:

1. A shortcut icon of CloudBacko Pro will be available on your desktop after installation.
Double click the icon to launch the application.

D,

CloudBacko Pro

2. Enter password.

Please enter your password

Forgot password

3. Follow the instructions in Chapter 6.2.2 to finish logging in with 2FA.
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6.3 Trial Mode

When CloudBacko Pro is downloaded and installed on a machine, these are some key points
to consider:

© Trial Mode

Clouddacko Pro[5] Trial Version admin Y Englsh

& B [0

Backup Backup Sets Report

O B/

Restore Utilities

CloudBacko Pro will start in trial mode. Trial mode will expire after 30 days.
If you want to purchase a license key, please see these chapters:

1. Ch.7.9Buy

2. Ch.7.9.1 Credit Card

3. Ch.7.9.2TT (Telegraphic Transfer)

An existing license key may be applied even if CloudBacko Pro is still in trial. Please
see this chapter, Ch. 7.7.3 License.

www.cloudbacko.com 47



Cloudbdacko.

© Expired Trial Mode

ﬁ Your trial period has expired. To continue using CloudBacko Pro, please buy a full

version, or import license file.

Change License Key Import the license file (activation.olr) Buy full version

If you want to apply license key after Trial mode has expired, please check Appendix
F: How to apply a license key to a CloudBacko Pro installation with an expired trial

license?
© CloudBacko License Key

If you want to find your purchased CloudBacko Pro license key, please check
Appendix G: Where to find the CloudBacko Pro purchase license key?
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7 CloudBacko Pro Overview

Language

Clouddacko Pro 5] admin [ N

M D =

Backup Backup Sets Report About

O [ S oo

Restore Settings Utilities

All instructions are there

CloudBacko Pro main interface has ten (10) icons that can be accessed by the user, namely:

Language
About
Backup
Backup Sets
Report
Restore
Settings
Utilities

Buy

Social Media Icons
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7.1 Language

This option is used to change the language of the CloudBacko Pro interface. The list of the
available languages depends on the backup service provider.

Clouddacko Pro admin P} Ensiish

English

el
Euskara
Catala

Cesky
Dansk
H Nederlands

Backup Backup Sets Report Suomi

Once the language is set, it will reflect on the CloudBacko Pro interface right away.

7.2 About

The About module displays the product version and system information of the machine where
the CloudBacko Pro is installed.

© CloudBacko Pro
Version 5.9.0.0
~

Virtual Machine OpenJDK 64-Bit Server VM Version 25.181-b13

Vendor Oracle Corporation

Live Threads 14 (Current) / 19 (Peak)

Daemon Threads 10

Total Threads Started 31

Heap Size 110,235 kbytes (Current) / 1,864,192 kbytes (Maximum)

Operating System Mac OS X Version 10.15

Architecture x86_64

Number of Processors 4

Committed Virtual M Y 10,350,336 kbytes

Physical Memory 5,040,968 kbytes (Free) / 12,582,912 kbytes (Total)

Swap Space 0 kbyte (Free) / 0 kbyte (Total)

VM Arguments -Djava.library.path=/Applications/CloudBacko
Pro.app/Contents/MacOS$ -Xrs -Xms128m -Xmx2048m
-XX:MaxDirectMemorySize=512m
-Dsun.nio.PageAlignDirectMemory=true
-Djava.library.path=/Applications/CloudBacko W
Pro.app/bin:/Applications/CloudBacko Pro.app/bin/MacX84

© 2024 CloudBacko. All Rights Reserved.
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7.3 Backup

This feature is used to run your backup set(s).

When using CloudBacko Pro for the first time, you will be asked to create a new backup set
first.

ﬁ Backup has not been set up.

For instructions on how to start a backup, refer to Chapter 10 Run Backup Jobs.
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7.4 Backup Sets

A backup set is a place for files and/or folders of your backed-up data. This feature allows user
to select files individually or entirely in a selected folder to back up.

Backup Sets

For instructions on how to create a backup set, refer to Chapter 8 Create a Backup Set.

To delete a Backup Set, follow the instructions below:

1. Inthe Backup Sets page, click on the delete icon on the right side of the backup set you
wish to delete.

Backup Sets

Sort by
Creation Time W

File-1
Owner: KMTJCL-Mac
Newly created on Wednesday, September 13, 2023 15:41 i

File

File-2
Owner: KMTJCL-Mac
Newly created on Wednesday, September 13,2023 15:42 T
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If you have 2FA active, you will be required to submit a One-Time Password as shown
on your device.

Two-Factor Authentication

Enter one-time passcode g d from authenticator app

I L[] wee

2. Upon clicking on the icon, you will be presented with a warning message. Click on Yes
to delete the Backup Set.

2 Are you sure you want to delete the backup set "File-2"?

3. If Yesis selected, it will also display another alert message confirming the deletion of all
backup files in the destination. Click the Yes button to proceed. Otherwise, click the No
button to abort the deletion.

Also delete all backup files in this destination "Local-1"? (WARNING: This is an
= irreversible process)

[ves ] [no | [cance |

WARNING!

This is an irreversible process
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4. The backup set is successfully deleted as well as the files from the directory.

i Removed files in directory "1694590954857", destination "Local-1"

www.cloudbacko.com
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7.4.1 Backup Set Settings

Below is the list of configurable settings under a Backup Set:

General

Source

Backup Schedule

© Destination
Show advanced settings

Deduplication

Retention Policy

© Command Line Tool
© Bandwidth Control
© Others

7.4.1.1 General

This feature allows the user to modify the current name of the backup set.

m Sample Backup Set General
Name
General Sample Backup Set
Owner
Source KMTJCL-Mac

Backup Schedule

Destination

Show advanced settings

www.cloudbacko.com
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To modify the name of a backup set, follow the steps below:

1. In the Name field, enter a new backup set name.

Ceneral

Name

Owner
MacBook-Pro

2. Click the Save button to save the updated backup set name.

NOTE

In assigning a backup set name, make sure that it does not have an identical name.

www.cloudbacko.com
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7.4.1.2 Source

This feature allows the user to select files and/or folders in the backup source to back up.

E Sample Backup Set Backup Source
Select the files and folders that you want to backup
General [] B8 Desktop
L | & admin Quick Selection
Source | % Documents
|| B Movies
Backup Schedule
P S || f3 Music
Destination L] & Pictures
Show advanced settings -
Filter
Apply filters to the backup source ‘m
Off [ |
= Advanced
I would like to choose the files to backup H
I I I Backup Source

There are three (3) ways to select files and/or folders to back up:

Option Description

This allows the user to back up files and/or folders in the

uick Selection .
Q selected backup source entirely.

This allows the user to select or exclude files and/or folders

Filter from the backup job.
Advanced Backup This allows the user to select files and/or folders individually to
Source back up.
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Option 1: Quick Selection

This option allows the user to quickly select a backup source to be backed up. For our example below,
we assume the account name is admin.

Backup Source
Select the files and folders that you want to backup
Desktop
& admin
v [ Documents
B Movies
J3 Music

i@ Pictures

To know the locations of the folder(s) that will be backed up for each selected backup source, refer to
the following table:

Backup Source Description

If Desktop is selected, all files and/or folders in the following location will
. .| be backed up:
Desktop %UserProfile%/Desktop

S Example: If the account name is admin, the location is
/Users/admin/Desktop

If home for admin is selected, all files and/or folders located in the
following location /Users/admin/ will be backed up this includes:

/Users/admin/Desktop
/Users/admin/ Documents
/Users/admin/ Downloads
/Users/admin/Movies
/Users/admin/Music
/Users/admin/Pictures
/Users/admin/Public

Admin N This selection also includes some macOS system level folders and
CloudBacko system folders which are hidden. It is recommended these
folders are excluded from the backup source using the Exclude Filter.

/Users/admin/Library
/Users/admin/.Trash
/Users/admin/.bash_sessions

/Users/admin/.cbp

Note: If you select admin during the creation of backup set, the entire
Backup Source in the Quick or Shortcut option will also be selected (e.g.
Desktop, Documents, Movies, Music, and Pictures) but you may choose
to unselect any of each.
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If Documents is selected, all files and/or folders located in the following
location will be backed up:

Documents D_j %UserProfile%/Documents

Example: If the account name is admin, the location is
/Users/admin/Documents

If Movies is selected, all files and/or folders located in the following
location will be backed up:

Movies E %UserProfile%/Movies

Example: If the account name is admin, the location is
/Users/admin/Movies

If Music is selected, all files and/or folders located in the following
location will be backed up:

Music n %UserProfile%/Music

Example: If the account name is admin, the location is
/Users/admin/Music

If Pictures is selected, all files and/or folders located in the following
location will be backed up:

Pictures E@j %UserProfile%/Pictures

Example: If the account name is admin, the location is
/Users/admin/Pictures

To select files and/or folders to back up using the Quick Selection option, follow the steps below:

1. Select a backup source.

Backup Source
Select the files and folders that you want to backup
B3 Desktop
& admin
v [ Documents
£ Movies
J3 Music

i@ Pictures

2. Click the Save button to store the selected backup source.

www.cloudbacko.com
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Option 2: Filter

This option allows the user to manually select files and/or folders in the selected location(s) to back

up.
Filter

Apply filters to the backup source
Off

To select files and/or folders to back up using the Filter Backup Source, follow the steps below:

1. Slide the lever to the right to turn on the filter setting.

Filter

Apply filters to the backup source

On q

2. Click the Add button to create a filter.

Existing filters

i Add new filter

3. Assign a desired name to the backup filter.

New Backup Filter

Name

Filter-1

4. Configure the following options.

For each of the matched files/folders under top directory
®) Include them
Exclude them

Exclude all unmatched files/folders

Match file/folder names by

® Simple comparison | ends with W

Regular expression (UNIX-style)

5. In this example, all files and/or folders that end with the letter X’ will be included to the
backup job. You can add multiple patterns here.

Existing patterns to match

.

Add

www.cloudbacko.com
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6. Select whether you would like to apply the filter to all files and/or folders in all hard disk drives
or to a specific folder only. If ‘This folder only’ is selected, click the Change button to specify
the folder where you would like to apply the filter to.

Apply this filter to all files/folders in
All hard disk drives
®) This folder only

[Users/admin/Desktop Change

Apply to
+ File |+ Folder

7. Click the OK button to save the created filter, then click the Save button to store the
settings. Once you run a backup, all files and/or folders that match the applied filter will be
backed up.

8. Multiple backup filters can be created by clicking the Add button.

Existing filters

Filter-1
Y {Users/admin/Desktop

Filter-2
T {Users/admin/Documents

Add
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Option 3: Advanced Backup Source

This option allows the user to display the locations in the backup source to select files and/or folders to
back up.

Advanced Backup Source

Folders
vOo&ay

» J[2 fseventsd
O M .vol
O [ Applications
O [ Library
O %) system
O [ users
O ™ volumes
O bin
O[3 cores
O & dev
OGN etc
0O 2 home
O opt
O [ private
O[3 sbin
O mp
» O usr

O var

Y Y Y YYYTYYY

yYvv

Show files

To select files and/or folders using the Advanced Backup Source, follow the steps below:

1. In the Source window, select ‘| would like to choose the files to backup’.

| would like to choose the files to backup

2. Select ‘Show files’ to display the files inside each folder, then select the files and/or folders
that you would like to back up.

Advanced Backup Source

Folders Name Size Date modified
v (O Graphics 4 % Canon Scanner2.app
O Quartz Composer Plug-ins * & %/ Canon Scanner4.app
v (D% Image Capture (2 % Canon Scanner6.app
» (O Automatic Tasks @ % EPSON Scanner.app
v Devices

£ w Canon lScanner2.app
¥ Canon YScanner4.app
¥ Canon |Scanner6.app
% EPSON Scanner.app
v O support
» O icons
» (O LegacyDeviceDiscoveryH:
v O supports
» O EPSON
O TWAIN Data Sources
O Tools
» O Input Methods
» O installerSandboxes

< >

| Show files Items per page | 50 v Page 1/1 w

-
-
>
>
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3. Click the OK button to save the selection, then click the Save button to store the settings.

In selecting files and/or folders to back up, the three (3) options can be used
simultaneously. For more details, please refer to the example scenarios below:

Scenario 1 (Quick Selection + Filter)

You can use the quick selection option and apply filter to the selected backup source at the same time.

To use this type of combination, follow the steps below:

1. Choose a backup source.

Backup Source
Select the files and folders that you want to backup
B Desktop
@ admin
| [ Documents
E Movies
Jd Music

(@l Pictures

2. Create a filter that will be applied to the backup source.

Existing filters

-4 Add new filter

New Backup Filter

Name
Filter-1
For each of the matched files/folders under top directory

®) Include them
Exclude them

Exclude all unmatched files/folders

Match file/folder names by
#) Simple comparison | ends with W

Regular expression (UNIX-style)

Existing patterns to match

G
Add

Apply this filter to all files/folders in
#) All hard disk drives

~

3. Click the OK button to save the created filter, then click the Save button to save the
settings.
www.cloudbacko.com
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Scenario 2 (Quick Selection + Advanced Backup Source)

You can use the quick selection option and select files and/or folders in the advanced backup source
at the same time. To use this type of combination, follow the steps below:

1. Choose a backup source.

Backup Source

Select the files and folders that you want to backup
E Desktop
@ admin

| [ Documents

B Movies
Jd Music
(@l Pictures
2. In the Source window, click ‘I would like to choose the files to backup’, then select the
files and/or folders that you would like to back up.
| would like to choose the files to backup
Advanced Backup Source
RO Name Size Date modified
; E ";:;“"w ‘D Jocalizations )
» OB Applications O 9 .thumbnails
v © M Ubrary Solid Colors
» O Application O  .orderedPictures.plist 2KB  26/08/2015 08:15
» OB Application S «» Abstractjpg 14MB  26/08/2015 08:13
» O A::.o Y@ » Antelope Canyon.jpg 10MB  26/08/2015 08:13
» O Automator » Bahamas Aerial.jpg 9MB  26/08/2015 08:13
» (OB Bundles 6 » Beachjpg 10MB  26/08/2015 08:13
» OB Caches = Blue Pond.jpg 9MB  26/08/2015 08:13
» OB Colorpickers @ » Briste Grass.jpg 4MB  26/08/2015 08:13
» OB Colors & « Brushes.jpg 14M8  26/08/2015 08:13
» OB Comy :»tms & & Circles.jpg 11MB  26/08/2015 08:13
» O cwpm.‘,o,,s a Death Valley.jpg 1SMB  26/08/2015 08:13
» OB cg,.:m,, Me » Desertjpg 7MB  26/08/2015 08:13
» O 19 CoreMedialo = Ducks on a Misty Pond.jpg SMB  26/08/2015 08:13
» @B Desktop Picyr |2 » Eagle & Waterfall jpg 2MB  26/08/2015 08:13
» O Devmp,, » Earth Horizon.jpg 4MB  26/08/2015 08:13
» O Dm,o,,:,,e, v 4« Earth and Moon.jpg 4MB  26/08/2015 08:13
o oo D & ElCapitan 2.jpg 12MB  26/08/2015 08:13
< > 6 » ElCapitan.jpg 12MB  26/08/2015 08:13
V| Show files Items per page | 50 v/| Pagel1/2 v
3. Click the OK button to save the selection, then click the Save button to store settings.
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Scenario 3 (Filter + Advanced Backup Source)
You can use the filter backup source and select files and/or folders in the advanced backup source at
the same time. To use this type of combination, follow the steps below:

1. Create a filter.
Filter

Apply filters to the backup source

On q

Existing filters

Filter-1
T {Users/admin/Documents

Add
2. In the source window, click ‘1 would like to choose the files to backup’, then select the
files and/or folders that you would like to back up.
| would like to choose the files to backup
Advanced Backup Source
S Name size Date modified
=i O I .localizations
> O -wi A OB .thumbnails ~
» O Applications
v @M Lbrary 2 ' solid Colors
» O i Application O  .orderedPictures.plist 2KB  26/08/2015 08:15
» OB Application sull @ & Abstractipg 14MB  26/08/2015 08:13
» O M Audio & » Antelope Canyon.jpg 10MB  26/08/2015 08:13
» OB Automator « Bahamas Aerial jpg 9ME  26/08/2015 08:13
» (19 sundles & « Beachpg 10MB  26/08/2015 08:13
» O M Caches a Blue Pond.jpg 9ME  26/08/2015 08:13
» OB ColorPickers 3  Bristle Grass.jpg 4MB  26/08/2015 08:13
» O Colorsync a Brushes.jpg 14MB  26/08/2015 08:13
» OB Componens 3 » Circles.ipg 11MB  26/08/2015 08:13
» OB Compositions a Death Valley.jpg 1SMB  26/08/2015 08:13
» OB Contextual Me » Desertjpg 7MB  26/08/2015 08:13
» OB CoreMedial0 ~ Ducks on a Misty Pond.jpg SME  26/08/2015 08:13
» @B Desktop Picr |3 Eagle & Waterfalljpg 2MB  26/08/2015 08:13
» OB Developer » Earth Horizon jpg 4MB  26/08/2015 08:13
» OB Dictionaries ¥ & » Earth and Moon jpg 4MB  26/08/2015 08:13
e B O - -~ - @ « ElCapitan 2.jpg 12MB  26/08/201508:13
< > » El Capitan,jpg 12MB  26/08/2015 08:13
v Show files Items perpage 50 v | Page 1/2 w

[ox ] [cance ]

3. Click the OK button to save the selection, then click the Save button to store settings.
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7.4.1.3 Backup Schedule

This feature allows the user to assign a backup schedule for the backup job to run automatically.

General

Source

E Sample Backup Set

Backup Schedule

Destination

Show advanced settings

Schedule

Run scheduled backup for this backup set
On

Existing schedules

Backup Schedule
E Daily (Everyday at 20:00)

A

To configure a backup schedule, follow the steps below:

1. Swipe the lever to the right to turn on the backup schedule setting.

Schedule

Run scheduled backup for this backup set

On q

Existing schedules
@ Backup Schedule

Daily (Everyday at 20:00)

[ ] [ ] [}

2. Select an existing backup schedule to modify or click the Add button to create a new one.

Existing schedules

Backup Schedule
@ Daily (Everyday at 20:00)

www.cloudbacko.com
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3. In the Backup Schedule window, configure the following backup schedule settings.

Backup Schedule
Namse
Backup Schedule

Type

Wan backup
at w0 w00 v

Sop
wntil full backup completed w

Delete this backup schedule

© Name — the name of the backup schedule.

© Type — the type of backup schedule. There are four (4) different types of backup
schedule: Daily, Weekly, Monthly and Custom.

* Daily — the time of the day when the backup job will run.

Backup Schedule

Name
Daily-1

Type
Daily

Start backup

at v (18 v 1 00 w

Stop
until full backup completed w
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*= Weekly — the day of the week and the time of the day when the backup job will
run.

Backup Schedule

Name
Weekly-1

Type
Weekly
Backup on these days of the week
Sun Mon Tue Wed Thu Fri |« Sat
Start backup
at v 19 v 100 w

Stop
until full backup completed w

* Monthly —the day of the month and the time of the day when the backup job will
run.

Backup Schedule

Name

Monthly-1

Type
Monthly
Backup on the following day every month
Day
®) | Last v | Sunday v
Start backup at

20 w : 00 w | on the selected days

Stop
until full backup completed w

* Custom - a specific date and the time when the backup job will run.

Backup Schedule

Name
Weekly-1

Type

Weekly

Backup on these days of the week
Sun Mon Tue Wed Thu Fri |+ Sat
Start backup

at v 190 w 00 w

Stop
until full backup completed w
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© Start backup — the start time of the backup job.

*= at — this option will start a backup job at a specific time.

= every — this option will start a backup job in intervals of minutes or hours.

Start backup

1 minute v

every Vv

Stop

until full b4 2 minutes
3 minutes
4 minutes
5 minutes

6 minutes

10 minutes

12 minutes

Start backup

every Vv | 1 minute v

Stop 30 minutes
until full ba 0

2 hours

3 hours

4 hours

6 hours

8 hours

Here is an example of backup set that has a periodic and normal backup

schedule.

Backup Schedule

Name

Weekly-1
Type
Weekly

Backup on these days of the week

Start backup

every v 4 hours %]

Stop

until full backup completed

Sun ¥/ Mon |+ Tue  Wed | Thu |v Fri

Backup Schedule

Name

Weekly-1

Type
Weekly
Backup on these days of the week
Sat ! Sun Mon Tue Wed Thu
Start backup

at Vv |21 v 100 v

Stop

until full backup completed

Fri |+ Sat

Figure 1.1

Figure 1.2

Figure 1.1 — Periodic schedule every 4 hours Monday - Friday during

business hours

Figure 1.2 — Normal schedule run at 21:00 or 9:00 PM daily on Saturday &
Sunday during weekend non-business hours

© Stop - the stop time of the backup job. This only applies to schedules with start backup
“at” and is not supported for periodic backup schedule (start backup “every”)

= until full backup completed — this option will stop a backup job once it is
complete. This is the configured stop time of the backup job by default.

* after (defined no. of hrs.) — this option will stop a backup job after a certain
number of hours regardless of whether the backup job has completed or not.

This can range from 1 to 24 hrs.

The number of hours must be enough to complete a backup of all files in the
backup set. For small files in a backup, if the number of hours is not enough to
back up all files, then the outstanding files will be backed up in the next backup
job. However, if the backup set contains large files, this may result in partially

backed up files.
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For example, if a backup has 100GB file size which will take approximately 15
hours to complete on your environment, but you set the “stop” after 10 hours, the
file will be partially backed up and cannot be restored. The next backup will
upload the files from scratch again. The partially backed up data will have to be
removed by running the data integrity check. As a general rule, it is
recommended to review this setting regularly as the data size on the backup
machine may grow over time.

4.  Click the OK button to save the configured backup schedule settings.

5.  Click the Save button to save the settings and multiple backup schedules can be created.

Source

www.cloudbacko.com

m Sample Backup Set Schedule
General On i
Daily-1
] Daily (Everyday at 18:00)
Backup Schedule Weekly-1
@ Weekly - Saturday (Every week at 19:00)

Destination B Monthly-1

Show advanced settings Custom-1

Run scheduled backup for this backup set

Existing schedules

Monthly - The Last Sunday (Every month at 20:00)

2] Custom (31/12/2021 at 21:00)
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7.4.1.4 Destination

This feature allows the user to select a backup mode and add an additional storage destination.

m Sample Backup Set Destination
Backup mode
General Sequential ™
Sou rce Existing storage destinations
Local-1

[Users/admin/Documents/Backup

Backup Schedule £ Sosledrve-1

Show advanced settings

Google Account; sl S un

Cance

There are two (2) different types of backup mode:

Destination

Backup mode

i v

Concurrent o
lestinations

B /Users/admin/Documents

Backup mode Description

Sequential This is the configured backup mode by default. This backup mode will run a
g backup job to each backup destination one by one.
This backup mode will run a backup job to all backup destinations
Concurrent .
simultaneously.
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Comparison between Sequential and Concurrent Backup mode

Backup mode Pros Cons
. Backup job is sl han i
Takes less resources in the local ackup jobis s owgrt anin
machine (e.g. memory, CPU concurrent mode since the
Sequential . 0 Y. ' backup job will upload the backup
bandwidth, etc.) to complete a
. data to the selected backup
backup job. L .
destinations one at a time.
Backup job is faster than in _ _
Sequential mode. Requires more resources in the
c " local machine (e.g. memory, CPU,
oncurren Maximum number of concurrent bandwidth, etc.) to complete a
backup destinations can be backup job.
configured.

To modify the backup mode, follow the steps below:
1. Go to Backup Sets, then choose a backup set.
2. Select the Destination tab in the backup set settings.

3. Click the drop-down button to select a backup mode.

Destination
Backup mode

Seguential w*

4. If “Concurrent” is selected, click the drop-down button to select the no. of maximum concurrent
backup destination.

Maximum concurrent backup destinations

2 L)

5. Click the Save button to save the selected backup mode.

Starting with version 5.7, a new type of destination is introduced, in the form of immutable storage
destination. This prevents backup data that is saved in immutable destination from being deleted or
overwritten.

Only the following destinations supports immutable storage:
© Amazon S3
© AWS S3 Compatible Cloud Storage
© Backblaze
© Google Cloud Storage
© Microsoft Azure

© Wasabi
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An “Immutable” checkbox is provided to be able to create an immutable storage destination.
These are the requirements to be able to setup an immutable storage destination:

© The user account must have a device registered for 2FA.

© The user account of the storage destination must not be setup with delete permission.

To add a new storage destination, follow the steps below:

1. Click the + icon to add a Destination.

Destination

Backup mode

Sequential w

Existing storage destinations

+ Add new storage destination / destination pool

2. Click the drop-down button to select a backup destination.

New Storage Destination / Destination Pool

Name
Local-1
Type

@ Single storage destination
Destination pool

Destination storage
8 v
©]
Amazon S3 #h.ngg
aws AWS 53 Compatible Cloud Storage
@ Wasabi
& Backblaze
3 Google Cloud Storage
&. Google Drive

E8 Microsoft Azure

www.cloudbacko.com
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3. Ifthe Local / Mapped Drive / Removable Drive is selected, click the Change button to select

a new storage destination, then click the Test button to validate access to it.

WName
Local-2
Type

® Single storage destination
Destination pool

Destination storage

Local / Mapped Drive [ Removable Drive u

Local path
fUsers/admin/Documents Change

Test

New Storage Destination / Destination Pool

If you want to create an immutable destination, select one of the supported destinations; then,

provide the needed information. Check ‘Immutable’, then click the Test button to validate

access to it.

Destination storage
3 Google Cloud Storage v

Access Key

Secret

atsene
Location Type
Region v
Location

northamerica-northeastl (Montreal) W

Storage Class
Standard W

(optional) Bucket Name

Alvagfiaees

Access the Internet through proxy

+| Immutable

~
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4. Click the OK button to save the added storage destination.

New Storage Destination / Destination Pool

Name
Local-2
Type
®) Single storage destination
Destination pool
Destination storage
B Local / Mapped Drive / Removable Drive w

Local path
/Users fadmin/Documents Change

+ Test completed successfully

5. Click the Save button to store the updated backup mode and the added storage destination.

E Sample Backup Set Destination
Backup mode
General Sequential
Source Existing storage destinations
Amazon53-1

Access Key ID: AKIA4***, Bucket: testimmt0]1, Immutable: Yes

Backup Schedule Local1
. . fUsersfadmin /Desktop
!
L Google Account:
Deduplication P
Retention Policy
Command Line Tool
Bandwidth Control
Others

Hide advanced settings

NOTE
The immutable status of a destination is included in the details, it indicates whether Yes or
No if the particular destination is set up as an immutable storage destination.
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7.4.1.5 Deduplication

Starting with CloudBacko Pro v5.0.0.0 or above, the In-File Delta feature (i.e., Incremental, Differential
and Full) will be replaced with Deduplication. This feature is On (enabled) by default.

When this feature is On (enabled) for the backup set, a checksum verification of each backup file which
was split into several blocks of varying size will be performed to compare its content and identify which
block is duplicated, thus will perform deduplication of data.

When this feature is Off (disabled) for the backup set, a checksum verification of each backup file will
not be performed, thus the duplicated data will NOT be removed or deduplicated during a backup job.

Sample Backup Set Deduplication
Enable Deduplication
General On

Deduplication scope

Source

Same file path within the same backup set
®) All files within the same backup set

Backup Schedule

Block size

DEStination 128 k - 512 k (optimal settings - small files) w | Bytes

Deduplication
Migrate existing data to latest version

Retention Policy
Command Line Tool
Bandwidth Control
Others

Hide advanced settings

There are two (2) types of Deduplication scope:

Deduplication Description

Same file path within This type of Deduplication will deduplicate data under the same
the same backup set path during a backup job.

This type of Deduplication will deduplicate data under the same
backup set during a backup job. This option is only applicable for
Meter Licenseand will be charged per storage size used.

All files within the
same backup set
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Migrate Data

When this option is enabled, the existing data will be migrated to the latest version during a backup job.
This option is disabled by default.

Migrate Data
Migrate existing data to latest version

To configure the Deduplication settings, follow the steps below:

1. Select the Deduplication scope.

Deduplication

Enable Deduplication
On |
Deduplication scope

Same file path within the same backup set
®) All files within the same backup set

Click the drop-down button to select the block size that will be used for the deduplication data
block.

The optimal settings is good for frequently changed source data, as this is the smallest
block deduplication will use to compare and determine if the data is new and should be
uploaded or discarded as duplicate. The larger the deduplication block size, the less efficient
it would be but faster as there are less blocks of data to create. Frequent changes to this
setting is not advisable since all data may need to be reuploaded because the previous block
size and new block size are now different.

Block size

128 k - 512 k (optimal settings - small files) “ | Bytes

64 k- 256k

256k-1M
512 k - 2 M (optimal settings - large files)

1M - 4 M (save less space but faster)

2. Tick the checkbox if you want the existing data to be migrated to the latest version during a
backup job.

Migrate existing data to latest version

3. Click the Save button to store the modified Deduplication settings.

NOTE

In case the Deduplication setting is disabled for the backup set, the Migrate Data option will not be
displayed.
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Run Backup Job

When the Deduplication feature is enabled for the backup set, a Migrate Data option will be available
in the advanced backup options which can be configured before starting a backup job.

Below is an example of a backup set with Deduplication setting enabled.

Choose Your Backup Options

E Sample Backup Set

Backup set type
File
Destinations

J ﬂ Local-1 (/Users/admin/Documents/backup)

Migrate Data
|| Migrate existing data to latest version

Below is an example of a backup set with Deduplication setting disabled, the Migrate Data option will not
be displayed.

Choose Your Backup Options

E Sample Backup Set

Backup set type
File

Destinations
v ﬂ Local-1 (/Users/admin/Documents/backup)
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7.4.1.6 Retention Policy

When the CloudBacko Pro identifies files and/or folders that are deleted, updated, or with updated
permission/attributes during a backup job, these files and/or folders will then be moved from the Data
Area to the Retention Area.

Data Area is the place where backed up files and/or folders are stored.

While the Retention Area is the place used as a temporary destination to store these files (deleted,
updated, or with updated permission/attributes during a backup job). Files and/or folders in the
Retention Area can still be restored.

The Retention Policy is used to control how long these files remain in the Retention Area when they
are removed which can be specified in the number of days, weeks, months, or backup jobs. Retained
data within all backup destinations (e.g. local drive, SFTP/FTP, and cloud storage) are cleared by the
retention policy job.

The Retention Policy job will be run whenever a backup job is performed as long as this is enabled for
the backup set. It will also be run when Space Freeing Up is performed. For further information on
Space Freeing Up, refer to Ch. 7.7.2 Space Freeing Up.

The default Retention Policy setting for a File Backup Set is 30 days.

Sample Backup Set Retention Policy
Enable Retention Policy
General On el
How to retain the files in the backup set, which have been deleted in the backup
Source source
® Simple
Backup Schedule Advanced
Destination Keep the deleted files for
30 v | Day(s) w
Deduplication
Retention Policy
Command Line Tool
Bandwidth Control
Others
Hide advanced settings
NOTE

There is a trade-off between the retention policy and backup destination storage usage. The
higher the Retention Policy setting, the more storage is used, which translates into higher
storage costs.
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There are two (2) types of Retention Policy:

Type

Simple

Description

A simple Retention Policy is a basic policy where the retained
files (in the Retention Area) are removed automatically after the
user specifies the number of days or backup jobs.

Advanced

An advanced Retention Policy defines a more advanced and
flexible policy where the retained files (in the Retention Area) are
removed automatically after a combination of user defined policy.

Comparison between Simple and Advanced Retention Policy

Type Simple Advanced
Can keep the deleted files for
Backup Jobs specified number of backup Not applicable
job(s)
Davs Can keep the deleted files for | Can keep the deleted files for
y specified number of day(s) specified number of day(s)
* Daily
* Weekly
Type Not applicable : gsg:gilly
* Yearly
* Custom
User-defined Not applicable Applicable

name

WARNING

When files and/or folders in the Retention Area exceed the Retention Policy setting, they are
permanently removed from the backup set and cannot be restored.
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To configure a Simple Retention Policy, follow the steps below:

1
2
3.
4

5.

Go to Backup Sets, then select a backup set.
Click the Retention Policy tab in the Backup Set Settings.

Slide the switch to the right to turn on Enable Retention Policy.

Select Simple from the options, then click the drop-down button to define the number of

day(s) or job(s) how long the deleted files will be retained. This is configured as thirty (30)

days by default.

Retention Policy

Enable Retention Policy

On q

How to retain the files in the backup set, which have been deleted in the backup
source
® Simple

Advanced

Keep the deleted files for
30 v | Day(s) W

Click the Save button to save the configured Retention Policy settings.

To configure an Advanced Retention Policy, follow the steps below:

1.

2
3.
4

Go to Backup Sets, then select a backup set
Click the Retention Policy tab in the Backup Set Settings.

Slide the switch to the right to turn on Enable Retention Policy.

Select “Advanced” from how to retain the files, then click “+” to add a retention policy.

Retention Policy

Enable Retention Policy

On q

How to retain the files in the backup set, which have been deleted in the backup
source

Simple
® Advanced

Existing advanced retention policies

+ Add new advanced retention policy

Enter a name for the Retention Policy.

New Retention Policy
Mame

Daily-1

www.cloudbacko.com
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6. Click the drop-down button to choose a Retention Type (e.g., Daily, Weekly. Monthly,
Quarterly, Yearly, Custom).

Type

Weekly
Manthly
Quarterly
Yearly

Custom

7. Select the number of days the deleted files will be kept in retention.

The past number of days on which different versions of your files are retained

o =~ M oW e W g =
L 4

8. Click OK to save the advanced Retention Policy, then click Save to store the settings.

For further details about how to configure an advanced Retention Policy for each type (i.e., Dalily,
Weekly, Monthly, Quarterly, Yearly), refer to the examples below:

e Example no. 1: To keep the retention files for the last seven (7) days:
Name
Daily-1

Type
Daily W

The past number of days on which different versions of your files are retained

7 W

e Example no. 2: To keep the retention files for the last four (4) Saturdays:

MName

Weeky-1

Type
Weekly  w

The days within a week on which different versions of your files are retained
Sun Mon Tue Wed Thu Fri |+| 5at

The number of weeks to repeat the above selection

4 W
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o Example no. 3: To keep the retention files for the 15t day of each month for the last three (3)
months:

Name

Monthly-1

Type
Monthly w

The day within a month on which different versions of your files are retained

® Day 1 w
unday

The number of months to repeat the above selection

3 W

e Example no. 4: To keep the retention files for the 15t day of each quarter for the last four (4)
quarters:

Mame

Quarterly-1

Type

Quarterly w
The day within a quarter on which different versions of your files are retained
® Day 1 w

iar Ar II
Maonths of quarter
January, April, July, Dctaber v

The number of quarters to repeat the above selection

4 W

o Example no. 5: To keep the retention files for the 15t day of each year for the last seven (7)
years:

Name

Yearly-1
Type
Yearly w
The day within a year on which different versions of your files are retained
® January L
®Day 1 w

First Sunday

The number of years to repeat the above selection

7 w
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Multiple Advanced Retention Policy can be created.

Retention Policy

How to retain the files in the backup set, which have been deleted in the
backup source

Simple
& Advanced

Existing advanced retention policies
Daily-1
Daily
Weeky-1
Weekly

Monthly-1
Monthly

Quarterly-1
E Quarterly

Yearly-1
Yearly

Add
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7.4.1.7 Command Line Tool

This feature allows the user to configure a pre-backup or post backup command which can be; an
operating system level command, a script or batch file, or third-party utilities to run before and/or after

a backup job.

e.g. Connecting to a network drive and disconnecting a network drive, stopping a third-party database
(not officially supported by CloudBacko Pro) to perform a cold backup, and restarting a third-party

database after a backup.

E Sample Backup Set

General

Source

Backup Schedule
Destination
Deduplication
Retention Policy
Bandwidth Control

Others

Hide advanced settings

Pre-Backup Command Line Tool

Existing custom commands to run before backup
+ Add new pre-backup command line tool

Post-Backup Command Line Tool

Existing custom commands to run after backup

e Add new post-backup command line tool

Requirements and Best Practices

© Error and Exception Handling

Each pre-backup command or batch file should have an error and exception handling. If a pre-
backup command contains an error, although an unhandled error may not hinder the backup
job process, and the backup job is successful, it will result to a status indicating completed
backup with warning(s).

For more details about backup report status, please refer to Backup Reports in Chapter 7.5
CloudBacko Pro Overview.

Command or Batch File Compatibility

Make sure that each command (pre-backup and post-backup) are tested thoroughly before
including them to the backup job.

Scheduled Backup

If the scheduled backup job is set to stop after x no. of hours, make sure that the duration of
the running backup job will not be affected. You may need to adjust the number of hours in the
backup schedule configuration. Please refer to Backup Schedule for more details.
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© Pre-backup Command Limitation

A reboot or shutdown must not be used in the pre-backup command. Otherwise, the machine
will shut down immediately that will result to a status indicating “Backup not yet finished”.

© Post-backup Command Recommendation

It is recommended to include a timeout for a post-backup command to shut down the machine.
This is to ensure that the CloudBacko Pro has enough time to complete the backup process.

There are three (3) fields in the command line tool:

Field Description

The user-defined name of the pre-backup or post-backup

Name
command.

The location in the local machine which the pre-backup or post-
Working Directory backup command will run at, or the location of the command or
created batch file.

The pre-backup or post-backup command which can be

Command j . .
defined as a native command or batch file.

Pre-backup Command Line Tool

A pre-backup command is used to execute an action or process before the start of a backup job. To
create a pre-backup command, follow the steps below:

1. Click the add + button to add a new pre-backup command line too.

Pre-Backup Command Line Tool

Existing custom commands to run before backup
< Add new pre-backup command line tool

2. Complete the following details:
e Name
Assign a desired name to the pre-backup command.
e Working Directory
Click the Change button to locate the working directory of the command.
e Command

Input a command to be run before a backup job. In this example, the pre-backup
command will display the list of the directories.
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New Pre-Backup Command Line Tool

Name
Pre-Backup-1

Working Directory

/Users/admin/Documents Change
Command
Ils -la |
3. Click the OK button to save the created pre-backup command.
New Pre-Backup Command Line Tool
Name
Pre-Backup-1
Working Directory
/Users/admin/Documents
Command
Is -la
4, Click the Save button to save the settings.
E Sample Backup Set Pre-Backup Command Line Tool
Existing custom commands to run before backup
General Pre-Backup-1
Waorking Directory: /Users/admin/Documents, Command: Is -la
Source Add

Backup Schedule
Post-Backup Command Line Tool

Destination .
Existing custom commands to run after backup

Ded u plication | aE | Add new post-backup command line tool
Retention Policy
Command Line Tool

Bandwidth Control
Others

Hide advanced settings

o
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5. Once a backup job is complete, click the

[

you can check if the pre-backup command is successful.

button to display the backup report log where

Backup set | Sample Backup Set w Destination | Local-1 w
Log | 03/12/2021 18:30 w Show  All W
Type Log Time
© st | CloudBacko Prov5.0.0.55 | 03/12/2021 18:30:28
© san Backup ... [Migrate Delta: Full] 03/12/2021 18:30:30 "™
) using Temporary Directory /Users/admin/.chp/tmp /1638526776245 /Locakiil 6385 26881672 03/12/2021 18:30:30
o Start Periodic Data Integrity Check on backup set = “Sample Backup Set” destination = “Local-1" 03/12/2021 18:30:32
@) start data integrity check on backup set “Sample Backup Set(1638526776245)", "Local-1(16368526661672)", crc disa...  03/12/2021 18:30:32
© s processing data integrity check on backup set= “Sample Backup Set’ destination= “Local-1" 03/12/2021 18:30:32
@) Skipped to run Data Integrity Check for backup set “Sample Backup Set” in destination “Local-1" because no data is ini... 03/12/2021 18:30:33
© Dana inegrity check on backup set= “Sample Backup Set’ destination= “Local-1" is complered 03/12/2021 18:30:35
@) Finished data integrity check on backup set “Sample Backup Set(16385267762451", "Llocal-1{1638526881672), cre ... 03/12/2021 18:30:35
N : TrS L e Qb it il il b i il LOCAI-101638526881672), ... 03/12/2021 18:30135
0 Start running pre-commands 03/12/2021 18:30:35
O [Pre-Backup-1]Is -la 03)12/2021 18:30:35
o [Pre-Backup-1] total 32 03/12/2021 18:30:35
© [Pre-Backup-1] drwx------ + 14 admin staff 476 Dec 3 18:18 . 03/12/2021 18:30:35
0 [Pre-Backup-1] drwxr-sr=x+ 22 admin staff 748 Dec 2 16:51 .. 03/12/2021 18:30:35
0 [Pre-Backup-1] -rw-r--r--@ 1 admin staff 12292 Dec 3 18:19 .DS Store 03/12/2021 18:30:35
O [(Pre-Backup-1] -rw. 1 admin staff 0 Jan 25 2017 .localized 03/12/2021 18:30:35
@) (Pre-Backup-1] drwxr-xr-x+ 2 admin staff 6B Dec 3 14:21 1638505727753 03/12/2021 18:30:35
0 [Pre-Backup-1] drwx------ 4 admin staff 136 Nov 18 11:30 AhsayO8Mm 03/12/2021 18:30035
0 [Pre-Backup-1] drwx------ 2 admin staff 68 Dec 3 10:28 CloudBacko Pro 03/12/2021 18:30:35 hd
-~ .
Logs per page | 50 v Page 1/4 w

Post-backup Command Line Tool

A post-backup command is used to execute an action or process after a backup job. To create a post-
backup command, follow the steps below:

1. Click the add [+] button to add a new post-backup command line too.

Post-Backup Command Line Tool

Existing custom commands to run after backup

+ Add new post-backup command line tool

2. Complete the following details:
e Name
Assign a desired name to the post-backup command.
e Working Directory
Click the Change button to locate the working directory of the command.
e Command

Input a command to be run after a backup job. In this example, the post-backup command
will display the list of the directories.
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New Post-Backup Command Line Tool

Name

Post-Backup-1

Working Directory

/Users/admin/Documents

Command

I pmset sleepnow |

3. Click the OK button to save the created post-backup command.

New Post-Backup Command Line Tool

Name
Post-Backup-1

Working Directory
/Users/admin/Documents

Command

[ pmset sleepnow ]

4. Click the Save button to save the settings.

E Sample Backup Set Pre-Backup Command Line Tool

Existing custom commands to run before backup
General Pre-Backup-1

Source Add

Backup Schedule
Post-Backup Command Line Tool

Destination .
Existing custom commands to run after backup

Post-Backup-1

Retention Policy | Add

Command Line Tool

Bandwidth Control

Others

Hide advanced settings

Working Directory: [Users /admin/Documents, Command: Is -la

Deduplication Working Directory: /Users /admin/Documents, Command: pmset sleepnow
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5.

Once the backup job is complete, click the [& button to display the backup report log where
you can check if the post-backup command is successful.

Log

Lh
=
=

Backup set

Sample Backup Set W

03/12/2021 18:30 W

e

Total New Links = 0

Total Updated Files = 0

Tatal Resource Updated File = 0

Total Deleted Files = 0

Total Deleted Directories = 0

Total Deleted Links = 0

Total Moved Files = 0

Start running retention policy on backup set “Sample Backup Sen(163B526776245)%, "Local-1(16385 26881672)"

Start processing space freeing up on backup set= "Sample Backup 5et (1638526776245)" destination= "Local-1 (163...
Space freeing up on backup ser= "Sample Backup Ser (1638526776245)° desunanon= "Local-1 (1685268816721 |...

Finished running retention policy on backup set “Sample Backup 5et1638526776245)", "Local-111638526BB1672)"
Saving server information to destination.
Saving encrypted backup file index v L63B526776245 fblocks /2021-12-03-16-30-11 art destination Local-1...

Sl=l=1=t A==l

(]

o = = T g5 fadmins-Mac-5-202 1-12-03 . xml at destination Local-1...
Start running post-commands
|Post-Backup-1] pmset sleepnow
[Post-Backup-1] Sleeping now.
Finished running post-commands

7 7 1.cbp/tmp /1638526776245 /Local@1638526881672
Backup Completed Swccessfully

Logs per page | 50 L

Destination | Local-1

Show | All

Time
03/12/2021 18:30:38
03/12/2021 18:30:38
03/12¢2021 18:30:38
03/12/2021 18:30:38
03/12/2021 18:30:38
03/12/2021 18:30:38
03/12/2021 18:30:38
03/12/2021 18:30:38
03/12/2021 18:30:38
03/12/2021 18:30:38
03/12/2021 18:30:38
031272021 18:30:38
03/12/2021 18:30:39
03/12/2021 18:30:39
03/12/2021 18:30:39
03/12/2021 18:30:39
03/12/2021 18:30:39
03/12/2021 18:30:39
03/12/2021 18:30:42
03/12/2021 18:30:42

Page

V

414 w

Close

NOTE

Multiple Pre-backup and Post-backup commands can be created in the Command Line

Tool.

Errors from Pre-backup and Post-backup commands will only be flagged as a warning

and will not cause an error. The warning may be viewed in the logs.

To trigger a job warning, Pre-backup and Post-backup commands must output a
message to stderror. It is not possible to cause a job “Error” message to be logged.
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7.4.1.8 Bandwidth Control

This feature allows the user to limit the amount of bandwidth used by backup traffic between specified
times. This bandwidth control is configured as disabled by default.

m Sample Backup Set Bandwidth Control
Limit the transfer rate when performing backup and restore tasks
General off | -
Source

Backup Schedule
Destination
Deduplication
Retention Policy
Command Line Tool

Bandwidth Control

Others

Hide advanced settings

There are two (2) types of bandwidth control:

Bandwidth Control
Type

Description

Independent Each backup and restore has its assigned bandwidth.

All backup and restore operations are sharing the same assigned

SENS bandwidth.

NOTE
Share mode does not support performing backup job on multiple destinations concurrently.

To enable the bandwidth control setting, follow the steps below:

1. Slide the lever to the right to turn on the bandwidth control.
Bandwidth Control

Limit the transfer rate when performing backup and restore tasks

on B |

2. Select a bandwidth control mode.
Mode

(® Independent
() Share

www.cloudbacko.com 91



Cloudbdacko.

3. Click the Add button to create a modified bandwidth control.

Existing bandwidth controls
+ Add new bandwidth control

4, Complete the following fields then click the OK button to save the new bandwidth control.
e Name
e Type

e Maximum transfer rate

Field Description

Name The name of the bandwidth control set.

Type The type of enforced bandwidth control period.

Maximum transfer
rate

The maximum bandwidth used.

New Bandwidth Control

Name
Bandwidth Control-1
Type

o) Always
Only within this period

Maximum transfer rate
100 v | Kibit/s w

www.cloudbacko.com
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5. Click the Save button to store settings.

E Sample Backup Set

General

Source

Backup Schedule
Destination
Deduplication
Retention Policy
Command Line Tool

Bandwidth Control

Others

Hide advanced settings

www.cloudbacko.com

Bandwidth Control

Limit the transfer rate when performing backup and restore tasks

On e

Mode
:é," Independent
() Share

Existing bandwidth controls

Bandwidth Control-1
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7.4.1.9 Others

Below is the list of other configurable options under the backup set settings:

© Temporary Directory

Follow Link
Compression
Encryption

Recycle Bin
© Restore Drill

Temporary Directory

The CloudBacko Pro uses the temporary directory for both backup and restore operations.

)
E Sample Backup Set Temporary Directory ’
Temporary directory for storingrbackup files
General | JUsers/admin/.cbp/tmp
46.49GB free out of total 79.68CB space in /Users/admin/.cbp/tmp
Source [v! Remove temporary files after backup
Backup Schedule Follow Link
Destination Follow link of the backup files
on |
Deduplication
; : Compressions
Retention Policy P
Select compression type
Command Line Tool | Fast with optimization for local v
Bandwidth Control :
Encryption
Others Do not use encryption
Hide advanced settings
Recycle Bin
Move the file to the Recycle Bin when remove file from Retention Policy or DIC i

For a backup job, it is used to temporarily store backup set index files. An updated set of index files is
generated after each backup. The index files are synchronized to each individual backup destination at
the end of each backup job.

For arestore job, it is used to temporarily store temporary restore files.
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NOTES
For best practice, the temporary directory should be located on:
e Alocal drive for optimal backup and restore performance.
And should not be located on:
e System drive, as the System drive is used by Mac and other applications. There will be frequent disk
1/0 activity which may affect both backup and restore performance.
e A network drive, as it could affect both backup and restore performance.

It is recommended to select the ‘Remove temporary files after backup’ option on the backup set to keep the
temporary drive clear.

The message below will be displayed if the path to the temporary directory is inaccessible. Click OK then
proceed to correct the temporary directory path.

Temporary directory does not exist! Temporary Directory = "/temporary”

X

To change the temporary directory, follow the steps below:

1. Click the Change button to select a directory path for storing temporary data.

Temporary Directory

Temporary directory for storing backup files

l /Users/admin/temp

53.88GB free out of total 79.2GB space in /Users/admin/temp
[v| Remove temporary files after backup

2. Click the Save button to store settings.

Follow Link

This feature allows the user to enable or disable the follow link which defines the NTFS junction or
symbolic link during a backup job. This feature is configured as enabled by default.

Follow Link

Follow link of the backup files

On =]

NOTE
The Follow Link feature is only applicable for File Backup Sets.

Compressions

This feature is used to enable compression of data during a backup job. When the compression is
enabled, the CloudBacko Pro will compress all the files before it is backed up to the backup
destination(s). Newly create backup sets are configured to use Fast with optimization for local.

These are the four (4) compression types:

© No Compression - No compression of file will be made
© Normal - Compressed file size is the smallest but with high CPU usage

www.cloudbacko.com 95



Cloudbdacko.

© Fast - Compressed file size is larger than Normal Compression but with lower CPU usage
© Fast with optimization for local - Compressed file size is larger than Fast Compression but

with the lowest CPU usage

Compressions

Select compression type

Fast with optimization for local L

No Compression

Normal

Fast (Compressed size larger than normal)

Fast with optimization for local

Alrmpit b ACT

be applied on the next run of a backup.

NOTE

The Compression type can be changed anytime even after a backup job. The modified compression type will

Encryption

This feature allows the user to view the encryption settings.

Encryption

eseeee

Encryption key

Unmask encryption key

Algorithm AES
Method CBC
Key length 256 bits

To view the encryption key of the backup set, follow the steps below:

1. Go to Backup Sets, then select a backup set.
2. Click the Others tab in the backup set settings.
3. Click Unmask encryption key to display the encryption key of the backup set.

Encryption

Encryption key

pboard

Copytoc

SK encryption kKey

Algorithm AES

Method CBC

Key length 256 bits

Encryption

Encryption key | GMv+4Ws4k/isWb4gs8WEetNkWilZpcy/T6LOJVgotxs= |
Copy to clipboard Mask encryption key

Algorithm AES

Method CBC

Key length 256 bits

4. Click Copy to clipboard to copy the encryption key of the backup set.
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Encryption

GMv+4Ws4k/isWb4gs8WEetNkWilZpcy/T6LOJVqotxs=

Ken

Algorithm AES

Method CBC
Key length 256 bits

NOTE

The encryption setting can only be configured during the creation of backup set. For more details about
encryption settings, please refer to step no. 14 in Chapter 8 Create a Backup Set.
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Recycle Bin

This feature is for protection of the BAK (block) files stored in the Backup Set’s destination, allows the
user to set the number of days BAK files that were deleted due to Retention Policy or Data Integrity
Check, will be held under Recycle Bin as added protection.

This is how the Recycle Bin will treat deleted data:

Data in the Recycle Bin will consume Quota.

It does not move the data in another location within the storage, instead the index tracks the
xxxxxx.bak files and the remaining time in the Recycle Bin.

If the index is reverted to a previous timestamp, the settings of the Recycle Bin in the reverted
index will be followed.

Recoverability of data is not affected when the Recycle Bin is alternately enabled or disabled.

o When enabled, it will only check if the data inside the Recycle Bin is still within the set
number of days. Once it is beyond the set number of days it will only be deleted when
the following operations are run: Backup, Space Freeing Up, Data Integrity Check and
Delete Backup Data.

o  When disabled, if there are already deleted files it will not automatically delete the data
inside the Recycle Bin. It will remain in the Recycle Bin even if it is beyond the set
number of days. It will only be deleted when the following operations are run: Backup,
Space Freeing Up, Data Integrity Check and Delete Backup Data.

Once the Recycle Bin is disabled, deleted files will be removed immediately and will not be
moved in the Recycle Bin.

The setting applies to all destinations for the backup set.
Viewing Recycle Bin contents is not available.
Recycle Bin cleanup is done at the start of the backup job process.

Recovering from Recycle Bin requires reverting the index. For instructions on how to revert the
index please refer to this article: FAQ: How to un-delete backup data moved to Retention, or
revert indexes to a healthy state from an earlier successful backup.

WARNING

When reverting index, new data will be lost.

This is enabled by default set with 7 days.

on

7

Move the file to the Recycle Bin when remove file from Retention Policy or DIC

Keep the deleted files for

ol

w | day(s)
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To set the number of days, follow the steps below:

1. Go to Backup Sets, then select a backup set.
2. Click the Others tab in the backup set settings.

3. Under Recycle Bin, select the number of days or you can enter it manually.

Keep the deleted files for

7 w | day(s)

www.cloudbacko.com
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Restore Drill

The Restore Dirill feature is used to run a trial restore to detect any corrupted data with backed up
data. It ensures that backup data is always in a restorable state, alerting users regarding any
corrupted data in the backup. For backup data that has been corrupted, a new backup job either via
schedule or manually run, is required to fix the issue.

Restore Drill

Run trial restore to ensure data healthiness and update corrupted files.
On q
Run restore drill every

6 w Months

To configure Restore Drill, follow the steps below:

1. Goto Backup Sets, then select a Backup Set.
2. Click the Others tab, then search for Restore Drill.

3. After turning it on, select the desired frequency you wish Restore Drill jobs should run. The
options for these are:

a. 6 months
b. 12 months
Cc. 24 months
4. Click Save to apply the settings.

In order to receive an email report after a restore drill job was run, ensure that you have set up your
email in Settings > Email Report. For more information on how to do this, please refer to Ch. 7.7.2
Email Report. The report received will depend on this setting.

Here is a sample of the restore drill report.

o O iram el L ann e sy
date: DVIZ2023 11:01 AM
]

to: pelmmmmband i man < n bt e

Hi BT Win faT,

Here is the summary of your restore drill job "2823-82-13-18-12-353".
Backup Set: File-1

Destination: GoogleDrive-1

Backup Job: 2023-9-13-18-27-28

Job Status: oK

Restore Drill Duration: 8%/13/2823 18:12:53 CST - @5/13/2823 18:14:56 (ST
Total Data Size: 771.72 M (4864)

Restored Data size: 771.73 M (4282)

Invalid Data: @

Unverifisble Data: @

Have a nice day!

- CloudBacko Team

Please don't reply to this auto-generated email report. If you prefer not to receive this report anymore, you can
turn it off in the Settings » Email Report section of your CloudBacke Pro software.

NOTE
If there are several restore drill jobs that are run, it will all be displayed in this email. If the email report setting
was changed, all the previous restore drill job reports that were not sent will be sent according to the new
email report setting.
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Report

This feature allows user to view backup and restore reports as well as the usage and purchase
record.

There are four (4) options available for this feature, namely:

© Backup

© Restore

© Usage

© Purchase

Report

Restore
Usage

Purchase

www.cloudbacko.com

Backup Report

From To

03 w | Dec w | 2021 w 10 w | Dec w

Backup set W | Destination v
m Sample Backup... E Local-1
m Sample Backup... ﬂ Local-1
m sample Mobile... @ Local-1
m Sample Backup... f§l Local-1
m Sample Backup... E Local-1
m Sample Backup... |l Local-1

No. of records per page |50 v

Completion
Today 16:19
Today 16:16
Today 12:09
Today 11:39
Today 11:35
Today 11:26

2021 w Go

Completed
Completed
Completed

Completed

Page 1/1 w
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7.4.2 Backup

This option is used to run and view backup reports. There are four (4) filters that can be applied

on this feature, nam

* Date range
*  Backup set
* Destination

*  Status

ely:

Report

Backup Report

From

03 w | Dec w

To
2021 v

10 v | Dec w

Restore
Usage

Purchase

Backup set W | Destination

m Sample Backup
m Sample Backup

m Sample Mobile.
m Sample Backup...

m Sample Backup
m Sample Backup

E Local-1
E Local-1
.. B Local-1
B Local-1
.. B Local-1
ﬂ Local-1

No. of records per page |50 v

v | Completion
Today 16:19
Today 16:16
Today 12:09
Today 11:39
Today 11:35
Today 11:26

2021 w

Go

Completed
Completed
Completed

Completed

Page 1/1 w

By setting the Date range, you will see the list of all backup report(s) within that period.

Backup Report

From To
03 w | Dec w | 2021 w 10 v | Dec w2021 w Go
Backup set v  Destination v | Completion Status L
m Sample Backup... E Local-1 Today 16:19
m Sample Backup... E Local-1 Today 16:16
m Sample Mobile... E Local-1 Today 12:09 Completed
m Sample Backup... E Local-1 Today 11:39 Completed
m Sample Backup... E Local-1 Today 11:35 Completed
m Sample Backup... E Local-1 Today 11:26 Completed

www.cloudbacko.com
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You can view the backup report(s) of a specific backup set by using the Backup set filter.

From

03 v Dec w

Backup Report

2021 v

Backup set
Backup set
Sample Backup Set
Sample Backup Set
Sample Mobile Bac
Sample Backup Set

m Sample Backup..

W | Destination

ﬂ Local-1
Local-1
ﬂ Local-1
E Local-1

4 ﬂ Local-1

3 Local-1

To

10 v Dec w | 2021 v

v | Completion
VToday 16:19
Today 16:16
Today 12:09
Today 11:39
Today 11:35
Today 11:26

Go

Status v

Completed
Completed
Completed

Completed

If you want to see the backup report(s) in your selected storage location, use the Destination

filter.

From

03 w | Dec w

Backup set v

m Sample Backup..
m Sample Backup..
m Sample Mobile...
m Sample Backup..
m Sample Backup..!
m Sample Backup... ﬂ Local-1

Backup Report

2021 w

To
10 w | Dec

Destination

Local-1
Local-1

Local-1

Local-1

Destination

v | Completion
Today 16:19
Today 16:16
Today 12:09
Today 11:39
Today 11:35
Today 11:26

v | 2021 v Go

Status v

Completed
Completed
Completed

Completed

By applying this filter, all backup reports with the same Status will be shown.

From

03 v Dec w

Backup set

m Sample Backup...
m Sample Backup...
m Sample Mobile...
m Sample Backup...
m Sample Backup...
m Sample Backup...

Backup Report

2021 w

v | Destination

Local-1
Local-1
Local-1
Local-1

Local-1

Local-1

To
10 w || Dec

v 2021 v Go

v | Completion

Status L

Today 16:19

Today 16:16 Completed
Today 12:09 Warning
Today 11:39 iSENpas
Today 11:35 Completed
Today 11:26 Completed
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In order to see a backup report in detail, select a backup set.

Backup Report

From To

03 & | Dec w | 2021 w 10 w | Dec w 2021 w Go
Backup set w Destinati.. % Completion Status w
m Sample Backup Set ﬂ Local-1 Today 11:39 Completed

m Sample Backup Set ﬂ Local-1 Today 11:35 Completed

m Sample Backup Set E Local-1 Today 11:26 Completed

Click View log to see the event log during a backup.

Backup Report
From To

03 w || Dec w 2021 w 10 w || Dec w | 2021 w Go

Backup set v  Destination v  Completion Status v
[&] sample Backup... B Local-1 Today 11:35 Completed
Backup set m Sample Backup Set X
Destination B Local-1

Job 10/12/2021 11:24

Time Today 11:24 - 11:26 (PHT)

Status + Completed successfully

New files * 52 [580.7MB/688.6MB (15%)]

Updated files *

Attributes Changed Files *
Moved files *

Deleted files *

Dedupe Saving

View log

0
0
0
0
13.6G/14.2G [95.6%]

* Unit = No of files [Total zipped size [ Total unzipped size (compression ratio)]

No. of records per page | 50 v

Page

1/1 w
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Backup set, time, destination, and status can be filtered here. You can also choose to view

the number of logs per page.

Backup set | Sample Backup Set v Destination | Local-1 w
Log | 10/12/202111:24 w Show | All v
Type Log Time

0 Start [ CloudBacko Pro v5.0.0.55 ] 10/12/2021 11:25:15

0 Start Backup ... [Migrate Delta: Incremental] 10/12/2021 11:25:21 ~

o Using Temporary Directory /Users/admin/.cbp /tmp/1639105818789/Local@1639106309682 10/12/2021 11:25:21

© start running pre-commands 10/12/2021 11:25:26

€ Finished running pre-commands 10/12/2021 11:25:26

o Downloading server file list... 10/12/2021 11:25:26

o Downloading server file list... Completed 10/12/2021 11:25:28

) Reading backup source from hard disk... 10/12/2021 11:25:29

) Reading backup source from hard disk... Completed 10/12/2021 11:25:30

© [New Directoryl... / 10/12/2021 11:25:30

©) [New Directory)... /Users 10/12/2021 11:25:30

© [New Directory)... /Users/admin 10/12/2021 11:25:30

© [New Directory)... /Users/admin/Documents 10/12/2021 11:25:30

© [New Directory... /Users/admin/Documents/Test Files 10/12/2021 11:25:30

0 [New Directoryl... /Users/admin/Documents/Test Files/Photos 10/12/2021 11:25:30

0 [New Directory]... /Users/admin/Documents/Test Files/Videos 10/12/2021 11:25:30

0 [New File]... 10% of "/Users/admin/Documents/Test Files/Photos/TestPhoto (1).jpg" 10/12/2021 11:25:31

2 [New File]... 20% of "/Users/admin/Documents/Test Files/Phatos /TestPhoto (1).jp: 10/12/2021 11:25:31 v
Logs per page | 50 W Page (1/12 w

www.cloudbacko.com
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7.4.3 Restore

This feature is used for viewing restore report(s). You can also apply filter on Date range,
Backup set, Destination, and Status here.

Report

Backup

Usage

Purchase

www.cloudbacko.com

Restore Report

From To

03 w | Dec w |2021 w 10 v || Dec w | 2021 w Go

Backup set w | Destination v | Job Status

m Sample Mobile... E Local-1 Today 12:10 Completed

m Sample Backup... ﬂ Local-1 Today 11:43 Completed

No. of records per page | 50 v Page |1/1 w
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7.4.4 Usage

This allows the user to view the storage and usage information in a graphical view for each
backup set and backup destination by date.

Re p (0) rt Usage
Select a destination
Backup B /users/admin/Documents/Backup v

Select a backup set

Restore
m Sample Backup Set v

Usage From To

03 w | Dec w | 2021 w 10 w | Dec W | 2021 w Go
Purchase

0312/2021
04/12/2021
05/12/2021
06012/2021
07(12/2021
08N12/2021
09012/2021
10{12/2021

Date

Sample Backup Set

Show total capacity and used space

© Storage Statistics
Total Size: Displays the total amount of backed up data on the backup destination.

The storage statistics of a backup set is updated every time the following functions are

run:
1. Backup job
2. Periodic Data Integrity Check (PDIC)
3. Data Integrity Check (DIC)
4. Space Freeing Up
5. Delete Backup Data
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Example: The data transfer statistics will pop up when mouse pointer moves over a specific

date.
R e p (0] rt Usage
Select a destination
Backup B /users/admin/Documents/Backup v
Select a backup set
Restore

m Sample Backup Set v

Usage From To

03 w Dec ™| 2021 w 10 v | Dec ™| 2021 w Go

Purchase
800 o
500 — -
. Date 1012/2021
e Destination  Local-1
< 300 Backup set Sample Backup Set
& 200 Total Size 581.1MB

Data transfer
Backup 581.1MB
0 Restore 403.5K8
g g g W Utilites 0B

100

03/12/202
04/12/202
05/12/2021
06/12/202
07/12/202

oanzj
0912
10/12

Date
Sample Backup Set

Show total capacity and used space

© Data Transfer Statistics

* Backup: displays the amount of data transferred to the backup destination for
backups.

* Restore: displays the amount of data transferred from the backup destination for
restores.

= Utilities: displays the amount of data transferred from the backup destination, when
a Data Integrity Check (DIC) is run with the “Run Cyclic Redundancy Check (CRC)
during data integrity check" option selected.

To check the total capacity and used space, tick the checkbox.

Show total capacity and used space

Re p (0) I’t Usage
Select a destination
Backup B /users/admin/Documents/Backup v

Select a backup set

Restore m Sample Backup Set v

03 w | Dec w | 2021 w 10 w | Dec W | 2021 w Go
Purchase

500

400

Size (GB)

200

100

0301212021
041212021
05/12/2021
06012/2021
071122021
08012/2021
09012/2021
101212021

Date

Total Used Sample Backup Set

+| Show total capacity and used space
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7.4.5 Purchase

This feature is used for viewing purchase report(s) for license key and/or modules purchased
based on the license key which is currently applied on CloudBacko Pro.

You can select a purchase date and search for a specific report.

Re pOI‘t Purchase Report

Select a purchase date

Backup 2021-12-02 16:58 w Go
Restore Clouddacko.
Usage CloudBacko Corporation

28/F, Ford Glory Plaza, No.37 Wing Hong Street, Lai Chi Kok,

Kowl
Purchase Hong Kong

OFFICIAL RECEIPT

Thank you for your payment. Your transaction has been completed. Below are the
details of your purchase. Your order is charged in US Dollar (US$). A copy of this
receipt has been sent to your email & siasd@gmail.com

License Key : bciaam(3-Ts -4 FQ-###r_srurisirirss (Qnline)

Receipt Number: CC-97832 Contact Person ; Mg
Paid Date : 2021-12-02 Email : =l = @gmail.com
Payment Method : DIS Address : Valero Street, Makati
City, Philippines
Description Unit Price Qty. Amount
1. CloudBacko™ Pro Basic US$99.00 1 uss$99
Software
2. Fully covered coupon Less US$99
Total : US$0
Print
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7.5 Restore

This feature is used to copy the backed-up file(s) from the backup set and restore it to its original
location or new location.

(2,

Restore

If using CloudBacko Pro for the first time, you will be asked to create a backup set and run a
backup first. A restore cannot be performed unless you already run a backup.

ﬁ You have not performed any backup or created any backup set.

Create Backup Set

For instructions on how to do a restore, refer to Chapter 11 Restore Data.
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7.6 Settings

Settings consist of five (5) sub modules:

© Proxy

Email Report

License

Authentication

Mobile Backup

Settings Proxy (HTTP)
Use proxy to access the Internet
T
Email Report
License

Authentication

Mobile Backup

www.cloudbacko.com 111
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7.6.1 Proxy

To enable the Proxy Settings, follow the instructions below.

Use proxy to access the Internet
On

IP address

Settings Proxy (HTTP)
Use proxy to access the Internet

"

Email Report

License

Authentication

Mobile Backup

Setti ngs Proxy (HTTP)

Email Report | || |

License togin D

Authentication Ipassw.,,d |

Mobile Backup | |
 Test connection

1. Complete the following fields:

* |P address

* Port

* LoginID

*  Password
2. Click the Test Connection button to validate the connection.
3. Click the Save button to store the settings.

www.cloudbacko.com
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7.6.2 Email Report

The email report will send noatifications for backup errors or warnings, missed backup reports,

and storage alert.

Settings

Proxy
License
Authentication

Mobile Backup

www.cloudbacko.com

Email Report

Send backup related report to me through email
off

save
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To enable the Email Report feature, follow the instructions below:

1. Complete the following fields then click the Connection button to validate the

connection.
* Host
*  Protocol
*  Port

*  Login name
*  Password
*  Report sender emall

Settings

Proxy

License
Authentication
Mobile Backup

Email Report

Send backup related report to me through email
On

Outgoing SMTP Server

Host

| smitp.gmail.com

Protocol Port
[smP v 587 |
Login name

I T @gmail.com ]

Password

[reeee ]

Report sender email
| report@gmail.com |

If succesfully connected, the email address where the reporst will be sent should be
displayed as well as the list of reports to be received. Enter a valid email then click the

Send test email.

Settings

Proxy

License
Authentication
Mobile Backup

TTOST

| smtp.gmail.com |

Protocol Port
[sme v 587

Login name
| sl f@gmail.com ]

Password

eases ]

Report sender email
| report@gmail.com ]

« Successfully connected

Email Address

Send reports to these emails

I- = =t h@gmail.com

Reports to Receive

www.cloudbacko.com
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Below is the sample screenshot of the test email.

CloudBacko Testing Email fromm MacBook-Pro &5 2
Inbox x

s @gmail.com < @gmai.. Fri, 10 Dec, 16:37 (3 days ago) ¥y 4=

to i

Hi admin,

Congratulations! This is to confirm that CloudBacko Pro on your computer "MacBook-Pro
(192.163.["& F%)" is able to send email to you.

Have a nice day!
- CloudBacko Team

Please don't reply to this auto-generated email report If you prefer not to receive this report
anymore, you can turn it off in the Settings = Email Report section of your CloudBacko Pro
software.

2. Select the reports you want to receive by ticking the checkboxes then click the Save
button to store the settings.

*  Backup Error/Warning Report

. at 23.59 on the day when there are error or warning
" at 23:59 everyday, when there are no error or warning
*  Missed Backup Report when backup missed for a specific number of days
" Number of days: from 1 to 30
*  Storage Alert Report
" When available space is under 50%
" When available space is under 40%
" When available space is under 30%
" When available space is under 20%
" When available space is under 10%
*  Restore Drill Report
" For every Restore Drill Job
" For every Restore Drill Job with corrupted data found
Settings rroes .
Report sender email
Proxy crvrepora ey com
¥ Successhully connected
License Email Address
Authentication Sand fesiorts withese smale

B

Mobile Backup e
test er

Reports to Receive

| Backup Error/Warning Report | at 23:59 on the day when there are error... W
| Missed Backup Report when backup missed for 1 W | days

| Storage Alert Report when available space is under 50% v

/| Restore Drill Report | for every restore drill job v
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These are sample reports:

www.cloudbacko.com

Backup Error/Warning Report

CloudBacko Error/Warning of MacBook-Pro (2021-12-06) 5B 2

Inbox %

o' #==4 @gmail.com < @gmail.com> 09:59 (17 minutes ago) -
1o v

Hi root,

CloudBacke Pro experienced 0 errors and 3 warnings when backing up your computer "MacBook-Pro (127.0.0.1)"
during 2021-12-03.

Please check the details in the Report = Backup section of the CloudBacko Pro software for that machine and fix all
the related problems as soon as possible.

Have a nice day!

- CloudBacko Team

Please don't reply to this auto-generated email report. If you prefer not to receive this report anymore, you can turn
it off in the Settings > Email Report section of your CloudBacko Pro software

Missed Backup Report when backup missed for a specific number of days

CloudBacko Missed Backup of MacBook-Pro (2021-12-06) 5 2

Inbox x

bl @gmail.com < @gmail.coms> 09:59 (18 minutes ago) Yy
to -

Hi root,

The following backup sets of your computer "MacBook-Pro (127.0.0.1)" were missed
Sample Backup Set: Missed for 2 days

Possible reasons for missed backup:

1. Failed network connection

2 Machine was shut down at scheduled backup time

3. CloudBacko Pro's Windows service was not running

Check and fix the above problems to prevent missed backup from happening again. Fire backups manually as soon
as possible to keep the recent changes backed up

Have a nice day!

- CloudBacko Team

Please don't reply to this auto-generated email report. If you prefer not to receive this report anymore, you can turn
it off in the Settings = Email Report section of your CloudBacko Pro software

Storage Alert Report

CloudBacko Storage Alert of MacBook-Pro (2021-12-06) & 2
Inbox x
mes@gmail.com < @gmail.com> 10:24 (9 minutes ago) Yy
to -
Hi root,

The following storages of your computer "MacBook-Pro (127.0.0.1)" are running out of space (under 50%):

/Users [ admin / Documents

Please censider freeing up more space or upping the belt size by adding exira storage to ensure the system has
enough free space to hold future backups

Have a nice day!

- CloudBacko Team

Please don't reply to this auto-generated email report. If you prefer not to receive this report anymere, you can turn
it off in the Settings = Email Report section of your CloudBacko Pro software
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Restore Drill Report

o Troms e arla lams b i sl B s
date:  09/13/2023 11:01 AM
- . O R w——

Hi BT Win ranw,

Here is the summary of ycur restore drill job "2823-89-13-18-12-33",
Backup Set: File-1

Destination: GoogleDrive-1

Backup Job: 2023-99-13-18-87-28

Job status: oK

Restore Drill puration: @3/13/2823 18:12:53 CST - 85/13/2823 18:14:56 (ST
Total Data size: 771.72 W (4@64)

Restored Data Size: 771.73 M (d864)

Invalid Data: @

Unverifiable Data: @

Have a nice day!

- Cloudeackc Team

Please don't reply to this auto-generated email report. If you prefer not te receive this report anymore, you can
turn it off in the Settings > Email mepert section of your CloudBacke Pro scftware.

www.cloudbacko.com
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7.6.3 License

The License module shows the current license key applied along with the licenses and
module usage. Also, it allows the customer to apply full license key to a trial version of
CloudBacko Pro.

0 License Key

Displays the current license key. It could be a trial or full license key.
()] Change License Key

This feature allows the customer to apply a full license key.
o Mode

Displays the mode of the license key either Online or Offline license. Online license
key requires a fixed internet connection.

0 Version

Displays the version of the installed CloudBacko whether it is trial or full version. For
trial license, it will indicate the number of days before the trial expires.

L] Buy full version (Displays in trial version only)
This feature allows the customer to buy the full version of the CloudBacko Pro.
[+ Modules (Displays in trial version only)

This are the following modules enabled for CloudBacko Pro.

= CloudBacko Pro software = MySQL Backup Module
= Cloud File Backup Module = Microsoft 365 Backup Module
0 Installations (Displays in full version only)

* Jtem — these are the software and modules allowed for CloudBacko Pro.

= CloudBacko Pro software = MySQL Backup Module
= Cloud File Backup Module = Microsoft 365 Backup Module
= MariaDB Backup Module = VMware Backup Module

= PostgreSQL Backup Module

* Allowed - displays the allowed number for each module for CloudBacko Pro.

* Used (This computer) — displays the total number of used software or add on
modules on all computers. The number in brackets refers to the used software
or add on modules on the current computer.
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This is a sample screenshot for a trial version of CloudBacko Pro.

Settings

Proxy
Email Report
Authentication

Mobile Backup

License

License Key

Mode
Version

Modules

!'-:H ‘ '___l‘l.l‘_l‘t‘l‘u.l‘l.l"lo

Change License Key

Online

CloudBacko™ Pro vS Trial Version (Expires in 29 days)

CloudBacko Pro software Enabled
Cloud File Backup Module Enabled
IEM Lotus Domino Backup Module Enabled
IBM Lotus Notes Backup Module Enabled
Microsoft Exchange Server Backup Module Enabled
Microsoft SQL Server Backup Module Enabled
Microsoft Hyper-V Backup Module Enabled
Microsoft Windows System Backup Module Enabled
MySOL [ MariaDB Backup Module Enabled
Office 365 Backup Module Enabled
Oracle Database Server Backup Module Enabled
VMware Backup Module Enabled

This is a sample screenshot for a full version of CloudBacko Pro.

Settings

Proxy

Email Report
Authentication
Mobile Backup

www.cloudbacko.com

License
License Key
Mode

Version
Installations

hommmtD3-0a7 -8 TPl F## b wennsnirin
Change License Key

Online

CloudBacko™ Pro w5 Full Version

Item Allowed

Used

(This computer)

CloudBacko Pro software

Cloud File Backup Module

IBM Lotus Domino Backup Module
IBM Lotus Nates Backup Madule
Microsoft Exchange Server Back...
Microsoft SOL Server Backup Mo...
Microsoft Hyper-V Backup Module
Microsoft Windows System Back...
MySOL / MariaDB Backup Module
Office 365 Backup Module

Oracle Database Server Backup ...
VMware Backup Module

coooooooDoo

141
0(0)
0
010)
0{0)
010)
0o
0{0)
00
00
0o
oo
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To apply a license key, follow the instructions below:

1. Click Change License Key.

SettlngS License
License Key u_!‘.:.dl I'" I-!-I*-‘"-""‘"“"'

Proxy Change License Ke
Mode Online

Ema” Report Version CloudBacko™ Pro v5 Trial Version (Expires in 29 days)
License Modules CloudBacko Pro software Enabled
Cloud File Backup Module Enabled
. s IBM Lotus Domino Backup Module Enabled
AUth entication IEM Lotus Notes Backup Module Enabled
Microsoft Exchange Server Backup Module Enabled
i Microsoft SQL Server Backup Module Enabled
MOhlIe Backu p Microsoft Hyper-V Backup Module Enabled
Microsoft Windows System Backup Module Enabled
MySQL / MariaDB Backup Module Enabled
Office 365 Backup Module Enabled
Oracle Database Server Backup Module Enabled
VMware Backup Module Enabled

2. Enter a valid license key then click OK.

Change License Key

Enter a valid License Key

www.cloudbacko.com
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www.cloudbacko.com

Enter a valid License Key

« License key verified successfully
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3. Enter a valid email address.

Enter your email address

(=] Subject: CloudBacko License Infg (=5t sstees=_ a0 ded adc664244) for the computer "admins-Mac-2"
To: "ivyrfunelasi

From: “CloudBacko License Center (Developer Build)" <no-reply-testing@cloudbacko.com=

Date:  05/14/2020 09:58 PM

Dear customer,

Please use the attached License File to proceed with the Import License File procedure for the computer
"admins-Mac-2".

Regards,

Customer Service
CloudBacke Corporation

1 Attachments
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4. Click Browse to search for the activation.olr sent to thru email. Click Import to process
the activation then click Close to return to the main screen.

Check “ivyr.funelas G for an email titled "CloudBacko License Info" and import the attached
License File to here

/Users/admin/Downloads/activation.olr Browse

Check "ivyr.funelasGIIN' for an email titled "CloudBacko License Info" and import the attached
License File to here

« License key imported successfully
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5.  Click Save to store the settings.

Sett|ngs License

License Key b a3 - 927 8- HIFl-* ¥ A AR TR A,

Proxy Change License Key
Mode Online
Email Report Version CloudBacko™ Pro v5 Full Version
Installations Item Allowed Used
= (This computer)
License CloudBacko Pro software 2 1
h Cloud File Backup Module 0 0(0)
A ntication IEM Lotus Domino Backup Module 0 0(0)
uthenticatio IBM Letus Nates Backup Madule 0 0(0)
. Microsoft Exchange Server Back... [i] 0o
Mobile Backup Microsoft SOL Server Backup Mo... 0 0(0)
Microsoft Hyper-V Backup Module 1] 0o
Microsoft Windows System Back... 1] 0
MySOL / MariaDB Backup Module [i] 0(0)
Office 365 Backup Module 0 0 (0
Oracle Database Server Backup ... [i] 0o
‘VMware Backup Module 0 0
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7.6.4 Authentication

You can use the Authentication function to:

* Enable or disable the “Password Lock”. Change the password of the “Password Lock”.

Enable or disable the “Two-Factor Authentication”.

Add one or more device(s) registered for Two-Factor Authentication (2FA).

NOTE

Please refer to the CloudBacko App v1 User Guide for Android and iOS for the detailed

step-by-step procedure.

*  Re-pair with authenticator.

This is used once migration is completed to re-pair with authenticator to enable the sign-

in using push notification feature and disable the one in the original device.

* Remove one or more device(s) registered for Two-Factor Authentication (2FA).

Authentication (2FA).

View details of the “Last Successful Login” for Password Lock and Two-Factor

and LastPass Authenticator).

NOTE

* |f both the "Password Lock" and Two-Factor Authentication are enabled, users will be
prompted to enter the "Password Lock" first before the Two-Factor Authentication (2FA).

*  For Two-Factor Authentication (2FA), you can register your mobile device on both CloudBacko
app and a third-party TOTP Authenticator (e.g. Google Authenticator, Microsoft Authenticator,

Settings

Proxy
Email Report
License

Authentication

Mobile Backup

www.cloudbacko.com

Password Lock

Require password to unlock CloudBacko Pro during startup

off |

Two-Factor Authentication

Require Authenticator App to sign in your account during startup

off |

Last Successful Login

Time: 10/12/2021 11:01 (PHT)
Mobile Device: --
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Password Lock
To enable the Password Lock feature, follow the instructions below:
1. Swipe the lever to the right to turn it on.

2. Enter the new password and re-enter it for authentication purposes.

New Password

Re-enter password

3. Click OK then click Save button to store the settings.

4. Upon launching the CloudBacko Pro, it is required to enter the password to login.

Please enter your password

Forgot password
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To change the password, follow the instructions below:

1. Click Change Password.

Proxy

License

Settings

Email Report

Authentication

Mobile Backup

2. Enter the current password.

www.cloudbacko.com

Change Password

Please confirm current password

Password Lock

Require password to unlock CloudBacko Pro during startup

On 1

Two-Factor Authentication

Require Authenticator App to sign in your account during startup
off |

Last Successful Login

Time: 10/12/2021 11:01 (PHT)
Mobile Device: -~

[save ] [cancet | [vete |
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3. Enter the new password and re-enter it for authentication purposes. Click OK to return

to main screen.

Change Password

New Password

Re-enter password

|o-u‘ll

4. Click Save to store the settings.

Settings

Proxy
Email Report
License

Authentication

Mobile Backup

www.cloudbacko.com

Password Lock

Require password to unlock CloudBacko Pro during startup

On -1

Two-Factor Authentication

Require Authenticator App to sign in your account during startup
off |

Last Successful Login

Time: 10/12/2021 11:01 (PHT)
Mobile Device: -~

[seve ] [Ccancel ] e |
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To disable the Password Lock feature, follow the instructions below:

1. Swipe the lever to the left to turn it off.

Proxy

Settings

Email Report
License

Authentication

Mobile Backup

Password Lock

Require password to unlock CloudBacko Pro during startup

on 1

Two-Factor Authentication

Require Authenticator App to sign in your account during startup
off |

Last Successful Login

Time: 10/12/2021 11:01 (PHT)
Mobile Device: -~

[save ] [Ccancel ] e |

2. Enter the current password for authentication purposes.

Disable password lock

Please confirm current password

3. Click OK then click the Save button to store the settings.

www.cloudbacko.com
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Two-Factor Authentication

To enable the two-factor authentication feature and add a mobile device, follow the instructions

below:

NOTE

The CloudBacko app or a third-party TOTP Authenticator is needed for 2FA.

1. Goto Settings > Authentication > Two-Factor Authentication.

Settings

Proxy
Email Report
License

Authentication

Mobile Backup

Password Lock

Require password to unlock CloudBacko Pro during startup

or (.

Two-Factor Authentication

Require Authenticator App to sign in your account during startup

or .

Last Successful Login

Time: 10/12/2021 11:01 (PHT)
Mobile Device: --

2. Swipe lever to the right to turn it on. Click Add.

For the detailed step-by-step procedure on how to add a mobile device, please refer to
CloudBacko App v1 User Guide for Android and iOS.

Settings

Proxy
Email Report
License

Authentication

Mobile Backup

www.cloudbacko.com

Password Lock

Require password to unlock CloudBacko Pro during startup

or o

Two-Factor Authentication

Require Authenticator App to sign in your account during startup

on |
Registered Mobile Device(s)

Last Successful Login

Time: 10/12/2021 11:01 (PHT)
Mobile Device: --

o
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To re-pair the authenticator, follow the instructions below:

1. Go to Settings > Authentication > Two-Factor Authentication. Click Re-pair with
authenticator.

Proxy

License

Settings

Email Report

Authentication

Mobile Backup

Password Lock

Require password to unlock CloudBacko Pro during startup

off |

Two-Factor Authentication

Require Authenticator App to sign in your account during startup
on 1

Registered Mobile Device(s)

Sweet A32 e
E Re*;)d!' with authenticator ‘E

Add

Last Successful Login

Time: 10/12/2021 11:01 (PHT)
Mobile Device: -~

[save ] [cance ] [eo |

2. In the CloudBacko app, go to 2FA then tap [REREURVIaN o FTo (V] RVET=Igr-Te{efe ¥ 311,

@ CloudBacko

@ CloudBacko Pro A
admins-Mac-5 (Mac 0S X 10.12)

795 080 &

Re-pair with backup user account

- ('l
5

[olol —
S o o= =
Home Backup 2FA More

www.cloudbacko.com
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3. Scan the QR Code to re-pair with authenticator.

4. QR Code is detected, tap OK to proceed.

QR Code detected!

Register Galaxy A70 with admins-Mac-5
(Mac 0S X 10.12) ?

CANCEL OK

5. The migrated 2FA account has been successfully re-paired.

@ CloudBacko

@ admins-Mac-5 (Mac 0S X 10.12)

441 915

www.cloudbacko.com 132
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6. The original device will be changed by the replacement device.

Settings

Proxy
Email Report
License

Authentication

Mobile Backup

Password Lock

Require password to unlock CloudBacko Pro during startup

or ‘.

Two-Factor Authentication

Require Authenticator App to sign in your account during startup

on e

Registered Mobile Device(s)
E Galaxy A70 .
Re-pair with authenticator

Add
Last Successful Login

Time: 10/12/2021 11.01 (PHT)
Mobile Device: --

To remove a mobile device, follow the instructions below:

1. Click the . button on the right side of the registered mobile device.

Settings

Proxy
Email Report
License

Authentication

Mobile Backup

www.cloudbacko.com

Password Lock

Require password to unlock CloudBacko Pro during startup

or o

Two-Factor Authentication

Require Authenticator App to sign in your account during startup
on il

Registered Mobile Device(s)

D Galaxy A70
Re-pair with authenticator

D Sweet A32
Re-pair with authenticator

Add
Last Successful Login

Time: 10/12/2021 11:01 (PHT)
Mobile Device: -~
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2. A confirmation message will appear, click Yes to proceed. Otherwise, click No.

Are you sure you want to delete the registered Mobile Device for Two-Factor

= Authentication feature?

3. Mobile device is successfully removed.

[res ][]

Settings

Proxy
Email Report
License

Authentication

Mobile Backup

Password Lock

Require password to unlock CloudBacko Pro during startup

or (.

Two-Factor Authentication

Require Authenticator App to sign in your account during startup
On = |

Registered Mobile Device(s)

D Galaxy A70
Re-pair with authenticator

Add

Last Successful Login

Time: 10/12/2021 11:01 (PHT)
Mobile Device: --

To disable the two-factor authentication feature, follow the instructions below:

disabling Two-Factor Authentication

NOTE

Sliding the switch to right hand side will only turn off the two-factor authentication but it will
not automatically delete the registered mobile device(s) for Two-Factor Authentication. If you
need to delete the registered mobile device(s), this must be done manually first before

www.cloudbacko.com
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1. Swipe the lever to the left to turn it off.

Settings

Proxy
Email Report

License

Mobile Backup

Authentication

Password Lock

Require password to unlock CloudBacko Pro during startup

or o

Two-Factor Authentication

Require Authenticator App to sign in your account during startup

on =l

Registered Mobile Device(s)
E Galaxy A70 .
Re-pair with authenticator

Add
Last Successful Login

Time: 10/12/2021 11:01 (PHT)
Mobile Device: --

2. Click Save to save the settings.

Settings

Proxy
Email Report

License

Mobile Backup

www.cloudbacko.com

Authentication

Password Lock

Require password to unlock CloudBacko Pro during startup

or (.

Two-Factor Authentication

Require Authenticator App to sign in your account during startup

off .
Last Successful Login

Time: 10/12/2021 11:01 (PHT)
Mobile Device: -~
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Last Successful Login

Displays the Date, Time, Time zone the user last logged in and the registered mobile device.

Settings

Proxy
Email Report
License

Authentication

Mobile Backup

Password Lock

Require password to unlock CloudBacko Pro during startup

o .

Two-Factor Authentication

Require Authenticator App to sign in your account during startup

on =l

Registered Mobile Device(s)

E Galaxy A70 .
Re-pair with authenticator

Last Successful Login

Time: 10/12/2021 18:00 (PHT)
Mobile Device: Galaxy A70

Below is the screenshot if there is no login record yet.

Settings

Proxy
Email Report
License

Authentication

Mobile Backup

www.cloudbacko.com

Password Lock

Require password to unlock CloudBacko Pro during startup

or ‘.

Two-Factor Authentication

Require Authenticator App to sign in your account during startup

or "

Last Successful Login

No login record

136



Cloudbdacko.

7.6.5 Mobile Backup

You can use the Mobile backup function to:

* Add one or more device(s) registered for Mobile Backup.

NOTE

Please refer to the CloudBacko App v1 User Guide for Android and iOS for the detailed step-

by-step procedure.

* View backed up photos, videos and documents saved in the mobile backup destination.

* Change your mobile backup destination to:

o new location in the same local machine

o new machine

* Remove one or more device(s) registered for Mobile Backup.

I

Settings

Proxy
Email Report

License

Authentication

Mobile Backup

www.cloudbacko.com

Mobile Backup

Registered Mobile Device(s)
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View backed up photos and videos saved in the mobile backup destination

To view backed up photos and videos saved in the mobile backup destination, follow the

instructions below:

1. Click the link or the Browse (> icon on the right side of the registered mobile device.

Settings

Proxy
Email Report
License

Authentication

Mobile Backup

Mobile Backup

Registered Mobile Device(s)
D Galaxy A70

fUsers/admin/Documents/CloudBacko Pro/Galaxy A70/16393...

Add

LA

2. A new window will be displayed. Double-click the blocks folder, then double-click the
folder named with the “YYYY-MM-DD-hh-mm-ss” format which is the date and time of
the backup. This contains the folders where the photos and videos are saved.

5 ] = [ED

=]

oon

w LN S &=

Q1
b,

Caar
—Earcr

Name

> I blocks

Favorites
& All My Files

™ iCloud Drive

Date Modified
Today, 10:57 AM

Size v

Kind

Folder

< &8

L=

4

-

Seaarch
Searc!

Favorites

& All My Files

~  Date Moditied

Today, 10:52 AM

- Backup.db Today, 10:57 AM 16 MB Doc:
Y iCloud Drive P ) )
< H = RIERER N R Q searct

Favorites Name ~  Date Modified Size  King
E All My Files »lmo Today, 10:58 AM -~ Folde
7Y iCloud Drive
< H = EIEREREE Q

Favorites Name ~  Date Modified Size King
& Al My Files = 000000.JPG 2 Aug 2018, 10:05 AM 169KB  JPE

- . W 00000a.j 10 Sep 2 9:36 AM 271KB  JPE
¢ iCloud Drive - G = i e

& 00000b.jpg 10 Sep 20 37 AM 97 KB JPE
#; Applications & 00000c.jpg 10 Sep 2021, 9:37 AM 23KB JPE
[ Desktop = 00000d.bmp 10 Sep 2021, 9:37 AM 8.3 MB Wir
o & 00000e.bmp 10 Sep 2021, 9:37 AM 5.9 MB Wir

3. Once done, click the X button to exit.

www.cloudbacko.com
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Change mobile backup destination location to new location in the same
machine

These are scenarios upon changing the mobile backup destination to a new location in the
same local machine:

* Move to a new location in the same machine with enabled Free up space.

If Free up space is enabled on the CloudBacko Mobile app, it is required to copy the
previously backed-up photos, videos, documents and 2FA accounts to the new location
to prevent missing data upon restore.

In case the previously backed-up photos, videos, documents and 2FA accounts were not
copied to the new location, even though the backup will re-upload all the photos, videos,
documents and 2FA accounts again from the mobile device, this will not include the photos,
videos, documents and 2FA accounts removed by the Free up space feature.

* Move to anew location in the same machine with disabled Free up space.
If Free up space is disabled on the CloudBacko Mobile app, there are two (2) options

available, copy the previously backed-up photos, videos, documents and 2FA accounts to
the new location or continue to backup in the new location.

In case the previously backed-up photos, videos, documents and 2FA accounts were not
copied to the new location, the backup will re-upload all the photos, videos, documents
and 2FA accounts again from the mobile device.

To change the mobile backup destination to another drive or folder on the CloudBacko machine,
follow the instructions below:

1. From the old location, secure a copy of the previously backed-up photos, videos,
documents and 2FA accounts. Skip this step if Free up space is disabled and proceed
to Step 2.

2. Launch CloudBacko Pro.

D,

CloudBacke Pro
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3. Goto Settings > Mobile Backup. Click the Edit . icon on the right side of the
registered mobile device.

Mobile Backup

Registered Mobile Device(s)

Settings

4. Select a new mobile backup destination then click Open.

Mobile Backup

In this example, the new mobile backup destination will be
/Users/admin/Documents/MobileBackupl.

Gal A70
Proxy E [Usz!/admm/Dncuments/CIoudBacko Pro/Galaxy A70/16393... ...
Email Report Add
License
Authentication

Save Cancel

www.cloudbacko.com

New Folder

.
W W Y W W—— |
Settipac
M) §<] D> EEUII &% | | [ Documents < ul K=] Q Search
[ Favorites Name A Date Modified Size Kind
PI’OXY & iCloud Drive » [ 1639105818789 10 Dec 2021, 16:07 Folder & 2 i
. » [ 1639124232574 10 Dec 2021, 16:19 Folder [
Email R #x Applications » [ Alternate 10 Dec 2021, 12:11 Folder
[E) Desktop » [ Backup 10 Dec 2021, 18:26 Folder
. 5 Documents » [ CloudBacko Pro Today, 14:14 Folder
Llcense o » [ Microsoft User Data 1Jan 2001, 08:21 Folder
Downloads B MobileBackup1 10 Dec 2021, 12:09
: » [ MobileBackup2 18 May 2021, 22:22 Folder
g Toos
AUthentl @ Red » [ Photos 27 Apr 2021, 11:52 Folder
. » [ Restore 10 Dec 2021, 11:16 Folder
Mobile BRI » [ screenshots 10 Dec 2021, 18:48 Folder
Yellow » [ settings 10 Dec 2021, 16:07 Folder
» [ Test Files 1 Jan 2001, 08:16 Folder
® Green » [ Videos 27 Apr 2021, 11:48 Folder

Cancel
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5. Click Save to store the change made. Otherwise, click Cancel.

Mobile backup destination is successfully changed to
/Users/admin/Documents/MobileBackupl.

Registered Mobile Device(s)

Galaxy A70 ==
R Iﬂ Jsers/admin/Documents/MobileBackup1/Galaxy A70/16393... i (€21 [
Email Report Add

License

Authentication

NOTE

The registered mobile device and backup set ID will be appended automatically to the
new mobile backup destination.

6. Copy the previously backed-up photos, videos, documents and 2FA accounts from the
original location in the new mobile backup destination.

Change mobile backup destination location to new machine
Move to a new machine with enabled or disabled Free up space due to upgrade.

If the machine needs upgrading, the previously backed-up photos, videos, documents and 2FA
accounts are still available. Also note that if Free up space is enabled on the CloudBacko Mobile
app, it is required to copy the previously backed-up photos, video, documents s and 2FA
accounts to the new machine to prevent missing data upon restore.

Even if Free up space is disabled, it is recommended to copy the previously backed-up photos,
videos, documents and 2FA accounts to the new machine otherwise the photos, videos,
documents and 2FA accounts on the mobile device will be backed-up again from scratch.

To change the mobile backup destination to a new machine, follow the instructions below:
1. From the old machine,

* secure a copy of the previously backed-up photos, videos, documents and 2FA
account.
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* save a copy of the configuration file by going to Utilities > Ex/Import Setting
then click Export Now. Select the destination where the file will be saved.

Ut| ||t|e S Export CloudBacko Pro Settings

Export all CloudBacko Pro settings to a configuration file (settings.sys) so that
you do not have to configure them again after reinstallation of the software.

Data Integrity Check
Export Now

Space Freeing Up

Ex/Import Settings Import CloudBacko Pro Settings

Import selected CloudBacko Pro settings from a configuration file (settings.sys /

De'ete Backu p Data *.xml.cgz) to restore your previous configured settings.

Decrypt Backup D... imporyioy

2. On the new machine, install CloudBacko Pro.
3. Apply the CloudBacko license key to the new installation.

4. Copy the configuration file (settings.sys) from the old machine to the new machine.
Import it by going to Utilities > Ex/Import Setting then click Import Now. Select the
destination where the configuration file was saved.

Ut|||t|es Export CloudBacko Pro Settings

Export all CloudBacko Pro settings to a configuration file (settings.sys) so that
you do not have to configure them again after reinstallation of the software

Data Integrity Check
Export Now
Space Freeing Up

Ex/Import Settings Import CloudBacko Pro Settings

Import selected CloudBacko Pro settings from a configuration file (settings.sys /
Delete Backu p Data *.xml.cgz) to restore your previous configured settings.

Decrypt Backup D... L (e

5. If the mobile backup destination needs to be updated, please follow the steps on how to
change mobile backup destination to a new location in the same local machine.
Otherwise, skip this step and proceed to step 6.

6. Copy the previously backed-up photos, videos and 2FA accounts from the old machine
to the new mobile destination.

7. Restart the CloudBacko Pro Services on the newly installed CloudBacko Pro to
restart the MBS.

8. Start backup of photos, videos, documents and 2FA accounts.

@ CloudBacko Xx

Galaxy A70

Last Backup 2 hours ago

& &

Backup
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Remove one or more device(s) registered for Mobile Backup

To remove a mobile device, follow the instructions below:

1. Click Delete M jcon on the right side of the registered mobile device.

Authentication

Mobile Backup

SettlngS Mobile Backup

Registered Mobile Device(s)
PI'OXV D C:a!‘axy .;\(?‘0 n/Documents/CloudBacko Pro/Galaxy A70/16393
Email Report E srf:t)fii‘ n/Documents/CloudBacko Pro/Sweet A32/16393
License Add

&7 m
& 7 i

2. A confirmation message will appear, click Yes to proceed. Otherwise, click No.

Are you sure you want to delete the registered Mobile Device for Mobile Backup

? feature?
Once deleted, the backed-up mobile device data will also be deleted.

3. Mobile device is successfully removed along with any photos, videos, documents and

2FA accounts backed up in the mobile backup destination.

SettlngS Mobile Backup

Registered Mobile Device(s)
Proxy E Ga!axy Au7ov n/Documents/CloudBacko Pro/Galaxy A70
Email Report Add

@ 2 i

www.cloudbacko.com
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7.7 Utilities

This feature allows user to perform quality check of the index file and backed up data, free
up storage space, export and import settings, delete, and decrypt backed-up data.

,

Utilities

There are five (5) options available for this feature:

Data Integrity Check

Space Freeing Up

Ex/Import Settings

Delete Backup Data

Decrypt Backup Data
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7.7.1 Data Integrity Check

The Data Integrity Check (DIC) is used to identify the data in the backup set that has index-
related issues, remove any corrupted file(s) from the backup destination(s) to ensure the
integrity of the backup data and its restorability, and update the storage statistics.

For an efficient management of overall storage size of the backup destination(s), the data
integrity check job will perform check for the backup destination(s) to remove old index files that
are more than ninety (90) days old in the backup job folder(s).

UtI|ItIES Data Integrity Check

Perform health check for your backed up data to ensure the data integrity and

. restorability
Data Integrity Check select a backup set
Space Freeing Up AL v
. Run Cyclic Redundancy Check (CRC) during data integrity check
Ex/Ilmport Settings
Rebuild index
Delete BaCkUp Data Empty all files in recycle bin
Decrypt Backup D... Start
NOTE

Data Integrity Check CANNOT fix or repair files that are already corrupted.

Data Integrity Check can only be started if there is NO active backup or restore job(s) running
on the backup set selected for the DIC job. As the backup, restore and data Integrity check
are using the same index for read and write operations. Otherwise, an error message will be
displayed in the post-DIC to indicate the data integrity check is completed with error(s) and
that the data integrity check had skipped a backup set with an active backup job.
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© Run Cyclic Redundancy Check (CRC)

When this option is enabled, the DIC will perform check on the integrity of the files on the backup
destination(s) against the checksum file generated at the time of the backup job. If there is a
discrepancy, this indicates that the files on the backup destination(s) are corrupted.

These corrupted files will be removed from the backup destination(s). If these files still exist on the
client machine on the next backup job, the CloudBacko Pro will upload the latest copy. However,
if the corrupted files are in retention area, they will not be backed up again as the source file has
already been deleted from the client machine.

The time required to complete a data integrity check depends on the number of factors such as:
@  number of files and/or folders in the backup set(s)
@  bandwidth available on the client computer

@  hardware specifications of the client computer such as, the disk /0 and CPU
performance

NOTE

1. For user(s) with metered internet connection, additional data charges may be
incurred if the Cyclic Redundancy Check (CRC) is enabled. As CRC data involves
downloading the data from the backup destination(s) to the client machine in order
to perform this check.

2. To find out how much data is downloaded from the backup destination(s) for the
CRC check, please refer the value for Utilities in the Data Transfer Statistics on Ch.
7.5.3.

© Rebuild Index

When this option is enabled, the data integrity check will start rebuilding corrupted index and/or
broken data blocks if there are any.

© Empty all files in recycle bin

When this option is enabled, all the files in the Recycle Bin will be deleted.
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There are four (4) options in performing the Data Integrity Check:

Option 1

Run Cyclic Redundancy Check (CRC) during data integrity check
Rebuild index

Empty all files in recycle bin

Start

For checking of index and data.

Option 2

+| Run Cyclic Redundancy Check (CRC) during data integrity check
Rebuild index

Empty all files in recycle bin

Start

For checking of index and
integrity of files against the
checksum file generated at the
time of the backup job.

Option 3

Run Cyclic Redundancy Check (CRC) during data integrity check
| Rebuild index

Empty all files in recycle bin

Start

For checking and rebuilding of
index.

Option 4

| Run Cyclic Redundancy Check (CRC) during data integrity check
+ Rebuild index

Empty all files in recycle bin

Start

For checking of index, integrity of
files against the checksum file
generated at the time of the
backup job and rebuilding of
index.

The following diagrams show the detailed process of the Data Integrity Check (DIC) in four (4)

modes:

* Option1

Disabled Run Cyclic Redundancy Check (CRC) and Rebuild index (Default mode)

*  Option 2

Enabled Run Cyclic Redundancy Check (CRC) and Disabled Rebuild index

* Option 3

Disabled Run Cyclic Redundancy Check (CRC) and Enabled Rebuild index

* QOption 4

Enabled Run Cyclic Redundancy Check (CRC) and Rebuild index

www.cloudbacko.com
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Option 1: Disabled Data Integrity Check (DIC) Process with Run Cyclic Redundancy
Check (CRC) and Rebuild Index (Default mode)

o .o e m

Start Data Checking data Checking index files Checking outdated No index-related

Integrity Check blocksinthe whichare more than entries in the index issues found
backup 90 days old in the files if they physically

existin the backup
destination(s)

o

destination(s)

o|

backup destination(s)

o| 0

7] T A L& =o

D

Removing indexfiles
from the backup
destination(s) which
are more than 90
days old

vy

0g
o

v

Data Integrity Check
(TESTMODE) user
prompt

Data Integrity
Check completed

°|
2

Uploadingindexfiles
with no issues to the
currentbackup
destination(s)

Removingoutdated Storage Statistics
entriesin the index recalculated

files which do not A A A
physically existin
backup destination(s)

Removing data
blocks that do not
existin the index

o (TEST MODE) confirmation
screen will prompt user to
proceed with the corrective
actions (recommended).
=» If the user selects YES, then
the changes will be applied

=¥ If the user selects NO, then
the deletion of data will be
discarded

olndex files with no issues
will be uploaded to the
current backup destination(s).

o(:heckthe data blocks (.bak
files) located in the backup
destination(s) if they existin
the index.
= If YES, proceed to e

=» If NO, proceed to o

o Data blocks (.bak files) that do
not exist in the index and
partially uploaded orphan files

will be automatically removed
°Checkthe index files in the from the backup destination(s).
backup destination(s) to
determine if they were more
than 90 days old.

= If YES, proceed to
=¥ If NO, proceed to e

0 Index files which are more than
90 days old will be removed
from the backup destination(s).

| By default, (TEST MODE)
~ confirmation screen will only
prompt if either of the
criteria below matches the
OOutdated entries in the index backup data:
files for files and/or folders « deleted number of

GCheck the outdated entries in
the index files for files and/or
folders if they physically exist
in the backup destination(s).

= If YES, proceed to
=¥ If NO, proceed to o

°Storage Statistics for Data
area and Retention area
usage will be recalculated.

oData integrity check is
completed.

which do not physically existin
the backup destination(s) will
be removed.

=¥ If the backup data
matches either of the
criteria, proceed to o

=» If NOT, proceed to o

backup files is over 1,000
« deleted number of
backup files size is over
512 MB (in total)
« deleted number of
backup files is over 10%
of the total backup files
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Option 2: Enabled Data Integrity Check (DIC) Process with Run Cyclic Redundancy
Check (CRC) and Disabled Rebuild Index

blocks that do not from the backup

existin the index destination(s) which
are more than 90
days old

entries in the index
files which do not
physically existin
backup destination(s)

N LN LN (N W .
S Sl ) < 0 S a2
g o /&0 S a0 ¢ o .o
Start Data Checking data Checkingindexfiles  Checkingoutdated  Downloadingallfiles Checking theintegrity No index-related
Integrity Check blocks in the which are more than entriesin the index  from the backup of the files againstthe issuesandno
backup 90 days old in the files if they physically destination(sjtothe  checksum file corrupted files
destination(s) backup destination(s) existin the backup ~ CloudBacko Pro found
destination(s) machine l
| | | | o .
A | N — \‘
(v —
(7] A 0 kil—g
L Q9
Removing data Removingindex files Removing outdated i 8 Data Integrity

files Check

11‘4

i

with no issuesto the

01\

currentbackup
destination(s)

N/

(TESTMODE) user
prompt

Data Integrity Check

@ check the data blocks (bak
files) located in the backup
destination(s) if they exist in
the index.

211 YES, proceed to ()

=* If NO, proceed to o

@cneok the index files in the
backup destination(s) to
determine if they were more
than 90 days old.

21 YES, proceed to ()

= If NO, proceed to o

echeck the outdated entries in
the index files for files and/or
folders if they physically exist
in the backup destination(s).

-+ If YES, proceed to
 If NO, proceed to o

oF\Ies in the backup set are
downloaded from the backup
destination(s) to the
CloudBacko Pro
machine, proceed to o

GCheck the integrity of files in
the backup destination(s)
against the checksum file
generated at the time of the
backup job.
=% If any discrepancy is

FOUND, proceed to
=¥ If NO discrepancy is
found, proceed to o

o Storage Statistics for Data
area and Retention area
usage will be recalculated.

eData integrity check is
completed.

olndex files with no issues
will be uploaded to the
current backup destination(s).

o Data blocks (.bak files) that do
not exist in the index and
partially uploaded orphan files
will be automatically removed
from the backup destination(s).

olndex files which are more than
90 days old will be removed
from the backup destination(s).

°Outdaled entries in the index
files for files and/or folders
which do not physically exist in
the backup destination(s) wil
be removed.

=¥ If the backup data

matches either of the
criteria, proceed to o

i NOT, proceed to o

o(TEST MODE) confirmation

screen will prompt user to

proceed with the corrective

actions (recommended).

= If the user selects YES, then
the changes will be applied

=¥ If the user selects NO, then
the deletion of data will be
discarded

°Currupted files will be
automatically removed from
the backup destination(s).

t By default, (TEST MODE)
confirmation screen will only
prompt if either of the criteria
below matches the backup
data:

+ deleted number of backup

files is over 1,000

deleted number of backup

files size is over 512 MB (in

total)

deleted number of backup

files is over 10% of the total

backup files
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Option 3: Disabled Data Integrity Check (DIC) Process with Run Cyclic Redundancy
Check (CRC) and Enabled Rebuild Index

S >
>

Start Data
Integrity Check

E » el
> >

2 ) 2 )

Checking data Checking indexfiles
blocksin the which are more than
backup 90 days old in the

destination(s)

Removing data
blocks that do not
existin the index

°

from the backup

aremore than 90
days old

backup destination(s)

Removingindex files

destination(s) which

g

2 )

Checking outdated
entries in the index
files if they physically
exist in the backup
destination(s)

o
A

Removing outdated
entries in the index
files whichdo not
physically existin
backup destination(s)

°|

1y
pr-—\

N\

Checking theindex
and data blocks to
detectif corrupted
index or broken data
blocks existin the
backup destination(s)

Rebuilding corrupted ~ Storage Statistics
indexand broken
data blocks

No index-related
issues found

A\ 4

—
— /\/ —
adl |— @

Data Integrity
Check completed

0

recalculated

Ii

Uploadingindex files

e,

‘with noissuesto the
currentbackup
destination(s)

v

Data Integrity Check
(TESTMODE) user

prompt

°Checkthe data blocks (.bak
files) located in the backup
destination(s) if they existin
the index.
= If YES, proceed to o

= IfNO, proceed to °

°Checkthe index files in the
backup destination(s) to
determine if they were more
than 90 days old.
= If YES, proceed to

= If NO, proceed to e

°Checkthe outdated entries in
the index files for files and/or
folders if they physically exist
in the backup destination(s).

=» If YES, proceed to
=» If NO, proceed to 0

°Checkthe index and data

blocks in the backup

destination(s) to identify

corrupted index and broken

data blocks.

=» |f corrupted index and
broken data blocks are
FOUND, proceed to 0

=¥ If NO corrupted index
and broken data blocks
are FOUND, proceed toe

e Storage Statistics for Data
area and Retention area
usage will be recalculated.

0 Data integrity check is
completed.

elndex files with no issues
will be uploaded to the
current backup destination(s).

° Data blocks (.bak files) that do
not exist in the index and
partially uploaded orphan files
will be automatically removed
from the backup destination(s).

o Index files which are more than
90 days old will be removed
from the backup destination(s).

OOutdated entries in the index
files for files and/or folders
which do not physically exist in
the backup destination(s) will
be removed.

=¥ If the backup data
matches either of the
criteria, proceed to a

= If NOT, proceed to Q

e (TEST MODE) confirmation
screen will prompt user to
proceed with the corrective
actions (recommended).
=> If the user selects YES, then
the changes will be applied

=¥ If the user selects NO, then
the deletion of data will be
discarded

°Corrupted index and broken
data blocks (.bak files)
identified will be rebuilt.

' By default, (TEST MODE)
~ confirmation screen will only
prompt if either of the criteria
below matches the backup
data:
+ deleted number of backup
files is over 1,000
+ deleted number of backup
files size is over 512 MB
(in total)
« deleted number of backup
files is over 10% of the
total backup files
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Option 4: Enabled Data Integrity Check (DIC) Process with Run Cyclic Redundancy
Check (CRC) and Rebuild Index

Removing outdated

ing data
blocks that do not
existin the index

days old

from the backup
destination(s) which
are more than 90

files
entriesin the index
files which do not
physically existin
backup destination(s}

h (N (N (N N h (N
O /20 /20 /0 />0 . 20 /& N
— K B & o e
Start Data Checking data Checkingindexfiles  Checking outdated D all files index  Noindex-related
Integrity Check blocksin the whichare morethan  entriesin theindex  fromthe backup of the files againstthe  and datablocks to Issues andno
backup 90 days old in the files if they the file detectif corrupted corrupted files
existin the backup ~ CloudBacko Pro index or brokendata  found
destination(s) machine blocks existin the
backup destination(s)
< A a a — ‘h
(7 — _:
J — |
L B —
Data Integrity

upted

files. corruptedindexand  recalculated

broken datablocks

11‘¢

|

N

oy

prompt

ocheck the data blocks (.bak
files) located in the backup
destination(s) if they exist in
the index.
+I1YES, proceed to ()

=¥ If NO, proceed to o

OCheck the index files in the
backup destination(s) to
determine if they were more
than 90 days old.
+I1YES, proceed to ()

=¥ If NO, proceed to o

° Check the outdated entries in
the index files for files and/or
folders if they physically exist
in the backup destination(s).
1 YES, proceed to ()

=¥ If NO, proceed to o

°F\les in the backup set are
downloaded from the backup
destination(s) to the
CloudBacko Pro
machine, proceed to e

Data Integrity Check
(TESTMODE) user

e Check the integrity of files in
the backup destination(s)
against the checksum file
generated at the time of the
backup job.
= If any discrepancy is

FOUND, proceed to
= 1f NO discrepancy is
found, proceed to o
ocheck the index and data
blocks in the backup
destination(s) to identify
corrupted index and broken
data blocks.
=¥ If corrupted index and
broken data blocks are
FOUND, proceed to

= If NO corrupted index
and broken data blocks

are found, proceed 109

oswrage Statistics for Data
area and Retention area
usage will be recalculated.

oData integrity check is
completed.

owndex files with no issues.
will be uploaded to the
current backup destination(s)

°Dala blocks ( bak files) that do o Corrupted index and broken
not exist in the index and data blocks (.bak files)
partially uploaded orphan files identified will be rebuilt.
will be automatically removed
from the backup destination(s).

olndex files which are more than
90 days old will be removed
from the backup destination(s).

t By default, (TEST MODE)
confirmation screen will
only prompt if either of the
criteria below matches the
backup data:

» deleted number of
backup files is over 1000
deleted number of
backup files size is over
512 MB (in total)
deleted number of
backup files is over 10%
of the total backup files

°Outdaled entries in the index
files for files and/or folders
which do not physically existin
the backup destination(s) wil
be removed.
= If the backup data
matches either of the
criteria, proceed to o

= If NOT, proceed to 0

o (TEST MODE) confirmation
screen will prompt user to
proceed with the corrective
actions (recommended).
= If the user selects YES, then
the changes will be applied

=¥ If the user selects NO, then
the deletion of data will be
discarded

°Corrupled files will be
automatically removed from
the backup destination(s).

Check completed

ol\

Uploadingindex files
with no issues tothe
currentbackup
destination(s)

www.cloudbacko.com
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Perform a Data Integrity Check

To perform a Data Integrity Check, follow the instructions below:

1. Go tothe Data Integrity Check tab in the Utilities menu.

Utilities
Space Freeing Up
Ex/Import Settings
Delete Backup Data
Decrypt Backup D...

Data Integrity Check

Perform health check for your backed up data to ensure the data integrity and
restorability

Select a backup set
All v
Run Cyclic Redundancy Check (CRC) during data integrity check
Rebuild index

Empty all files in recycle bin

2. click the drop-down button to select a backup set.

Utilities
Space Freeing Up
Ex/Import Settings
Delete Backup Data
Decrypt Backup D...

www.cloudbacko.com

Data Integrity Check

Perform health check for your backed up data to ensure the data integrity and
restorability
Select a backup set

All v

File-1

Sample Backup Set
|_| Empty aw rmes v recycee olme ...
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3. Click the drop-down button to select a backup destination.

Utilities
Space Freeing Up
Ex/Import Settings
Delete Backup Data
Decrypt Backup D...

Data Integrity Check

Perform health check for your backed up data to ensure the data integrity and
restorability

Select a backup set
Sample Backup Set -

Select a destination

Local-1 (/Users/admin/Desktop)

Empty all files in recycle bin

Start

Close

4. Click the button to begin the Data Integrity Check.

5. Data Integrity Check will start running on the selected backup set(s) and backup

destination(s).

Utilities
Space Freeing Up
Ex/Import Settings
Delete Backup Data
Decrypt Backup D...

www.cloudbacko.com

Data Integrity Check

Perform health check for your backed up data to ensure the data integrity and
restorability

Select a backup set
Sample Backup Set

Select a destination
All

: . Pending

Stop

153



Cloudbdacko.

6. Once the DIC is complete, click the View log button to check the detailed process of the
data integrity check.

Utilities

Space Freeing Up

Ex/Import Settings
Delete Backup Data

Data Integrity Check

restorability
Select a backup set

Sample Backup Set

Select a destination
All

Rebuild index

Decrypt Backup D...

Empty all files in recycle bin
+ Data Integrity Check is completed successfully

View log

Run Cyclic Redundancy Check (CRC) during data integrity check

Perform health check for your backed up data to ensure the data integrity and

7. The detailed data integrity check log will be displayed.

Type

COEESESSESEERE IS0 2E0

Log | 05/16/2024 13:11 W

Log

Start data integrity check on backup set "Sample Backup Set(1715835443365)", "Local-1(1715835479715)", crc disa...

Start processing data integrity check on backup set= “Sample Backup Set" destination= "Local-1"
Direct download index /Users/admin/.cbp/tmp/1715835443365 /Local@1715835479715 /index/index.db

Skip download index since local index "/Users/admin/.cbp/tmp/1715835443365/Local@1715835479715 /index/ind...

Browsed File "1715835443365 /blocks/2024-05-16-13-09-22/0/000000.bak", size = 33374900, lastModifiedTi...

Browsed File "1715835443365/blocks/2024-05-16-13-09-22/0/000000_000001.bak", size = 33343109, lastM...
Browsed File "1715835443365/blocks/2024-05-16-13-09-22/0/000000_000002.bak", size = 33383709, lastM...
Browsed File "1715835443365/blocks/2024-05-16-13-09-22/0/000000_000003 .bak", size = 33423464, lastM...
Browsed File "1715835443365/blocks/2024-05-16-13-09-22/0/000000_000004 bak", size = 33336987, lastM...
Browsed File "1715835443365 /blocks/2024-05-16-13-09-22/0/000000_000005.bak", size = 15175717, lastM...

Browsed File 1715835443365 /blocks/2024-05-16-13-09-22/0/000001.bak", size = 16839395, lastMod fiedTi...
Browsed File "1715835443365/blocks/2024-05-16-13-09-22/0/000002.bak", size = 17072290, lastModifiedTi...
Browsed File "1715835443365 /blocks/2024-05-16-13-09-22/0/000003 .bak", size = 33374925, lastModifiedTi...

Browsed File “1715835443365 /blocks/2024-05-16-13-09-22/0/000003_000001.bak", size = 33340457, lastM...
Browsed File "1715835443365 /blocks/2024-05-16-13-09-22/0/000003_000002.bak", size = 33385028, lastM...
Browsed File "1715835443365/blocks/2024-05-16-13-09-22/0/000003_000003 .bak", size = 33479962, lastM...
Browsed File "1715835443365 /blocks/2024-05-16-13-09-22/0/000003_000004.bak", size = 33293563, lastM...
Browsed File "1715835443365 /blocks/2024-05-16-13-09-22/0/000003_000005.bak", size = 15139516, lastM...

Browsed File “1715835443365/blocks/2024-05-16-13-09-22/0/000004.bak", size = 17231508, lastModifiedTi...
Browsed File "1715835443365 /blocks/2024-05-16-13-09-22/0/000005 .bak", size = 22785815, lastModifiedTi...

Logs per page | 50 L

Show | All
Time

05/16/2024 13:11:44
05/16/2024 13:11:50
05/16/2024 13:11:52
05/16/2024 13:11:52
05/16/2024 13:11:52
05/16/2024 13:11:52
05/16/2024 13:11:52
05/16/2024 13:11:52
05/16/2024 13:11:52
05/16/2024 13:11:52
05/16/2024 13:11:52
05/16/2024 13:11:52
05/16/2024 13:11:52
05/16/2024 13:11:52
05/16/2024 13:11:52
05/16/2024 13:11:52
05/16/2024 13:11:52
05/16/2024 13:11:52
05/16/2024 13:11:52
05/16/2024 13:11:52

Page

~

v

1/3 w

www.cloudbacko.com
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For further viewing of the detailed DIC log, there are four options that can be used:

e Log filter
e Show filter
e Logs per page

e Page

Control

Description

Log ' 05/16/2024 13:11 w Show | All v
Log T
0 Start data integrity check on backup set “Sample Backup Set(1715835443365)", “Local-1(1715835479715)", crc disa...  05/16/2024 13:11:44
0 Start processing data integrity check on backup set= “Sample Backup Set" destination= "Local-1" 05/16/2024 13:11:50 ~
0 Direct download index /Users/admin/.cbp/tmp /1715835443365 /Local@1715835479715/index/index.db 05/16/2024 13:11:52
) skip download index since local index */Users/admin/.cbp /tmp /1715835443365 /Local@1715835479715 /index/ind... 05/16/2024 13:11:52
0 Browsed File "1715835443365 /blocks/2024-05-16-13-09-22/0/000000.bak”", size = 33374900, lastModifiedTi... 05/16/2024 13:11:52
0 Browsed File “1715835443365 /blocks/2024-05-16-13-09-22/0/000000_000001.bak", size = 33343109, lastM... 05/16/2024 13:11:52
© Browsed File "1715835443365 /blocks/2024-05-16-13-09-22/0/000000_000002 bak", size = 33383709, lastM... 05/16/2024 13:11:52
0 Browsed File "1715835443365/blocks/2024-05-16-13-09-22/0/000000_000003 .bak", size = 33423464, lastM... 05/16/2024 13:11:52
) Browsed File "1715835443365 /blocks/2024-05-16-13-09-22/0/000000_000004.bak", size = 33336987, lastM...  05/16/2024 13:11:52
0 Browsed File "1715835443365/blocks/2024-05-16-13-09-22/0/000000_000005 .bak", size = 15175717, lastM...  05/16/2024 13:11:52
o Browsed File "1715835443365 /blocks/2024-05-16-13-09-22/0/000001.bak", size = 16839395, lastModifiedTi... ~ 05/16/2024 13:11:52
€ Browsed File 1715835443365 /blocks/2024-05-16-13-09-22/0/000002.bak’, size = 17072290, lastModifiedTi...  05/16/2024 13:11:52
0 Browsed File "1715835443365/blocks/2024-05-16-13-09-22/0/000003.bak", size = 33374925, lastModifiedTi... 05/16/2024 13:11:52
) Browsed File "1715835443365 /blocks/2024-05-16-13-09-22/0/000003_000001.bak", size = 33340457, lastM...  05/16/2024 13:11:52
0 Browsed File "1715835443365/blocks/2024-05-16-13-09-22/0/000003_000002 .bak", size = 33385028, lastM...  05/16/2024 13:11:52
o Browsed File "1715835443365 /blocks/2024-05-16-13-09-22/0/000003_000003 .bak", size = 33479962, lastM... 05/16/2024 13:11:52
€ Browsed File 1715835443365 /blocks/2024-05-16-13-09-22/0/000003_000004.bak", size = 33293563, lastM...  05/16/2024 13:11:52
0 Browsed File "1715835443365/blocks/2024-05-16-13-09-22/0/000003_000005 .bak", size = 15139516, lastM... 05/16/2024 13:11:52
o Browsed File "1715835443365 /blocks/2024-05-16-13-09-22/0/000004.bak", size = 17231508, lastModifiedTi... 05/16/2024 13:11:52 g
‘l Browsed File *1715835443365/blocks/2024-05-16-13-09-22/0/000005.bak”", size = 22785815, lastModifiedTi...  05/]fl2duliclloid
Logs per page | 50 v Page (1/3 w

Log filter Log [05/16/2024 13-16 ,| This option can be used to display logs of the
Typd 05/16/2024 13:00 previous data integrity check jobs.
8 05/16/202413:11 |
(i) 05/16/2024 13:14 o
(1) r
0 m
Show filter This option can be used to sort the data
Show | All v(|. . ) )
integrity check log by its status (i.e. All,
05/16h Information, Warning, and Error).

05/16/ Information

05/16/| Warning
05/16/|
05/16/| Error

Py

With this filter, it will be easier to sort the DIC
logs by its status especially for longer data
integrity check logs.

Logs per page

Logs per page v |

100
200

This option allows user to control the displayed
number of logs per page.

Page

This option allows user to navigate the logs to
the next page(s).

www.cloudbacko.com
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8.8.1.1 Data Integrity Check Completed with Errors

9. The following screenshot is an example of a Data Integrity Check completed with error(s). A
Data Integrity Check is run on a backup set with an active backup job running which resulted
the Data Integrity Check to stop with error(s).

UtI|ItIES Data Integrity Check

Perform health check for your backed up data to ensure the data integrity and

. restorability
Data Integrity Check Salecta backup set

Space Freeing Up Sample Backup Set v
. Select a destination
Ex/Import Settings All v
Delete Backu p Data Run Cyclic Redundancy Check (CRC) during data integrity check
Rebuild index

Decrypt Backup D...

Empty all files in recycle bin
X Data Integrity Check is completed with error(s)

View log

10. Clicking the View log button will display the details of the Data Integrity Check job error(s).

Log | 05/16/2024 13:46 w Show | All w
Type Log Time
@ start[ CloudBacko Pro v5.9.14.0 ] 05/16/2024 13:46:52
@) start data integrity check on backup set “Sample Backup Set(1715835443365)" all destination, crc disabled, rebuild inde... 05/16/2024 13:46:52

€3 skipped Backup Set = “Sample Backup Set". Reason = “Backup job “Sample Backup Set” is still running.” 05/16/2024 13:46:59
O Finished data integrity check with error on backup set "Sample Backup Set(1715835443365)" all destination, crc disabled... 05/16/2024 13:46:59
0 Completed data integrity check on backup set "Sample Backup Set{1715835443365)" all destination, crc disabled, rebuil... 05/16/2024 13:46:59

Logs per page | 50 v Page |[1/1 w
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7.8.1.2

Data Integrity Check Result

There are two possible outcomes after the completion of a data integrity check:

Data Integrity Check is completed successfully with no data corruption/issues detected

e Corrupted data (e.g. index files, checksum files and/or broken data blocks) has been detected

The screenshot below shows an example of a data integrity check log with NO data corruption/issues
detected.

Type

==

(i)
(i)
(i)
0
o
(i)
0
(i)
(i)
(i)
(i)
0
(i)
0
(i)
(i)
(i)
(i )

Logs per page 50 W

Log |05/16/2024 13:11 w

Log
Start data integrity check on backup set “Sample Backup Set(1715835443365)", “Local-1(1715835479715)", crc disa...
Start processing data integrity check on backup set= "Sample Backup Set” destination= “Local-1"

Direct download index /Users/admin/.cbp/tmp /1715835443365 /Local@1715835479715 /index/index.db

Skip download index since local index "/Users/admin/.cbp/tmp/1715835443365/Local@1715835479715 /index/ind...
Browsed File "1715835443365 /blocks/2024-05-16-13-09-22/0/000000.bak", size = 33374900, lastModifiedTi...

Browsed File "1715835443365/blocks/2024-05-16-13-09-22/0/000000_000001.bak", size = 33343109, lastM...
Browsed File 1715835443365 /blocks/2024-05-16-13-09-22/0/000000_000002.bak", size = 33383709, lastM...
Browsed File "1715835443365 /blocks/2024-05-16-13-09-22/0/000000_000003.bak", size = 33423464, lastM...
Browsed File "1715835443365/blocks/2024-05-16-13-09-22/0/000000_000004.bak", size = 33336987, lastM...
Browsed File “1715835443365 /blocks/2024-05-16-13-09-22/0/000000_000005.bak", size = 15175717, lastM...
Browsed File "1715835443365 /blocks/2024-05-16-13-09-22/0/000001.bak", size = 16839395, lastModifiedTi...

Browsed File "1715835443365 /blocks/2024-05-16-13-09-22/0/000002.bak’", size = 17072290, lastMod fiedTi...

Browsed File "1715835443365 /blocks/2024-05-16-13-09-22/0/000003.bak", size = 33374925, lastModifiedTi...

Browsed File "1715835443365/blocks/2024-05-16-13-09-22/0/000003_000001.bak", size = 33340457, lastM...
Browsed File 1715835443365 /blocks/2024-05-16-13-09-22/0/000003_000002.bak", size = 33385028, lastM...
Browsed File "1715835443365 /blocks/2024-05-16-13-09-22/0/000003_000003.bak", size = 33479962, lastM...
Browsed File "1715835443365/blocks/2024-05-16-13-09-22/0/000003_000004.bak", size = 33293563, lastM...
Browsed File 1715835443365 /blocks/2024-05-16-13-09-22/0/000003_000005.bak", size = 151395186, lastM...
Browsed File "1715835443365 /blocks/2024-05-16-13-09-22/0/000004.bak", size = 17231508, lastModfiedTi...

Browsed File 1715835443365 /blocks/2024-05-16-13-09-22/0/000005.bak", size = 22785815, lastModifiedTi...

Show | All
Time

05/16/2024 13:11:44
05/16/2024 13:11:50
05/16/2024 13:11:52
05/16/2024 13:11:52
05/16/2024 13:11:52
05/16/2024 13:11:52
05/16/2024 13:11:52
05/16/2024 13:11:52
05/16/2024 13:11:52
05/16/2024 13:11:52
05/16/2024 13:11:52
05/16/2024 13:11:52
05/16/2024 13:11:52
05/16/2024 13:11:52
05/16/2024 13:11:52
05/16/2024 13:11:52
05/16/2024 13:11:52
05/16/2024 13:11:52
05/16/2024 13:11:52
05/16/2024 13:11:52

~

w

Page (1/3 w

If corrupted data is happened to be found, the (TEST MODE) confirmation screen will be displayed.

Data corrupted items, checksum incorrect items and index broken data blocks will be deleted.

g The result of data integrity check (TEST MODE) is as follow. No actions are performed yet.

Are you sure you want to continue?

Backup set: Sample Backup Set

Index broken
data blocks
2 (14.9KB)

Items found in | Dat
index
61 (688.8MB)

Destination
Local-1 0 (0B)

* File count (File size)

www.cloudbacko.com

Incorrect
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This is to inform the user of the following details:
Backup set that contains an error
Backup Destination
Items found in index
Data corrupted items
Index broken data blocks

Statistics (i.e. Correct or Incorrect)

www.cloudbacko.com 158
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7.8.1.3 Test Mode Confirmation

The (TEST MODE) confirmation will ONLY prompt if either of the criteria below matches the backup
data during the data integrity check operation:

deleted number of backup files is over 1,000

deleted number of backup file size is over 512 MB (in total)

deleted number of backup files is over 10% of total backup files

Otherwise, the Data Integrity Check job will automatically take corrective actions.

There are three options on the (TEST MODE) confirmation prompt:

Control Screenshot Description
Yes Corrupted data (e.g. index files, checksum files and/or
e broken data blocks) will be deleted and statistics will be
recalculated.
No No action will be taken and a prompt message will be
displayed.
View log - The detailed process of the data integrity check will be
displayed.

Clicking No will display the following screen:

If the Exit button is clicked, the data integrity check result will be discarded.

If the Back button is clicked, it will go back to the (TEST MODE) confirmation screen.

?

Data Integrity Check was completed in TEST MODE only. NO changes have been

updated.

You are recommended to continue in order to delete data corrupted items,
checksum incorrect items, index broken data blocks and rebuild the index.
Are you sure you want to exit?

www.cloudbacko.com
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NOTES

1. Itis strongly recommended to apply corrective actions when the (TEST MODE) confirmation
screen pops up (clicking the Yes button). This is to ensure that the remaining corrupted file(s)
will be removed from the backup destination(s), so on the next backup job, these files are
backed up again if they are still present on the client machine. However, if the corrupted files
are in retention area, then they will not be backed up again as the source file has already been
deleted from the client machine.

2. If the DIC detects data blocks (.bak files) in the backup destination(s) that does not have
related index entries, then these physical data blocks will be automatically removed from the
backup destination(s) without the (TEST MODE) confirmation prompt.

Besides viewing the Data Integrity Check logs directly on the CloudBacko Pro hidden folders in macOS,
they can be viewed on the file system of the CloudBacko Pro machine. For CloudBacko Pro Mac, the
DIC logs are located in:

%UserProfile%/.cbp/system/IntegrityCheck

o0 e
< S
Favourites —
a Recents
A\ Applications
[ Desktop
[ﬁ] Documents
0 Downloads

Locations

,;, Ahsay On... =

cache

W config

ipc

log
statistics
system

| tmp

IntegrityCheck

k=

vy ¥y VvVVYVYVYY

J Backup

B IntegrityCheck

PendingEmail
RoutineJob
SpaceFreeUp

Q

v B

vy vy

2022-10-1...
2022-10-1..
2022-10-1..
2022-10-1...
2022-10-1..
2022-10-1...
2022-10-1..
2022-10-1..
2022-10-1...
2022-10-1..

9-25-25.log

.9-25-51.log
.9-27-11.log

9-28-56.log

.9-29-34.log

9-34-20.log
9-34-50.log
9-38-51.log
9-46-46.log

.9-55-54.log

www.cloudbacko.com
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7.7.2 Space Freeing Up

This feature is used to remove obsolete file(s) from your selected backup set and destination
(manually start retention policy). After the Space Freeing Up job is completed, the storage
statistics of the backup set(s) are updated.

To perform deletion of backup data, follow the instructions below:

1. Select a backup set from the drop-down list.

Utilities

Ex/Import Settings
Delete Backup Data

Decrypt Backup D...

Data Integrity Check

Space Freeing Up

Free Up Storage Space

To remove obsolete files from your backup destination according to your retention
policy setting to free up your storage space, select backup set(s), destination(s) and
then press Start.

Select a backup set

Sample Backup Set

Sample Backup Set 01
Sample Backup Set 02

If you select a specific backup set, you will also have to choose a specific or ALL

destination.

Utilities

Ex/Import Settings
Delete Backup Data
Decrypt Backup D...

www.cloudbacko.com

Data Integrity Check

Space Freeing Up

Free Up Storage Space

To remove obsolete files from your backup destination according to your
retention policy setting to free up your storage space, select backup set(s),
destination(s) and then press Start.

Select a backup set

Sample Backup Set v
Select a destination
All v

Local-1 (/Users/admin/Desktop)
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If you select ALL backup sets, you will not have to choose a destination.

Utilities
Data Integrity Check
Ex/Import Settings

Delete Backup Data

Decrypt Backup D...

Space Freeing Up

Free Up Storage Space

To remove obsolete files from your backup destination according to your retention
policy setting to free up your storage space, select backup set(s), destination(s) and
then press Start.

Select a backup set

‘AII v

2. Once a backup set and destination have been selected, click Start to perform space

free up.

Utilities
Data Integrity Check
Ex/Import Settings

Delete Backup Data
Decrypt Backup D...

Space Freeing Up

Free Up Storage Space

To remove obsolete files from your backup destination according to your
retention policy setting to free up your storage space, select backup set(s),
destination(s) and then press Start.

Select a backup set

! Sample Backup Set ¥ |

Select a destination

I v]

Space Freeing Up

Ex/Import Settings
Delete Backup Data
Decrypt Backup D...

Select a backup set
Sample Backup Set v

Select a destination

Local-1 (/Users/admin/Desktop) v

.... Start processing space freeing up on backup set= "Sample Backup Set (16650...

www.cloudbacko.com

162



Cloudbdacko.

Once the space freeing up is completed, click View Log to see more details.

Utilities
Data Integrity Check
Ex/Import Settings

Delete Backup Data

Decrypt Backup D...

Space Freeing Up

Free Up Storage Space

To remove obsolete files from your backup destination according to your retention
policy setting to free up your storage space, select backup set(s), destination(s) and
then press Start.

Select a backup set

‘ Sample Backup Set [¥] I

Select a destination

‘ Local-1 (/Users/admin/Documents /Backup) V] |

+ Space freeing up is completed successfully

Utilities
Data Integrity Check
Ex/Import Settings

Delete Backup Data
Decrypt Backup D...

www.cloudbacko.com

Space Freeing Up

Free Up Storage Space

To remove obsolete files from your backup destination according to your retention
policy setting to free up your storage space, select backup set(s), destination(s) and
then press Start.

Select a backup set

‘ Sample Backup Set v |

Select a destination
‘Local-l (/Users/admin/Desktop) v |

+ Space freeing up is completed successfully
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www.cloudbacko.com

Log | 12/10/2022 11:13 W

Log
Start [ CloudBacko Pro v5.4.3.5 ]

Start space freeing up on backup set "Sample Backup Set(1665038009793)", "Local-1(1665038126531)"

Start processing space freeing up on backup set= "Sample Backup Set (1665038009793)" destination= "Local-1 (166...
skip download index since local index */Users/admin/.cbp/tmp/1665038009793/Local@166503812653 1/index” is ...

Deleting out of retention period recycled files...

Delete out of retention period recycled files result - Size: 0 B, File Count: 0

Deleting out of retention period recycled files... Completed

Saving encrypted backup file index to 1665038009793 /blocks/2022-10-12-11-13-03 at destination Local-1...
Saving encrypted backup settings to settings/KMTMACARJAY-2022-10-12.xml at destination Local-1...

Space freeing up on backup set= “Sample Backup Set (1665038009793)" destination= “Local-1 (1665038126531)" i...

Finished space freeing up on backup set “Sample Backup Set(1665038009793)", "Local-1(1665038126531)"

Logs per page | 50 v

Show | All v

Time
12/10/2022 11:13:03
12/10/2022 11:13:03

12/10/2022 11:13:13
12/10/2022 11:13:13
12/10/2022 11:13:13
12/10/2022 11:13:13
12/10/2022 11:13:13
12/10/2022 11:13:13
12/10/2022 11:13:14

Page ([1/1 w
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7.7.3 Ex/Import Settings

This feature is used to export and import CloudBacko Pro Settings to the settings.sys file, this
includes information on:

© Proxy Settings

© Email Report Settings

© Software Update Settings

© Windows Event log Settings (Windows Platform Only)
© Backup Set Settings

It is strongly recommended to export a copy of the configuration file (settings.sys) whenever
there are general settings changes to CloudBacko Pro, new backup sets added, or updates to
existing backup sets.

WARNING!
A separate copy of the settings.sys file should be saved in another location for safe keeping.

Otherwise, If the machine where the CloudBacko Pro is installed on suffers a disk or hardware
failure or is stolen and a copy of the settings.sys file is not available, it will not be possible to access
and recover any data backed up by CloudBacko Pro.

Ut' | ItIES Export CloudBacko Pro Settings

Export all CloudBacko Pro settings to a configuration file (settings.sys) so that you
do not have to configure them again after reinstallation of the software.

Data Integrity Check
Export Now
Space Freeing Up

Ex/Import Settings Import CloudBacko Pro Settings

Import selected CloudBacko Pro settings from a configuration file (settings.sys /
Delete Backup Data *xml.cgz) to restore your previous configured settings.

Decrypt Backup D... Import Now
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Export CloudBacko Pro Settings

To export, click the Export Now button. Select a path where the CloudBacko Pro configuration
file (system.sys) will be stored then click OK.

Utl||t|€S Export CloudBacko Pro Settings
Export all CloudBacko Pro settings to a configuration file (settings.sys) so that you
Data |nteg I’Ity C heck do [ ] [ ] Select the location to export
. File name : Documents
Space Freeing Up
. 4 admin
Ex/Import Settings Ir
| Name ~  Date Modified /
m | Alternate Folder Wednesday, March 17, 2021 3:02 PM
ay = : E :
Delete BaCkUp Data 4 [ c/\Temp\CloudBacko Home Wednesday, April 28, 2021 11:03 AM
I 51l Desktop Monday, December 13, 2021 2:31 PM
I3 Documents Monday, December 13, 2021 2:18 PM
Decrypt Backu p D... [#] Downloads Friday, December 10, 2021 7:09 PM
[ Library Friday, December 10, 2021 10:50 AM
(5] Movies Sunday, November 29, 2020 4:26 PM
] Music Sunday, November 29, 2020 4.08 PM
[55] Pictures Sunday, November 29, 2020 4.08 PM
] Public Sunday, November 29, 2020 4:08 PM
Files of type : | All Files B
New Folder Cancel -

If the system.sys file is successfully exported to the preferred path, it will display a message
containing the status and path of the CloudBacko Pro configuration file.

i Successfully export all settings to /Users/admin/Documents/settings.sys
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Import CloudBacko Pro Settings

To import, click the Import Now button.

Utilities
Data Integrity Check
Space Freeing Up

Ex/Import Settings

Delete Backup Data

Decrypt Backup D...

Export CloudBacko Pro Settings

Export all CloudBacko Pro settings to a configuration file (settings.sys) so that you
do not have to configure them again after reinstallation of the software.

Import CloudBacko Pro Settings

Import selected CloudBacko Pro settings from a configuration file (settings.sys /

*xml.cgz) to restore your previous configured settings,

Select the path where the CloudBacko Pro configuration file (system.sys / .xml, .cgz) is stored

then click OK.

Utilities

Data Integrity Check

Space Freeing Up

Ex/Import Settings

Export CloudBacko Pro Settings

Export all CloudBacko Pro settings to a configuration file (settings.sys) so that you

do @ @ select the configuration file (settings.sys [ *xml.cgz) to import

File name : settings.sys

[# Documents B

Name ~  Date Modified

Delete Backup Data

Decrypt Backup D...

www.cloudbacko.com

IM ) Microsoft User Data
[ MobileBackupl

[ MobileBackup2

[ Photos

[ Restore

[ screenshots

[ sertings

[ TestFi
[ videos

Monday, January 1, 2001 8:21 AM
Monday, December 13, 2021 2:16 PM
Tuesday, May 18, 2021 10:22 PM
Tuesday, April 27, 2021 11:52 AM
Friday, December 10, 2021 11:16 AM
Friday, December 10, 2021 6:48 PM

Monday, January 1, 2001 &:
Tuesday, April 27, 2021 11:48 AM

Files of type : | settings.sys

New Folder
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It will show the following Settings: User Settings and Backup Sets. By default, all settings are
included, however, there is an option to uncheck the checkboxes and choose the preferred

settings.

www.cloudbacko.com

Settings

v User Settings (admin)
Proxy Settings
Email Report Settings
Software Update Settings
Windows Event Log Settings
v Backup Sets
Sample Backup Set
Sample Backup Set 01
Sample Backup Set 02

Settings

v User Settings (admin)
Proxy Settings
O Email Report Settings
O Software Update Settings
Windows Event Log Settings
v @ Backup Sets
Sample Backup Set
O sample Backup Set 01
Sample Backup Set 02
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If the system.sys / .xml, .cgz file is successfully imported, it will display a check sign besides
the Import Now button with a successful status of imported settings.

Utilities
Data Integrity Check
Space Freeing Up

Ex/Import Settings

Delete Backup Data

Decrypt Backup D...

www.cloudbacko.com

Export CloudBacko Pro Settings

Export all CloudBacko Pro settings to a configuration file (settings.sys) so that you
do not have to configure them again after reinstallation of the software.

Import CloudBacko Pro Settings

Import selected CloudBacko Pro settings from a configuration file (settings.sys /
*xml.cgz) to restore your previous configured settings.

Import Now + Successfully import selected settings
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7.7.4 Delete Backup Data

This feature is used to permanently delete backed up data from a backup set(s), destination(s),
backup job, or delete all backed-up data. After the data is deleted, the storage statistics of the

backup set(s) are updated.

To perform deletion of backup data, follow the instructions below:

1. Select a backup set to delete from.

Utilities
Data Integrity Check

Space Freeing Up
Ex/Import Settings

Decrypt Backup D...

Delete Backup Data

Delete Backup Data

Delete backed up data of a specific backup set from a specific destination. This
action will physically delete the selected data regardless the defined retention policy.
Therefore, make sure you know what you are deleting and NO undo will be available
afterward.

Select a backup set

Sample Backup Set

Sample Backup Set 01
Sample Backup Set 02

NOTE

This will only delete the backed up files in a backup set(s) and destination(s), but the
backup set and destination will remain.

If you select a specific backup set, you will also have to choose a specific or ALL

destination.

Utilities
Data Integrity Check

Space Freeing Up
Ex/Import Settings

Decrypt Backup D...

www.cloudbacko.com

Delete Backup Data

Delete Backup Data

Delete backed up data of a specific backup set from a specific destination. This
action will physically delete the selected data regardless the defined retention policy.
Therefore, make sure you know what you are deleting and NO undo will be available
afterward.

Select a backup set
Sample Backup Set v
Select a destination

All v

Local-1 (/Users/admin/Desktop)
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If you select ALL backup sets, you will not have to choose a specific destination.

UtI|ItIeS Delete Backup Data

Delete backed up data of a specific backup set from a specific destination. This
action will physically delete the selected data regardless the defined retention policy.

Data Integrity Check Therefore, make sure you know what you are deleting and NO undo will be available
afterward.
Space Freeing Up Select a backup set

[ v

Ex/Import Settings

Delete
Delete Backup Data

Decrypt Backup D...

2. If you choose to delete All backup set(s), the following message will be displayed. By
clicking Yes, all backed up files from the selected backup set(s) and destination(s) will

be deleted.

o Delete all backup set files?
H
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If you select a specific backup set, you will have an option to choose a destination.

Utl I |t| es Delete Backup Data

Delete backed up data of a specific backup set from a specific destination. This
action will physically delete the selected data regardless the defined retention policy.

Data Integrity Check T:erefor;. make sure you know what you are deleting and NO undo will be available
afterward.
Space Freeing ] p Select a backup set
Sample Backup Set v

EX/ |mp0ﬂ Settings Select a destination

Delete Backup Data e

Decrvpt BaCkUp D... Local-1 (/Users/admin/Desktop)

If you select ALL backup sets, you will not have to choose a specific destination.
There are two (2) options from the type of file(s) to delete if you select a specific
backup set and a specific destination:

Delete all backed-up data

Choose from ALL files

Ut|||t|es Delete Backup Data

Delete backed up data of a specific backup set from a specific destination. This
action will physically delete the selected data regardless the defined retention

Data |ﬂtegrity ChECk policy. Therefore, make sure you know what you are deleting and NO undo will be
available afterward.
Space Freeing Up Select a backup set
Sample Backup Set v

Exllmport Settings Select a destination

Delete Backup Data Local-1 (/Users/admin/Desktop) v

Select what to delete
Decrypt BaCkl.lp D"' Delete all backed up data v

Choose from ALL files
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Delete all backed up data

All backed-up files from the chosen backup set and selected destination will be

deleted if you choose “Delete all backed-up data”. Click Yes to confirm.

2 Delete all files (Sample Backup Set - Local-1 (/Users/admin/Documents/Backup))?

Choose from ALL files

Yes

If you select “Choose from ALL files”, you can select any file(s) in the backup set.

Utilities
Data Integrity Check

Space Freeing Up
Ex/Import Settings

Delete Backup Data

Decrypt Backup D...

www.cloudbacko.com

Delete Backup Data

Delete backed up data of a specific backup set from a specific destination. This
action will physically delete the selected data regardless the defined retention
policy. Therefore, make sure you know what you are deleting and NO undo will
be available afterward.

Select a backup set

Sample Backup Set v
Select a destination

Local-1 (/Users/admin/Desktop) -

Select what to delete

Choose from ALL files v

Folders Name Size Date modified
v B Local-1 9805/10/2022 20:44
vOo&a/ 9 B05/10/2022 20:44
v [ users 9 B05/10/2022 20:44

v O 4 admin
v O Downloads
» [ Test File

9 B05/10/2022 20:44
9 B05/10/2022 20:44
9 B05/10/2022 20:44
9 B05/10/2022 20:44
9 B05/10/2022 20:44
T.. 9 B05/10/2022 20:44
T 9 B05/10/2022 20:44

FREEERRRAE
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You also have the option to click the Search link to do an advance search.

Items per page |50 w | Page|1/1 w

Delete

3. Click Delete to start the deletion of file(s).

X Select a destination A
Ut I I I t I e S Local-1 (/Users/admin/Desktop) (V]
Select what to delete
Data Integ rity Check Choose from ALL files v
. Folders Name Size Date modified

Space Freeing Up v B wcal-1 T... 9 B05/10/2022 20:44
vO&/ T. 9 805/10/2022 20:44
H v O® users T. 9 B05/10/2022 20:44
Ex,flmport Settmgs v O % admin T... 9 B05/10/2022 20:44
v O [# Downloads T... 9 B05/10/2022 20:44
Delete Backup Data 3 Test File T... 9 805/10/2022 20:44
T 9 B05/10/2022 20:44
T... 9 B05/10/2022 20:44
Decrypt Backup D... T.. 9 B05/10/2022 20:44
T... 9 B05/10/2022 20:44
Search Items per page |50 w Page 1/1 w

Deleting ... /Users/admin/.../2022-10-12-11-55-12/0...
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4. Files deleted successfully.

U t - I = t . Select a destination ~
I I I e S ILocaI—l (/Users/admin/Desktop) v
) Select what to delete
Data Integrlty Check | Choose from ALL files v
i Folders Name Size Date modified
Space Freeing Up i -
. vyOo&ay
Ex/Import Settings > O users
Delete Backup Data
Decrypt Backup D...
Search Items per page‘ 50 v ‘ Page | 1/1 w |
+ Files deleted successfully v

www.cloudbacko.com 175



Cloudbdacko.

7.7.5 Decrypt Backup Data
This feature is used to restore raw data by using the data encryption key that was set for the
backup set.
To perform decryption of backup data, follow the instructions below:

1. Click the Browse button to locate the path of the backup set ID / blocks folder.

Ut| I |t|e S Decrypt Backup Data

Please enter the path to the [<backup set ID>/blocks] folder which contains the
backup files that you want to decrypt.
Space Freelng Up Temporary directory for storing restore files

l /Users/admin/.cbp/temp I m

Data Integrity Check

Ex/Import Settings

Delete Backup Data

Decrypt Backup D...

2. Click the Browse button to re-select the temporary folder for the decrypt process.
Then click the Decrypt button to begin.

Ut| I |t|e5 Decrypt Backup Data

Please enter the path to the [<backup set ID>/blocks] folder which contains the
backup files that you want to decrypt.

‘ /Users/admin/Documents/CloudBacko Pro ‘ m

Space Freelng Up Temporary directory for storing restore files

l /Users/admin/.cbp/temp ‘ m

Data Integrity Check

Ex/Import Settings

Delete Backup Data

Decrypt Backup D...
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7.8 Buy

This feature allows customer to buy additional software license and or modules.
This feature allows,

© new customers who are evaluating the product using a trial key to purchase a
license key and/or module

© existing customers to purchase additional software license and/or module

Please refer to the CloudBacko forum article for the details on the license purchase instructions:

How to Buy CloudBacko Pro

iF IR

B
|
a

www.cloudbacko.com

Description
@ CloudBacko™ Pro Basic Software

CloudBacko™ Pro Microsoft Exchange

¥ CloudBacko™ Pro Microsoft SQL Server

LM Module
E CloudBacko™ Pro Oracle Database Module
CloudBacko™ Pro IEM Lotus Domino Module
CloudBacko™ Pro IBM Lotus Notes Module
CloudBacko™ Pro VMware Module
CloudBacko™ Pro Microsoft Hyper-V

CloudBacko™ Pro Windows System Module

CloudBacko™ Pro Office 365 Module

CloudBacko™ Pro Cloud File Module

CloudBacko™ Pro MySQL / MariaDB Module

Coupon code

Order Details

Unit Price

US$99.00

US$115.00

US$55.00

US$55.00

US$55.00

US$25.00

US$55.00

US$55.00

Us$25.00

US59.00

US$9.00

US$25.00

Qty. Amount
0 Usso
0 Usso
0 Usso
0 USso
0 Us$o
0 US$0
0 usso
0 usso
0 usso
0 Usso
0 Usso
0 Us$o

Total : US$0
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To purchase additional software license and/or modules, follow the instructions below:

1. Select the software license and/or modules by adding a number on the Qty field then
click the Update Total button to show the updated cost.

If Coupon code is available, input it in the “Coupon code” field.

Order Details

Description Unit Price Qty. Amount

CloudBacko™ Pro Basic Software
@ " e S0t U5$99.00 Uss0

CloudBacko™ Pro Microsoft Exchange

S [ b US$115.00 0 usso
- "

_.é" ::‘I::gl!zuko Pro Microsoft SQL Server SR o G

CloudBacko™ Pro Oracle Database Module
US$55.00 0 usso
. CloudBacko™ Pro IEM Lotus Domino Medule US$55.00 0 Usso
- CloudBacko™ Pro IBM Lotus Notes Module NS e25l00 0 Usso
CloudBacko™ Pro VMware Module US$55.00 0 Usso
=g CloudBacko™ Pro Microsoft Hyper-V e - e
Coupon code Total : US$O

Update Total

Click the Next button to proceed.

Order Details

Description Unit Price Qty. Amount
CloudBacko™ Pro Basic Software
o™ fe softw US599.00 1 Uss99
CloudBacko™ Pro Microsoft Exchange
Server Module US$115.00 0 Us$o
m CloudBacko™ Pro Microsoft SQL Serve
P8 Module o QL Server US§55.00 0 )
CloudBacko™ Pro Oracle Database Module
E US$55.00 0 usso
- CloudBacko™ Pro IBM Lotus Domino Module US$55.00 0 Uss0
— CloudBacko™ Pro IBM Lotus Notes Module TECERGT) 0 Us$0
CloudBacko™ Pro VMware Module US$55.00 0 Uss0
= CloudBacko™ Pro Microsoft Hyper-V e - P
Coupon code Total : US$99

2. The Payment Information screen will be displayed. Select the payment mode, Credit
Card or TT (Telegraphic Transfer), by clicking the dropdown Paid by.

Payment Information

Paid by
Credit Card W

mation

www.cloudbacko.com
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7.8.1 Credit Card

Payment through online via a Credit Card (Visa or Mastercard is accepted) is the quickest
way to purchase a software license or additional add-on modules. The only requirements
are a valid Credit Card and Contact Information. Once the payment is confirmed, purchased
software license or add-on modules will be available immediately.

1. Complete the following fields then click the Next button to proceed.

© Cardtype

* VISA

* Master Card
Card number
Security code
First name
Last name

© 00 0 0O

Expiry date

Payment Information

Paid by
Credit Card w

Card Information

Card type
VISA VISA v

Card number Security code
49EM1 59

First name Last name
- [

Expiry date
05 w2024 w

Card type
VISA VISA v

VISA

Master Card
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Cloudbdacko.

2. Complete the following fields for the Contact Information then click the Next button
to proceed.
© Contact person

Email for receiving receipt
Company name (optional)

VAT number (optional)

Street line 1

Street line 2 (optional)

City

State / Province / Territory (optional)
Postal / Zip code (optional)

Country

© 0 0000000

Contact Information

Contact person

Email for receiving receipt

e (g mail.com

Company name (optional)

VAT number (optional)

Address

Street line 1

Valero Street

Street line 2 (optional)
City
Makati City
State / Province / Territory (optional)

Postal / Zip code (optional)

Country

Philippines v
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3. In the Order Summary screen, order Items, Contact Information, and Payment
Method are displayed.

Tick the “l accept the terms and conditions of the purchase agreement” and

click the Confirm button to proceed with the payment.

Order Summary

Items

Description Unit Price

loudBacko™ Pro Basic Softwar
@Coud acko o Basic Software US$99.00

Contact Information

Contact person B £
Email Emia@gmail.com

Address Valero Street, Makati City, Philippines

Payment Method

Paid by Credit Card
Card type VISA
Card number 490700 U079 Security code

First name &

| | accept the terms and conditions of the purchase agreement.

Qty. Amount
1 Us599

Total : US$99

>

4. The payment will be processed.

www.cloudbacko.com

Processing the payment...
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If the payment is successful, an official receipt will be displayed.

Receipt

Cloudbacko. "

CloudBacko Corporation

28/F, Ford Glory Plaza, No.37 Wing Hong Street, Lai Chi Kok,
Kowloon

Hong Kong

OFFICIAL RECEIPT

Thank you for your payment. Your transaction has been completed. Below are the details of your
purchase. Your order is charged in US Dollar (US$). A copy of this receipt has been sent to your email

L wamt@gmail.com

License Key : Iscumlil] | - Dl ol [Jaf) -+ +# 5 _sax2z2zasass (Onfine)

Receipt Number : CC-97831 Contact Person : y ey

Paid Date 2021-12-02 Email a=r@gmail.com

Payment Method : DIS Address : Valero Street, Makati City, Philippines

Description Unit Price Qty. Amount

1. CloudBacko™ Pro Basic Software US599.00 1 us$99
2. Fully covered coupon Less US$99

The license key on the CloudBacko Pro is now successfully applied.

i License key generated successfully!
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These are sample emails for the copies of Invoice and Official Receipt.

CloudBacko invoice #CC-97831 Inbox x 5B 2

CloudBacko License Center (Developer .. & 11:31 (4 minutes ago) ¥ 4
to -

Dear customer,
Thank you for purchasing CloudBacko. Attached please find your invoice #CC-97831.

Please settle the payment according to the instruction stated in the invoice. The License Key
will be useable in 2 working days after your payment is cleared.

Regards,

Customer Service
CloudBacke Corporation

B Invoice_CC-97831.html

n

y

Payment successful for CloudBacko invoice & &2
#CC-97831 nbox =

CloudBacko License Center (Developer .. & 11:31 (Sminutes ago)  ¥7 4=
to e v

Dear customer,
Thank you for purchasing CloudBackol

We have received the payment of USS$0 for your invoice #CC-97831. Attached please find the
Official Receipt

Please go fo "CloudBacko = Seitings = License" section and click the "Refresh” button to
update the software license.

Regards,

Customer Service
CloudBacko Corporation

B Receipt_CC-97831.html

&
oa

www.cloudbacko.com
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Please keep the copy of your invoice as it contains half of your license key. The
other half of the license key can be found on CloudBacko Pro. Both parts of the
license key is required if you need to reinstall CloudBacko Pro or apply the license
to another installation.

Please check this article for more information:
Where can | find my CloudBacko Pro/Lite purchase license key?

Clouddacko.

CloudBacko Corpaoration
28/F, Ford Glory Plaza, No.37 Wing Hong Street,
Lai Chi Kok, Kowloon, Hong Kong

OFFICIAL INVOICE
License Key: - LA B &3 (Cnline)
Invoice Number: CC-97831 Caontact Person:
Invoice Expiry Date. 2021-12-09 Email: [@gmail.com
Payment Methed:  DIS Company Name
Address: Valero Street, Makati
City, Philippines
VAT:
Description Unit Price Qty Amount
1. CloudBacke™ Pro Basic Software US$99.00 1 UsS$99
2. Fully covered coupon Less US$99

Total: US$H0

Payment Instruction

Please transfer the total due amount to one of the following accounts. You are responsible for all bank and finance charges
CloudBacko shall receive no less than the total due amount specified

Telegraphic Transfer in US Dollar (US$)

Bank Account Name : CloudBacko Corporation

Company Address . 28/F, Ford Glory Plaza, No.37 Wing Hong Street, Lai
Chi Kek, Kowloon, Hong Keng

Bank Code 04

U.S Dollars Account No. - 256-15-022873-4 (USD)

Bank Name : Chong Hing Bank Ltd

Bank Address - GIF, Chong Hing Bank Centre, 24 Des Voeux Road
Central, Hong Kong

SWIFT Code : LCHBHKHH

Country : Hong Kong

To transfer money to either of the above accounts, IBAN Nris unnecessary. Please ensure the Bank Code and SwiftCode are
guoted properly in the transfer application

Please specify the Invoice Number as the payment remark.
Please pay on or before the Invoice Expiry Date

The License Key will be useable in 2 working days after your payment is cleared

Cloudbacko.

CloudBacko Corporation

28/F, Ford Glory Plaza, No.37 Wing Hong Street,
Lai Chi Kok, Kowloon, Hong Kong

Thank you for your payment. Your transaction has been completed. Below are the details of your purchase. Your
order is charged in US Dellar (USS). A copy of this receipt has been sent to your email i@amail.com

OFFICIAL RECEIPT

License Key: e e _al - 1 W3 (Online)
Receipt Number: CC-97831 Contact Person:
Paid Date: 2021-12-02 Email @gmail com
Payment Method: Company Name:

Address: Valero Street, Makati

City, Philippines
VAT
Description Unit Price Qty Amount

1. CloudBacko™ Pro Basic Software Us$9g.00 1 Us$99
2. Fully covered coupon Less US$99

Total : US$0
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However, if the payment is not successful, this prompt message will appear.
It will state the reason and four (4) options for the failed transaction:

© Retry
This will process the payment again.
© Try another card

This will redirect you to the Credit Card Information and input another
Credit Card details.

© Contact our sales
This will redirect you to the CloudBacko website.
© Cancel
This will cancel the transaction and exit from the Buy module.

2 Payment failed, the reason is: General decline

You may retry, try another card, contact your bank, or contact our sales at
sales@cloudbacko.com for assistance.

Retry Try another card Contact our sales Cancel
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7.8.2 TT (Telegraphic Transfer)

TT (Telegraphic Transfer) is an electronic mode of transferring funds from bank to bank.
Processing time can take up to two weeks to settle, depending on the origin, destination,
and individual bank.

This payment mode can be used to purchase software licenses and/or additional add-on
modules for trial users and for paid license users who want to avail add-on modules.

1. Click the Next button to proceed.

Payment Information

Paid by

The License Key will be usable in 2 working days after your payment is cleared.

You are responsible for all bank and finance charges. CloudBacko Corporation shall receive no less
than the invoice amount in US dollars through this payment method.

Previous Cancel

2. Complete the following fields for the Contact Information then click the [Next]
button to proceed.

-]

Contact person

Email for receiving receipt
Company name (optional)

VAT number (optional)

Street line 1

Street line 2 (optional)

City

State / Province / Territory (optional)
Postal / Zip code (optional)

Country

© 0 0000000
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Contact Information

Contact person

Email for receiving receipt

st @gmail.com

Company name (optional)

VAT number (optional)

Address

Street line 1

Valero Street

Street line 2 (optional)
City
Makati City
State / Province / Territory (optional)

Postal / Zip code (optional)

Country

Philippines (¥

3. In the Order Summary screen, order Items, Contact Information, and Payment
Method are displayed.

Tick the “l accept the terms and conditions of the purchase agreement” and

click the Confirm button to proceed with the payment.

Order Summary

Items
Description Unit Price
b i f
@ CloudBacko™ Pro Basic Software U5$99.00

Contact Information

Contact person B =
Email Ll B @gmail.com

Address Valero Street, Makati City, Philippines

Payment Method

Paid by TT

The License Key will be usable in 2 working days after your payment is cleared.

You are responsible for all bank and finance charges. CloudBacko Corporation shall receive no less

than the invoice amount in US dollars through this payment method.

+| | accept the terms and conditions of the purchase agreement.

-~
Qty. Amount
1 uss99
Total : US$99
L
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4. The invoice for the license purchase will be generated.

Processing the payment...

The Invoice will be displayed. Click the Print button to print out the invoice and bring
it to your bank to arrange TT payment.

Invoice

Cloudbacko. ~

CloudBacko Corporation

28/F, Ford Glory Plaza, No.37 Wing Hong Street, Lai Chi Kok,
Kowloon

Hong Kong

OFFICIAL INVOICE

License Key : Eamaa=iy Ra Tl ) #rir_ssessssitsin (Online)

Invoice Number : CC-97830 Contact Person : [ty B

Due Date : 2021-12-09 Email : oo 1@gmail.com

Payment Method : TT Address : Valero Street, Makati City, Philippines
Description Unit Price Qty. Amount

1. CloudBacko™ Pro Basic Software US$99.00 1 Us399

Total : US$99
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www.cloudbacko.com

Invoice

Payment Instruction

Please transfer the total due amount to one of the following accounts. You are responsible for all

bank and finance charges.

CloudBacko shall receive no less than the total due amount specified.

Telegraphic Transfer in US Dollar (US$)
Bank Account Name :

Company Address

Bank Code
U.S. Dollars Account No.
Bank Name

Bank Address

SWIFT Code
Country

CloudBacko Corporation

28/F, Ford Clory Plaza, No.37 Wing
Hong Street, Lai Chi Kok, Kowloon,
Hong Kong

041

256-15-022973-4 (USD)

Chong Hing Bank Ltd

G/F, Chong Hing Bank Centre, 24
Des Voeux Road Central, Hong
Kong

LCHBHKHH

Hong Kong

To transfer money to either of the above accounts, IBAN Nr is unnecessary. Please ensure the Bank
Code and SwiftCode are quoted properly in the transfer application.

Please specify the Invoice Number as the payment remark.

Please pay on or before the Invoice Expiry Date.

The License Key will be useable in 2 working days after your payment is cleared.

Thanks for your purchase. Telegraphic Transfer may take many days to complete.
When your payment is well received, we will send the Official Receipt and the
license update procedure to your email s

I (o]

This prompt message will appear to inform customer that if the payment through
telegraphic transfer is successful, the official receipt, software license, and license
update procedure will be sent to the email address indicated in the Contact
Information.

@gmail.com.

189



Cloudbdacko.

These are sample email for the copy of Invoice.

CloudBacko License Center (Developer Bu.. & 11:08 (12 minutes ago) ¥ 4=
toima v

Dear customer,
Thank you for purchasing CloudBacko. Attached please find your invoice #CC-97830.

Please settle the payment according to the instruction stated in the invoice. The License Key will
be useable in 2 working days after your payment is cleared.

Regards,
Customer Service

CloudBacko Corporation

B invoice_CC-97830.html
18 KB

&
o

Cloudbdacko.

CloudBacko Corporation
28/F, Ford Glory Plaza, No.37 Wing Hong Street,
Lai Chi Kok, Kowloon, Hong Kong

OFFICIAL INVOICE
License Key rresszes rees e @bS -0 TP 28 ) (Online)
Invoice Number: CC-97830 Contact Person: i
Invoice Expiry Date: 2021-12-09 Email: =y @ @gmail.com
Payment Method TT Company Name:
Address: Valero Street, Makati
City, Philippines
VAT
Description Unit Price Qty Amount
1. CloudBacko™ Pro Basic Software US$99.00 1 USS$99
Total US$99
Payment Instruction
Piease transfer the total due amount to one of the f You are for all bank and finance charges

CloudBacko shall receive no less than the total due amount specified

Telegraphic Transfer in US Dollar (USS)

Bank Account Name . CloudBacko Corporation

Company Address . 28/F, Ford Glory Plaza, No.37 Wing Hong Street, Lai
Chi Kok, Kowloon, Hong Kong

Bank Code .04

U.S. Dollars Account No. : 256-15-022973-4 (USD)

Bank Name Chong Hing Bank Ltd

Bank Address :  GIF, Chong Hing Bank Centre, 24 Des Voeux Road
Central, Hong Kong

SWIFT Code LCHBHKHH

Country Hong Kong

To transfer money to either of the above accounts, IBAN Nr is unnecessary. Please ensure the Bank Code and SwiftCode are
quoted properly in the transfer application

Please specify the Invoice Number as the payment remark
Please pay on or before the Invoice Expiry Date

The License Key will be useable in 2 working days afler your payment is cleared.
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7.9 Social Media lcons

These are the social media accounts of CloudBacko. Each icon links to the CloudBacko page

or channel.
Facebook https://www.facebook.com/cloud.backo
Twitter https://twitter.com/CloudBacko
LinkedIn https://www.linkedin.com/company/cloudbacko-corporation
YouTube https://www.youtube.com/user/CloudBacko
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7.10 Online Help

This allows the user to view the summary of information and instructions of each available
feature in CloudBacko Pro.

Use proxy to access the Internet

off [ |
Email Report
License
Authentication

Mobile Backup

]
[ Settinas  svwerrn |

The proxy settings defines whether CloudBacko Pro should use a proxy to gain access to the internet.

You can use the IP address and Port entries to define the location of your proxy server. If the proxy server you
are using requires user authentication, please type in the "Login ID" and "Password” entries 1o set the
username/password for your proxy server.

Please make sure there are no traffic restrictions on the proxy server, which could
affect backup/restore performance.

Key:

Field Description

IP address IP address of the proxy server.
Port Listening port of the proxy server.
Login ID Login 1D of the proxy server.

Password Password of the proxy server.

Test connection  Test the connection to the proxy server.
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8 Create a Backup Set

1. Click the Backup Sets icon on the main interface of CloudBacko Pro.

Backup Sets

|_|-L.
2. Create a new backup set by clicking next to Add new backup set.

Backup Sets

H Add new backup set

Sort by

3. Whenthe Create Backup Set window appears, name your new backup set, and select the Backup
set type. Then, click Next to proceed.

Create Backup Set

Name

|Sample Backup Set |

Backup set type

File Backup v
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4. In the Backup Source window, select the source files and folders for backup. Click | would like
to choose the files to backup to select individual files for backup.

Backup Source

Select the files and folders that you want to backup
| B Desktop

& admin
| ™ Documents
| B Movies
| £ Music

.| E# Pictures

Filter

Apply filters to the backup source
off

| would like to choose the files to backup

[previous | [ Next | [ cancet ] [ welo |

5. Inthe Advanced Backup Source window, select folder(s) to back up all files in the folder(s).

Advanced Backup Source

Folders = X
» ([ Alternate Folder
» (O c/\Temp\CloudBacko Home
» OB Desktop
v [ Documents
O CloudBacko Pro
O 1 Microsoft User Data

v

»
» (O MobileBackup1
» [ MobileBackup2
» O Photos
v O Test Files
» O Asus
& [ Photos
» O Redmi
¥ Videos
» O iPadMini2
» O iPhoneSs
» O iPhonebs
» O videos
» (O Downloads ~

R o [T T,

Show files

Cancel
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6. Alternatively, if you want to back up only specific files instead of all files in your selected folder(s),
select the Show files checkbox at the bottom of the screen. A list of files will appear on the right-
hand side. Select the checkbox(es) next to the file(s) to back up. Then, click OK to save your
selections and close the Advanced Backup Source window.

Advanced Backup Source

Folders Name Size Date modified

» O Alternate F = TestPhoto (1).jpg 2MB  15/04/2021 10:45

» O c/Tempy” B = TestPhoto (10).jpg IMB  15/04/2021 10:44 AN

» (O Deskiop a TestPhoto (11).jpg 892KB  15/04/2021 10:44

v O Documents & = TestPhoto (12).jpg 4MB  15/04/2021 10:43
» OB Clouds: @ » TestPhoto (13).jpg 813K8  15/04/2021 10:44
» [ Microso a TestPhoto (14).jpg 8MB  15/04/2021 10:45
» O 1 Mobiletsss @ = TestPhoto (15).jpg 10M8  15/04/2021 10:44
» (O Mobileg & = TestPhoto (16).jpg IMB  15/04/2021 10:45
» O Photos || & & TestPhoto (17).jpg 7MB  15/04/2021 10:45
v O Test Filf a TestPhoto (18).jpg 985KB  15/04/2021 10:45

» O Asul = TestPhoto (19).jpg IMB  15/04/2021 10:45
@ [ Phot a TestPhoto (2).jpg IMB  15/04/2021 10:44
» OB Red a TestPhoto (20).jpg 4MB  15/04/2021 10:45
3 Vide = TestPhoto (21).jpg SMB  13/10/2020 10:33
» O irad = TestPhoto (22).jpg 3MB  13/10/2020 10:35
» OMmiphoe @ » TestPhoto (23).jpg 2MB  13/10/2020 10:32
» OMmieho @ » TestPhoto (24).jpg 3MB  13/10/2020 10:33
» O videos v B = TestPhoto (25).jpg 4MB  13/10/2020 10:34
> [ Dewnlnade @ & TestPhoto (26).png IMB  13/10/2020 1034
i) >  TestPhoto (27).png 2MB 1371072020 10:34
V| Show files Items per page | 50 V| Page 1/1 w

7. Inthe Backup Source window, click Next to proceed.

8. When the Schedule window appears, you can configure a backup schedule to automatically run
a backup job at your specified time interval. In the Schedule window, the Run scheduled backup
for this backup set is Off by default.

Schedule

Run scheduled backup for this backup set
off

[erevious ] [ went | [ cancr |
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@  If you want to add another schedule, click the Add button.

Schedule

Run scheduled backup for this backup set
On

Existing schedules
= Add new schedule

[ ] [ ] [

@  When the New Backup Schedule window appears, specify your backup schedule.
Then, click OK to save your changes and close the New Backup Schedule window.

W
By £

Tyoe

Dby L3

Hart bachup

= w07 e 00w
Hop

ungil hull baciup complebed W
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9. In case you have added a schedule, it will be shown in the Schedule window. Click Next to
proceed when you are done setting.

Schedule

Run scheduled backup for this backup set
On

Existing schedules
Weekly-1
E Weekly - Monday,Tuesday,Wednesday,Thursday&Friday (Every week at 19:00)
Daily-1
ﬁ Daily (Everyday at 20:00)

10. The Destination window will appear.

Destination

Backup mode

Sequential W

Existing storage destinations
Add new storage destination / destination pool

~

Select the appropriate option from the Backup mode dropdown menu.

* Sequential (default value) — run backup jobs to each backup destination one by one

* Concurrent —run backup jobs to all backup destinations at the same time

To select a backup destination for the backup data storage, click | +. next to Add new storage
destination / destination pool.
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11. In the New Storage Destination / Destination Pool window, select the destination type and

destination storage. Then, click OK to confirm your selection.

New Storage Destination / Destination Pool

Name
Local-1
Type
#) Single storage destination
Destination pool
Destination storage
H Local f Mapped Drive / Removable Drive w

Local path
fUsers/admin/Documents/Backup Change

+ Test completed successfully

12. In the Destination window, your selected storage destination will be shown. Click Next to proceed.

Destination

Backup mode
Sequential u

Existing storage destinations

Local-1
/Users/admin/Documents/Backup

Add

13. In the Encryption window, the default Encrypt Backup Data option is enabled with an encryption

key preset by the system which provides the most secure protection.

www.cloudbacko.com
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Encrypt Backup Data
On

Encryption Type

Default

You can choose from one of the following two Encryption Type options:

Encryption

» Default — an encryption key with 44 alpha numeric characters will be randomly generated

by the system.

» Custom — you can customize your encryption key, where you can set your own algorithm,
encryption key, method, and key length.

Encrypt Backup Data
On

Encryption Type

Algorithm
AES v

Encryption key

Re-enter encryption key
LLLLLL
Method
ECB (@ CBC

Key length
128-bit (@) 256-bit

Encryption

Click Next when you are done setting.

14. If you have enabled the Encryption Key feature in the previous step, the following pop-up window

shows, no matter which encryption type you have selected.

www.cloudbacko.com
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You are advised to write this encryption key down on paper and keep it
in a safe place. You will need it when you need to restore your files later,
Please confirm that you have done so.

Unmask encryption key

Copy to clipboard

The pop-up window has the following three options to choose from:

» Unmask encryption key — The encryption key is masked by default. Click this option to
show the encryption key.

You are advised to write this encryption key down on paper and keep it
in a safe place. You will need it when you need to restore your files later.
Please confirm that you have done so.

rnFsgxsGxQ3fOtTCPAHLrpkLNvX90CFsLtLc+0hTIDI=
Copy to clipboard

Mask encryption key

» Copy to clipboard — Click to copy the encryption key, then you can paste it in another
location of your choice.

» Confirm — Click to exit this pop-up window and proceed to the next step.

15. Upon successful creation of the backup set, the following screen will appear. You can click
Backup now to back up your data or click Close to exit.
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Congratulations!

"Sample Backup Set" is successfully created.

I |

16. It is highly recommended to change the Temporary Directory. Select another location with
sufficient free disk space other than /Users/admin/.cbp/tmp.

Go to Others > Temporary Directory. Click Change to browse for another location.

~
E Sample Backup Set Temporary Directory
Temporary directory for storing backup files
General ‘ /Users/admin/.cbp/tmp
46.49CB free out of total 79.68GCB space in /Users/admin/.cbp/tmp
Source || Remove temporary files after backup
Backup Schedule Follow Link
Destination Follow link of the backup files
On
Deduplication
: . Compressions
Retention Policy A
Select compression type
Command Line Tool [Faslwith optimization for local v
Bandwidth Control .
Encryption
Others Do not use encryption
Hide advanced settings
Recycle Bin
Move the file to the Recycle Bin when remove file from Retention Policy or DIC s
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17. Optional: Select your preferred Compression type. By default, the compression is set to Fast
with optimization for local.

Go to Others > Compressions. Select from the following:
e No Compression — file will not be compressed before backup.
o Normal - compression is comparable to gzip Normal compression ratio.

e Fast - (Compressed size larger than normal) — compression will be faster but with less
compression and lower CPU usage compared to Normal.

e Fast with optimization for local — uses Snappy compression library when backing up to
local destination only, otherwise setting will default to gzip if backing up to other
destinations. Has the lowest CPU usage, very high speed and reasonable compression
but compressed file size may be larger than Fast.

-~
m Sample Backup Set Temporary Directory

Temgsorary directory los sboring backup fles
General Mbiets | sdmin . chp ftmg Change

46 40CE Free out of 1o8] T9.6BCE tpace in Useri  sdmin/ cbp tmg
Snurce ~ Remove termpeorarny fibes after backup
Backup Schedule Follow Link
Destination Follow link of the buckup files

on &S |
Deduplication

-
LOMPpreéssions
Retention Policy

Select compreiiion ype

Command Line Tool Faat with eptimization for kocal -

Bandwidth Control ::i:r:mtm

Fast iCompressed size Larger than nanmali

Fast with optimizaticn for local

Recycle Bin

Morve the filie to the Becycle Bin when remove file from Betenton Poloy or DI bl

[sove ] [camet |
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9 Overview on Backup Process

The following steps are performed during a backup job. For an overview of the detailed process for
Steps 2, 3, 8, and 10, refer to the following chapters:

© Periodic Data Integrity Check (PDIC) Process (Step 2)

© Backup Set Index Handling Process
Start Backup Job (Step 3)
Completed Backup Job (Step 10)

© Data Validation Check Process (Step 8)

~
Start backup job
J
™
i . Data are compressed, encrypted and divided

gonrject!on .from tt‘l_:: l;]accli(up clientto the into individual data block size of 32 or 64 MB,

Establishing estination is estanlished. and then uploaded to the backup destination.
connection J

~
The number of 32 or 64 MB data blocks and the
individual block size in the backup destination is

Physical .bak files (data blocks) that do not exist 3
in the index are removed from the backup

. . P Data
destination, then the statistic of both data area vakidation identical to the blocks transferred.
and retention area will be recalculated. Tty J
Y, chec
™\ 8 )
Latest index.db file and checksum files are . . L
downloaded from the backup destination to the Running Retention policy job is running (if enabled).
temporary folder. retention
y, policy /
9 \

“\ . . .
Latest index files on the client computer are

saved to the backup destination and client logs
are saved to the backup server.

Local file list is compiled according to the backup
source setting.

Compiling
file list y, J
a \
Local and remote file lists are compared to Temporary files are remt?ved fror.n. the.
identify new, updated, moved or deleted files temporary storage location specified in the
SRS and/or folders since the last backup job. backup set (if enabled).

files
5

A checksum verification of each backup file
which was splitinto several blocks of varying

Data size will be performed to compare its content
L e and remove duplicated data (if enabled).

6

Backup job completed
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9.1 Periodic Data Integrity Check (PDIC) Process

The PDIC will run on the first backup job that falls on the corresponding day of the week from
Monday to Friday.

To minimize the impact of the potential load of large number of PDIC jobs running, the schedule
of a PDIC job for each backup set is automatically determined by the result of the following
formula:

or

PDIC schedule = %BackupSetiD% modulo 5

%BackupSetlID% mod 5

The calculated result will map to the corresponding day of the week (i.e., from Monday to

Friday).

0 | Monday

1 | Tuesday

2 | Wednesday

3 | Thursday

4 | Friday

NOTE
The PDIC schedule cannot be changed.

Example:

Backup set ID: 1594627447932
Calculation: 1594627447932 mod 5 =2

2

Wednesday

In this example:

the PDIC will run on the first backup job that falls on Wednesday; or

if there is no active backup job(s) running from Monday to Friday, then the PDIC will run
on the next available backup job.

1.

NOTE

Although according to the PDIC formula for determining the schedule is %BackupSetiD% mod 5, this
schedule only applies if the previous PDIC job was actually run more than 7 days prior.

Under certain conditions, the PDIC may not run strictly according to this formula. For example:

If backup jobs for a backup set are not run on a regular daily backup schedule (for example: on a weekly
or monthly schedule), then the PDIC job will run if it detects that the previous PDIC job was run more
than 7 days ago.

Every time a data integrity check (DIC) is run, the latest PDIC run date is reset, the next PDIC job will
run after 7 days.

The PDIC job will not run if there are no files in both the data and retention areas. For example: a newly
created backup set with no backup job history or a backup set where all the data has been deleted
using the Delete Backup Data feature.
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Q

[y S

o [ 9

Periodic Data

o[\

—

from the backup

aremore than 90
days old

backup destination(s)

Removingindexfiles Removingoutdated

destination(s) which

Start Periodic Checkingindexfiles  Checking outdated No index-related ]
Data Integrity whichare morethan  entriesintheindex  issuesfound Integrity Check
Check 90 days old in the files if they physically completed

existin the backup
destination(s)

A

N

entriesin theindex  recalculated
files which do not A A
physically existin

backup destination(s)

|
vy

e Check the index files in
the backup destination(s)
to determine if they were
more than 90 days old.

= If YES, proceed too
= 1f NO, proceed to o

e Check the outdated
entries in the index files
for files and/or folders if
they physically exist in
the backup destination(s).

=» If YES, proceedto o
=»1f NO, proceed to o

o Storage Statistics for
Data area and
Retention area usage
will be recalculated.

o Periodic Data Integrity
check is completed.

e Index files with no issues
will be uploaded to the
current backup destination(s).

o The backup job process
will continue.

Storage Statistics

Uploadingindex files
with no issues to the
currentbackup
destination(s)

o|
S -

Continue backupjob

Index files which are
more than 90 days old
will be removed from the
backup destination(s).

e Outdated entries in the
index files for files
and/folders which do not
physically existin backup
destination(s) will be
removed.
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9.2 Backup Set Index Handling Process

To minimize the possibility of index related issues affecting backups, each time index files are
downloaded from and uploaded to backup destination(s); the file size, last modified date, and
checksum is verified to ensure index file integrity.

9.2.1 Start Backup Job

D)

A

CloudBacko Pro

Index file received by CloudBacko Pro -

Redownload

index file
e Check index
file size

o - of
CloudBacko Pro
[_'LL Local Destination o L'L'L o L&_
— Q — %
4 ¢
Verify Check Check latest
Download :
index.db file @ - checksum modified date
©ao. *"Eg of index.db file
aws n @
s e LT —
a 5 @ &£ 0 Redownload o Redownload

i index fil
Cloud Destination index file index file

Index file is retrieved from o Check modified date. If valid index is valid,

the current directory (i.e., =) If latest medified date use the index.db file to

CloudBacko Pro Local is correct, proceed to e compile file list for backup.
Destination, Cloud

Destination, FTP or SFTP). =) If NOT, proceed to o
Index file will be downloaded.

o Verify Check checksum e Check index file size. o Index file will
of index.db file. =) Ifindex file size redownloaded.
=) If checksum is correct, proceed to o Proceedto o

is correct, proceedto 0

=» [fNOT, proceed to
= IfNOT, proceed to o o

www.cloudbacko.com 206



Cloudbdacko.

9.2.2 Completed Backup Job

Index file received by CloudBacko Pro

)

8
CloudBacko Pro

Cloud Destination

file size
o i e T
CloudBacko Pro
\‘k Local Destination o \L\ o kk\
= [v_ "1
a -OR - ﬁ
D — A\ 4 ¢
Download Verify Check Check latest
index.db file @ - checksum modified date
0. *"“g of index.db file
902
PEANZN
@ "{3 @~ o o Redownload o Redownload

index file

_ Redownload
© index file

Check index

7
Py

index file

CloudBacko Pro Local
Destination, Cloud

of index.db file.
=) |f checksum

is correct, proceedto

= IfNOT, proceed to

Index file is retrieved from
the current directory (i.e.,

Destination, FTP or SFTP).
Index file will be downloaded.

o Verify Check checksum

Check modified date.

=) If latest modified date
is correct, proceedto

=» I[fNOT, proceed to o

o Check index file size.

=P |findex file size
is correct, proceedto o

=» If NOT, proceed to o

If valid index is valid,
use the index.db file to
compile file list for backup.

Index file will

redownloaded.
Proceedto o
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9.3 Data Validation Check Process

As an additional measure to ensure that all files transferred to the backup destination(s) are
received and saved correctly, both the number of 16 or 32 MB data block files and the size of
each block file are checked again after the files are transferred.

o LA
@ &4 A~ o

Cloud Destination

o|

n&

Block size

Missing blockls) 4 identical

v
Start Data Data block Data Validation Running
Validation Check mze check Check complete Retention Policy

i

Statistics

of

Block size
deletion

Checkthe number of 32 or 64MB
data blocks inthe backup
destination(s)is identical to the
number of blocks transferred.

=% If YES, proceedto o

=3 If NO, proceedto °

o Checkthe individual sizes
of each data block inthe
backup destination(s)is
identicalto the sizes of each
blocktransferred.

=» If YES, proceedto o
=» If MO, proceedto o

Diata validation checkis complete.

o Retention policy will run (if enabled).

Files inthe missing block(s)
will be removed from the
index.db file.

Statistics will be updated
according to the files removed.

Proceedto o

Block sizethat are not identical
will be removed fromthe backup
destination(s).

Proceedto then

Proceedto o
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10 Run Backup Jobs

1. Click Backup on the main interface of CloudBacko Pro.

0

L1

Backup

2. Select the backup set that you would like to start a backup job for.

Please Select The Backup Set To Backup

Sort by

Sample Backup Set
Owner: MacBook-Pro
Newly created on Friday, 10 December 2021 11:10

File

Sample Backup Set 01
Owner: MacBook-Pro
Newly created on Friday, 10 December 2021 11:21

www.cloudbacko.com
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3. You can modify the Destinations and Migrate Data options. Once done with the settings, click the
Backup button to start the backup job.

Choose Your Backup Options

m Sample Backup Set

Backup set type

File

Destinations

ﬂ Local-1 (/Users/admin/Documents/backup)

&. GoogleDrive-1 (Google Account: B s )

Migrate Data
["] Migrate existing data to latest version

NOTE

The Migrate Data option will only be displayed if Deduplication is enabled for the backup
set. Backup job(s) for backup sets with Migrate Data enabled may take longer to finish.

4. When the backup is completed, the progress bar will be green in color and the message “Backup
Completed Successfully” will appear.

Backup
E Sample Backup Set

Local-1 (/Users/admin/Desktop)

+ Backup Completed Successfully .
Estimated time left 0 sec

Backed up OB (O file, O directory, 0 link)

Elapsed time 11 sec

Transfer rate Obit/s
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5. You can click the lﬁ View icon on the right-hand side to check the log. A window will pop up to
show the log. Close the pop-up window when you finish reading it.

Show ' All v
Type Time
0 Deduplication look up will be skipped because deduplication setting of this backup set is set to disabled. 17/10/2022 11:27:46
© start[ CloudBacko Prov5.4.3.5 ] 17/10/2022 11:27:59 "™
© start Backup ... [Deduplication: disabled, Chunking: FSC(1 M)] 17/10/2022 11:28:01
o Using Temporary Directory /Users /admin/.cbp/tmp /1665038009793 /Local@1665038126531 17/10/2022 11:28:01
o Skip download index since local index “/Users/admin/.cbp/tmp/1665038009793/Local@1665038126531 /index"... 17/10/2022 11:28:03
o Start running pre-commands 17/10/2022 11:28:03
@) Finished running pre-commands 17/10/2022 11:28:03
© Downloading server file list... 17/10/2022 11:28:03
o Skip download index since local index "/Users/admin/.cbp/tmp/1665038009793 /Local@1665038126531 /index™... 17/10/2022 11:28:04
0 Deleting out of retention period recycled files... 17/10/2022 11:28:04
0 Delete out of retention period recycled files result - Size: 0 B, File Count: 0 17/10/2022 11:28:04
0 Deleting out of retention period recycled files... Completed 17/10/2022 11:28:04
€ Downloading server file list... Completed 17/10/2022 11:28:04
0 Reading backup source from hard disk... 17/10/2022 11:28:05
@ Getting all files which have been moved... 17/10/2022 11:28:05
6 Gerting all files which have been moved... Completed 17/10/2022 11:28:05
0 Reading backup source from hard disk... Completed 17/10/2022 11:28:05
@ start validating the presence and size of backup data in destination “Local-1"... 17/10/2022 11:28:06
o This backup job has no backup data in destination "Local-1" 17/10/2022 11:28:06 v
9 Finished validating the presence and size of backup data in destination "Local-1" 17/10/2022 11:28:06
Logs per page | 50 v Page (1/1 w
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11 Restore Data

11.1 Restore Method

1. Log into the CloudBacko Pro application according to the instructions in section Chapter 6 Start
CloudBacko Pro.

2. Click the Restore icon on the main interface of CloudBacko Pro.

(2,

Restore

3. Inthe next page, you will have several options to select. On this page, you may select the Backup
Set to restore, as well as the Destination to which the data will be restored to.

You may also choose the temporary directory for restoring files by selecting the directory under
Temporary directory for storing restore files.

Select From Where To Restore

Select a backup set
& Fite-1 v

Select a destination
ﬂ Local-1 w

Temporary directory for storing restore files
[Users/admin/.cbp/tmp Browse
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4. Select to restore files from a specific backup job, or from all files available. Then, select the files
or folders that you would like to restore.

Select Your Files To Be Restored

Select what to restore
Choose from files as of job v || 01/02/2025 W || Latest v
Show filter
Folders Name Size Date modified
v Local-1 o&/
vOoa&a/
» [J W Applications
» (O users

Search Items per page | 50 v Page 1/1 w

There are two options from the Select what to restore dropdown menu:

* Choose from files as of job — This option allows you to select a backup version from a
specific date and time to restore.

Select what to restore

Choose from files as of job W | 01/02/2025 W | Latest W

Choose from ALL files

Select what to restore

Choose from files as of job W | 01/02/2025 W | Latest W

Show filter

Select what to restore

Choose from files as of job W | 01/02/2025 w v

Show filter

15:23

Folders
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* Choose from ALL files — This option allows you to restore all the available backup
versions for this backup set. Among all the available backup versions, you can even select
only some of the backup versions of a file to restore.

Select Your Files To Be Restored

Select what to restore

Choose from ALL files v
Show filter
Folders Name Size Date modified

v B ocal-1 T SAMPLE.docx 109K8 10/12/2021 11:37

vOo&/ 107k8  10/12/2021 11:31 A
v (38 users ! SAMPLE_1.docx 110K8  10/12/2021 11:38
v @ % admin @ 107K8  10/12/2021 11:31
v 1 Document:fd & TestPhoto (1).jpg 2MB  15/04/2021 10:45
v | Test Filld & TestPhoto (10).jpg IMB  15/04/2021 10:44
> TestPhoto (11).jpg 892KB  15/04/2021 10:44
> Vidi@ & TestPhoto (12).jpg 4MB  15/04/2021 10:43
= TestPhoto (13).jpg 813KB 15/04/2021 10:44
TestPhoto (14).jpg 8MB  15/04/2021 10:45
» TestPhoto (15).jpg 10MB  15/04/2021 10:44
+ TestPhoto (16).jpg IMB  15/04/2021 10:45
TestPhoto (17).jpg 7MB  15/04/2021 10:45
TestPhoto (18).jpg 985KB  15/04/2021 10:45
» TestPhoto (19).jpg IMB  15/04/2021 10:45
 TestPhoto (2).jpg IMB  15/04/2021 10:44
< > » TestPhoto (20).jpg 4MB  15/04/2021 10:45 ¥
Search Items perpage | 50 W | Page 1/2 w

5. Click Next to proceed when you are done with the selections.

6. Select to restore the files to their Original location, or to an Alternate location. Then, click Next
to proceed.

* Original location — the backed-up data will be restored to the computer running the
CloudBacko Pro under the same directory path as on the machine storing the backup
source.

For example, if the backup source files are stored under Users/[User’s
Name]/Downloads folder, the data will be restored to Users/[User’s Name]/Downloads
as well on the computer running the CloudBacko Pro.

Choose Where The Files To Be Restored

Restore files to
#) Original location

Alternate location

Show advanced option
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*= Alternate location — you can choose to restore the data to a location of your choice on
the computer where CloudBacko Pro is running.

Click Browse, select the location and click Open.

Ch o . < m~ &~ £ restore Q ‘ed
lecents

A Applicati...

2 Desktop

£ 38797 - H...Windows
£ 1643017522769

[ Documents

@ Downloads B backup
B3 clips
& Data
&8 Cloud..
@ Network £ Livestream-Backdrop
" ([ restore
® Orange
@ Yelow T s
@® Green New Folder Cancel m

a By

7. Click Show advanced option to configure other restore settings.

Restore files to
® Criginal location

Alternate location

Show advanced option

Delete unmatched data in restore location
| Verify checksum of in-file delta files during restore

Hide advanced option

* Delete unmatched data in restore location

By enabling this option, the restore process will attempt to synchronize the selected restore
source with the restore destination, making sure the data in the restore destination is the same
as the restore source. Any data created after backup will be treated as “unmatched data” and
will be deleted from the restore source if this feature is enabled.
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= Verify checksum of in-file delta files during restore

Verify checksum of in-file delta files during restore is disabled by default. You can enable the
feature by ticking the checkbox so that the checksum of in-file delta files will be verified. As
the feature will make the restore process time longer, it is recommended to enable the feature

only if you want to verify whether the merged files were correct.

Click Restore to start the restore job.

8. When the restore is completed, the progress bar will be green in color and the message “Restore

Completed Successfully” will appear.

Restore

Sample Backup Set

Local-1 (jUsers/admin/Documents/Backup)

+ Restore Completed Successfully &
Estimated time left 0 sec

Restored 433.00KE (4 files)

Elapsed time sec

Transfer rate 370.55Kbit/s

9. You can click the I& View icon on the right-hand side to check the log. A window will pop up to

show the log. Close the pop-up window when you finish reading it.

Show | All v

Log

-
3
"

Start [ CloudBacke Pro v5.0.0.55 |

Creating new directory... “fUsers/admin/Documents /Alternate fUsers”

Creating new directory... “fUsers/admin/Documents (Alternate /Users/admin”

Creating new directory... “/Users/admin/Documents /Alternate /Users/admin/Documents”

Creating new directory... “fUsers/admin/Documents /Alternate /Users/admin/Documents /Test Files®

Restoring File Resource: /Users fadmin/Documents/Alternate /Users /admin/Documents/ Test Files/Photos /SAMPLE_1.docx
Restoring File Resource: Users/admin/Documents/Alternate /Users /admin/Documents /Test Files/Photos /SAMPLE. docx

Restoring File Resource: [Users fadmin/Documents/Alternate (Users /admin/Documents
“fUsers/admin/Decuments /Alternate /Users/admin” contains the same file resource. Skip restore file resource.
Restoring File Resource: /Users/admin/Documents/Alternate /Users

Restore Completed Successfully

Sl e ==

Logs per page | 50 v

www.cloudbacko.com

Downloading... */Users /admin/Documents /Alternate /Users /admin/Documents/Test Files/Photos /SAMPLE.docx” (Total 108...
Downloading... */Users/admin/Documents /Alternate /Users fadmin/Documents/Test Files/Photos/SAMPLE_1.doox” (Total 1...
Downloading... “/Users fadmin/Documents [Alternate /Users /admin/Documents/Test Files/Photos /SAMPLE_2021-12-10-1...

Resltoring File Resource: [Users fadmin/Documents/Alternate /Users /admin/Documents/ Test Files/Photos /SAMPLE_2021-1...
Downloading... */Users /admin/Documents [Alternate /Users /admin/Documents /Test Files/Photos /SAMPLE_1_2021-12-10...
Restoring File Resource: jUsers /admin/Documents/Alternate /Users /admin/Documents/ Test Files/Photos/SAMPLE_1_2021...
“{Users/admin/Documents /Alternate /Users /admin/Documents Test Files” contains the same file resource. Skip restore file...

Time
10/12/2021 11:43:09
10/12/2021 11:43:11
10/12/2021 11:43:11
10/12/2021 11:43:11
10/12/2021 11:43:11
10/12/2021 11:43:11
10/12/2021 11:43:11
10/12/2021 11:43:11
10/12/2021 11:43:11
10/12/2021 11:43:11
10/12/2021 11:43:11
10/12/2021 11:43:11
10/12/2021 11:43:11
10/12/2021 11:43:12
10/12/2021 11:43:12
10/12/2021 11:43:12
10/12/2021 11:43:12
10/12/2021 11:43:13

Page |1/1 w
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10. In the Restore window, click Cancel to close the Restore window.
11. To exit CloudBacko Pro, click the ® on the top left corner. A message will appear to ask for your

confirmation. Click Yes to close the application. If you wish to use CloudBacko Pro again, you will
then have to launch it again.
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11.2 Restore Filter
This search feature allows you to search directories, files, and folders.

To make it more flexible, the search feature offers filtering. You can add additional pattern upon
searching. Pattern includes the following criteria:

© Contains
These are Directories, Files, and Folders with the name containing the specific letter

or word.

© Exact
These are Directories, Files, and Folders with the exact or accurate name.

© Start With
These are Directories, Files, and Folders with the name starting with a specific letter or
word.

© Ends With
These are Directories, Files, and Folders with the name ending with a specific letter or
word.

It also has the Match Case function, which serves as an additional accuracy when searching for any
specific directories, files, folders, and mails.

For more detailed examples using the restore filter on CloudBacko Pro, refer to Appendix B: Example
Scenarios for Restore Filter.
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1. Login to CloudBacko Pro application according to the instructions in Chapter 6 Start CloudBacko
Pro.
2. Click the Restore icon on the main interface of CloudBacko Pro.

3. Inthe next page, you will have several options to select. On this page, you may select the Backup
Set to restore, as well as the Destination to which the data will be restored to.

You may also choose the temporary directory for restoring files by selecting the directory under
Temporary directory for storing restore files.

Select From Where To Restore

Select a backup set
& Fite-1 v

Select a destination
ﬂ Local-1 w

Temporary directory for storing restore files

[Users/admin/.cbp/tmp Browse

4. Click Search located on the lower left side of the screen.

Select Your Files To Be Restored

Select what to restore
Choose from files as of job v | 01/02/2025 W || Latest W

Show filter

Folders Name Size Date modified
v Local-1 o&y/
voa/
» (O Applications
» O users

Items per page | 50 v Page 1/1 w
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5. Click the Change button to select the path where to look for items to be restored.

Search
Look in
Change

+| Search subfolders
Kind Type Pattern

Files and Directories W || contains W Match case

Search

Name In Folder Size Date modified

Items per page 50 ~ Page - W

Change Path

v 5 Backup Server
va/
v [ users
v 2 admin
v (B Documents

> Test Files
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Search

Look in

I [Users/admin/Documents/Test Files

Change

| Search subfolders

Files and Directories W || contains W

Search

Name In Folder

Items per page 50 ~

Kind Type Pattern

Match case

Date modified

Page |- W

6. Tick Search subfolders to include available subfolders upon searching.

Search subfolders

o Search subfolders

7. Select from the following Kind of files you want to search.

¢ Files and Directories
e Files only

e Directories

8. Select from the following Type of filtering you want to search.

e Contains

e Exact

e  Starts With
e Ends With

9. Enter a pattern you want and tick the Match case box if you want to accurately search for a

specific file.

Pattern

| Match case

10. Click the Search button and the result will be displayed.

search

11. Check all the items or check a specific item that you want and click the OK button to proceed and

you will return to the restore main screen.

www.cloudbacko.com
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12 Mobile Backup and Restore to Cloud

To do a mobile backup and restore to Cloud, follow these steps:

© Backup photos, videos, documents and 2FA accounts from CloudBacko app to
CloudBacko Pro local destination. For more detailed information, check the CloudBacko
app guide.

© Create a File Backup Set on CloudBacko Pro and follow these steps:

o Backup source should be photos, videos, documents and 2FA accounts backed
up in CloudBacko Pro local destination.

o Backup destination should be a Cloud destination. Examples: Google Drive,
OneDrive, Wasabi, etc.

© Run a Backup Job on CloudBacko Pro.

© Restore Data on CloudBacko Pro. This can be from Original or Alternate location.

12.1 Create a File Backup Set

1. Click the Backup Sets icon on the main interface of CloudBacko Pro.

Backup Sets

+

2. Create a new backup set by clicking next to Add new backup set.

Backup Sets

Sort by

Creation Time W

Add new backup set

3. When the Create Backup Set window appears, hame your new backup set, and select the File
Backup set type. Then, click Next to proceed.

Create Backup Set

Name

| Sample Mobile Backup Set |

Backup set type
m File Backup ]
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4. In the Backup Source window, select the mobile backup source for backup. Click | would like to
choose the files to backup.

Backup Source

Select the files and folders that you want to backup
B Desktop
@ admin
[ Documents
B Movies
J3 Music

& Pictures

Filter

Apply filters to the backup source
off [ |

Iwould like to choose the files to backup

[erevious | I [ cance | [velo |

In the Advanced Backup Source window, select the mobile backup source.

In this example, Redmi folder is selected. The mobile backup source is in
/Users/admin/Documents/CloudBacko Pro.

Advanced Backup Source

Folders

s
v O % admin A
O Trash

O .anydesk

O .bash_sessions

O .cop

(O Alternate Folder

O c/\Temp\CloudBacko Home
O | Desktop

@ [ Documents

» O Atternate

» (O Backup

v [ CloudBacko Pro

» (@1 Galaxy A70

O [ Microsoft User Data

() I MobileBackup1

O [ MobileBackup2

(9 Photos

O [ Restore

O [ Test Files

dYyvYyVYyvvyvyy

YyYYyYyVYyVvyy

Show files
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Alternatively, if you want to back up only specific files instead of all files in your selected folder(s),
select the Show files checkbox at the bottom of the screen. A list of files will appear on the right-
hand side. Select the checkbox(es) next to the file(s) to back up. Then, click OK to save your
selections and close the Advanced Backup Source window.

Advanced

Folders

wea

wdmin
Trash
.anydesk
.bash_sessions
.cbp
Alternate Folder

= Desktop

& Documents
O Arernate
O I Backup

1l C/\Temp\CloudBacko Home!

O [ CloudBacko Pro
v 17 Galaxy A70

v 1639108416044
v blocks

Backup Source

@ « 000000.,JPG
A @ 4 000001,JPG
a 000002.JPG
» 000003.jpg
= 000004.jpg
O = 000005.jpg
O = 000006.JPG
[ = 000007.jpg
O = 000008.jpg
O » 000009.jpg
» 00000a.jpg
a 00000b.jpg
= 00000c.jpg
= 00000d.bmp
A 00000e.bmp
O = 00000f.bmp

Name

Size
165K8
302K8
367K8
168KB

62K8
263K8
Mg
111K8
181K8
277K8
265K8
95K8
22K8
6M8B.
6MB
7™M8

Date modified
02/08/2018 10:05
19/03/2019 02:33 A
19/03/2019 02:54
16/06/2021 21:17
10/08/2021 17:15
17/08/2021 17:21
10/09/2021 09:31
10/09/2021 09:33
10/09/2021 09:36
10/09/2021 09:36
10/09/2021 09:36
10/09/2021 09:37
10/09/2021 09:37
10/09/2021 09:37
10/09/2021 09:37
10/09/2021 09:37

vB Dzozol-w 0 = 000010.jpg 13KB  10/09/2021 09:37
- v O = 000011jpg 398K8  10/09/2021 09:37
7 ._..f’f‘.rfgic:}zoms O = 000012.jpg 155K8  10/09/2021 0937 &
< > O = 000013.jpg 60K8  10/09/2021 09:37
v Show files Items per page | 50 v Page 1/3 w

In the Backup Source window, click Next to proceed.

5. Follow steps 8 — 17 discussed in Chapter 8 to finish creating the backup set.

12.2 Run a Backup Job

To backup your mobile data to the cloud please refer to the instructions in Chapter 10 and
select the backup set that you created in Chapter 12.1.

12.3 Restore Data

There are two (2) options to restore data from Cloud storage to the mobile device, Original
location, and Alternate location.

© Original location, data will be restored on the original location which is the backup
destination for your mobile device.

Using this option, you can perform seamless restore to your mobile device as the
location is the same with the mobile backup destination.

© Alternate location, data will restored on an alternate location which can be setup
anywhere in the CloudBacko Pro local machine. If you choose this option then restoring
to your mobile device will have to be manually done. There are two (2) options available:

Option 1: Copy the restored data from alternate location to original location which
is the backup destination for your mobile device. You can now use the
CloudBacko app to restore the photos, videos, documents and 2FA accounts
back to your mobile device.

Option 2: Copy the restored data from the alternate location to your Android or iOS
mobile device.
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Examples:

For an Android device, you need to plug your cable and transfer the restored data
from the alternate location to your mobile device storage.

For an iOS device, you need to transfer the restored data from the alternate
location to iCloud.

Restore to alternate location is not supported on another CloudBacko Pro machine.
Options 1 and 2 must be on the original machine where the backups were performed.

In case the original machine is no longer available, CloudBacko Pro will be able to
restore the photos, videos, documents and 2FA accounts from the Cloud destination
to the mobile backup destination folder. However, as the mobile devices were not
originally paired with the new installation or machine, the mobile devices will not be
able to restore the photos, videos, documents and 2FA accounts from the CloudBacko
Pro.

12.3.1 Original Location

To restore data from the Cloud storage to the mobile device using Original location, please
refer to instructions in Chapter 11.1.

Then you can restore the restored data from the original location to your mobile device by
using the CloudBacko app.

Example: Original location is in /Users/admin/Documents/CloudBacko Pro

Favorites Name ~ Date Modified Size Kind
@ AirDrop > Alternate
= b > Backup
8 AtMyFiles | b CioudBacko Pro
& iCloud Dri... v [ Galaxy A70
#A: Applicatio... v 1639108416044
£y v blocks
(& Desktop v B8 2021-12-10-11-54-07
[ Documents v 0
o Doumionds = 000000.JPG
& 00000a.jpg
Shared # 00000b.jpg p 202 3
am017! & 00000c.jpg 10 Sep 2021, 09:37
— %' 00000d.bmp 1
desktop-... & 00000e.omp
Android device iOS device
Galaxy A70 iPhoneés

Last Backup 10 minutes ago Last Backup 2021-06-02 15:34:27

i
ackul

Home Backup 2FA More

ip
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12.3.2

Alternate Location

To restore data from the Cloud storage to the mobile device using Alternate location, please
refer to instructions in Chapter 11.1.

Then follow these steps to restore the restored data from the alternate location to your
mobile device. To do this there are two (2) options:

Option 1: Copy the restored data from alternate location to original location which is the
backup destination for your mobile device.

Example:

Alternate location is in /Users/admin/Documents/Alternate

Favorites
@ AirDrop
£ Al My Files
& iCloud Dri...
/3 Applicatio...
[ Desktop
@ Documents
0 Downloads
Shared
8 amo017!
& desktop-...

Tags

Name ~  Date Modified Size Kind

v Alternate Today, 12211 Folder

v Users

v admin oday, 12:11 Folder

v Documents
v CloudBacko Pro oday, 12:18
v Galaxy A70 fay, 12
v 1639108416044 Today, 12:18
v blocks Tod 1

v

2emmaE°
8
-4
o

v 2021-..54-07 Folder

Original location is in /Users/admin/Documents/MobileBackupl

Favorites
@ AirDrop
All My Files
& iCloud Dri..
%\- Applicatio...
[5] Desktop
M Documents
o Downloads
Shared
am017!
desktop-...

Tags
& Do

Name ~  Date Modified Size Kind
3 Alternate

> Backup

3 CloudBacko Pro

» Microsoft User Data 1 Jan 2001, 08:21

v [ 7] MobileBackup1

v [ 1639108548304
v blocks
v 2021-12-10-12-09-15
v 0
@ 000000.bak
M index.db_202...28866e0.cgz
M index.db.280...a28862f8.cgz
M index.metadata.cgz
- logs
M Serverinfo.3593923782
B settings

You can now use the CloudBacko app to restore the photos, videos, documents
and 2FA accounts back to your mobile device.

www.cloudbacko.com

226



Cloudbdacko.

Option 2: Copy the restored data from the alternate location to your Android or iOS mobile
device.

Examples:

© For an Android device, you need to plug your cable and transfer the restored
data from the alternate location to your mobile device storage.

Alternate location is in /Users/admin/Documents/Alternate

www.cloudbacko.com

Favorites Name ~  Date Modified Size Kind
@) Airdrop v [ Aternate
o v Users
£ Al My Files T i
& iCloud Dri... v BE Documents
#; Applicatio... v [ CioudBacko Pro
v Galaxy A70
] Desktop v 1639108416044
% Documents v [ blocks
© Downloads v B 2021-.54-07
v 0
Shared = 00..PG
am0171 ® 00..pg
B desktop-... : :“Z:
Tags % 00..p

Mobile device storage: Internal shared storage and SD Card

[ NN ] =
< [EREIERETELERGTER Y  SanDisk SD card u?
Name  Last Modified Size
» [ .SHAREIt
> 9 Ahsay App
» 9 Android
» i I
» [ com.facebook.orca
» [l DCIM
dctp
did

» 9 Download
» | 7 downloaded_rom
» [ LastPassAuthenticator

> B MIUI

» [ 9 Movies
» [ Pictures
» B SHAREit

16 items, 28,98 GB available

[ NON ] &
< Internal shared storage [:E oG 1 C 10 5 _'3
MName ~ Last Modified Size

» [ .android_obb
» [19 .android_secure

fe_tmp
» [ hide
» [ .RecycleBin
» 8 Android
» 8 DCIM
» 8 Images
» [ LOST.DIR
» B RW_LIB
>[I Test Folder
» I8 Videos

12 items, 29.23 GB available

227




Cloudbdacko.

www.cloudbacko.com

For an iOS device, you need to transfer the restored data from the alternate

location to iCloud.

Alternate location is in /Users/admin/Document/Alternate

Favorites Name ~  Date Modified
@) Airdrop v Alternate da
. v Users
£ Al My Files T S
&) iCloud Dri... v BB Documents
A Applicatio.. v I CloudBacko Pro
v Galaxy A70
$18 Desktop v [ 1639108416044
[$ pocuments v [ blocks
© Downloads v [ 2021-.54-07
vimo
Shared = 00..PG
am017! ® 00..pg
ol & 00..pg
desktop-... & 0050
Tags % 00..p
Upload to iCloud.
® < iCloud Q
‘ iCloud Drive Options...
-] % Photos Options...
al Mail
)
Aki Sam Tom
@gmail.com ' Contacts
Account Details
@ Calendars
Set Up Family
U Reminders
0 Safari
| Notes
Sign Out Backup 3.46 GB Available Manage...
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13 Contact CloudBacko

Technical Assistance

To contact CloudBacko support representatives for technical assistance, please visit the Contact Us
page to submit a support ticket:

https://www.cloudbacko.com/support

Use the CloudBacko Wiki for resource such as Hardware Compatibility List, Software Compatibility
List, and other product information. To also check available documentations and hotfix please visit
the Support page.
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Appendix

Appendix A: Uninstall CloudBacko Pro

Before you uninstall CloudBacko Pro, it is recommended that you make a backup of your current
CloudBacko settings, using the Utilities > Ex/Import Settings > Export Now feature to get a copy of
the latest settings.sys file. For more information, please check Chapter 7.8.3 Ex/Import Settings.

Otherwise, if you intend to re-install CloudBacko Pro either on the same machine or a new machine,
you will lose your current settings and access to any backed-up data.

1. Click Go at the top menu bar and then select Utilities.
Go Window Help

Enclosing Folder ®T

E Recents 0 8F
M Documents %0
= Desktop 23D
© Downloads 3L
{5t Home 0 8H

£ Computer {%C
@ Network 08K
< iCloud Drive ¢®8l

A Applications 0 %A
N utilities 08U

Recent Folders 1

Go to Folder... %G
Connect to Server... #K

2. Double-click the Terminal.app icon.

Terminal

3. Use the command highlighted in red to enter the Applications folder.
#cd /Applications

#[user]-Mac-mini:Applications [user]S$

4, Use the command highlighted in red to enter the CloudBacko Pro folder.
#[user]-Mac-mini:Applications [user]$ cd CloudBacko\ Pro.app/bin

#[user]-Mac-mini:bin [user]S$

5. Use the command highlighted in red to execute the uninstallation. Enter the password for
logging in to your Mac when prompted.

#[user]-Mac-mini:bin [user]Ssudo sh uninstall.sh

#Password:

www.cloudbacko.com 230



Cloudbdacko.

6. The following scripts show when the uninstallation is completed.
#Shutdown Scheduler for CloudBacko Pro

#Wait 5 seconds before Scheduler exits

#Kill Process by Image Name:/Applications/CloudBacko
Pro.app/jvm/bin/bJW

#Ignore Process by Image Name:

#Kill Process by Image Name: /Applications/ CloudBacko Pro.app
/jvm/bin/bschdW

#Ignore Process by Image Name:

#Kill Process by Image Name: /Applications/ CloudBacko Pro.app
/jvm/bin/java

#Ignore Process by Image Name:

#Remove LaunchDaemons for com.CloudBackoPro.scheduler from
service

#Remove CloudBacko Pro from Your Mac 0S X

#[user]-Mac-mini:bin [user]S$S
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Appendix B: Example Scenarios for Restore Filter

Example No.1: Restore filter setting from /Users/admin/Documents/TestFiles with filter type Contains

Location: ‘ /Users/admin/Documents/TestFiles

Search subfolders: True

Kind: Files and Directories

Type: Contains

Pattern: Set

Match Case: True

Follow the step-by-step procedure indicated in Restore Filter.

Search
Look in

/Users/admin/Documents/TestFiles Change
V| Search subfolders
Kind Type Pattern

Files and Directories W | contains W || Set | Match case

Search

Name In Folder Size Date modified

Items per page | 50 L Page - w
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Search

Look in
J/Users/admin/Documents/TestFiles

| Search subfolders
Kind Type

Files and Directories % || contains W | Set

Pattern

I
Searching ... Stop

Name In Folder Size

Items per page | 50 v

Change

+ Match case

Date modified

Page [ 1/1 w

Search

Look in
JUsers/admin/Documents/TestFiles

v Search subfolders

Kind Type Pattern

Files and Directories W | contains W || Set

Items per page | 50 v

Search
Name In Folder Size
O  BackupSet_001.txt /Users/admin/Documents/TestFiles S6KB
O BackupSet_002.txt /Users/admin/Documents/TestFiles S6KB
(] BackupSet_003.txt /Users/admin/Documents/TestFiles S6KB
(]} BackupSet_004.txt /Users/admin/Documents /TestFiles S6KB
O BackupSet_005.txt /Users/admin/Documents /TestFiles S6KB

Change

V| Match case

Date modified
11.04.2019 00:00
11.04.2019 00:00
11.04.2019 00:00
11.04.2019 00:00
11.04.2019 00:00

Page [1/1 w

Explanation:

All files and directories under /Users/admin/Documents/TestFiles that has the pattern that contains

with ‘Set’ with match case set to true will be included upon performing search.

As you can see on the screen shot above, the result panel contains the Name of the file or directory,
Directory which are indicated In-Folder column, Size, and Date Modified.

The restore filter setting includes the Search subfolder and Match case set to true. Meaning, the filter

will include all available subfolders in \TestFiles upon searching. And it will strictly search only the

specified pattern and case which starts with ‘Set’.
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Example No.2: Restore filter setting from /Users/admin/Documents/TestFiles with filter type Starts

With

Location:

Search subfolders:

Kind:

Type:

Pattern:

Match Case:

Follow the step-by-step procedure indicated on Restore Filter.

Search
Look in
/Users/admin/Documents/TestFiles

| Search subfolders

Kind Type Pattern
Files only v startswith w | A
Search
Name In Folder

Items per page | 50 L

Change

+| Match case

Size Date modified
~
v
Page 1/1 w
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Search
Look in
J/Users/admin/Documents/TestFiles Change

+| Search subfolders

Kind Type Pattern
Files only v || startswith w A +| Match case
——
Searching ... Stop
Name In Folder Size Date modified

~
v

Items per page | 50 v Page [1/1 w

Search

Look in
/Users/admin/Documents/TestFiles Change

V| Search subfolders

Kind Type Pattern
Files only Vv startswith v A | Match case
Search
Name In Folder Size Date modified
O = AlertMessage0001.jpg /Users/admin/Documents/TestFiles 490KB 11.04.2019 00:00
O = AlertMessage0002.jpg /Users/admin/Documents/TestFiles 490KB 11.04.2019 00:00 ~
(O = AlertMessage0003.jpg /Users/admin/Documents/TestFiles 490KB 11.04.2019 00:00
O =~ AlertMessage0004.jpg /Users/admin/Documents/TestFiles 490KB 11.04.2019 00:00
O = AlertMessage0005.jpg /Users/admin/Documents/TestFiles 490KB 11.04.2019 00:00
a Attendance_2014.doc /Users/admin/Documents/TestFiles 14MB 20.08.2019 00:00
(O Atendance_2015.doc /Users/admin/Documents/TestFiles 14MB 20.08.2019 00:00 v
‘o | Artamdnmen A0LE das IinmwntndosiniDocumssnte (TaosCilar ALY 2A0.NL.ANIOONO0.
Items per page | 50 v Page 1/1 w

Explanation:

All files and directories under /Users/admin/Documents/TestFiles that has the pattern that starts with
‘A’ with match case set to true will be included upon performing search.

As you can see on the screen shot above, the result panel contains the Name of the file, Directory
which are indicated In-Folder column, Size, and Date Modified.

The restore filter setting includes the Search subfolder and Match case set to true. Meaning, the filter
will include all available subfolders in \TestFiles upon searching. And it will strictly search only the
specified pattern and case which starts with ‘A’.
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Example No.3: Restore filter setting from /Users/admin/Documents/TestFiles with filter type Ends With

Location:

Search subfolders:

Kind:

Type:

Pattern:

Match Case:

Follow the step-by-step procedure indicated on Restore Filter.

Search
Look in
/Users/admin/Documents/TestFiles Change
V| Search subfolders
Kind Type Pattern
Files and Directories v | endswith v g V| Match case
Search
Name In Folder Size Date modified
Items per page | 50 v Page 1/1 w

www.cloudbacko.com 236



Cloudbdacko.

Search

Look in

| Search subfolders
Kind
Files and Directories W

I
Searching ...

Name

Items per page | 50 L

JUsers/admin/Documents/TestFiles

Type Pattern

endswith w | g

Stop

In Folder

Size

Change

+| Match case

Date modified

Page 1/1 w

Search

Look in

V| Search subfolders
Kind

Files and Directories v

Search

Name
O = AlertMessage0001.jpg
O « AlertMessage0002.jpg
O = AlertMessage0003.jpg
[0 = AlertMessage0004.jpg
O = AlertMessage0005.jpg

Items per page | 50 v

/Users/admin/Documents/TestFiles

Type Pattern

endswith v g

In Folder
/Users/admin/Documents/TestFiles
JUsers/admin/Documents/TestFiles
/Users/admin/Documents/TestFiles
/Users/admin/Documents/TestFiles
/Users/admin/Documents /TestFiles

Size
490KB
490KB
490KB
490KB
490KB

Change

V| Match case

Date modified
11.04.2019 00:00
11.04.2019 00:00
11.04.2019 00:00
11.04.2019 00:00
11.04.2019 00:00

Page |[1/1 v

Explanation:

All files and directories under /Users/admin/Documents/TestFiles that has the pattern that ends with

‘g’ with match case set to true will be included upon performing search.

As you can see on the screen shot above, the result panel contains the Name of the files and

directories, Directory which are indicated In-Folder column, Size, and Date Modified.

The restore filter setting includes the Search subfolder and Match case set to true. Meaning, the filter

will include all available subfolders in \TestFiles upon searching. And it will strictly search only the

specified pattern and case which starts with ‘g’.
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Example No.4: Restore filter setting from /Users/admin/Documents/TestFiles with filter type Exact

Location: /Users/admin/Documents/TestFiles

Search subfolders: True

Kind: Files and Directories

Exact

Pattern: SpreadSheet_05.xIsx

Match Case: True

Type: ‘

Follow the step-by-step procedure indicated on Restore Filter.

Search
Look in
/Users/admin/Documents/TestFiles

| Search subfolders

Kind Type Pattern
Files and Directories W || exact w || SpreadSheet_05.xlsx
Search
Name In Folder Size

Items per page 50 W

www.cloudbacko.com
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+| Match case

Date modified

Page |1/1 w
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Search

Look in
/Users/admin/Documents/TestFiles

| Search subfolders

Items per page 50 v

Search

Look in
JUsers/admin/Documents/TestFiles

| Search subfolders

Items per page 50 v

Explanation:

All files and directories under /Users/admin/Documents/TestFiles that has the pattern that has the

SpreadSheet_05.xIsx

Kind Type
Files and Directories W | exact v
—
Searching ... Stop
Name In Folder

SpreadSheet_05.xIsx

Kind Type
Files and Directories W | exact v
Search
Name In Folder
O | SpreadSheet_05.xIsx /Users/admin/Documents/TestFiles

Change

+| Match case

Date modified

Page - w

Change

| Match case

Date modified
20.08.2019 00:00

Page |[1/1 w

exact pattern ‘SpreadSheet_05.xIsx’ with match case set to true will be included upon performing

search.

As you can see on the screen shot above, the result panel contains the Name of the files and
directories, Directory which are indicated In-Folder column, Size, and Date Modified.

The restore filter setting includes the Search subfolder and Match case set to true. Meaning, the filter

will include all available subfolders in \TestFiles upon searching. And it will strictly search only the

specified pattern and case which starts with ‘SpreadSheet_05.xIsx’.
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Appendix C: Setting up Full Disk Access Permission

What is Full Disk Access? Full Disk Access is a new security feature in macOS 10.15 or higher that
requires some applications to be given full permission to access your protected files and have certain
administrative settings available.

If CloudBacko Pro was launched without granting a full disk access, this warning message will appear.
It is advisable to setup the permission before launching the CloudBacko Pro to avoid any unexpected
backup and restore failure.

® @ Warning

g Please grant full disk access to CloudBacko Pro to avoid unexpected backup fail.

Here are the steps on how to setup and grant CloudBacko Pro a Full Disk Access:

1. Open System Preferences > Security & Privacy.

# Finder File Edit View Go Window Help
About This Mac

System Preferences...

ApPp Swie...
Recent ltems
Force Quit...

Sleep
Restart...
Shut Down...

Lock Screen
Log Out admin...

Apple ID, iCloud

o
-
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2. Select the Privacy tab.

General  FileVault  Firewal Privacy

< Location Services
Allow the apps and services below to determine your location,

1
i Contacts

ﬁ Calendars
‘ Reminders
Photos

’ 0 ' Camera

q H Microphone

r Indicates an app that has used your location within the last
24 hours.

“lH Speech Recognition

@ Accessibility About Location Services & Privacy...

3.

General FileVault Firewall Privacy

ﬁ Calendars

‘ Reminders

Photos

n Camera

M Microphone

M Speech Recogpnition
@ Accessibility

- Input Monitoring

B Full Disk Access About Location Services & Privacy...

Allow the apps and services below to determine your location.

Indicates an app that has used your location within the last

7 24 hours.

e

4, Enter the System Administrator credentials and click Unlock.

System Preferences is trying to unlock Security &
Privacy preferences.

Enter your password to allow this.

Username:

Password:

Cancel Unlock
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5. Click the plus icon.

General  FileVault  Firewall Privacy

ﬁ Calendars . )
Allow the apps below to access data like Mail,
Messages, Safari, Home, Time Machine backups and
‘ Reminders certain administrative settings for all users on this Mac.

B Photos
’ g ‘ Camera
m Microphone

i Speech Recognition

@ Accessibility
- Input Monitoring

- Full Disk Access

Advanced...

# AnyDesk
& App Store
# Automator
A Applicati & Backup Monitor
— ® Books
(=3 Desktop ®@ Calculator
Docume... i Calendar
©) Downloa... & Chess
iCloud D CloudBacko Pro
& iCloud ... | B Contects
8 Dictionary
8 FaceTime
® Find My
: ¥ Font Book
;'_l Cloud... = # Home
) Image Capture
€) Launchpad CloudBacko Pro
. B Mail
» Red 8 Maps
@ Messages
® Orange [3 Mission Control Yesterday, 3:177 PM
@ Yellow ® Music ) i Yesterday, 3:17 PM
W Notes Tmddae AnED AN
® Green 7 Photo Booth
Blue @ Photos
@ Podcasts
® Purple &8 Preview
& nrav @ QuickTime Plaver

(J Recents

Network

Information

This message will appear if you have the CloudBacko Pro open. Click Quit Now to
proceed.

“CloudBacko Pro” will not have full disk
access until it is quit.

You can choose to quit "CloudBacko Pro” now, or do it
on your own later.

Later Quit Now
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7. CloudBacko Pro has now Full Disk Access.

General FileVault ~ Firewall Privacy

Speech Recognition Allow the apps below to access data like Mail,

Messages, Safari, Home, Time Machine backups and
Accessibility certain administrative settings for all users on this Mac.

Input Monitoring b CloudBacko Pro

| Full Disk Access

Files and Folders

Screen Recording

Automation

Adve ng

Analytics

Advanced.

www.cloudbacko.com 243



Cloudbdacko.

Appendix D: Exclude Filter System Files

If home for admin is selected, all files and/or folders located in /Users/admin/ is recommended to
include these folders to exclude from the backup source using the Exclude Filter.
/Users/admin/Library

/Users/admin/Download

/Users/admin/.Trash

/Users/admin/.bash_sessions

/Users/admin/.cbp

Backup Source

Select the files and folders that you want to backup
v B Desktop

i admin
Documents
Movies

Music

ALY
Eao@moe

Pictures

Filter

Apply filters to the backup source
off

I would like to choose the files to backup

Name ~
Filter-System Files
For each of the matched files/folders under top directory

Include them
®) Exclude them

| Include all unmatched files/folders

Match file/folder names by
@) Simple comparison | contains W

Regular expression (UNIX-style)

Existing patterns to match

Library

Download
.Trash

.bash_sessions

E E E E E

X X X X X

.cbp

Delete this backup filter

www.cloudbacko.com
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_ ~
Existing patterns to match

Library

Download
.Trash
.bash_sessions

.cbp

X X X X X

Add

Apply this filter to all files/folders in
All hard disk drives
@) This folder only

/Users/admin Change

Apply to
File |v Folder

Delete this backup filter
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Appendix E: Example Registration of Time-base One-time
Password (TOTP) Authenticator app in
CloudBacko app

The following are examples of how to register a TOTP authenticator app in the CloudBacko app

Microsoft Authenticator app

1. Download and install the Microsoft Authenticator from the Play Store for Android devices or the
App Store for iOS devices.

¢ Q

~ Microsoft
Authenticator

Microsoft Corporation

2. Launch the Microsoft Authenticator app.
6
A

3. Tap Add account.

Authenticator :

=2

Let's add your first account!

For further assistance, see the Help
section in the menu.

Add account

Already have a backup?
Sign in to your recovery account

Begin recovery
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4. Select Other account (Google, Facebook, etc.).

What kind of account are you adding?

=. Personal account @

=- Work or school account @
@

Other account (Google, Facebook, etc.)

5. Allow permission to take pictures and record video.

Allow Authenticator
to take pictures and

record video?

DENY  ALLOW
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6. Setup the account. Select from the following methods: Scan the QR code or Enter a setup key.
Method 1: Scan the QR code
i. Scan the QR code on CloudBacko Pro.

<& Add account

Your account provider will display a QR code.

OR ENTER CODE MANUALLY

ii. Account is successfully added to Microsoft Authenticator and registered the
mobile device on CloudBacko Pro.

Authenticator :

@ CloudBacko+Pro >
admins-Mac-5+(Mac+0S+X+10.12)
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Method 2: Enter Code Manually
i. Tap OR ENTER CODE MANUALLY.

<& Add account

Your account provider will display a QR code.

OR ENTER CODE MANUALLY

ii. Enter the account name and the key which is the Secret Key that is provided by
CloudBacko Pro then tap FINISH.

CloudBacko

WYWUPVJF6QLVUF4G

FINISH

iii. Account is successfully added to Microsoft Authenticator.

Authenticator :

Q CloudBacko S
CloudBacko
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the Microsoft Authenticator app. Click Next to proceed.

Please scan the QR code to get the below Mobile App from App Store. Once installed the Mobile App, launch it and
scan the same QR code to complete the device registration.

CloudBacko

#  Download on the GETITON
®& App Store '\. Google Play

Secret Key: WYWU PVJF 60QLV UF4G
Enter one-time passcode generated from authenticator app

|_ (00:00:16)

Display name: | CloudBacko

V. Mobile device is successfully registered on CloudBacko Pro.

www.cloudbacko.com

In CloudBacko Pro, enter the display name and one-time password generated by
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Appendix F: How to apply alicense key to a CloudBacko Pro
installation with an expired trial license?

1. Open CloudBacko Pro and click on “Change License Key”.

Your trial period has expired. To continue using CloudBacko Pro, please buy a full
version, or import license file.

Change License Key Import the license file (activation.olr) Buy full version

2. Enter your new license key and press OK to continue.

Enter a valid License Key

I
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3. Once the new license key has been verified, press Next to continue.

Change License Key

Enter a valid License Key

+ License key verified successfully

An activation file will be sent to the email address registered during the license purchase
immediately containing the license activation file.

4. Copy the “activation.olr” file to the CloudBacko machine. Using “Browse” to locate
“activation.olr” file and press Import to continue.

Import the license file

Check "y’ biia i @a=nmr.com” for an email titled "CloudBacko License Info" and import the attached
License File to here

| [Users/admin/Downloads/activation.olr | -
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5. Your new license key has now been successfully imported to your CloudBacko Pro
installation and is ready to use.

Import the license file
Check "ms humwdaa @ 85.com" for an email titled "CloudBacko License Info" and import the attached
License File to here

/Users/admin/Downloads/activation.olr Browse

+ License key imported successfully
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Appendix G:

Where to find the CloudBacko Pro purchase license
key?

1. Your CloudBacko Pro purchase license key is shown in the Settings > License page. For
security reasons the CloudBacko Pro license key is only partially displayed on the application.

License Key bewmas(3 - -4 [l g-trrr_wrrrereiaaeg
Proxy
Mode Online
Email Report Version CloudBacko™ Pro v5 Full Version
Installations Item Allowed Used
(This computer)
CloudBacko Pro software 2 1il)
h Cloud File Backup Module 0 0 (0}
A nti ion IBM Lotus Domino Backup Module 1] 00y
uthenticatio IBM Lotus Notes Backup Module 0 00y
. Microsoft Exchange Server Backu... 0 0 {0}y
Maobile Backup Microsoft SQL Server Backup Mod... 0 0(0)
Microsoft Hyper-V Backup Module 0 00y
Microsoft Windows System Backu... 0 0 {0}y
MySQL / MariaDB Backup Module 1] 00y
Office 365 Backup Module 0 00y
Oracle Database Server Backup M.. 0 0 {0}
VMware Backup Module 0 0 (0}

2. You can verify the license key displayed is our purchase key by comparing it with the details
of the license key and receipt no. in CloudBacko Pro under the Report > Purchase page. It is
recommended to print a copy of the receipt for your records (If there is no purchase record
then current license key is an evaluation key).

Backup
Restore

Usage

www.cloudbacko.com

Report

Purchase

Purchase Report
Select a purchase date

2021-12-02 16:58 w Go

Clouddacko.

CloudBacko Corporation

28/F, Ford Glory Plaza, No.37 Wing Hong Street, Lai Chi Kok,
Kowloon

Hong Kong

OFFICIAL RECEIPT

Thank you for your payment. Your transaction has been completed. Below are the
details of your purchase. Your order is charged in US Dollar (USS). A copy of this
receipt has been sent to your email @gmail.com

License Key : beussB03-Tg -4 JR0-*++*_#+rerrisrss (Opline)

[ s
1@gmail.com
Valero Street, Makati
City, Philippines

Qty.
1

| Receipt Number : CC-97832
Paid Date : 2021-12-02
Payment Method : DIS

Contact Person :
Email :
Address :

Amount
US$99

Unit Price
US$99.00

Description

1. CloudBacko™ Pro Basic
Software

v
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3. The remaining part of the license key is email to you along with your official receipt at the time

of purchase.

Please print a copy of the receipt and keep it in a safe place along with a copy of the invoice.
In case you have to re-install CloudBacko Pro on another machine.

Clouddacko.

CloudBacko Corporation

Lai Chi Kek, Kowloon, Hong Kong

QFFICIAL RECEIPT

28/F, Ford Glory Plaza, No.37 Wing Hong Street,

Thank you for your payment. Your transaction has been completed. Below are the details of your purchase. Your
order is charged in US Dollar (US$). A copy of this receipt has been sent to your email | = & {@agmail.com

| License Key: R _for_R g 1-c8l ed (Onlineg) I

I Receipt Number: CC-97832 I

Paid Date: 2021-12-02
Payment Method:

Description
1. CloudBacko™ Pro Basic Software

2. Fully covered coupon

Contact Person: acom
Email: [@gmail.com
Company Name:
Address: Valero Street, Makati
City, Philippines
WAT:
Unit Price Qty Amount
LUS$99.00 1 Us$99
Less US$99
Total : US$0

www.cloudbacko.com
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Appendix H:

1. Check the date,

Different Date, Time, and Time zone with
CloudBacko Pro machine and mobile device

time, and time zone in mobile device.

Example: Time zone settings of a mobile device used in the Philippines (time zone

GMT+08:00).

&~

Date & time

Use network-provided time

Date
April 8, 2021

Time
10:35 AM

Use network-provided time zone
Use the time provided by the carrier
network

Select time zone
Philippine Standard Time

2. Check the date, time, and time zone in CloudBacko Pro machine.

Example: Time zone settings of a macOS machine used in the Philippines (time zone Asia).
However, the set time zone in the CloudBacko Pro machine is set incorrectly in America/USA.

Date & Time  Time Zone  Clock

Set date and time automatically:

4/ 72021 10:35: 41 PM
Apr 2021 40
s n 12 4
10 2
4 5 sjfgl 8 910
11 12 13 14 15 16 17 s 5
18 19 20 21 22 23 24 4
25 26 27 28 29 30 6 9

To set date and time formats, use Language & Regicn preferences. | Open Language & Region...

3. Stop the scheduler service.

MacBook-Pro:bin admin$ sudo sh StopScheduler.sh

MacBook-Pro:bin admin$ ps -ef|grep java

504 2950 2938 0 10:44PM ttys000 0:00.01 grep java

www.cloudbacko.com
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4. Change the time zone in CloudBacko Pro machine. Follow the command in red.

Set Timezone: Asia/Manila

[MacBook-Pro:~ admin$ sudo systemsetup -settimezone Asia/Manila

5. Check the changed time zone in CloudBacko Pro machine.

Time Zone  Clock

/| Set date and time automatically:

4/ 8/2021 10:54: M AM
Apr 2021 4«0

"%
1:2 & A
45 6 7 9 0 - .

1 12 13 14 15 16 17
18 19 20 21 22 23 24 8 4
25 26 27 28 29 30 7 g S

To set date and time formats, use Language & Region preferences. = Open Language & Region...

6. Start the scheduler service.

MacBook-Pro:bin admin$ sudo sh Scheduler.sh

MacBook-Pro:bin admin$ ps -ef|grep java

0 2961 1 0 10:44PM ttys000 0:00.24 /Applications/CloudBacko

Pro.app/Jjvm/bin/java -Xmsl28m -Xmx768m -Djava.library.path=.:./MacX84

-cp .:./cbs.jar cbs /Applications/CloudBacko Pro.app

504 2964 2938 0 10:44PM ttys000 0:00.00 grep java
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